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Introduction. Foeryday, hundreds ideas of innovative technologies are developed, and thousands innovative
products and services are implemented. The practice of criminal proceedings does not stand aside these processes.
In recent years, foreign specialists have been increasingly focusing on 3D scanning technologies and the potential
of their use in investigations.

Problem Statement. The problem of 3D technologies in the criminalistic practice has not been sufficiently
developed in Ukrainian science, and the idea of using 3D technologies for fixing evidence, as well as tracing the
evidence and corpus delicti is only at the initial stage of development. In the future, focus on active implementa-
tion of 3D scanning technologies in forensic activities is expected to increase.

Purpose. On the basis of generalization of international experience, a systematic review of the advantages of
using 3D scanning technologies in criminal proceedings has been carried out, and the prospects for the transfer of
these innovations to the criminalistic practice in Ukraine have been outlined.

Materials and Methods. Comparative analysis, formal and logical methods.

Results. The use of 3D scanning technologies is a unique way of fixing the information about a criminal of-
[ense, which provides access to the virtual image of the crime scene for all participants of the criminal process. An
investigator, a prosecutor, a judge, and a juror can visualize the crime scene using 3D model. The advantages of
this process are universality, portability, agility, ease of use, efficiency, safety, multi-functionality, and cost ef-
fectiveness.

Conclusions. The world practice of police services has proved the expediency of using laser scanning whi-
le investigating criminal offenses. Ukraine is also expected to make a progress in the technological support of
police and expert services, insofar as effective counteraction to modern crimes without innovations is an impos-
sible mission.

Keywords: innovation, 3D scanning, reconstruction, virtual model, criminal proceedings, crime scene, and police.

The Law of Ukraine No. 40-1V of 04.07.2002 On Innovation Activity defines the concept
of “innovations”, by which the legislator suggests newly created (applied) and (or) im-
proved competitive technologies, products or services, as well as organizational and tech-
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nical decisions of the production, administrati-
ve, commercial or other nature that significantly
improve the structure and quality of production
and (or) social sphere [1]. Everyday, hundreds
ideas of innovative technologies are developed,
and thousands innovative products and services
are implemented. The practice of criminal pro-
ceedings does not stand aside these processes. In
recent years the specialists of scientific and re-
search institutions, expert services and law en-
forcement agencies have been increasingly focu-
sing on 3D scanning technologies and their po-
tential use during pre-trial investigations, as well
as presentation of evidence in the courtroom.

The problem of 3D technologies in criminalis-
tic activity, in particular scanning of the crime
scene is not sufficiently developed in Ukrainian
science. This conclusion can be drawn from a few
publications in professional editions (S. Danets,
A. Neporada, A. Tereshkevych, R. Shekhavtsov)
and the lack of thorough monographic interdis-
ciplinary research. In Ukraine, the idea of using
3D technologies for fixing evidence, as well as
tracing the evidence and corpus delicti is only at
the initial stage of development. Instead, in some
countries (the USA, Poland, Italy, Australia, Tur-
key, and many others) such innovations have
been actively introduced into the practical acti-
vity of bodies, authorized to conduct pre-trial in-
vestigation or carry our examinations. This re-
search is a continuation of Innovative Technolo-
gies of 3D Scanning in Criminalistic Activity pub-
lication, the task of which was to intensify a
discussion of researchers and practitioners in Uk-
rainian criminalistic science about the prospects
for the introduction of 3D technologies [2].

The objective of this research is to implement,
on the basis of generalization of international ex-
perience, a systematic review of the advantages of
using 3D scanning technologies in criminal pro-
ceedings, as well as outline the prospects of the
transfer of these innovations in Ukraine.

It is known that the success of the whole inves-
tigation depends, to a great extent, on the quali-
ty of fixing the evidence at the crime scene. The
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application of conventional tactical methods of
criminalistic tactics and techniques without the
use of innovational technologies cannot meet the
ever-increasing demands for the level of accuracy,
details and efficiency of documenting the data at
the crime scene. The laser 3D scanner makes it
possible not only to fix criminologically relevant
information thoroughly, accurately, effectively
and with a high quality, but also to significantly
reduce the procedural expenses of the forces and
means, since it enables creating a 3D copy of the
scanned object, which can be reviewed and ex-
plored, with the help of a special software, and
even printed using a 3D printer [3]. Due to the
use of 3D innovations in police activities at the
crime scene, the transfer of these technologies
into the area of criminal proceedings began.

The international community is keen on exp-
loring the possibilities of 3D technologies, whe-
reas the scanner manufactures convince of their
advantages that include the following elements:

1. Universality. The laser 3D scanner can be
used in any room, in any part of the open space, in
any light and in the inspection of any crime sce-
ne. The American police services involved in the
investigation of traffic accidents and crimes re-
lated to the use of firearms, and carrying out the
forensic mapping of a place of murder, explosion
or arson, have the most common practice of using
3D scanners at the crime scenes [4]. In Europe
such technologies are tested in the investigation
of explosions, the activities of organized groups
and terrorism [5]. An essential advantage of 3D
scanning in comparison with photos or video is the
lack of high lighting requirements, since the latest
generation of scanners can visualize a scanned
crime scene or a single less visible trace, regardless
of the quality of artificial light or daylight. At the
same time, it should be noted that foreign experts
advise not to use 3D scanners at less informative
scenes, with significantly limited zone of a crime
scene and trace information. In such investigative
situations it is enough to use the usual tactical
methods of fixing the information and it will cor-
respond to the principle of resource savings.
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2. Portability. All modern kits for scanning in
the field conditions are highly portable, as it is
usually a small special suitcase that includes a
scanner, special bullets, tripod and other neces-
sary hardware components, as well as a laptop
with special software. Recently, the technologies
have been further improved, and the manufac-
tures offer handheld scanners with special tablets
for achieving the same result as a scanner with a
tripod and computer (for example, the Faro®
Freestyle 3D Scanner). Ensuring the performance
of the same functions, such manual equipment is
relatively cheaper than standard scanners (the
cost of the Faro® Freestyle 3D Scanner is app-
roximately $ 7 — 10,000) [6].

3. Accuracy. One of the first points in the list
of advantages, taken into account by both domes-
tic and foreign experts, is the accuracy of docu-
menting information in graphical form. As alrea-
dy noted, the essence of 3D technologies is the
formation of a cloud of millions of points of a cer-
tain real environment (for example, the crime
scene), which ensures the creation of its virtual
model, available for review and investigation by
law enforcement agencies. The clouds of points
can be used for obtaining an accurate, realistic
computer graphic 3D model with a wide range of
applications (investigation of crimes, accidents,
fires, etc.) [7]. According to American colleagues,
the result is not animation or simulation, but a
realistic picture, large-scale modelling, able to
provide the presence of investigators at the crime
scene and see the situation as seen by the offen-
der [2]. Similarly, the Italian researchers have
pointed out that virtual models enable looking at
the crime scene from different positions, getting
the experience of perceiving the scene in the eyes
of the victim or the eyes of the offender, and rec-
reating the dynamics of the event [9]. Different
scanners may have different technical features
(specification), but in any case this tool is more
effective than a verbal description in the protocol
or a static photograph.

But the court may always have doubts about
the reliability of the scanning results. An interes-
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ting incident happened in the state of Georgia
(the USA). In one of the criminal proceedings
David Dustin, as an expert in 3D scanning, scan-
ned the courtroom a few days before his presen-
tation of the virtual murder scene to the jury.
On the day of the hearing D. Dustin first pre-
sented a scan of the courtroom, so that the jury
would personally be convinced that the accuracy
of documenting information with the help of
such innovation is incredibly high, and the evi-
dence recorded in this way is reliable. Only then,
the expert moved directly to his conclusions in
the case [10].

High accuracy creates the ability to visualize
less visible objects, make their negative image,
which in the future allows identification or clas-
sification examinations. In the absence of such in-
novation, a certain category of evidence becomes
inaccessible for use at the stage of investigation
or trial.

4. Ease of use. The technology of 3D scanning
is not too complicated for the user and after spe-
cial trainings the inspector-criminalist or the in-
vestigator can master it and apply it effectively.
The preparatory stage involves placing the scan-
ner by the indicators of a build-in levelling so
that it does not deviate in relation to the require-
ments of special sensors, and setting of orienta-
tions (for example, for Faro® 3D scanners — set-
ting of white spheres, which later allow combi-
ning individual scans of individual areas). Then
all the received scans are merged into the one
whole. It should be noted that scanning and in-
formation processing after scanning can be per-
formed by both a specialist who carried out scan-
ning, and various independent experts at any
place and time. So an important for-argument of
3D technology is that the scanning process can
be carried out only by one person, which reduces
the number of police officers involved in the re-
view of the crime scene [2, 11]. Modern 3D scan-
ners are considered “user-friendly”, which allows
their use by individuals without thorough trai-
ning. It is worth noting that the processing of 3D
scanning data still requires hard work of a spe-
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cialist. The step-by-step instruction provides per-
fect knowledge of all system options, the choice
of which depends on the tasks [12].

The transfer of 3D technologies enables chang-
ing the approach to recording procedural actions
at the crime scene. The need for a detailed proto-
col with a detailed verbal description of the ob-
jects may generally lose its importance. The pro-
tocol will become a prototype of a reference with
information about time, place, participants of the
procedural action, applied technologies and sup-
plements.

5. Agility. For a detailed verbal description of
a standard living space in a usual way, one needs
1.5 to 3 hours, while 3D scanner will create the
photorealistic model in a few minutes. According
to one of the studies, a small crime scene can be
scanned within 10 minutes, and multi-room pre-
mises a little longer, but it still takes minutes [ 14].
The American experts spent 30 minutes on ma-
king a 3D photorealistic model of a woman’s mur-
der scene (4 scans of the crime scene were made,
and each of them was made within 6 minutes). Of
course, then there was the processing of the
scanned material with the help of special soft-
ware, but the scanning made it possible to quickly
fix the evidence information and allow the other
investigators to work at the crime scene [8]. The
similar results of scanning time are provided by
Polish colleagues [2, 5].

6. Safety. Two aspects should be considered
here. First, all 3D scanners are safe for use by po-
lice officers and experts. They undergo special
certification, to not perform harmful radiation,
and do not cause negative consequences for the
life and health of the person who works with
them. Secondly, the American colleagues point
out that quite often these technologies, on the
contrary, contribute to the safety of individuals,
in particular in situations connected with docu-
menting the traffic accidents. The experts note
that the duration of the work of the police ofti-
cers, who fixed the information at the scene by
the traditional means of criminalistic technology
and tactics, increased, which meant a longer stay of
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the police officers in the area of dangerous traffic,
where repeated accidents could happen, leading
to injuries or even deaths of the police officers in
the course of their duties. The scene scanning
that is carried out at a higher speed and without
loss of quality thus reduces the risk of such events
and increases the safety of law enforcement wor-

kers [13, 14].

7. Multi-functionality. 3D scanning techno-
logy is not limited to 360° visualization of the
crime scene. It is moving graphics with which one
can continue to work and which can be used to
solve other issues:
¢ to rotate the objects, which allows seeing the

situation at different angles and in different

projections;

¢ to accurately carry out the necessary measure-
ments and determine the distances between
the objects as well as their size;

« to study little-visible trace evidence (for examp-
le, the trace of shoes on brittle sand, when there
is no possibility of producing highly-quality
plaster casts and there is relatively low effi-
ciency of photographing the trace, even with pre-
liminary processing with special color sprays),
as well as produce their 3D models, then nega-
tive copies and identifications;

¢ to produce 3D schemes and plans of the crime
scene, digital photos of the crime scene and
some other necessary annexes to the protocols
on digital data mediums;

¢ to reconstruct the mechanism of committing
a crime by studying the mechanism of the ap-
pearance of ballistic traces, the mechanism of
blood trace formation, the mechanism of traffic
accidents, etc.;

¢ to create 3D models of a mutilated face of an
unidentified corpse of a person and conduct fu-
ture anthroposcopic studies;

¢ to integrate the data and analyze the situation
in the presence and in the absence of individual
objects (for example, when the crime scene is
scanned with a corpse, after moving it, one can
inspect the corpse’s place and re-scan it). Then,
two scans can be imposed on each other and
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the situation can be visualized before and after

the dynamic stage of the review).

In addition, 3D technologies are used to study
the traces of injuries on the human body as a re-
sult of bites, as well as study the bone fractures
under the influence of mechanical factors. The
American scientists even print 3D models of such
bones in order to match them with potential in-
struments and thus achieve a high level of cre-
dibility of the conclusions of expert studies. The
experimental studies of identifying the entire
piece by its parts by printing with the help of a
special 3D printer a broken bone of one corpse,
the parts of which were found in different places,
have already been carried out [15].

Scientific development in this area is going on.
In the future work of detectives, the 3D techno-
logy of the reconstruction of the crime scene will
become even more interactive [12].

8. Cost effectiveness. This is the last point in
the list of advantages, but one of the key ones, be-
cause the combination of all the above advanta-
ges allows obtaining the desired result in a better
way than the conventional means of criminalistic
technology and tactics, with significantly lower
resources costs. Undoubtedly, it is first necessary
to invest heavily in the development and intro-
duction of such technologies directly into the
practical activity of expert services and police bo-
dies: to purchase equipment and software; to form
service centers; to provide certification of tech-
nical means; to organize a program of advanced
training of workers and special trainings, during
which it will be possible to master the order of
using 3D technologies in specific conditions (fire,
explosion, air crash, murder, use of firearms, ac-
cidents, etc.); to provide the ability to create 3D
annexes to protocols recorded on data mediums
and the possibility of their presentation in the
court.

Indeed, in the literature one can find opinions
that the obstacle to the massive use of 3D scan-
ning technologies is, as a rule, a significant cost of
devices, which is over $ 100,000 [6]. But today
there are already less expensive alternative de-
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vices that can be implemented in the police de-
partments without devastating local budgets.

However, investment will yield good results
over the time: operational work of law enforce-
ment agencies at the crime scene; qualitative fix-
ing of traces and evidence, which will increase
the possibilities for expert research. In turn, it
will contribute to the effective execution of crim-
inal proceedings, and, in a more global sense, will
increase the public’s trust in the entire law en-
forcement and judicial system. As S.V. Danets
states, innovation facilitates the work of the cri-
minological inspector involved in carrying out
the review, since it is not necessary to measure
the distance between objects and compile the
scheme, as the program does everything for you
quickly and accurately [3].

To conclude, one should mention another im-
portant aspect that the countries of the law sys-
tem of common law pay a considerable attention
to. This is a reaction to the so-called “CSI-effect”,
triggered by the demonstration in the television
series of the unique capabilities of the forensic
science. This state of affairs has led to the fact that
the jurors considerably increase the requirements
and expectations for the presentation of the evi-
dence base. Often, they do not understand that
the fantastic possibilities of quick and accurate
identification demonstrated in films differ signifi-
cantly from the routine work of the police servi-
ces and experts. Therefore, practitioners do not hi-
de the optimism that the innovative 3D scanning
technologies in some sense are the response to
such a challenge [13, 14, 16]. Specialists can move
judges and jurors to the crime scene by means of
3D visualization, and this has a positive effect on
the perception and understanding of cause and
effect relationship, and assessment of evidence.

The introduction of 3D scanning technologies
in criminal proceedings has prospects in Ukraine
as well. Thus, in 2011 a test application of 3D
scanner was carried out in the practical police
unit in Kharkiv Oblast. According to S.V. Danets’
research, the laser scanning capabilities were tes-
ted during the inspection of the scene of an acci-
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dent with a laser scanner LeicaScanStation 2
(Switzerland). The same testing of the laser scan-
ning of the accident scene, but using the laser
scanner FARO® LaserScannerFocus3D 120 (the
USA) was conducted on the basis of the “crimi-
nalistic ground” of the State Scientific and Re-
search Expert Criminalistic Center of the Mini-
stry of Internal Affairs of Ukraine [2, 3]. In the
future, there should be an increase in the interest
of the scientific community and specialists in the
issue of the active introduction of 3D scanning
technologies into criminalistic activity.

The conducted research gives grounds for the
formulation of the following conclusions. First,
the improvement of criminalistic technical means
is the most common way of the transfer of inno-
vations into the area of criminal proceedings. To-
day, along with 3D scanning technologies the in-
novative products in the field of biometrics,
geoinformation technologies, automated work-
places, integrated databases, expert researches, in
particular molecular genetic, dactyloscopic, bal-
listic, etc. are actively developed.

Secondly, the use of 3D scanning technologies
is a new unique way of fixing the information
about a criminal offense that allows “freezing” the
crime scene as it was at the time of the review,
and provides access to such a 3D image for all
participants of the criminal proceedings. In other
words, the investigator, the prosecutor, the inves-
tigation judge, the judge and the jury can move to
the crime scene while browsing the 3D model
without leaving their workplaces. The main ad-
vantages of using such an approach to informa-
tion processing are universality, portability, speed,
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TPAHC®EP TEXHOJIOTTI 3D-CKAHYBAHHS
Y COEPY KPUMIHAJIBHOTO IMTPOBA/IKEHHA

Beryn. [loams po3pobasioThest COTHI i€l iHHOBAI[IHUX TEXHOJIOTTH, BIPOBAKYIOTHCS TUC Y1 iIHHOBAITHUX TPOAYKTIB Ta
nocsryT. He 3anuimanacst ocTOpoHb IUX TIPOTIeciB i cepa KpUMiHaIbHOTO TPOBa/KeHHs. OcTaHHIM YacoM iHo3eMHi (axiBITi
nezasi Oliblie yBary IpUILISIOTh TEXHOJIOT T 3D-CKaHyBaHHs Ta IIOTEHI[IITHUM MOKJINBOCTSAM 11 BAKOPUCTAHHS Y XO/Ii PO3-
CJTiTyBaHHSI.

IIpoGaemaTuka. Tema 3D-TexHOJIOTI Y KPUMIHAMICTUYHIN AiSJIBHOCTI B YKPAIHCHKIl Hay1li po3pobJieHa Hel0CTaTHbO, &
izest BuKOpuUCTanHs 3D-TexHOOriH /st hikcalii 10ka30B0i iHbOPMAILiL, ZOCHIKEHHS CIIB Ta PEYOBUX J0Ka3iB nepebyBae
TiJIBKM Ha TI0YaTKOBiii cTazii po3pobku. B MaitGyTHROMY 3allikaBJIeHICTh 10 aKTUBHOTO BIIPOBAKEHHS TeXHOMOTI 3D-cKa-
HyBaHHS y KPUMIHAIICTHYHY AisIbHICTD Oy/le TIJIbKU 3pOCTaTH.
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Merta. CuctemHuil O/ TepeBar 3aCTOCYBaHHSA TeXHOJIOTIN 3D-ckanyBanHs y KpUMIHAJIbHOMY IIPOBA/KEHHI Ha ITiji-
cTaBl y3araJbHEHHS MIXKHAPOHOTO IOCBi/Y, @ TAKOXK OKPECJICHH IIePCIIeKTHBU BIPOBA/KEHHS 3a3HAUCHIX IHHOBAIil
B YKpaiHi.

Marepianu ta meroau. KommnapatusHuii anasis, hopManibHO-JTOTIYHI METOH.

Peayabratu. 3actocyBamts TeXHOJIOTIH 3D-ckanyBaHHs — 1l YHiKaJbHUIT crioci6 dikcarii indopmaltii npo kpuminajibHe
MPABOMOPYIIEHHS, 110 3a0e3IeUye TOCTYII 10 BIPTYaIbHOTO 300paKeHHsI MiCI MO/IT yeiM yYacHUKaM KPUMIHATLHOTO TIPO-
necy. Caiuauii, MpoKypop, CITITINH CYALS, CYAL, TPUCSSKHIH MOXKY T, Tleperisafand 3D-Moaesib YHAOUHUTH MicIle MO
ITpu 11bOMY OCHOBHUMM [IEPEBATaMI 3aCTOCYBAHHS TAKOTO IiAX0Ay 06poOKY iH(pOpMAalLii €: YHIBEPCAIbHICTD, IIOPTATUBHICTD,
MIBUJIKICTD, JIETKICTh Y BUKOPUCTAHHI, OIIEPATUBHICTH, GE3IIEUHICTD, TTOJMI(DYHKIIIOHAIBHICTh TA EKOHOMIYHICTD.

BucnoBku. CBiToBa npakTika po6OTH MOJMIEHCHKUX CIyK0 J0BOAUTH JOILIBHICTh 3aCTOCYBAHHSI JIA3€PHOTO CKAHYBaH-
Hs TTiJT Yac PO3CJilyBaHHsI KPUMiIHAJBHUX MPABOTIOPYIeHb. B YKpaini TakoK cJIiji O4iKyBaTH MPOPUB Y TEXHOJIOTITHOMY
PO3BUTKY KPUMIHATICTHYHOTO 3a6e3TMeTeHHS MisITbHOCTI MO Ta €KCIIePTHUX CITYKO.

Knrouoesi caosa: inHoBalist, 3D-cKaHYBaHHS, PEKOHCTPYKILisl, BIpTyasibHA MOJIEJIb, KDUMIHAJIbHE MPOBA/UKEHHS, MicCIle
O/, TOJIIITis.
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