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Abstract

Crimes against national security (CaNS) are
considered the most dangerous encroachment on
public relations, aimed at maintaining
independence, defense, and the general
constitutional order of the state. The lack of
proper legal protection of these social relations
prevents the stable functioning of the state and its
institutions, which is interrelated with the fight
against crime. Given this, it is essential to
analyze the ground for the systematization of
CaNSsS and a strong theoretical basis for the study.
The article aims to analyze the general principles
of systematization of CaNS. The object of the
study is the diversity of ways of systematization
of CaNS in Ukraine, Azerbaijan, and other
countries. During the research, such methods
were used as a generalization, formal-legal
method, method of analysis of normative
documents, articles  and monographs,
comparative-legal method. As a result of the
study, the main ways of systematization of CaNS
in different countries are examined and main
characteristics of systematization are settled.
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AHoTaNsA

3moyrHK TPOTH HamioHanpHO1 Oesnexu (3nHB)
BB@KAIOThCA HAHOUIBII HEOE3IEYHUM MTOCATaHHSIM
Ha CYCIUIbHI BiJTHOCHHH, [I0 MAlOTh Ha MeETi
3a0e3meunTn JepxKaBHy Oe3leKy, He3aJleKHICTb,
000pOHO3IATHICTh, Ta 3arajJoM KOHCTUTYLIMHHH
naa JepaBu. BinCyTHICTh Halie)KHOI MPaBOBOL
OXOPOHH  BKa3aHUX  CYCHUIBHHX  BiIHOCHH
YHEMOXXJIMBIIIOE ~ CTa0ibHE  (YHKI[IOHYBaHHS
JepkaBu Ta 1i IHCTUTYTIB, L0 3HAXOAUTHCSA Y
B3a€MO3B’SI3Ky i3 060poTHOOIO 31 37I0YMHHICTIO. 3
omIiAy Ha 16, B@XJIMBO IPOaHaNi3yBaTH
KOHIIENTyalnbHI OCHOBM cucTeMarusanii 3nHB.
Metoro poOOTH € aHami3 Ta JJOCIIHKEHHS
3arajJbHUX 3acall Ta MPUHIUITB CHCTEMaTH3alil
3nHB. O6’exTOM [OCHIIKEHHS € PI3HOMAHITHICTD
migxoniB mo cucrematusanii 3nHB B VYkpaiHi,
A3epOaiipkaHi Ta IHIIUX JAepkaBax. MeTomooris
CTaTTi BKJIIOYAE: METOJ y3arajJbHEHHS,
(hopMaNTbHO-FOPUANYHUN METOJ], METOJI aHAIli3y Ta
MOPIBHSUILHO-TIDAaBOBUH  MeToa. B pesynbrarti
MPOBENCHOr0  JOCIHIPKEHHS  MPOaHai30BaHO
OCHOBHI MIAXOMM 1O CHCTEMaTu3alii 3JI0YUHIB
IIPOTU HaliOHAIbHOI Oe3MeKu y pi3HHUX KpaiHax,
BCTAHOBJICHI TOJIOBHI MapKepH CHCTEMaTH3aIlil.

KirouoBi  cioBa:  3JI04MHM  TIPOTH  OCHOB
HarioHaJILHOI Oe3leKH, HallioHalbHa Oe3IeKa,
CHCTEMA 3JI0YHHIB, CHCTEMAaTH3AaIlis.
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Introduction

Crimes against national security are one of the
most socially dangerous crimes, as they encroach
on the very existence of the state. In the current
conditions of geopolitical instability and the
attempts of some countries to redraw the
internationally recognized borders by any means,
the issue of adequate application of criminal
responsibility to those who undermine national
security becomes especially relevant. In
particular, it is a question of proper
systematization of such crimes. The research is
devoted to this problem.

The authors of the article tried to analyze the very
definition of crimes against national security,
taking into account current challenges,
distinguished relevant crimes from other socially
dangerous acts and thoroughly investigated the
problem of their systematization. At the same
time, the study is based on the experience of
Ukraine, Azerbaijan and a number of other
countries for which the stated issues are relevant.

Ukrainian legislation defines national interests as
vital material, intellectual and spiritual values of
the Ukrainian people as the bearer of sovereignty
and the only source of power in Ukraine,
determining the needs of society and the state, the
implementation of which guarantees state
sovereignty of Ukraine and its progressive
development.

Therefore, given the systemic and long-term
nature of the threats to these interests, there is
every reason to believe that national security
should become a national idea for each state.
Undoubtedly, to ensure national security, it is
important to establish an effective mechanism for
combating CaNS (hereinafter — CaNS). In
general, national security is a state of protection
of vital interests of man and citizen, society and
the state, which ensures sustainable development
of society, timely detection, prevention, and
neutralization of real and potential threats to
national interests, namely: existing and potential
phenomena and factors pose a danger to these
interests. Improving the efficiency of the public
administration system is carried out by reforming
the institutions of national security, increasing
the level of professionalism and responsibility of
officials in all its parts, which, obviously, is
impossible without adequate intellectual and
personnel support.

Following Article 1 of the Law 2469-VIII
(2018), national security is the protection of vital
interests of man and citizen, society and the state,

R Volume 11 - Issue 49 / January 2022 g7

which ensures sustainable development of
society, timely detection, prevention, and
neutralization of real and potential threats to
national interests in the areas of law enforcement,
anti-corruption, border and defense, migration
policy, health, education and science, science,
technology and innovation policy, cultural
development, freedom of speech and information
security, social policy and pensions, housing-
economy, financial services market, protection of
property rights, stock markets and securities
circulation, fiscal and customs policy, trade and
business, banking services, investment policy,
auditing, monetary and monetary policy,
information protection licensing, industry and
agriculture, transport and communications,
information technology, energy and energy
saving, functioning of natural monopolies,
subsoil use, land and water resources, minerals,
protection of ecology and environment and other
areas of public administration in the event of
negative tendencies to create potential or real
threats to national interests; national interests are
vital material, intellectual and spiritual values of
the Ukrainian people as the bearer of sovereignty
and the only source of power in Ukraine,
determining the needs of society and the state, the
implementation of which guarantees the state
sovereignty of Ukraine and its progressive
development; threats to national security —
existing and potentially possible phenomena and
factors that endanger the vital national interests
of Ukraine.

Today, ensuring national security is in the
spotlight among all countries of the world.
Addressing issues related to countering national
security is the cornerstone of their domestic and
foreign policies, the development and practical
implementation of which are directed to
significant intellectual and human resources of
the nation. This state of affairs is due to several
factors that generate a set of interrelated tasks
assigned to national systems and international
security structures.

Theoretical Framework or Literature Review

The following scientists studied the theme of the
article in their researches: Anashkin (1964),
Afanasenko and Stoykov (2015), Baranin (2019),
Vecherova (2015), Gorbunova (2016), Ryabchuk
(2007), Samedova (2017), and Shatanska (2017).

Therefore, Anashkin (1964) analyzed the
peculiarities of the crime of "treason" and aimed
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to determine the place of this crime in the system
of CaNSs.

Another scholars Afanasenko and Stoykov
(2015) studied CaNS that encroach on political
relations. The authors define crimes against the
foundations of national security as provided by
the Criminal Code (hereinafter refer to CC) as
socially dangerous acts that cause significant
damage to the security of the state and society in
various spheres and related vital interests or
threaten to cause such damage, and for the vast
majority of which is typical, the goal is to weaken
the state. Morevoer, Baranin (2019) analyzed and
generalized the general theoretical principles of
the systematization of crimes. Furthermore,
Gorbunova (2016), studied in detail the
systematization of CaNS on the example of
prosecution for espionage and treason in Austria
and Liechtenstein. Besides, Ryabchuk (2007)
conducted a criminal law and criminological
study of treason and espionage. Additionally,
Samedova (2017) addressed the problematic
aspects of the differentiation of criminal
responsibility.

Further, Chuvakov (2017) analyzed how to
counter CaNS. The author considered the genesis
of the conceptual apparatus of such crimes, the
process of establishing the nature, features, and
types of analyzed crimes in the modern period.
The author analyzes the problematic issues of
differentiation of CaNS of Ukraine into certain
types and the establishment of their specific
objects, examines in detail both the main and
additional features of the objective and
subjective side of the analyzed crimes; their
significance in the qualification of such crimes is
determined and the legal analysis of CaNS of
Ukraine is carried out taking into account the
provisions of their improvement proposed by the
author. Besides, Shatanska (2017) focused on the
study of CaNS and their qualifiers.

Additionally, Vecherova (2015) concludes that
the axiom "homogeneity of social relations" is
inviolable, which requires a change of location of
some articles of the criminal law. In addition, the
researcher notes the need to rethink the benefits
protected by law and the need to distinguish:
crimes against the person, crimes against society,
and crimes against the state.

David Pion-Berlin (1989) in his article «Latin
American National Security Doctrines: Hard and
Softline Themes» analyzes different versions of
the Doctrine of National Security, which was
spread in different Latin American countries in
the 60-70s of the twentieth century.

www.amazoniainvestiga.info

Gabriel Marcella (2013) in the article «The
Transformation of Security In Latin America: A
Cause for Common Action» analyzes the
concepts of national security that emerged in
Latin America after the end of the Cold War.
Mostly, these are the concepts of
multidimensional security and security of the
individual and society, in contrast to the classical
understanding of national security, created by an
external threat to the state.

Mamedov R.Y.O. (2016) in his article «Legal
offenses against peace, human security, public
safety under the criminal legislation of the
Azerbaijan Republic» analyzes the legal offenses
against the peace and security of mankind, public
safety under the criminal legislation of the
Azerbaijan Republic. In addition, the author
touches on issues of cooperation between states
in the fight against crimes against national
security, in particular, the interaction of the CIS
countries.

Aliyev A.l,, Rzayeva G.A., & lbrahimova A.N.
(2020) in their article «Information Security:
Legal Regulations in Azerbaijan and Abroad»
analyze information security issues in the world
and in Azerbaijan, in particular. The article
compares laws and regulations of Azerbaijan and
other countries in the cybersecurity policy
between them. The article reveals the features of
the organizational and legal regulation of the
information security system as an integral part of
state security.

The above analysis of the literature confirms the
considerable attention of scholars and lawmakers
to the issue of systematization of CaNS (both
external and internal). However, a large number
of studies do not diminish the significance of the
research topic and require further research on the
basic principles of creating a system of crimes in
the field of state security in the challenges of
modern society.

Methodology

The following methods were used in the study:
generalization, formal-legal method, method of
analysis of normative documents, articles and
monographs, and comparative-legal method.

Thanks to the method of generalization, it
became possible to draw conclusions about the
variety of systems of CaNS, as well as the basis
that became the basis for the formation of an
approach to systematization. In general, the
method of generalization is aimed at fixing the
general features and properties of a certain class
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of objects and making the transition from single
to general, from less general to more general.
including the systematization of CaNS,
highlighting political CaNS, global crimes, etc.

Such a method as a formal-legal method was
utilized to justify the need for continuous
improvement of the current systematizations of
crimes that threaten national security. In the
study, this method allows us to trace the
relationship between internal content and
external expression of state and legal phenomena
and institutions using legal techniques, the
formal-legal method allowed us to formulate the
main definitions of crime, national security,
defense, constitutional order, etc. Moreover, this
method contributed to the transformation of
certain provisions and assumptions of the
research question in the construction, concept,
and typology, as well as helped to provide a
definition of some controversial concepts.

The comparative-legal method helped to reveal
the way of the systematization of crimes and
approaches in foreign countries. As far as we
know, the comparative-legal method helps to
specify the number of general and special
methods in the study of their subject, as it is due
to its properties and patterns, and the basis for
comparative-legal analysis is comparison, i.e.
comparison of anything to establish similar or
distinctive features, identify the same features or
differences. Moreover, when using the
comparative-legal method, such techniques as
collecting and studying facts, analysis,
abstraction, comparison, evaluation, and
generalization were used. That is, the use of the
comparative-legal method was carried out
comprehensively. Thus, this method was
considered the method of systematization on the
example of Ukraine, Russia, and Azerbaijan.
States interpret the need for systematization
differently, but they all understand that logically
constructed systematization plays an important
role in the theory of criminal law.

Results and Discussion

General provisions on the systematization of
CaNS

In chronological perspective, the concept of
"national security” has deep roots. Analysis of
history shows that the need for security is one of
the main motives for people and communities.
The problem of security and its provision at the
level of developing a categorical apparatus of
social science for many centuries has been the
focus of philosophers, historians, political
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scientists, and jurists. Already in antiquity and
the Middle Ages, there is a certain concept that
security is a complex  socio-political
phenomenon that is a priority goal and leading
function of the state, which is achieved by special
measures that are directly related to the existence
and development of society and states.

In general, the main components of modern
security interpretation are identified: external and
internal threats; state security: defense and
defense against external enemies; state security -
the security of a special organization of public
authority, the role of the state as the main subject
of security, as well as the security of society and
citizens. At the same time, especially in the
Middle Ages, the security of the government was
guaranteed by the existence of law and special
state bodies, whose action was aimed at both
threats outside the object of protection
(authorities) and threats that arise in itself (own
safety).

Simultaneously, when considering issues of
national security in research and lawmaking,
different terms are used: "security”, "security of
the individual, society, and state", "state

security", "security of the country", etc.

The notion of "national security" reflects the
connection of security with the nation, i.e. with a
certain territorial and state community based on
stable socio-political, economic, cultural, and
other ties. A nation can include many
nationalities, which is an ethnic community of
people with their own traditions, rights, and
culture. In this regard, national security, which
characterizes the state of the nation as a holistic
system, including social relations, public
consciousness, institutions of society, and their
activities that promote or hinder the realization of
national interests in a particular historical
context. Based on the central premises of the
concept of national interests, the notion of "state
security" can be defined as a state (property) of
the state, which created the conditions for the
existence of the constitutional system,
sovereignty, and territorial integrity of the state,
including, for example, Ukraine.

Problematic issues of national security can be
rethought through a broad vision, i.e. through the
concept of modern criminal policy. The primary
task of the criminal policy of Ukraine is aimed at
setting problems, indicating the grounds and
directions, developing forms and methods of
activity, deployment of forces and means,
providing information, monitoring activities, and
leadership. These constituent elements are

o
v

Creative Commons Attribution 4.0
International (CC BY 4.0)

https:// www.amazoniainvestiga.info ISSN 2322- 6307




included in the criminal policy as its leading
characteristics. This list can be achieved through
a coordinated systematization of crimes against
national security. Hence, to effectively organize
the fight against crime, it is necessary to
determine acts that are legally appropriate to
recognize as crimes and to define the penalties
that may be imposed by the court on behalf of the
state for committing such acts. Such definitions
are made based on the provisions of criminal law
and are expressed in the criminal law of different
states.

Thus, depending on the sources of threats to the
foundations of national security of Ukraine,
conditionally, all crimes under consideration can
be divided into two types: 1) crimes that
encroach on external security (treason) (Article
111 of the CC) and espionage CC) and 2) crimes
that encroach on internal and economic security
(Articles 109, 110, 112 and 113 of the CC of
Ukraine).

In connection with these provisions, there is a
need to establish the main criteria that determine
the existence of such types of crimes and,
accordingly, specific objects that contribute to
the division of such crimes into appropriate types
and in general, their systematization.

Establishing such criteria may make it possible to
distinguish more clearly crimes against external
security from, for example, crimes against
internal security, and other types of crimes.

International experience in systematizing CaNS

Firstly, it will be logically to consider the
conceptual basis for the systematization of CaNS
on the example of different countries.

For example, criminal liability for crimes against
state power is provided in Section XI of the
current CC of the Republic of Azerbaijan
(Law 302-11QD, 1999), which consists of four
sections (31, 32, 33, and 34), including articles
274 to 326 inclusive. In total, in Section X1 of the
1999 CC. As of December 15, 2021,
responsibility is established for 146 corpus
delicti, most of which are crimes that do not pose
a great public danger and less serious crimes
(75.3%). It should be noted that since the years
of the CC of the Republic of Azerbaijan in 1999,
the normative volume of the analyzed section has
changed significantly. It was supplemented by 14
new articles (42 corpus delicti), i.e. in total,
28.8% of crimes against state power were
introduced into the Special Part of the CC in 1999
after its entry into force. The main feature of the
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systematization of crimes against state power in
the 1999 CC is that according to the
constitutional provision on the priority of
protection of human rights and freedoms for the
first time in the history of criminal law this group
of crimes in the Special Part is not only crimes
against military service. However, it should be
remarked that the transfer of a group of crimes
against state power from the first (CC of 1922,
1927, and 1960) to the fifth place in the hierarchy
of the Special Part of the CC of the Republic of
Azerbaijan in 1999. means that the actions
included in Section XI have become less
dangerous. The location of crimes against state
power in the system of the Special Part indicates
only that the interests of the person protected by
criminal law take precedence over the interests of
the state, and this is in line with international
humanistic and democratic principles of state-
building. All chapters included in Chapter XI of
the 1999 CC, to some extent separated in separate
sections, predominate in all three previous CC of
the Azerbaijan Republic of the Soviet period
(1922, 1927, and 1960). Thus, the head of state
crimes (counter-revolutionary crimes) opened
special parts of all three CCs of the Soviet period,
and they were systematized in separate chapters
of crimes against government and official
(official) crimes. Only crimes against justice
were first separated only in the 1960 CC. CC of
the Republic of Azerbaijan 1999, for the first
time, united these groups of crimes in one section
under the general title "Crimes against state
power". At the same time, the list and content of
the norms of these types of crimes have
undergone significant changes due to the
qualitatively new Constitution of the Republic of
Azerbaijan in 1995, which proclaims human
rights and freedoms, and the principle of
independence and equality of three branches of
government (executive, legislative and judicial)
is the basis of a democratic state governed by the
rule of law (Samandarova, 2021). The generic
object of crimes against the structure of state
power of Azerbaijan is public relations, which
ensure state security, i.e. the state of protection
and normal functioning of state power in general,
as well as its institutions and bodies. The most
dangerous of the crimes that make up this section
are encroachments on the constitutional order
and security of the state, as they affect the
foundations of the social, political, and state
system of the Republic of Azerbaijan,
sovereignty, external and internal security. In the
science of criminal law of Azerbaijan, there are
many classifications of crimes that encroach
based on constitutional security and defense
capabilities of the state, and the most successful
proposal is to classify crimes against the
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constitutional order and security of the state into
the following types:

—  crimes that encroach on the external security
of the Republic of Azerbaijan (Articles 274,
275, 276);

—  crimes that encroach on the internal security
(political system) of the Republic of
Azerbaijan (Articles 277, 278, 279, 280,
281);

— crimes related to
(Articles 283, 283-1);

— encroachment on the economic security and
defense capabilities of the Republic of
Azerbaijan (Article 282);

— crimes that encroach on the security of
national secrets (Articles 284, 284-1, 285)
(Samedova, 2017).

extremist activities

In Ukraine, articles on liability for CaNS of
Ukraine are presented in the first section of the
Special Part. The generic object of the crimes
provided for in this section is public relations for
the protection of the foundations of the national
security of Ukraine: its constitutional order,
sovereignty, territorial integrity, defense. In other
words, the generic object of these crimes is
public relations, which ensures the very existence
of Ukraine as a sovereign, independent,
democratic, social, and legal state (Law 2341-11l,
2001). Among the crimes that threaten national
security, the Ukrainian legislator includes
financing of actions committed for forcible
change or overthrow of the constitutional order
or seizure of state power, change of borders of
the territory or state border of Ukraine; treason;
encroachment on the life of a statesman or public
figure; sabotage; espionage; obstruction of the
lawful activities of the Armed Forces of Ukraine
and other military formations, etc.

As for the Russian Federation, the legislator of
the Russian Federation (Law 63-FZ, 1996) in
Article 275 of the CC of 1996, pointing to the
direct object of encroachment, uses succinctly
stated: the security of the Russian Federation.
Ryabchuk (2007) believes that the indication in
the disposition of the article on the sovereignty
and territorial integrity of the state is unnecessary
because the external security of the state
encompasses both of these concepts.

Also, without pointing to certain components of
the object of the crime, for example, Article 175
of the CC of Kazakhstan (Law 226-V, 2014) in
2014 uses the most general concept of the object
of encroachment - "National Interests of the
Republic of Kazakhstan" or Art. 356 of the CC
of the Republic of Belarus (Law 275-Z, 1999) in
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1999 - "National Security of the Republic of
Belarus" (Samedova, 2017).

It should be mentioned that the forms of treason
are defined in the laws of most states in the post-
Soviet space. The position of the Georgian
legislator stands out in this series. The current
version of the CC of Georgia (Law 2287, 1999)
provides for liability for certain forms of treason
as separate types of crimes in particular articles.
For example, in Art. 308 — for violation of the
territorial integrity of Georgia, in Art. 312 — for
encroachment on the defense capabilities of
Georgia, in Art. 313 — for the issuance of state
secrets, in Article 314 —for espionage, in Art. 319
- for providing assistance to a foreign state,
foreign organization or organization controlled
by a foreign state in hostile activities (Samedova,
2017).

Traditionally, the betrayal of the state occupies a
small place in the general structure of the crime
of the Republic of Azerbaijan. However, given
that this act poses a serious threat to the external
security of the state, the relevance of the study of
criminal liability for treason in the historical-
legal and comparative-legal aspects is beyond
doubt.

As we can see, CaNS occupy a significant place
in the criminal system of each state and their
proper systematization reflects the place of
protection of human rights and their priority.

Conclusions

The systematization of crimes is based on various
indicators that contribute to the differentiation of
crimes that threaten the internal and external
security of states. Establishing precise criteria
makes it possible to clearly distinguish crimes
against national security among other types of
crimes. The presence of a set of criteria provides
an additional opportunity to divide crimes
against national security into certain types: those
that encroach on external and internal security It
is considered necessary to group crimes against
the foundations of national security into blocs,
according to the areas of encroachment.
Simultaneously, it should be emphasized that
such a division is quite conditional and requires
further rule-making work aimed at improving
such a system of crimes.

Regarding further scientific research, it is
necessary to study in more detail the positive
international experience in combating the
prevention of CaNS and to form a scientifically
sound system of these measures.
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