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COUNTERACTION TO FINANCIAL CRIMES IN THE SYSTEM
OF FIGHT AGAINST LEGALIZATION (LAUNDERING)
OF CRIMINALLY OBTAINED FUNDS

Abstract. Counteraction to financial crimes in the system of fight against legalization
(laundering) of criminally obtained funds in the context of globalization and European integration is
one of the priority directions of public policy in the financial sphere. Crisis phenomena of financial
and economic, as well as socio-political nature, which are present in Ukraine, increase the risks of
committing financial crimes and legalization (laundering) of criminally obtained funds as a result of
illegal activities. The growing trends of increasing financial crime necessitate effective
counteraction to destabilizing factors and the development of an effective mechanism to combat this
destructive phenomenon.

The article defines the essence of financial crimes and legalization (laundering) of
criminally obtained funds, substantiates the relationship and interdependence of financial crime
with the legalization (laundering) of criminal income. The economic and legal analysis of normative
and legal support of counteraction to financial crime and legalization of economy is carried out. The
research of the dynamics of the number of financial crimes committed in Ukraine, the amount of
legalized (laundered) funds and property, as well as the amount of legalized (laundered) funds
obtained as a result of tax evasion, is conducted. The peculiarities of assessing the risks of
legalization (laundering) of criminally obtained funds, based on the use of risk-oriented approach,
are analyzed, and the most significant risks of legalization (laundering) of illegal funds are
identified. In order to improve and ensure effective counteraction to financial crimes in the system
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of fight against legalization (laundering) of criminally obtained funds, the main measures of
counteraction to financial crime in Ukraine are proposed, the implementation of which requires
strengthening economic, legal and administrative cooperation of economic agents.

Keywords: financial crimes, financial system, legalization of funds, system of counteraction
to funds laundering, predicate crimes, legal relations, law.
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nPOTUAISA PIHAHCOBHUM 3JIOYUHAM Y CUCTEMI BOPOTbBU
3 JETAJIBALIECIO (BIIMUBAHHSAM) KOLITIB,
OJAEPXAHHUX 3JIOYNHHUM HJIAAXOM

Anoranis. Ilporuzmis ¢iHaHCOBUM 37OYMHAM Yy cHuCTeMi OOpoTHOM 3 Jeraizaii€ero
(BiAMMBaHHSM) KOIITIB, OJIEP>)KaHUX 3JIOYMHHUM HUISAXOM, B YMOBax riobanizauii Ta eBpoiHTerpamii
€ OJIHUM 13 MPIOPUTETHUX HANPSMIB peastizaiii Aep>KaBHOI MOMITUKH y (iHaHCOBIH cdepi. Kpuszosi
sBUIA (PIHAHCOBO-€KOHOMIYHOTO 1 COIIAIbHO-TIOJITHYHOTO XapakKTepy, SAKI MpUCYTHI B YKpaiHi,
MiABUILYIOTh PHU3UKU BYMHEHHA (DIHAHCOBUX 3JIOYMHIB 1 Jeramizamii (BigMHUBaHHS) KOIITIB,
OJICpKAHMX YHACIIZOK MPOTUIPABHOI MisUIBHOCTI. 3pocTaiodi TEHJEHLIi MmocuieHHs (piHaHCOBOI
3JI0UMHHOCTI 3YMOBIIOIOTh HEOOXIJIHICTh €(EeKTUBHOI MPOTHII JecTalOlIi3yBaJlbHUM YUHHHKAM
1 po3po0IieHHs e(eKTUBHOTO MEeXaHi3My OOpOTHOU 3 UM JIECTPYKTUBHUM SIBUIIIEM.

BusnadyeHo CyTHICTh (iHAHCOBUX 3JIOUMHIB 1 Jierami3alii (BiIMHBaHHS) KOIITIB, OJCPKaHUX
3JIOYMHHUM  [UISXOM, OOIPYHTOBAHO B3a€MO3B’S30K 1 B3a€MOOOYMOBIICHICTh (DIHAHCOBOI
3II0YMHHOCTI 3 JIeTali3alicro (BiIMUBAHHSAM) 3IOYNHHUX JTOXO/IB. A1 ICHEHO €eKOHOMIKO-TIPAaBOBUI
aHaJli3 HOPMAaTHBHO-IIPABOBOTO 3a0e3nedeHHs MpOTUAil (hiHAHCOBIM 3IOYMHHOCTI Ta Jieramizarii
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ekoHoMikH. [IpoBemeHo AOCTIHKEHHS AWHAMIKM KUTBKOCTI (piHAHCOBUX 3JIOYHMHIB, YUMHEHHX B
VYkpaini, 00csriB jeranxizoBaHuX (BIAMHTHX) KOIITIB 1 MaiiHa, a TaKOX OOCSTIB Jeraji30BaHUX
(BIAMMTHX) KOIWITIB, IO OyJM oOJepKaHI BHACHIJOK YXWIEHHS BiJ CIUIaTH MOJATKIiB.
[TpoananizoBaHO OCOOIMBOCTI IPOBEICHHS OLIIHIOBaHHSI PU3HKIB Jeraiizallii (BiIMUBaHHS) KOIITIB,
OJIep’)KaHUX 3JIOYMHHUM [UIIXOM, Ha OCHOBI BHKOPHUCTAHHSIM PH3UK-OPIEHTOBAHOTO ITiIXONY,
JOCTI/KEHO 1 BUSBICHO HAMOIIBII BaroMi pU3HKH Jieramizalii (BiIMUBaHHS) HEJEralbHUX KOIITIB.
3 METOI0 YJOCKOHAJIEHHs Ta 3a0e3Me4YeHHs ePeKTUBHOI MPOTH il (PiIHAHCOBUM 3J10YMHAM Y CHCTEMI
OopoThOM 3 Jeramizaii€ro  (BIAMHMBAHHSIM) KOIITIB, OJEPXKAHUX 3JIOYUHHUM  IUISIXOM,
3aMpoNOHOBAHO OCHOBHI 3aXO/AM MPOTUIIl (IHAHCOBIM 3J0YMHHOCTI B YKpaiHi, peanizalis SKUX
notpedye MOCWICHHS EKOHOMIYHOI, MpaBOBOI Ta aJMIHICTPaTHBHOI B3Aa€EMOAIl E€KOHOMIYHHMX
arcHTIB.

Knrouogi cnosa: dinancosi 3mounHU, (piHAHCOBA CHUCTEMa, JieTalli3allis KOIITIB, CHCTEMa
MPOTHIIT BIAMUBAHHIO KOIITIB, MPEIUKATHI 3JI0YNHHU, TPABOBITHOCHHH, TPABO.

®opmyi: 0; puc.: 6; Tabmn.: 0; 616m.: 21.

Introduction. The growing trends in globalization and European integration increase the
risks of destabilizing processes and phenomena that affect the national economy. The formation of
the global international financial system as a result of the transformation of national financial
markets leads to a redistribution of spheres of influence, which intensifies the processes of shadow
economic activities, international corruption and transnational economic crime. The accumulation
of significant amounts of illegal capital requires legalization and involvement in the official
economy, which, in turn, leads to the emergence and development of legalization (laundering) of
funds.

Taking into account the threatening trends in legalization (laundering) of criminally obtained
funds, the problem of effective counteraction to this destructive phenomenon and the necessity to
deepen economic and legal research into the use of the financial system for criminal purposes, is
becoming important.

Analysis of research and problem statement. The problematic aspects of counteraction to
financial crimes in the system of fight against legalization (laundering) of criminally obtained
funds, have long been in the spotlight of such scholars as V. Avdiiskyi, Z. Varnalii, V. Dubrovskyi,
Ya. Zhalilo, M. Fleichuk and others. However, due to significant scientific developments in this
area, this problem has not been solved yet.

The study of the main views on solving the problem of effective counteraction to financial
crime in the context of the fight against legalization (laundering) of funds, allows to form some of
their features, in particular, the fact that financial crime is mainly considered in the relationship with
economic crime and not as a separate economic and legal category. In addition, the legislative
regulation of financial crime is insufficiently justified, which leads to fairly loyal types of
punishment for committing crimes in the financial sphere. At the same time, the financial crimes in
criminal and legal interpretation are predicate funds legalization crimes, so their investigation is
carried out taking into account the need to establish the amount of legalized funds.

It is becoming clear that scholars’ views on the concept of «financial crimes» differ.
V. Avdiiskyi [1, p. 6, 39—40] keeps to the point of view that financial crimes are intentional,
systematic and illegal activities of economic agents that threaten the interests of the national
economy, unbalance the financial system of the country, violate the legitimate interests of economic
entities, have a negative impact on the socio-economic development and social security of the
population and are carried out for personal enrichment of certain individuals. In this case, the
researcher systematizes the main features that characterize financial crimes, including: 1) the
presence of not less than two subjects of the crime; 2) the selfish motive and the character of
crimes; 3) the long-term and systemic nature of committing such crimes; 4) leading to significant
losses; 5) secrecy from society; 6) committing crimes in the course of professional activity.

Z. Varnalii, Ya. Zhalilo and M. Fleichuk [2, p. 96—111] associate the financial crimes with
factors of the development of the illegal sector of the national economy, the shadowing of the
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activities of economic entities and the spread of corruption. Scholars emphasize the transnational
nature of financial crime and its close relationship with the global criminal groups.

Analyzing the provisions of the Criminal Code of Ukraine [3], we concluded that at the
national legislative level the financial crimes are grouped according to certain classification criteria,
namely: 1) property crimes in the financial and credit system: fraud with financial resources,
embezzlement, stealing, waste of property, taking possession of it due to abuse of official position;
2) crimes involving embezzlement: misappropriation of budget funds and criminal seizure of
property of an economic entity; 3) crimes in the monetary and credit sphere: criminal acts of
falsification of money and securities, crimes with documents for transfer, payment cards, electronic
money, legalization (laundering) of criminally obtained money; 4) crimes related to violation of the
official powers: intentional violation of the law on prevention and counteraction to legalization of
criminally obtained funds, insolvency of the enterprise and bankruptcy of a bank, falsification of
financial documents and reports, manipulation of the stock market; 5) crimes in the sphere of
official activity: abuse of power, official position and authority, excess of power and official
authority by law enforcement workers, their inaction to prevent illegal activities in the organization
or conduct of gambling and lotteries, official forgery and negligence, bribery, illicit enrichment,
bribery of an official and abuse of influence.

The adoption of the Law of Ukraine «On the Bureau of Economic Security» [4] has become
important in formation of the trends and methodological instruments of counteraction to financial
crime. The Law provides for the establishment of a special state body, the competencies of which
include the powers of investigation of financial crimes, the detection of risk zones in the sphere of
economy, their assessment, the development of methods and ways to minimize and eliminate
threats to economic security of the state, prevention, detection and investigation of criminal
offences in the financial sphere, planning measures of counteraction to such offences.

O. Shevchuk [5] defines financial crime as a set of committed crimes that encroach on
credit, budget, tax, customs and other kinds of financial activities and are related to the formation,
distribution, redistribution and use of financial resources by economic agents.

It is becoming clear that financial crime is aimed at obtaining illicit profits, illegal
enrichment and the accumulation of illegal financial resources. Moreover, the experience of Central
and Eastern Europe would significantly help Ukraine to avoid significant mistakes and risks in this
case [6, p. 3—o6]. The results of the activities of criminal groups require further legalization
(laundering) and involvement in the official economy. In view of this, the problem of research into
the legalization (laundering) of criminally obtained funds, is becoming relevant.

M. Fleichuk [7, p. 218—219] understands the legalization of economy as the
implementation of financial transactions of a criminal nature, associated with criminally obtained
money, acquiring the form of legal assets.

L. Hula [8] associates the legalization (laundering) of criminally obtained funds with
performing the system of acts, techniques, operations and methods of exercising the influence,
related to the withdrawal of criminal profits and illegal financial resources from the shadow into the
official sector of economy, as well as their allocation in the field of legal circulation through the use
and realization of financial instruments and financial operations.

M. Blikhar, L. Savchenko, I. Komarnytska and M. Vinichuk [9, p. 105] studying the
processes of legalization of funds, emphasize the existence of a dual structure of world economy
and national economies — the legal and illegal sectors. The structural components of the latter are
smuggling, illegal migration, industrial «espionage», human trafficking, legalization (laundering) of
criminally obtained funds.

Thus, the comparative analysis of the main approaches to identifying the interaction of
financial crime with the legalization (laundering) of criminally obtained funds, allows us to state the
legalization (laundering) of funds as the need to launder «dirty» money obtained as a result of
crimes in the financial sphere, which is manifested in concealing and masking the sources of illegal
origin of such funds, their real owners, location, movement and illegal possession, their disposal
and use.
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The purpose of the article is to substantiate the theoretical and applied principles of
counteraction to financial crimes in the system of fight against legalization (laundering) of
criminally obtained funds.

Results of the research. The proved impact of financial crime on the global and national
financial system, structural deformation and the emergence of significant destabilizing factors of
socio-economic development of the country, necessitate deepening research in the field of
preventing and counteracting financial crimes. In order to form an effective mechanism it is
necessary to understand the real extent and scale of financial crime, which at the present stage is
one of the most difficult tasks, due to the transnational character of financial crimes, imperfection of
their legal qualification and lack of the appropriate statistics. At the same time, it should be noted
that the competent authorities pay considerable attention to empirical research of financial crime in
the context of legalization (laundering) of criminally obtained funds, in particular, the State
Financial Monitoring Service of Ukraine, the Prosecutor General’s Office of Ukraine and the
National Bank of Ukraine.

Comprehensive assessments of financial crime in Ukraine during 2016—2020 were
conducted by the Prosecutor General’s Office of Ukraine [10—14], according to which (Fig. 1) the
largest number of criminal financial crimes during the entire analyzed period is related to the tax
and mandatory payments evasion. In addition, a positive upward trend is observed for such
a financial crime as legalization (laundering) of criminally obtained property. In the conditions
of 2020, the number of such crimes as fraud in the financial market increased significantly
(by 86,84 % compared to 2019).
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Fraud with financial resources 63 61 58 76 142

Fig. 1. Dynamics of the number of financial crimes committed in Ukraine

in 2016—2020
Source: [10—14].

At the same time, the established amounts of legalized (laundered) illegal funds (Fig. 2) also
indicate a significant level of financial crime. However, it should be noted that analyzed values are
not final, but they represent only the share that could be identified and recorded in the course of
investigations. In fact, the amount of legalized funds and property is much higher, which is
confirmed by the estimates of the State Financial Monitoring Service of Ukraine [15, p. 45],
according to which the amount of illegal funds exported outside the country annually is about 10 %
of official GDP, and the total amount of laundered funds is more than $ 113 billion.
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Fig. 2. Dynamics of the amounts of legalized (laundered) criminally obtained funds

and property in Ukraine in 2016—2020
Source: [10—14].

Analysis of the structure of financial crime in Ukraine showed the highest share of crimes
related to tax and mandatory payments evasion, so we consider it reasonable to deepen research
concerning the amounts of legalized (laundered) funds obtained as a result of tax evasion (Fig. 3).
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E 150 90 90 120105118
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Fig. 3. Dynamics of the amounts of legalized (laundered) funds obtained as a result

of tax evasion in Ukraine in 2018—2020, UAH billion
Source: [16, p. 43—44; 17, p. 43—44; 18, p. 54—55].

According to the results of research, the largest amounts of legalized (laundered) funds are
funds detected as a result of smuggling. Moreover, during 2018—2020 there is a tendency of
increasing this indicator from UAH 311 billion in 2018 to UAH 380 billion in 2020. The upward
trend indicates the deepening of this problem and the ineffectiveness of the policy of counteraction
to smuggling in Ukraine.
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Slightly lower, but quite high, the rates of funds laundering have been set for the payment of
wages «in envelopesy», the amount of which in 2018 was UAH 200 billion, in 2019 — UAH 231
billion, and in 2020 increased to UAH 300 billion. If we analyze the general trends, it is necessary
to note that it was 2020 when there was the intensification of illegal activities in the financial sector,
which is proved by a significant increase in the values of almost all indicators and is explained by
the deepening of the financial and economic as well as socio-political crisis in the country, and the
impossibility of the economic entities to resist the challenges of the COVID-19 pandemic.

At the same time, considerable attention should be paid not only to the tendencies and
dynamics of financial crime in Ukraine, but also to the risks of funds laundering, the study of which
shows significant political and economic problems that directly lead to the formation of illegal
capital and the need to legalize (launder) criminally obtained funds. In this context, it is about the
predicate crimes which due to the National Risk Assessment in the sphere of preventing and
counteracting the legalization (laundering) of criminally obtained funds and financing terrorism, are
recognized as the main risks of the system of counteraction to criminally obtained funds. The most
important among them are as follows: 1) high level of corruption; 2) shadowing and offshoring of
the economy; 3) low level of trust in the financial system; 4) the growth of organized crime; 5) high
cash flow; 6) outflow of financial capital outside the country; 7) low level of income of the
population; 8) the use of virtual currencies; 9) ineffective investigations of crimes related to funds
laundering and predicate crimes. According to the Typological research «Actual methods, ways,
tools of legalization (laundering) of criminal funds and terrorism financing (separatism)» [19, p. 25]
it is corruption that is called the most dangerous threat to the socio-economic as well as social and
political development of Ukraine, which leads to the need to launder funds.

Assessment of the risks of legalization (laundering) of criminally obtained funds in Ukraine
is carried out using a risk-oriented approach and involves the use of quantitative (statistical) and
qualitative (expert) methods. In Fig. 4 we propose empirical studies of the risks of legalization
(laundering) of criminally obtained funds.

Currency exchange transactions
Other products / services (factoring, guarantee and 8

- . Transactions on accounts using electronic means
trade finance services)

Cash transfer within Ukraine in the amount of less 7 7 Maintenance of accounts for social / pension
than UAH 5,000 6 payments
Payment of taxes, fines in favour of public Maintenance of accounts for payment of salaries
authorities 3 4 to persons
5 . . . 2 2 Establishment of business relations with the
Cross-border transfers sent from Ukraine . . - .
1 3 business entity within the salary card project
Cross-border transfers received in Ukraine 7 5 Maintenance of deposit accounts
Domestic transfers 7 4 Lending services

Correspondent accounts maintenance

Provision of individual safe (with description of
values) for property lease (rent)

Provision of individual safe (without description

Transactions with bank metals N
7 of values) for property lease (rent)
Securities transactions

Assessment of risks of legalization (laundering) of criminally obtained funds
Fig. 4. Assessment of risks of legalization (laundering) of criminally obtained funds

in Ukraine
Source: [15, p. 18—19].
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However, we should note that O. Bekh [20, p. 216] emphasizes the need to improve a risk-
oriented approach in the direction of expanding the criteria of risks of funds laundering in terms of
sectors of the financial system, which we consider absolutely reasonable and appropriate.

The obtained results allow to state that the highest level of the risk of legalization
(laundering) of criminally obtained funds has been recorded for cross-border transfers sent from
Ukraine, which confirms the existence and severity of the problem of withdrawal of financial
resources outside the country, including offshore zones.

An increased level of risk has been identified for cross-border transfers obtained in Ukraine,
domestic transfers, securities transactions and electronic accounts.

The obtained data allow to state the transnational nature of committing financial crimes,
their spread not only onto the national but also world economy, which necessitates the development
of an effective mechanism for counteracting financial crime and legalization (laundering) of
criminally obtained funds not only at the national level, but also taking into account international
trends in the fight against financial crime.

We should note that the legalization (laundering) of criminally obtained funds has an
indirect impact on all components of the financial system of the country, and the creation of an
effective and efficient mechanism for overcoming the risks of funds laundering is a guarantee of
stability and strengthening the financial security of the country [21, p. 293].

Taking into account the significant threat of increasing financial crime in Ukraine, the
growth of the amount of legalized funds and the presence of a number of real risks of legalization
(laundering) of criminally obtained funds, we propose to improve the main elements of the
mechanism for counteracting financial crimes (Fig. 5), in particular, institutional, legal, economic,
financial, organizational and informational.

MAIN ELEMENTS OF MECHANISM FOR COUNTERACTING ‘

FINANCIAL CRIME |
Institutional — the relationship Legal — a set of legislative and regulatory
of institutions in the process of carrying | NOrmMs governing the process of carrying -
out activities in the financial sphere out activities in the financial sphere

Economic — the mechanism for state
regulation, the taxation system Financial — the mechanism for generating
funds, their distribution and redistribution, «——
as well as the regulation of cash flows

\ 4

Organizational — a set of approaches
to the organization of activities in the Informational — a set of information
financial sphere and communication support of activities
in the financial sphere

A 4

A

Fig. 5. The main elements of the mechanism for counteracting financial crime
Source: author’s development.

We should note that it is impossible to limit oneself to improving the elements of the
mechanism for counteracting financial crime.

It is appropriate to make significant efforts to develop a set of direct measures to counteract
financial crime, indicated in Fig. 6, the essence of which is to establish economic, legal and
administrative interaction of entities, taking into account the innovative technologies and
instruments used in committing crimes in the financial sphere.
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4‘ MAIN MEASURES OF COUNTERACTING FINANCIAL CRIME
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Fig. 6. The main measures of counteracting financial crime in Ukraine
Source: author’s development.

Equally important is the strengthening of international interaction and cooperation in the
fight against organized financial crime and legalization (laundering) of criminally obtained funds, in
particular, with the US government organization in the sphere of counteracting financial crimes
Financial Crimes, which specializes not only in detecting financial crimes, but also in establishing
the channels for the movement of illegal financial resources.

Conclusions. Thus, the research of theoretical and applied principles of counteracting
financial crimes in the system of the fight against legalization (laundering) of criminally obtained
funds, allows to state the significant presence and dynamic growth of financial crime in Ukraine, its
destructive impact on the national economy and financial system of the country. As the result of
empirical calculations, it has been established that the largest share in the structure of financial
crime includes crimes related to tax evasion and mandatory payments. At the same time, it has been
found that the set of measures to counteract financial crimes in the system of the fight against
legalization (laundering) of criminally obtained funds needs to be improved in terms of normative
and legal support for combating certain financial crimes, and the organizational and legal
mechanism for investigating predicate crimes, as well as strengthening the criminal liability for
committing illegal acts in the financial sphere, need to be clarified.
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