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OPFAHI3ALIMHI ACNEKTH OYHKLIOHYBAHHA KOMMNJIEKCHMX
CUCTEM 3AXUCTY IHOOPMALLII

Y npakmuyi 6opomb6u 3i 3104UHHICMIO 3a8K0U BeJIUKe
3HA4YeHHA Hadasasocs Nowyky, 360py Ma HAKONUYEHHH
onepamusHO-NOWYKOBOi ma iHWOi KpuMiHaaicmu4Hoi
iHpopmauyii. 3oKpema, 3Ha4Hy poJib 8 UbOMYy Bidizparomsb
niopo30inu iHgpopmayiliHo-aHanimu4yHo20 3abe3neyeHHs
MBC. IHpopmayia, aka 36upaembca i 06pobasembca yumu
niopo3dinamu, € yikasor He nuwe noAaiyii, ane i 37104uH-
uAaM, SKi makoxk 30ilicHIoomMb po38idysasibHi i KOHMpPPO3-
Bidysa/ibHI 3ax00u, CKeposaHi Ha Helimpanizayito 3ycusib
noniyii y 6opomsb6i 3i 3104uHHicmio. CyyacHi iHpopmauyidHi
mexHoJio2ii Hadarmb iM MAaKy MOXugicmb, MoOMy 8 OC-
MaHHill 4ac 3Ha4YHO 3poC/a KisibKicmb amak Ha iHgopma-
yitiHi cucmemu. B o0HUX BUNAOKAX 3/10MUHUIB UiKasumb
iHopmayis, aka 36epicaembcs ma 06pobISEMbCA 8 MAKUX
cucmemax. B iHwux sunadkax 30iliCHIOEMbCA HAMA2aHHA
3a610ky8amu yHKYioHyBaHHA iHpopmayiliHux cucmem.

KomnnekcHul 3axucm iHgopmayii 6asyembca Ha 8u-
KopucmaHHi npasosux, @i3u4yHux, opaaHizayiliHux ma
npo2pamHo-anapamHux 3acobis 3axucmy iHgpopmayii.
Memoro daHoi cmammi € aHani3 opeaHizayiliHux acnekmis
3axucmy iHgopmayii, ujo 3a6e3neyyoms PYyHKYiOHYBAHHA
KOMNJIeKCHUX cucmem 3axucmy iHgopmayii 8 npasooxo-
DOHHUX op2aHax YKpaiHu.

B cmammi po3anaHymi opeaHizayiliHi acnekmu yHK-
UiOHYBAHHA KOMNJIEKCHUX cucmem 3axucmy iHgopmauii 8
NpasooXopoHHUX op2aHax YkpaiHu ma darombca npono3uyii
wodo nidsuujeHHA epekmusHoCcMi opzaHizayii 3axucmy
iHopmayii.

Knro4osi cnosa: komnaekcHull 3axucm iHgopmayii,
KoMnJieKcHi cucmemu 3axucmy iHpopmauii, opaaHizayitHi
acnekmu 3axucmy iHgopmayii, nepcoHan, Kopucmysady,
iHpopmayiliHi mexHos02ii, aamomamu3osaHa cucmema,
npozpamHe 3abe3neyeHHs.

B npakmuke 60pb6bi ¢ npecmynHocmbio 8ce2da 6o/1buioe
3Ha4YeHue npedocmasiA1I0Cb NOUCKY, c6OpY U HAKONJIeHUIo
onepamusHo-nouckosol u Opyaol KpuMuHaaucmuyeckoul
UuHopmayuu. B yacmHocmu, 3Ha4UMeEIbHYIO PoJib 8 3MOM
uzparom nodpasdesieHus UHHOPMAYUOHHO-AHAIUMUYECKOo-
20 obecneyeHus MB/]. MHopmayus, komopas cobupaemcs
u obpabameisaemca 3MumMu noopazoeeHUAMU, ABAAEMCA
UHmMepecHol He MOoJIbKO NOIUYUU, HO U NPeCmMynHUKAaM,
Komopble makse ocyujecms/iam passedbisamesibHble U
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KOHMppasseobisame/ibHble MeponpuAmuUs, Hanpas/eHHbIe
Ha Helimpaausayuto ycuauli noauyuu 8 6opbbe ¢ npecmyn-
Hocmbto. CospeMeHHble UHHOPMAUUOHHbIE MeXHO102uU
npedocmasafalom UM MAkyl B03MOXHOCMb, NOMOMY 8
nocsnedHee 8pemMA 3HAYUMEJIbHO BbIPOCU KOJIUYECMBO
amak Ha UHPopMayuoHHble cucmemsbl. B 00HuUx caydasax
npecmynHUKo8 UHmepecyem uH@opmayusa, Komopas xpa-
HumcAa u obpabameigaemca 8 Makux cucmemax. B uHbix
CAy4asax ocyujecmssifiemca nonbimka 3a6/10KUposams
(PYHKYUOHUPOBAHUE UHPOPMAYUOHHBIX CUCMEM.

KomnnekcHasa 3awjuma uHpopmayuu 6asupyemca Ha
UCNO/Ib308aHUU NPABOBbLIX, (U3UYECKUX, OpP2aHU3AUYUOH-
HbIX U NpO2pAMMHO-annapamubiX cpedcms 3aujumsi
uHpopmayuu. Ljenbro 0aHHOU cmambu A8A€mMCcA aHAU3
0p2aHU3AUUOHHbIX ACNeKMos 3awumasl UHopmayuu, 4Ymo
obecneyusarom PYHKYUOHUPOBAHUE KOMNJIEKCHBIX CUCMEM
3auumsl UHOPMayuU 8 NPaBoOXPAHUMEJ/IbHbIX OP2aHax
YKkpauHsil.

B cmambe paccmompeHb! 0p2aHU3ayuUOHHbIE acnekmal
(PYHKYUOHUPOBAHUA KOMNJIEKCHUX CUCMeM 3aujumbi UH-
opmMayuu 8 NpasoOXpaHUME/IbHbIX OP2aHAx YKpauHsl u
odaromca npedsIoKeHUA No NoBbIWeEHUK 3PdekmusHocmu
op2aHu3ayuu 3auumsl uHpopmayuu.

Krnodesble cnosa: KomniekcHasa 3aujuma uH@opma-
Yuu, KOMNJIeKCHble cucmembl 3awums! UHdopmayuu,
0p2aHU3AaUUOHHbIE acneKmbl 3awumsl UHgopmayuu, nepco-
Has1, No/1b308amesib, UHHOPMAYUOHHbIE MEXHOJI02UU, a8-
MoMamu3uposaHHas cumema, npo2pamHoe obecneyeHue.

In practice, the fight against crime is always a great val-
ue provides search, collection and accumulation of opera-
tional-search and other forensic information. In particular,
the important role played in this unit of information and
analytical support of the Ministry of Interior. Information
which is collected and processed by these units, is inter-
esting not only police, but also criminals, who also carry
out intelligence and counterintelligence activities aimed at
neutralizing the efforts of the police in combating crime.
Modern information technologies provide them with such
an opportunity, because in recent years significantly in-
creased the number of attacks against information systems.
In some cases, criminals are interested in information that
is stored and processed in such systems. In other cases, an
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attempt to block the functioning of information systems.

Complex protection of information is based on the use
of legal, physical, organizational and software and hard-
ware protection of information. The purpose of this article
is to analyze the organizational aspects of the protection
of information that ensure the functioning of complex
systems of information protection in the law enforcement
bodies of Ukraine.

The article deals with the organizational aspects of the
functioning of complex systems of information protection
in the law enforcement agencies of Ukraine and provides
suggestions for improving the effectiveness of information
security organization.

Keywords: comprehensive data protection, integrated
systems of information protection, organizational aspects
of information security, personnel, users, information
technology, automated systems that include software.

MoctaHoBKa npo6nemu. Y npaktuui 60poTbbu 3i 3/10-
YMHHICTIO 3aBXAM BE/IMKE 3HAYEHHA HaZaBasioCcs MOLUYKY,
360py Ta HaKOMMYEHHIO OnepaTMBHO-MOLLYKOBOI Ta iHLOI
KpMMiHanicTMuHoi iHdopmauii. 30Kpema, 3HayHy poJib B
LbOMy BiZirpatoTb nigpo3aiim iHhopmMauinHo-aHaniTMYHO-
ro 3abesneyveHHa HauioHanbHOT noniuii. IHdopmauia, aka
36MpaETbCA i 06POBNAETHCA MMM NiAPO34inamu, € LiiKaBo
He AmLle noniuii, ane i 3104MHLAM, AKi TaKOXK 3AIMCHIONTb
po3BiAyBasibHi i KOHTPPO3BiAyBasibHi 3aX04M, CKEpPOBaHi Ha
HeMTpanisauito 3ycuab noniuii y 60potb6i 3i 3104MHHICTIO.
CyyacHi iHdopMaLikHi TexHOIOT T HaZATb TM TaKy MOX/IN-
BiCTb, TOMY B OCTaHHiM Yac 3HAYHO 3pOC/Ia KifbKiCTb aTak
Ha iHopMaLirHi cucTeMu. B ogHUX BMNaAKax 3/104MHLIB
LikaBuTb iHOpMaLlif, fKa 36epiraeTbCA Ta 06pPO6NAETLCA B
TaKMX cMCTeMax. B iHWKMX BUNagKax 34iMCHI0OETbCA HaMaraH-
HA 3a610KyBaTH (DYHKLIOHYBaHHA iHDOPMaLiMHUX CUCTEM.

€ HeoZHOpa30Bi BMMaZKM aTak Kibep3soumHUiB Ha
iHdbopMaLifiHi Mepeki NpaBOOXOPOHHMX OpraHie, K B
JanbHbOMY 3apy6ixki, Tak i B KpaiHax CH/. Hanpuknag,
B 2011 p. 6y 31aMaHi CanTu pagy NoNiLenMCbKUX AiNAHOK
B CLLA, BHacnigok Yoro B ny6niyHoOMy JoCTyni 6y/iM po3mi-
LeHi NOBiAOMNEHHA e/IEKTPOHHOT NOLWTH, NapoJii, HOMepH
couianbHOro CTpaxyBaHHA, HOMEPU KPeAMTHUX KapTOK
NoNiLLeMCbKMX, a TAKOXK NOBiAOMIEHHS BiJ KOHMDiAEHLMHMX
iHdbopmaTtopis [1]. B KBiTHi 2012 poKy Ki6ep3/104MHLi BUBEIM
3 nagy canut MBC Bennko6puTaHii [2]. B ntotomy 2013 poky
Ki6ep3/104MHLi pO3MICTUIM peKaaMy HapKOTUKIB Ha camTi
F'YMBC YKpaiHu y JlbBiBCbKiM 06nacTi [3]. MoxHa 3ragatu
610KyBaHHA canTy MBC YKpaiuu B ntotomy 2012 p. nicns
NpUMUHEHHA po6oTh hainoobMiHHoro pecypcy EX.UA. B
6epesHi 2013 p. 6yB 31amaHuM camT cyaa lMiBaeHHoro Ypany
B Yena6iHcbKil o6nacTi Pocii [4].

Fpyna xakepiB KibepbepkyT, sika 3’aBunaca nicna
po3dopMyBaHHA cneuniaposginy bepKkyT, atakyBana cep-
Bep LUBK nig yac Bu6opiB MNpe3naeHTa YkpaiHu, 6/10KyBana
po6oTy cainTiB MBC Ta F'eHnpoKypaTypu YKpainu [5].

| TakMX NpUKNaAiB € Ayxe 6arato. Bce ue 3aMBui pas
niagTBEPAXKYE HEOOXiAHICTb HAyKOBMX PO3POOOK B ranysi
KOMMJIEKCHUX CUCTEM 3aXMCTY iHOopMaLii B NPaBOOXOPOH-
HUX OpraHax.

CmaH docnidxeHHA. Npobnemam CTBOPEHHSA i DYHKLi-
OHYBaHHS CUCTEM TEXHIYHOrO 3axMCTy iHopmauii Npm1cesa-
YeHo oCcTaTHbO Ny6AiKaLiM AK Y BIAKPUTUX, TaK i 3aKPUTUX
NiTepaTypHUX AXKepesax, 30KpemMa, Taknx BYeHMxX: babuues
C.T., benses A.B., botiok A.O., Bepty3aes M.C., Bopox-
ko B.M., Mony6es B.O., Mopbynin B.M., MNyuantok M.B.,
JomapboB B.B., 3axapuyeHko B.l0., KapniHcbkui M.M.,
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JlasypeHkKo B.I., MeTtpeHko C.A., Xapa6eptow |.®., 3axapos
B.M. BaxknuBiCTb HAYKOBOrO 3106yTKY Ta BHECKY Y TEOPIlO i
NpaKTUKY iH(OpMaLLiMHOT 6e3MeKM 3raflaHMX BYEHMX BaXKKO
nepeouiHnTH.

AHani3 nitepaTypHUX AxKepen Aa€ NifCcTaBu CTBEPAXKY-
BaTM, WO Yy Npoueci NpoeKTyBaHHA, CTBOPEHHSA i eKcnya-
TYBaHHA KOMIMJIEKCHMX CUCTEM 3axXMCTy iHpOopmMaLii € NeBHi
HeZONIKM, AKi 3HUKYIOTb €(DeKTMBHICTb iX PYHKLiOHYBaHHSA.

Mema docnidxeHHA. KOMNIEKCHWIM 3axmcT iHbopmauii
6a3yeTbCA HA BUKOPMCTaHHi NpaBoBMX, i3MYHMX, OpraHisa-
LiMHMX Ta NporpamMHO-anapaTHMX 3aco6iB 3axXMcTy iHchopMa-
uii. MeToto AaHoT CTaTTi € aHani3 opraHisauilHUX acnekTis
3axmcTy iHdopMauii, Wwo 3abesneyyoTb GyHKLiOHYBaHHA
KOMIMJIEKCHUX CUCTEM 3axMCTy iHdOopMaLlii B NpaBOOXOPOH-
HUX opraHax YKpaiHu.

Buks1a0 OCHOBHUX NOJIOXKeHb. YKpaiHCbKe 3aKOHO-
JaBCTBO MICTUTb 3HAYHY KiJIbKiCTb 3aKOHIB Ta MiA3aKOHHUX
aKTiB, AKi peryolTb NPaBOBiAHOCUHWU B rajnysi 3axucTy
iHdbopMauii. B YkpaiHi gie 6/1M3bKo 60 HOPMATMBHMX aKTiB,
AKi perynioloTb BigHOCMHM B iHdopMauinHii cdepi. Kpim
Toro Jlep>kKkoMceKkpeTiB YKpaiHu BMAano noHaz 15 sigoMumnx
HOPMaTMBHMX aKTiB, AKi € 060B’ A3KOBMMM A/15 BCiX AeprKaB-
HWX CTPYKTYP B rasy3i 3a6e3neyeHHs 0XopoHH iHopmallii 3
06MEKEHUM AOCTYMOM, NEPL 3a BCE - AEPKABHOT TAEMHMLL
[6]. Y 3akoHi Ykpainu "Tlpo 3axmucT iHdbopmauii B iHpopma-
LiMHO-TeNeKoMyHiKaLiMHMX cucteMax” Big 05.07.1994 poky
No 80/94-BP pgatoTbca BM3HaUYeHHA: “3axmcT iHdopmauii - ue
CYKYMHICTb OpraHisayifHo-TexHiYHMX 3axoiB i npaBoBMX
HOPM ANA 3anobiraHHA 3anofifiHHI0 WKOAM iHTepecam
BJlaCHMKa iHpopmaLii YM aBTOMaTM30BaHOT CUCTEMM Ta
oci6, aki KopucTytoTbea iHbopmauieo” Ta “KomnaekcHa
cMcTema 3axmcTy iHdopmallii - B3aEMONOB’ A3aHa CYKYMHiCTb
OpraHisauiiHMx Ta iHKeHepHo-TeXHIYHMX 3axoaiB, 3aco6iB
i MeTogiB 3axmcTy iHdopmauii” [7]. Y 3akoHi YKkpainu “Ipo
Aep:aBHy TaeMHuuU” Big 21.01.94 Ne 3856-XIl paetbca
BM3HAYEHHSA, L0 OXOPOHa JeprKaBHOT TAEMHML - Lie KOMN-
JleKC opraHisalilMHO-NpaBoOBUX, iHXEHEPHO-TEXHIYHMX,
KpunTorpadivyHMX Ta onepaTMBHO-PO3LIYKOBMX 3aXOAiB,
CMpAMOBaHMX Ha 3anobiraHHA pO3roJIOWEHHI0 CEKPETHOT
iHdopmaLii Ta BTpatam ii MaTepianbHux HociiB [8].

KomMnneKkcHa cuctema 3axmucTy iHopmauii MicTUTb npa-
BOBMWM, OpraHisaUiHui Ta TEXHIYHWMIM €NEMEHTU 3aXMUCTY.
TaKi 3acobm NOBMHHiI 3abe3nevyBaTtu ifeHTMdIKyBaHHA Ta
ayTeHTUdiKyBaHHA KOPMCTYBayiB, po3noAin NOBHOBAXKEHb
JocTyny f10 iHdopmaLifHOT cMcTeMM, peecTpalito Ta 061iK
Crpo6 HecaHKLioHOoBaHOro AocTyny. OCHOBHOI0 YaCTMHOK
CMCTEMM € OpraHisalifHuUi enemeHT. BiH MicTuTb 3axoam
yNpaB/liHCbKOr0, PEXMMHOIO i TEXHOI0M YHOr0 XapaKTepy.
3axoam opraHisauiiHoro 3axmcty - ue 50-60 % CTpyKTypH
KOMIMJIEKCHUX CUCTEM 3axmcTy iHdopmauii [9, c. 45]. Op-
raHisauinHi 3axoam 3axmcTy iHbopmauii B iHopMaLiMHKUX
cucTeMax, fIK MpaBW/IO, CMPAMOBaHi Ha YiTKMM po3noin
BiANOBiAaNIbHOCTI Nig Yac poboTH nepcoHany 3 iHpopmaui-
€10, CTBOPEHHS AEKiNbKOX pybekiB KOHTPOJIO, 3anobiraHHA
HaBMMCHOMY ab0 BMMNAZKOBOMY 3HMLUEHHIO Ta MOAMIiKY-
BaHHI0 iHopMauii.

Ha opraHisauiiHoMy piBHi 3a6e3neyeHHA 6e3neKku iH-
dopmauii NOBUHHI O6yTH BUPOGAEHi MigXxoamM LWoAo:

3aCTOCYBaHHA PEXMMHMX 3aX0AiB Ha 06’€KTax aBTOMa-
TM30BaHOT CUCTEMM;

3abe3neyeHHA Qi3nYHOro 3axmcTy ob1agHaHHA aBTOMa-
TM30BaHOT CUCTEMM, HOCITB iHdDOpPMaLlii, iHWMX pecypciB;

opraHisauii npoBeeHHs 06CTEKEHHA cepefoBuLL, hYHK-
LiiOHyBaHHA aBTOMaTM30BaHOI CUCTEMM;

nopsAAKY BUKOHaHHSA pobiT 3 3axXMCTy iHdopmalii, B3ae-
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MOZii 3 UMX NUTaHb 3 THWMMM Cy6’EKTaMM CUCTEMM TEXHIY-
HOro 3axmcTy iHdopmauii B YKpaiHi;

BMKOHAHHA po6iT 3 MoAepHi3auil aBTOMaTM30BaHOT CHC-
TeMM (OKPEMMX KOMMOHEHTIB);

pernameHTauii AOCTyny CTOPOHHiIX KOpMUCTyBa4iB A0
pecypciB aBTOMaTUM30BaHOI CUCTEMM;

pernameHTauii 4oCTyny BJIACHUX KOPMCTYBaYiB i nepco-
Hany [0 pecypciB aBTOMaTU30BaHOI CUCTEMM;

34iMCHEHHA NpodiNaKTUYHKUX 3aX0AiB (HanpuKaag, none-
peaXKeHHS HEHaBMMCHUX Ail, L0 NPM3BOAATH A0 NOPYLIEHHS
MoNiTMKM GE3NEKM, nonepeaKeHHsa NosBM BipyciB Ta iH.);

peanizauii oOKpeMUX MosIoKeHb MONITUKM 6e3neKu, Hau-
GiNbLL KPUTUYHKX 3 TOUKM 30pY 3a6E3MNEYEHHA 3aXMCTY acneKTiB
(HanpuKnag, opraHisauia BigaaneHoro JOCTyny A0 aBTOMa-
TU30BaHOI CUCTEMM, BMKOPUCTAHHSA MEpeX nepefadi AaHux
3ara/lbHOro KOpMCTyBaHHSA, 30Kpema Internet, BUKOpUCTaHHSA
HecepTU(iKOBaHOro NporpamMHoro 3abesneyeHHs Ta iH.) [10].

Jlo opraHisauifH1x 3axo4iB Hanexarb:

po6oTa 3 NepcoHasioM;

BMMOra LLOAO 34iMCHEHHA BaXK/IMBMX POBIT KONIEKTUBOM
BMKOHaBLiB;

BMMOra, W06 3aco6M 3axXMCTy PO3MOBCHAXKYBa/IMCh HA
BCiX KOPUCTYBaYiB, BKIOYHO 3 KEPIBHULITBOM,;

YiTKe BM3HAYEHHS KaTeropin AoCTyny A1S KOPUCTyBadiB;

CUCTEMHMIM NepioAMYHMI KOHTPOJIb 3a SKICTIO 3aXMCTy
iHdbopmaLii;

Npr3HaYeHHA 0CO6M, LLO BiAMOBiZa€E 3a peXKMM CEKPETHOCTI;

3a6e3neYvyeHHs AOTPUMAaHHA PeXMMY CEKPeTHOCTI nig
Yac BMKOPMCTAHHSA KOMM’OTEPHUX CUCTEM;

CTBOPEHHSA MNJ1aHy BiJHOB/IEHHA CUCTEMM MICNA BUXOZY 3 /13y .

Po6oTa 3 NepcoHasom - Le HaMBaXk/MBilla YacTUHA
opraHi3auifHOro esnemMeHTy CMCTeM 3axucTy iHdopMalii.
binbwicTb NopyleHb peuMy 6e3neKkn CTaeTbCA 3 BUHM
npauiBHMKiB opraHisauii. Jeski HayKoBLi BBaXKatoTb, Lo 75
% BMTOKY iH(opMaLii CTaETbCA Yepes NepcoHan opraHiszauin,
i nmwe 25 % -TexHiyHMMM KaHanamu [9, c. 103].

3a oLiHKaMM NPaBOOXOPOHL,iB, Cy6’€EKTM KOMN’ IOTEPHMX
3/I04MHIB PO3MNOAINAITLCA HACTYMHUM YMHOM: MepCcoHall,
AKUM 34iMCHI0E YHKLIT ynpaBaiHHA Ta 06C/lyroByBaHHs
aBTOMaTM30BaHOT cucTeMm - 44,9 %; ocoba - KOpuCTyBau
ABTOMATU30BaHOI cncTeMu - 34,9 %, po3pobHMK Mporpam-
HMX 3aco6iB, AKi ,O3BONAITb HE3aKOHHE MPOHMKHEHHA A0
ABTOMATU30BaHUX CUCTEM - 24, 9 %; aamiHicTpaTop aBTOMa-
TM30BaHMX cUCTeM - 18,9 %, BNAaCHMK TakMx cuctem - 10,8
%; PO3POOHMK TEXHIYHMX 3ac06iB, NPU3HAYEHUX BMIMBATH
Ha pobOoTy KOMM’IOTEPHUX CUCTEM 63 BUKOPUCTaHHA Mpo-
rpamHoro 3abesneyeHHa - 6,8 % [11, c. 55].

ToMy opraHizalis iHdbopMaLiiHOi 6e3nekn NoBUHHA
BPaX0OBYBATH HE Ti/IbKM TEXHIYHMM i TEXHONOMYHUIA KOMMO-
HEeHTU cuCTeMM, ane i MacbKui dakTop. To6To, nia yac
CTBOPEHHA KOHKPETHOT CMCTEeMM Ge3nekn HeobXigHo Bpa-
XOBYBATM €TUYHi, MOpaJibHi, iHAUBIAYaIbHO-NCMXOIOriYHI,
covuia/IbHO-NCUXONOriYHi Ta iHWi 0COBUCTI XapaKTEPUCTUKM
nepcoHasny, Lo 3aJigHUM y cMcTemi opraHisauii 6e3nexku
iHdopmauii [12, c. 260]. 3MeHLWHMTH 3arpo3n ansa 6e3nexku
iHdopMaLii BHacNiJOK HE3aKOHHMX Ail NepcoHaly MOXKHa
WAAXOM Nigbopy npauiBHWKiIB, HAABHOCTiI BMMOT LLOAO
3axmUCTy iHdopMaLii B N0CagoBUX iHCTPYKLIAX Ta 3aBAAKM
NOCTIMHOMY KOHTPOJItO JOTPMMAHHS LMX BUMOT.

€ TaKi BUAM opraHisauinHux 3axoais:

opraHisauia 3anobixHWX 3axojis;

opraHisauia 6/70KyBaHHA (MPOTUAIT) peanbHWX 3arpos,
O peanisyoTbCs;

opraHisauisa nofonaHHA HacnigKiB 3arpos, fKi He BAa-
nocst 6710KyBaTH abo 3anobirtm im.

3axoam npoTMaii noAinAnTbCA Ha aKTMBHI (po3BigKa,
Je3iHdopMalis, 3allyMaeHHs), NacMBHi (34iMCHEHHS eKpa-
HYBaHHS NPMMILLEHb Ta 06/1aJHAHHA) Ta KOMIMJIEKCHi 3aC06M,
AKi NOEAHYIOTb BMLLEHa3BaHi. [ogoaHHA HacnigKiB 3arpo3
nepeabayae JOKYMEHTYBaHHSA METOZiB HeCaHKLiOHOBaHMX
Zin i3 goctyny Ao iHdopMauilHOT cMCTEMM 3 METOoH iX
JOCNiAXKEHHA; 36eperKeHHs CifiB HeCaHKLiOHOBAHOMO A0-
CTyny; B3aEMOZii 3 NPaBOOXOPOHHUMM OpraHamu 3 MeTOI0
NPUTArHEHHA BUHHMX A0 BignosiganbHocTi [12, c. 255].

3rigHo 3 BMmMoramu [MoctaHoBu KabiHeTy MinicTpis
YKpaiHu “Tlpo 3aTBepaAXkeHHs lMpaBun 3ab6e3neyeHHs 3a-
XucTy iHdbopmauii B iHpopmaLiiHMX, TeNeKoMyHiKaLiMHUX
Ta iHdopMaLiiHO-TeneKoMyHiKaLiMHUX cucTemax” Big 29
6epe3Ha 2006 poky Ne 373 3axucT iHdopmauii Ha BCix
eTanax CTBOPEHHS Ta eKcryaTauii cucTeMu 34iMCHIOETbCS
BiANoBigHO 10 pO3p06.IEHOMO CNYKGOK 3axXMUCTY iHopMaLiT
niaHy 3axmcTy iHdopmauii B cuctemi. MNnaH 3axmcTty iHdop-
Mauii B cMcTeMi MiCTUTb:

3aBAaHHA 3axXMCTy, Knacudikauito iHpopmalii, ska 06po-
GNRETLCA B CUCTEMI, OMMC TEXHOIOTiT 06POBKM iH(OpMaLLii;

BM3HAYeHHA MoAeni 3arpo3 Ana iHdbopMauii B cucTeMmi;

OCHOBHi BUMOIM LWoA0 3axmcTy iHdopmauii Ta npasuia
JOCTYny [0 Hel B CUCTEMI;

nepenik JOKYMEHTIB, 3riAiHO 3 AKMMM 34iMCHIOETbCA
3axmcT iHdopmalii B cucTemi;

nepenik i CTPOKM BMKOHaHHA POGIT C/YXKOOK 3axMCTy
iHdbopmauii [13].

MnaH 3axmcTy iHbopMauii B aBTOMaTU30BaHiM CUCTEMI
PO3p0o6NAETLCA Ha NiACTaBi NPOBEAEHOM0 aHai3y TEXHOOTiT
06po6KM iHopMaLlii, aHanisy pusmKis, cchopmynboBaHOi
nonitTMkM 6e3nekun iHdopmauii. MnaH 3axmMcTy BU3HAYAE i
JOKYyMeHTasIbHO 3aKpin/iloe 06’ KT 3axMCTy iHpopmallii B aB-
TOMATM30BaHiM CUCTEMI, OCHOBHI 3aBjaHHA 3aXMCTY, 3ara/ibHi
npaBuaa 06po6KM iHbopMaLii B aBTOMaTM30BaHiM cucCTeMi,
MeTy nobyZioBM Ta (PYHKLIOHYBaAHHA KOMMIEKCHUX CUCTEM
3axucTy iHgopmauii, 3axoam i3 3axmcTy iHgopmauii. MnaH
3aXMCTy MaE (hikcyBaTU Ha NEBHWMIM MOMEHT Yacy CKNlaj aBTo-
MaTM30BaHoOi CMCTEMM, Nepenik 06pobtoBaHMX BiJOMOCTEM,
TEXHOJI0rit0 06pPO6KM iHpopMaLii, CKNa4 KOMMNIEKCY 3aco6iB
3axmcTy iHopMalii, cknag HeobxiaHoT AoKyMeHTauii [10].

BucHosku. Po3rnsHyBLIM NPUHLMIM NOGYA0BM KOMIIEK-
CHMX CMCTEM 3aXMUCTY iHdopmMaLlii, NPUXOAMMO 10 BUCHOBKY,
WO opraHisauiiHi 3axoam € BayK/IMBOI YACTMHOI TaKMX CUC-
TeM. TaKoX 3p03yMmino, Lo HaMbiNbLLi 3arpo3m iHdopMaLii
BMHWKaKOTb BHAC/TiJOK BMJIMBY /OACBKOro dakTopy. ToMy
BaXX/IMBOi poni HabyBalTb MMTAHHA Nifg6OPYy nNepcoHany
opraHisaLjii, Lo BUKOPUCTOBYHOTb aBTOMATM30BaHi CUCTEMM.
B nMpaBOOXOPOHHWX OpraHax Bax/IMBOK € NPOTUAIA pO3Bi-
JlyBaNbHiM AiANbHOCTI 3 GOKY 3/I04MHHOrO CBITY LUJAXOM
3ano6iraHHA KOPYMMNyBaHHK MpauiBHUKIB, AKi MalTb A0-
TMYHICTb A0 (PYHKLiOHYBaHHS KOMIMIEKCHUX CUCTEM 3aXMCTY
iHopMauii. Ak cnocié 60poTboM 3 UMM HEFATUBHUM ABULLIEM
MO>KHa 3anponoHyBaTH NepioaMyHy nepeBipky Ha noairpadi
0cib, BignoBigasbHMX 3a 3aXMCT iHDOpMaLii B MpaBOOXOPOH-
HMX OpraHax, a came nepcoHany, AKMM 3ailcHIoe DyHKLiT
ynpas/iiHHA Ta 06C1yroByBaHHA aBTOMATU30BaHOT CUCTEMM,
pPO3pOOHMKIB NMPOrpamMHMX 3acobiB, agMiHicTpaTopiB aBTo-
MaTM30BaHMX CMCTEM, PO3POOHMKIB TEXHiIYHMX 3acobiB,
NPpU3HAYEHMX BMIMBATM HA POBOTY KOMN'IOTEPHMUX CUCTEM
6€e3 BUKOPUCTAHHSA MPOrpaMHOro 3abesneyeHHs.
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NMOHATTA TA OCOB/IMBOCTI OPIAHI3OBAHOI
TPAHCHALIIOHA/IbHOI 3/104MHHOCTI

BusHa4eHo, ujo op2aHi308aHa MpaHCHAYioHa1bHA 3/10-
YUHHICMb € 0OHUM 3 BUdiB Op2aHi308aHOT 3/104UHHOCMI,
0p2aHi308aHA MPAHCHAYIOHA/IbHA 3/I0YUHHICMb Ma Op2aHi-
308aHA 3/104UHHICMb CNiBBIOHOCAMbBCA AK Yacmka ma uisne.
HadaHo nepenik  YUHHUKiB, AKUMU Xapakmepu3yembCs
MiXXHapodHUli BUMIp 0p2aHi308aHOT 3/104UHHOT Oifg/IbHOCMI
ma Kaacugikayis mpaHcHayioHabHUX 3/104UHIB.

Knroudesi cnoea: opeaHizosaHa epyna, 3/104UHHA opaa-
Hi3ayia, op2aHi308aHa 3/104UHHICMb, MPAHCHAYiOHA/IbHA
3JI04YUHHICMb.

OnpedesieHo, YmMO 0p2aHU308AHHAS MPAHCHAYUOHA 1b-
Has npecmynHoCMb S8/19emcsi 0OHUM U3 BUOOB OP2aHU30-
B8aHHOU npecmynHoCmMu, Op2aHU30BAHHAS MPAHCHAYUO-
Ha/IbHasi NpecmynHOCMb U Op2aHU308aHHAS NPeCMynHOCMb
COOMHOCAMCA KaK Yacmb u yesoe. /JlaH nepedeHb ak-
mopos, KOmopbIMU Xapakmepu3syemcs MexO0yHapooHoe
u3mepeHue op2aHu308aHHol npecmynHol desme/ibHocmu
u Kaaccugukayus mpaHCHayUoHaIbHbIX npecmyneHul.

Kniodesble cso8a: op2aHu3o8aHHAs e2pynna, npe-
CmynHas op2aHu3ayus, op2aHU308aHHAS NPECMYNHOCMb,
MPAHCHaYUOHA/IbHAA NPecmynHoCMsb.

It was determined that according to the new realities of
political life in the country, Ukraine in recent years faced
serious economic problems due to the rapid introduction of
the uncontrolled market economy, which in turn led to the
development of criminal groups that entering the economic,
commercial, banking and other financial institutions,
provided the basis for their continued existence.

MnyxHik O. 1.

Established that a fundamental change in the social
and economic foundations of society, aggravation of
contradictions between human needs and capabilities to
meet them gradually lead to worsening crime situation,
creating favorable conditions for the increase of crimes
committed by organized groups, including international
and transnational crimes.

Determined that organized transnational crime is a
type of organized crime. Organized crime and transnational
organized crime relate to the share and unit. Guestrooms
thought VN Kudryavtsev, Alexander Turchinov.

Analyzed statistical indicators of characteristics of
organized groups and criminal organizations for January
- June 2016 in Ukraine on registered criminal offenses; on
offenses relating to firearms; on the number of committed
offenses against public safety; submitted to the court of
criminal offenses, including those committed by the group;
identified organized groups and criminal organizations ;. Of
these transnational connections; the duration of action of
organized groups and criminal organizations to one year;
to two vears; three to six years.

Available analysis of post-Soviet organized crime,
analysis of international law and the fight against
transnational crime

Key words: organized group, a criminal organization,
organized crime, transnational crime.

OcTaHHIM YacoMm, BifAMoBigHO A0 HOBMX peaniM cyc-
NiJIHO-MONITUYHOIO KMUTTA B Aep:KaBi, AK i B 6iibwocTi
NocTpaAAHCbKMX KpaiH, YKpaiHa 3a oCTaHHi poKM CTMKaacA
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