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CURRENT STATE AND DEVELOPMENT TRENDS 
OF INTERNATIONAL LAW IN THE CONTEXT OF 
ECONOMIC AND LEGAL ANALYSIS OF 
FINANCIAL MEASURES TO COMBAT 
CYBERCRIME IN THE GLOBAL ENVIRONMENT 

ABSTRACT 

The purpose of the article is to study the theoretical foundations and applied recom-

mendations for the development of international law in the context of economic and 

legal analysis of financial measures to combat cybercrime in the global environment. 

Based on the results of the research, it was found that the development of international 

law is under the influence of significant destabilizing factors of a legal, political, eco-

nomic and social nature and has a significant impact on the financial and economic 

system of the country because a specific share of cybercrimes is related to the commis-

sion of offences in the financial and economic system. The low level of effectiveness of 

international law in regulating legal relations financial and economic nature in cyber-

space was revealed. The intensification of economic crime has been proven in the virtual 

environment has been proven. As a result of research carried out by the countries of 

the European Union and Ukraine regarding the identification of trends in the interna-

tional legal regulation of the system of financial measures against cyber risks and mod-

ern cyber threats, as well as the formation of methods and measures for combating 

economic cybercrime, it was established that among the countries selected for analysis, 

three groups are distinguished, characterized by common signs: highly developed coun-

tries (Austria, Belgium, Denmark, Ireland, Luxembourg, the Netherlands, Germany, Por-

tugal, Finland, Sweden), where the high indicators of ensuring the protection of cyber-

space against criminal encroachments of a financial and economic nature are positioned, 

however, there are certain problems that need to be solved; developing countries (Slo-

venia, Estonia, Spain, Latvia, Lithuania, Malta, Poland, France, Slovakia, the Czech Re-

public), where high indicators of cyberspace protection are positioned, however, there 

are certain problems that need to be solved; developing countries (Bulgaria, Greece, 

Italy, Cyprus, Romania, Hungary, Croatia, Ukraine), in which there are significant prob-

lems of ensuring cyber security and economic and legal regulation of systemic counter-

action to cyber risks and cyber threats, arising in the financial and economic sphere. 

Ways to strengthen the influence of international law on the system of financial coun-

termeasures against cybercrime are proposed, namely: improvement of international 

law norms on increasing the level of cyber security of the financial and economic sphere 

of the state based on the innovative development of information technologies and the 

convergence of artificial intelligence technologies; strengthening of international legal 

regulation of economic aspects of activity and protection of producers of information 

and communication technologies; strengthening the protection of information flows 

containing information on the implementation of financial and economic transactions in 

cyberspace. 
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INTRODUCTION 

The strengthening of the processes of globalization, mega-regionalization and geopoliticization led to the emergence of 

new challenges, threats and dangers of a socio-economic, legal and socio-political nature, as a result of which national 

borders merged and a single global system of world economic relations was formed. It is obvious that the progressive 

development of the system of international relations has created prerequisites for the intensification of the development 

of the virtual environment, which is involved in the implementation of the bulk of financial and economic transactions and 

in the processes of interaction between the subjects of such relations at the international level, as a result of which there 

is a rapid improvement of cyberspace and its direct participation in globalization processes international financial and 

economic system. However, along with the positive qualities of digitalization of society at all levels of development, cyber-

space has become an object of criminal encroachments and is increasingly used by criminals to commit illegal acts, which 

requires effective prevention and countermeasures. One of the ways to effectively solve existing problems is international 

law, which is able to regulate existing problematic aspects of the protection of cyberspace from risks and threats of a 

financial and economic nature. Undoubtedly, modern transformations deepen the inequality of the position of the countries 

of the world and cause lobbying of the interests of highly developed countries and violation of the interests of developing 

countries. As a result, in the modern global space, the problems of legal regulation of the interests of all participants in 

world relations and the need to protect their national interests in the financial and economic sphere under conditions of 

equality, democracy and mutual respect are becoming more acute. Under such conditions, the expediency of researching 

the state and development trends of international law as the main tool for regulating relations financial and economic 

nature at the global level, taking into account the intensification of the development of cyberspace and digital tools, as 

well as counteracting the spread of economic crime in the virtual environment, is actualized. 

LITERATURE REVIEW 

The issues of international law research in the context of economic and legal analysis of financial measures of counteracting 

cybercrime in the global environment have become actualized under the influence of deepening globalization processes 

and the emergence of new factors of society's existence. The intensive development of digital technologies has accelerated 

this process, as a result of which cyberspace has turned into a platform for the implementation of the bulk of financial and 

economic operations on a global scale and is often used for illegal actions. The emergence of cyber risks and cyber threats, 

as well as the emergence of interstate conflicts, go beyond national borders and require an effective system of legal 

regulation because domestic capabilities do not allow to fully counteract destabilizing and negative factors. In view of the 

above, the problems of researching the harmonization of national legislation with the norms of international law, that 

regulate legal relations in the financial and economic sphere, become particularly acute and urgent. 

It becomes obvious that the development of international law under the influence of the processes of globalization and 

internationalization takes place with the participation of a number of intergovernmental and international organizations 

and transnational corporations, which are actively involved in the production of norms of international law that acts as a 

regulator of international relations, including in cyberspace, the intensification of the development of which, according to 

G. Valori [1], is caused by the emergence of new cyber opportunities. At the same time, the scientist claims that the 

growing trends in economic cybercrime determine the deepening of research in the direction of identifying problematic 

aspects of the regulation of legal relations in cyberspace, which cannot be carried out only within one country. Therefore, 

the author places the main emphasis on the necessity and urgency of normalizing financial and economic legal relations 

in cyberspace with the help of international law, because it has been established that destructive changes in cyberspace 

threaten not only the functioning financial and economic system of the country, but also business structures and, especially 

in the conditions of the spread of the COVID-19 pandemic, the population of the country due to the need to protect 

personal and commercial data and the need to create new software that can withstand the challenges and dangers of 

modern times. As a result, such needs require adequate international protection of innovative developments, which can 

be achieved thanks to highly developed international law. 

Moreover, L. Vigul [2] established that the functioning of cyberspace requires a clear demarcation and observance of the 

main principles of sovereignty and the prohibition of interference of one country in the affairs of other countries, and the 

regulation of legal relations in this direction requires strict external regulation and compliance with legal norms, interna-

tional treaties and other regulatory and legislative acts. 

In-depth studies in the sphere of the influence of international law on the functioning of cyberspace were conducted by T. 

Moulin [3, p. 423], who established a sufficiently high level of the inconsistency of the norms of international law with the 

global mechanism for regulating legal relations in cyberspace, related to financial and economic transactions. At the same 
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time, the scientist emphasizes the need to resolve problematic aspects of cyber threats and suggests a clear demarcation 

of territoriality and militarization of cyberspace, which, according to P. Bargiacchi [4], can be achieved precisely by applying 

international legal norms and regulating the rules of cyber behaviour of participants in legal relations. In this context, the 

need for the formation of a general legal basis for the application of the norms of international law for the regulation of 

financial and economic legal relations in cyberspace is actualized. In view of such trends, C. Eggett [5] suggests imple-

menting a systematic consistency of elements of international law with the norms of national legal systems, which regulate 

relations in the financial and economic sphere, which will allow for the formation of a single effective mechanism for 

counteracting financial and economic risks and threats in cyberspace. 

It is obvious that in modern conditions, the development of international law is influenced by significant destabilizing 

factors, and the intensification of financial and economic operations in the virtual environment further deepens the need 

to increase its effectiveness, which is confirmed by scientific research of M. Adams and M. Reiss [6], who proved the 

unsettled issues of safe exploitation of social media in the grey zone and the principles of ensuring effective counteraction 

to information warfare using virtual technologies and revealed a sufficiently low level of legal regulation of the problems 

of prevention of cyberattacks, from which the financial and economic sphere of the state constantly suffers. 

A similar position is held by J. Kulesza and R. Weber [7], who, studying the problems of legal regulation of cyberspace at 

the international level, came to the conclusion of the need to improve international law in order to strengthen legal control 

over financial and economic operations in the virtual environment. 

Instead, M. Ülgül, Yu. Çinar, M. Öztarsu and others [8] are convinced that the problem of regulating financial and economic 

legal relations in cyberspace with the help of international law is currently being actively considered by the scientific 

community, and the main developments are aimed at ensuring a significant level of the ability of international law to timely 

detect and prevent risks and threats that intensify in cyberspace. T. Maurer [9] proved the variability of the development 

of international law and the significant influence on it of individual states that initiate the creation of certain legal norms 

in order to protect their own national interests. 

It becomes obvious that this behaviour of individual subjects is unacceptable at the level of international economic rela-

tions, therefore, in order to protect their own interests, dissatisfied countries resort to actions that contradict the estab-

lished norms and rules. M. Schmitt [10] believes that cyberspace in the conditions of globalization, mega-regionalization 

and geopoliticization turns into an object of criminal encroachments, where some countries try to harm others, as a result 

of which the development of cybercrime is intensified, which acquires a threatening scale and spreads at a rapid pace, 

which requires the immediate adoption of appropriate decisions regarding containment and minimization of negative man-

ifestations of criminal acts. 

M. Schmitt's opinion is shared by S. Alshdaifar who, apart from stated above, emphasizes the importance of international 

organizations and regional associations in the process of forming the norms of international law which regulate the financial 

and economic legal relations in the sphere of cyber security.  J. Odermatt [12] proves the importance of the position of 

the countries of the European Union, which have integrated their own national legal systems into the European one, which 

has a significant impact on the functioning parameters of the global legal system.  

Investigating trends in the spread of cybercrime, in the financial and economic sphere V. Havlovskyi [13, p. 108] associates 

this destructive phenomenon with intentional illegal acts carried out using computer technologies in cyberspace with fi-

nancial resources. At the same time, significant difficulties are observed in the study of cybercrime in the legal dimension, 

since, as noted by O. Tataryn and V. Havlovskyi [14, p. 195], in most countries the current national legislation does not 

clearly define the categorical apparatus in this direction, and the debatable issues regarding the classification of cybercrime 

and its statistics are still the subject of active discussion both at the national and international levels. 

It is obvious that the system of international law in the unstable conditions of globalization and intensification of the spread 

of cybercrime to the financial and economic sphere needs to be improved in the direction of taking into account the impact 

of global cyberspace challenges and normalizing financial and economic legal relations that regulate the identification of 

problematic aspects of the unification and harmonization of international law norms with European and national legislation 

of the countries of the world. 

AIMS AND OBJECTIVES 

The purpose of the article is an analytical assessment of the state and trends in the development of international law in 

the context of economic and legal analysis of financial measures to combat cybercrime in a global environment. Achieving 

the set goal involves solving the tasks of identifying the problems of the influence of international law on the regulation of 
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financial and economic legal relations in cyberspace; analysis of the dynamics of the Global Cyber Security Index, the State 

Instability Index and cybercrime indicators in Ukraine; determination of strategic priorities for the development of interna-

tional law in the context of globalization in the context of its impact on the system of financial measures to combat 

cybercrime. 

METHODS 

The methodological base of the research consists of the main methods of economic analysis and fundamental research. 

Determination of the essence of international law, cybercrime in the financial and economic sphere and cyberspace was 

carried out using the methods of analysis, synthesis, scientific abstraction, observation and system analysis; analytical 

assessments of cyber security, state instability, and cybercrime indicators were carried out using comparison methods, 

statistical analysis, and multivariate cluster analysis based on the k-means method (using the Statistica software package, 

7.0); identification of the problems of the influence of international law on the system of financial measures to combat 

cybercrime was carried out by applying a functional and systemic approach; the formation of the results of the conducted 

research and conclusions was carried out with the help of methods of generalization and systematization. 

RESULTS 

The strengthening of socio-economic, legal and socio-political instability and uncertainty on the European continent is due 

to the emergence of the latest risks and threats to the existence of the world community. The processes of globalization, 

geopoliticization and European integration intensified significant changes in national legal systems and led to the formation 

of a single global legal system with the aim of ensuring the strengthening of democracy, and the preservation of the 

territorial integrity and inviolability of each country. However, the events that shook the world community in 2022 as a 

result of the full-scale military invasion of the russian federation on the territory of Ukraine reformatted all existing inter-

national relations and required the search for effective methods of solving problems. 

Obviously, the established procedures for the functioning of international law in the context of the regulation of financial 

measures to combat cybercrime need to be revised and improved, which is caused by the need to quickly normalize 

negative phenomena and processes and ensure stability, security and peace on the European continent. The existing 

system of international law, which is positioned by the single organizational and legal principles of functioning, in a certain 

way determines the principles of relations in the globalized world, however, as practice shows, it is unable to guarantee 

security, peace and the inviolability of the territorial integrity of countries. Undoubtedly, the existing system of international 

law is also not able to ensure the defined priorities in relation to the regulation of financial and economic international 

relations in cyberspace. 

This is evidenced by the parameters of empirical studies of the main indicators of cyber security in the section of the 

countries of the European Union for the period of 2017–2021 (Figure 1), which prove a higher level of legal protection and 

security of cyberspace in those countries that belong to the highly developed ones, and countries of the transitive type, to 

which Ukraine belongs, show significantly lower values of the Global Cyber Security Index. 

At the same time, it is worth noting the average value of the Global Cyber Security Index, which was observed in Ukraine 

throughout the analyzed period (0.50–0.75). It is obvious that domestic legislation regulating organizational and legal 

relations financial and economic nature in the field of cybercrime is not perfect and effective, as its norms often do not 

correspond to the provisions of international law and are not able to protect the country's national interests in cyberspace. 

We note that similar trends are observed in relation to countries that are at the stage of transformational restructuring 

and have not completed the processes of structural changes in the legal system. 
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Figure 1. Dynamics of the Global Cyber Security Index in the countries of the European Union and in Ukraine in 2017–2021. (Source: 
calculated on the basis of: [15–18]) 

The State Instability Index (SII) is a sufficiently significant indicator that reflects the state of the country in the legal, 

financial, economic, political and social spheres and vulnerability to the influence of external and internal destabilizing 

factors. According to the results of the studies of the dynamics of the index of state instability in the countries of the 

European Union and in Ukraine in 2017–2021 (Fig. 2), the trends are observed, according to which Ukraine was recognized 

as the most unstable among the countries of the analyzed group (SII: 69–73), Cyprus (SII: 56–60), Greece (SII: 52–56) 

and Bulgaria (SII: 49–53), the legal systems of which are partially harmonized with the norms of international law and 

require significant improvement in terms of regulation of financial and economic legal relations. On the other hand, the 

highest level of state stability was recorded in Finland (SII: 15–18), Denmark (SII: 17–21), Ireland (SII: 20–22), Luxem-

bourg (SII: 19–23) and Sweden (SII: 18 –22), where the introduction of high standards of development of legal systems 

and observance of legal norms is observed. 

 

Figure 2. Dynamics of the State Instability Index in the countries of the European Union and in Ukraine in 2017–2021. (Source: calculated 

on the basis of: [19–23]) 

Deepening the research of the countries of the European Union and Ukraine according to the indicators of the Global Cyber 

Security Index and the State Instability Index in 2017–2021 should be carried out by grouping them based on multivariate 
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cluster analysis (k-means method, Statistica software package, 7.0) in order to identify common development trends and 

problems of ensuring the harmonization of national legal systems with the norms of international law, and systematize the 

obtained results in Table. 1. 

Table 1. Grouping of the countries of the European Union and Ukraine according to the indicators of the Global Cyber Security Index 

and the State Instability Index in 2017-2021. (Source: calculated on the basis of: [15–18; 19–23]) 

Global Cyber Security Index State Instability Index 

№  Country Cluster number №  Country Cluster number 

1. Austria 

1 

1. Austria 

1 

2. Belgium 2. Belgium 

3. Denmark 3. Denmark 

4. Ireland 4. Estonia 

5. Luxembourg 5. Ireland 

6. the Netherlands 6. Spain 

7. Germany 7. Italy 

8. Portugal 8. Latvia 

9. Finland 9. Lithuania 

10. Sweden 10. Luxembourg 

11. Slovenia  11. the Netherlands 

12. Estonia 

2 

12. Germany 

13. Spain 13. Poland 

14. Latvia 14. Portugal 

15. Lithuania 15. Finland 

16. Malta  16. France 

17. Poland 17. Croatia 

18. France 18. Sweden 

19. Slovakia 19. Cyprus 

2 

20. Czech Republic 20. Malta 

21. Bulgaria 

3 

21. Hungary 

22. Greece 22. Slovakia 

23. Italy 23. Slovenia 

24. Cyprus 24. Bulgaria 

3 

25. Romania 25. Greece 

26. Hungary 26. Romania 

27. Croatia 27. Czech Republic 

28. Ukraine 28. Ukraine 

From the results of the research, it can be concluded that according to both indicators, the countries of the European 

Union are divided into three groups: highly developed, countries with an average level of development, and countries of 

the transitive type, which are developing. 

According to the Global Cyber Security Index, the first group includes countries such as Austria, Belgium, Denmark, Ireland, 

Luxembourg, the Netherlands, Germany, Portugal, Finland, Sweden and Slovenia, which managed to build an effective 

national system of financial measures for combating cybercrime and achieved sufficiently high levels of security in cyber-

space. 

The second group consists of Estonia, Spain, Latvia, Lithuania, Malta, Poland, France, Slovakia and the Czech Republic, 

where a sufficiently effective economic and legal mechanism for combating cyber risks and cyber threats has been formed, 

the national legislation is harmonized with international, however, there are certain inaccuracies and inconsistencies of 

national legislation with the norms of international law regarding the formation of a complex of financial measures to 

combat cybercrime, that require due attention. 
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The third group includes Bulgaria, Greece, Italy, Cyprus, Romania, Hungary, Croatia, and Ukraine, which are considered 

countries of the transitive type, and the national legal systems require substantial revision and harmonization with inter-

national law. 

As for the results of clustering according to the State Instability Index, there are three groups of countries characterized 

by common features of ensuring the stability of the state's functioning. 

The first group includes Austria, Belgium, Denmark, Estonia, Ireland, Spain, Italy, Latvia, Lithuania, Luxembourg, the 

Netherlands, Germany, Poland, Portugal, Finland, France, Croatia and Sweden, where low indicators of state instability 

index were recorded, which testify the appropriate level of counteraction to existing challenges and dangers of economic 

and legal nature, and the legal system is capable of ensuring the functioning of high-quality mechanisms for effective 

counteraction to risks and threats, arising in the financial and economic sphere. The second group consists of Cyprus, 

Malta, Hungary, Slovakia and Slovenia, which demonstrate not too high development indicators, however, the level of 

state stability is assessed as mediocre. The third group includes Bulgaria, Greece, Romania, the Czech Republic and 

Ukraine, which have significant problems in ensuring the stability of the functioning of state economic and legal mecha-

nisms, and national legal systems need significant improvement in terms of forming financial measures to counter cyber-

crime. 

A clear example of the existence of problematic issues of state regulation of legal relations economic and legal relations in 

cyberspace is the growing trend of cybercrime in Ukraine, which testifies to the low indicators of the application of inter-

national law in the system of counteraction to financial and economic cyber risks and cyber threats. According to the data 

reported by the National Police of Ukraine [24–27], the total number of detected cybercrimes during 2017–2021 has a 

tendency to increase (Figure 3). Moreover, a particularly sharp increase in the number of cybercrimes was recorded in 

2021 (by 91.22% compared to 2020), due to quarantine restrictions connected with the spread of the COVID-19 pandemic 

and the transition to financial and economic operations in cyberspace using modern digital tools. 

 

Figure 3. Dynamics of cybercrime indicators in Ukraine in 2017–2022 (2022 – forecast estimates). (Source: calculated on the basis of: [24–
27]) 

At the same time, forecast estimates of the number of cybercrimes for 2022 testify to the deepening of negative trends, 

and a possible increase in the number of illegal acts financial and economic nature in cyberspace is predicted at the level 

of 13,900 crimes. 

Moreover, if we conduct an analytical study of the main trends in the number of detected cybercrimes in the financial and 

banking sector of Ukraine, in the field of computer systems and the facts of online fraud, it is possible to identify significant 

growth trends in each of the types of cybercrimes. It is worth noting that the indicators of the number of cybercrimes 

committed in the banking sector have reached critically high values, from 1,330 crimes in 2017 to 3,049 crimes in 2021. 

In addition, the number of online frauds is growing at a particularly high rate, as a result of which the volume of losses of 

financial resources is increasing both economic entities and natural persons, the exact size of which cannot be estimated 

in modern conditions due to the lack of tools for recording such actions with official statistics. 

It is obvious that the existing system of international law is not capable of effectively resisting the financial and economic 

risks and threats arising in cyberspace, therefore there is a need to create effective mechanisms for counteracting cyber-

crime based on the improvement of international law. The main ways of strengthening the influence of international law 
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on the system financial measures of counteracting cybercrime can be as follows: (1) improvement of the norms of inter-

national law in terms of the formation of an economic and legal mechanism for increasing the level of cyber security, 

taking into account the pace of innovative development of information technologies and the convergence of artificial 

intelligence technologies; (2) strengthening international regulation of activities and protection of producers of information 

and communication technologies; (3) strengthening the legal protection of information flows regarding financial and eco-

nomic transactions in cyberspace and the mechanism for regulating the digitalization of cybercrime investigations. 

The results of the conducted studies confirm the problematic functioning of the international law system in the unstable 

conditions of modern times and prove the need for its improvement in terms of regulating financial and economic legal 

relations in cyberspace. 

DISCUSSION 

The study of the theoretical and applied foundations of the development of international law in the context of the economic 

and legal analysis of financial measures to combat cybercrime in the global environment allow to form the main problems, 

among which the most significant are as follows: a low level of cyber security and economic and legal regulation of systemic 

counteraction to cyber risks and cyber threats; lack of formation of a single global system of international law in terms of 

normalizing financial measures to counter cyberattacks; inconsistency of national systems of financial measures to combat 

cybercrime with the norms of international law, their multiformat and versatility; lack of a clear unified economic and legal 

definition of the categorical apparatus for regulating financial and economic legal relations in cyberspace; the lack of 

formation of the economic and legal mechanism for the implementation of financial measures to combat cybercrime at the 

international level and the limitation of international legal regulation of problematic aspects of the creation and functioning 

of specialized units to combat cybercrime in various countries of the world. 

Conducted research using analytical data made it possible to reveal the level of effectiveness of regulation of financial and 

economic legal relations in cyberspace by international law and to establish that highly developed countries position higher 

standards of security of financial transactions carried out in a virtual environment while developing countries are unable 

to ensure the implementation of basic measures counteracting cyber risks and cyber threats, as a result of which the 

processes of the spread of cybercrime on their territory are intensifying, which is confirmed by empirical estimates of the 

level of growth of cybercrime in the financial and economic sphere on the example of Ukraine. 

The outlined trends indicate the existence of significant problems in the development of international law in the context 

of the study of financial measures to combat cybercrime in the global environment, which need to be solved. 

CONCLUSIONS 

Thus, as a result of the conducted studies of the theoretical and applied foundations of the development of international 

law in the context of economic and legal analysis of financial measures to combat cybercrime in the global environment, 

it can be stated that the existing system of international law is not able to effectively resist modern challenges, dangers, 

risks and threats of a financial and economic nature, which occur in cyberspace. It was established that the essence of 

international law is a set of generally recognized national and international legal norms that ensure effective interstate 

interaction, as well as regulation of relations in various spheres of social, political, and economic life. The actualization of 

the development and growing trends in the functioning of cyberspace, which, in addition to its positive effect, poses a 

significant threat to the spread of economic crime using the virtual environment has been proven. Empirical studies have 

revealed the peculiarities of the application of international law by European countries in the formation of national mech-

anisms for combating economic crime in cyberspace, on the basis of which it has been found that highly developed 

countries are able to provide a higher level of protection against cyber risks and cyber threats in the financial and economic 

sphere than countries that are developing It has been established that the financial and banking sector of the country is 

most significantly affected by the commission of cybercrimes on a global and national scale, and in the conditions of the 

spread of the COVID-19 pandemic and the introduction of restrictive quarantine measures, economic crime in the direction 

of committing online fraud has intensified. The need to improve international law in terms of regulating legal relations 

regarding the formation of financial measures to combat cybercrime has been proven, which is the perspective of our 

further research. 
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Бліхар В., Цимбалюк М., Грещук Г., Достдар Р., Коханюк Т., Крикавська І. 

СУЧАСНИЙ СТАН ТА ТЕНДЕНЦІЇ РОЗВИТКУ МІЖНАРОДНОГО ПРАВА В КОНТЕКСТІ 

ЕКОНОМІКО-ПРАВОВОГО АНАЛІЗУ ФІНАНСОВИХ ЗАХОДІВ ПРОТИДІЇ КІБЕРЗЛОЧИННОСТІ 

В ГЛОБАЛЬНОМУ СЕРЕДОВИЩІ 

Метою статті є дослідження теоретичних засад та прикладних рекомендацій щодо розвитку міжнародного права в 

контексті економіко-правового аналізу фінансових заходів протидії кіберзлочинності в глобальному середовищі. На 

підставі результатів проведеного дослідження виявлено, що розвиток міжнародного права відбувається під впливом 

значних дестабілізуючих чинників правового, політичного, економічного та суспільного характеру й має значний 

уплив на фінансово-економічну систему країни, адже питома частка кіберзлочинів пов’язана зі вчиненням право-

порушень у фінансово-економічній системі. Виявлено низький рівень ефективності міжнародного права при регу-

люванні правовідносин фінансово-економічного характеру в кіберпросторі. Доведено активізацію економічної зло-

чинності у віртуальному середовищі. У результаті проведених досліджень країн Європейського Союзу та України 

щодо виявлення тенденцій міжнародного правового регулювання системи фінансових заходів протидії кіберризикам 

і кіберзагрозам сучасності, а також формування методів і заходів ведення боротьби з економічною кіберзлочинністю 

встановлено, що серед обраних для аналізу країн виділяється три групи, які характеризуються спільними ознаками: 

високорозвинуті країни (Австрія, Бельгія, Данія, Ірландія, Люксембург, Нідерланди, Німеччина, Португалія, Фінлян-

дія, Швеція), які забезпечують високі стандарти міжнародного правового регулювання досліджуваної сфери; країни 

з посереднім рівнем розвитку (Словенія, Естонія, Іспанія, Латвія, Литва, Мальта, Польща, Франція, Словаччина, 

Чехія), де позиціонуються високі показники забезпечення захисту кіберпростору від злочинних посягань фінансово-

економічного характеру, проте існують певні проблеми, що потребують вирішення; країни, що розвиваються (Бол-

гарія, Греція, Італія, Кіпр, Румунія, Угорщина, Хорватія, Україна), у яких є істотні проблеми забезпечення кібербез-

пеки та економіко-правового регулювання системної протидії кіберризикам і кіберзагрозам, що виникають у фінан-

сово-економічній сфері. Запропоновано шляхи посилення впливу міжнародного права на систему фінансових захо-

дів протидії кіберзлочинності, а саме: удосконалення норм міжнародного права щодо підвищення рівня кібербез-

пеки фінансово-економічної сфери держави на основі інноваційного розвитку інформаційних технологій та конвер-

генції технологій штучного інтелекту; посилення міжнародного правового регулювання економічних аспектів діяль-

ності та захисту виробників інформаційно-комунікаційних технологій; посилення захисту інформаційних потоків, що 

містять відомості про здійснення фінансово-економічних операцій, у кіберпросторі. 

Ключові слова: фінансово-економічні правовідносини, норми права, міжнародне право, правові зобов’язання, 

економічна злочинність у кіберпросторі, кібербезпека, кіберризики, кіберзагрози, глобалізація 
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