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OCHOBH PO3CIIAYBAHHA 3JIOYMHIB IOAO
HE3SAKOHHOI'O 3ABOJIOAIHHA KPUIITOBAJIIOTOIO

Cmammio npucesueno 00CITONCEeHHIO OCHO8 PO3CIOYBANHSL 3N0UUHIE U000 HE3AKOH-
1020 3a60100iHHs KpUunmosaiomoio. IIpoananizoeano nonsmms Kpunmosaiomii, 0coo-
3N0UUHIB U000 HE3AKOHHO0Z0 3A60L00IHHSL KPUNMOBAIIOMOI0, SKi NIOLA2AI0Mb SUPIULEHHIO
K HA HAYKOBOMY PI6HI, MAK i Y NPAKMUUHI OisIbHOCMI CIOUUX 0peanié 00Cy006020
poscuidyeanns ma npoxypopis. Busnaueno ocnoeni cnocobu euunenms 3104unie uici
Kamezopii ma copmyavo8amno npaxmuyi pekomenoayii wooo Memoouxu i makmuxu
PO3CAIOYBANHA HE3AKOHH020 3AB0JIO0IHHS KPUNMOBATIOMOIO.

Kmouoei caoea: xpunmosanioma, docyoose posciioyeanis; 3A0uumu iy cpepi
Kpunmoegauiom,; OI0KueliH; He3aKOHHe 3aA60J00IHHS KPUNMOBALIOMOI0; PO3CIIOY6aHHs
He3aKOHH020 3A60J00IHHSA KPUNMOBAIOMOIO.

Y1IpomoBK OCTaHHIX POKIB TaKe MOHSTTSI, SIK KPUITTOBAJIOTA, BCE GiJIbIlie TPOHUKAE
y JKUTTS JTofieil. BypXmBoro po3BuTKy HaOyJ M TPOMUCTIOBHIT Ta MOOYTOBUI MalHiHT
(To6TO BUI0OYBAHHS KPUITTOBAIIOTH ), TOPTIBJISI KPUTITOBAJIIOTOIO Ha TIEHTPATi30BaHUX
Ta nenenrpantizoBannx (DeFi) onmaitn 6ipskax Ta 0OMiHHUX pecypcax; 6arato Jiroeit
TPUMAIOTh Y Hill 3a0IQ/IPKEHHS, CIUIAYYIOTh HElO 3a TOBAPH Ta IOCJIYTH, 1apyIOTh, I1e-
pefaloTh y CHaJoK TOLIO.

[IpoTe KpUNITOBAMIOTOIO IIKABJIATHCS HE TiIbKU TIepeciuHi TPOMaJIIHA, a i 3JI0YMH-
11i, a 11e TPU3BOJUTH /10 TOTO, 1[0 BJACHUKN KPUIITOBAIIOTA CTUKAIOTHCA 3 i1 BTPATOIO
BHACJIIZIOK HE3aKOHHOTO 3aBOJIOAIiHHA. Ha jkasb, Oy/Ib-sIKUil BJACHUK KPUIITOBAIIOTH
OJIHOTO PaHKY MO>Ke ITPOKUHYTHUCH i BUSIBUTH, IO BCS MOTO KPUIITOBAIIOTA 3HUKJIA i3
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KPHIITOBAIIOTHOTO raMaHIlst abo OHIaitH-6ipska, e BoHa 30epiraiacs, 3JJaMaHa XakepaMu
i Bce BUKpajeHo, abo BCi iioro baraToTrcsyHi un HaBiTh MiJbHOHHI ¥ mosapax CIITA
KPUNITOBAJIIOTHI aKTUBU BHACJII/IOK YYaCTi Y CKaM-IIPOEKTI BiZIHUHI KOIITYIOTH JIUIIIE
KiJIbKa IIeHTIB.

J171s1 BlIaCHMKIB KPUIITOBAIIOTH Ta ITPAKTUYHO YCiX, XTO 33/lisTHAI Y KPUIITOIHLY CTPii,
y TepIImX yrcsax gucronana 2022 p. crajgo HOBHHOK OAHKPYTCTBO TPETHOI 32 PO3MIPOM
y cBiTi kpunrroBasotHoi 6ipxki FTX. Tak, FTX posmnouarna mpotenypy OaHKpyTCTBa B
CHIA, a ii BukonaBuuii aupektop Cem Benkman-@pia minioB y BificTaBKy TicJist
KPU3U JIKBIHOCTI y KOMIIAHii, AKa BUKJIUKaJA BTPYYAHHA PETYJIATOPIB 10 BCbOMY
ceity. FTX Ta ii adiniifioBaruit kpunroBamotauit pora Alameda Research i 6m3bko
130 iHmmMx KoMIIaHiil posnodasm J06POBiIbHE POBAIKEHHS Y CIIPaBi PO GAHKPYTCTBO
3a crarreto 11 y mrrati [lenasep [1].

Anagmitnuna kommanis Nansen, 1o 3aifiMa€TbCsi PO3CTiyBaHHSAM OAHKPYTCTBA
onHi€i 3 HalOLIbINX Kpurtobipsk FTX, 3ayBaskiia TAEMHUUMI BUTIK TPUOIM3HO 447 MIIH
nonapiB. 3acuHoBauka FTX Cema benkmana-®pina gomurasia moiitist Ta PeryJasitTopu
Baramcpkux octposis [2].

[le uepes kinmbka muiB Hik Ilepkoko, aupextop 3 Oe3leKH aMepUKaHCHKOI
KkpunroBaaioTHOI 6ipxki Kraken, orosocus, 1o iM Bizome iM’ss “xakepa”, IKuil BUBIB,
3a pisHuMu ominkamu, 10 600 MilbIOHIB KoapiB i3 KpunToBamioTHOI 6ipiki FTX, 1110
30aHKpyTyBasa. SIK i IPUITyCKaJIM yYaCHUKU KPUIITOBAIIOTHOI CITIJIBHOTH, 32 BUBEICHHIM
KOIIITiB CTOITh XTOCH 3i criBpobiTHUKIB KoMmiaHii, — y Kraken miarBepanu 1o isdop-
Mallilo, He Ha3BaBIIN IIPU I[bOMY KOHKpeTHOro iMeHi. I[Ipu mpomy BoHO im Bimomo,
ocKisibku Traxpaii paniine mpoiiios npoieaypy KYC (KYC — nporenypa Bepudikartii
“3Hail cBoro KiieHTa” ab0 cKopoueHo know your customer” — aBt.) Ha miatdopwmi, a
Bi/ITIOBIZTHO 3a/IMIINB MePCOHAIbHI AaHi momo cebe [3].

[IpoTe m0 1bOrO 4Yacy po3cCJiflyBaHHS 3JIOYMHIB, MOB'SI3aHUX i3 HE3aKOHHUM
3aBOJIOJ[IHHSIM KPUIITOBAJIIOTOR0, € a0COJIIOTHO HOBUM Y POOOTI IIPABOOXOPOHHKX OPraHiB.
Taxok Hapasi B YKpaiHi HeMae i Bi/ITIOBIJHUX HAYKOBUX JOC/I[KEHb, SIKi 6 CTOCYBaIUCS
TeMaTUKU PO3CJIilyBaHHsI HE3AKOHHOTO 3aBOJIO/IIHHS KPUIITOBAIIOTO. OKpeMi MUTaHHS,
AKi CTOCYIOThCSI MPOTHIIT Kibep3JOYMHHOCTI Ta 1m06iuHO cepu 06iry KpUIITOBAJIOT,
MicTaThes y niparsix B. IBaniok, /I. Kaznaueesoi, A. [lopomr, O. Amenina, I1. bisenuyxka,
P. bnaryru, B. boarosa, B. byrycosa, C. bysmxu, A. Boiiuiexisebkoro, I. Bsiacooi,
H. Tapiona, O. I'magyna, C. [lemenioka, B. 3axapoBa, O. IBanuenka, A. Mapyiaka,
A. Mosuana, A. Opaeana, M. Iloropenpkoro, K. Titynina, M. IlIsems, O. FOpuenka
Ta IHIIUX HAYKOBIIiB.

Memoto cTaTTi € BU3HaYeHHS OCHOB PO3CJIi/lyBaHHs 3JI0YMHIB 111010 HE3aKOHHOTO
3aBOJIO/[IHHA KPUIITOBAJIIOTOIO Ta 3HAXO/KEHHA CItoco0iB ix BUPILIEHHA.

[l po3yMiHHS TOTO, SIKi BUKJIMKU [TOCTAIOTh Iepeji OpraHaMu JI0CYZ0BOTO PO3CJIi-
AyBaHHA 1 AK IX BUPINLYBaTU Y KOHTEKCTI PO3CJiYBAHHA HE3aKOHHOIO 3aBOJIOIIHHA
KPHUIITOBAJIIOTOIO, HEOOXiHO 3’ICyBaTH TOHSATTS KPHUIITOBAIIOTH, ii BUAM Ta OCHOBHU
byukmionyBanss i 06iry. I1i 3HaHHS € (yHIAMEHTOM, SIKUI [03BOJISIE BU3BHAYATH Me-
TOAUKY 1 TAaKTUKY IX PO3CJIiyBaHHI.

Haiinepimoro kpuritoBasioToio y cBiti € 6itkoin (BTC), icropist sikoro movamacst
y 2008 porii 3 Toro, 1o ocoba uu rpyma oci6 mix mcesgonimom Catomu Hakamorto
omyOsikyBasa (aiis, y SKOMy BU3HAYMJIA TPOTOKOJ i TIPUHIMMII POOOTH YHIKAJIbHOI
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€JIEKTPOHHOI CHCTEMHU Ha OCHOBI OJIOKYeliHy — GiTKOiHA. 3 TEXHIYHOTO TOTJISILY GiTKO-
iH — 1e nrdpoBUNl eJIEKTPOHHUI aKTUB, IU(POBI IPOIIOBI KOIITH, SIKi 00€PTAIOTHCS
y JIelleHTpaJli3oBaHiii, mipiHrosiii (Bix anri. “peer-to-peer”, “P2P” — piBHuii piBHOMY
0OMiH (baillaMu B Mepexi, sKuil 6a3yeThcs Ha PIBHOIPABHOCTI YYACHUKIB) €JIEKTPOHHIi
IUIaTiKHIA cucTeMi, 3acHOBaHiil Ha MyOJiYHO AOCTYMHIN KHM3I OOJIKY ITijJ| Ha3BOO
6sokueitn (“O6stokueitn” y TepeKIai 3 aHTIiiicbKoi — “aaHiior 6JI0KiB”).

[Tpore GiTKOIH He €MHA KPUIITOBAIIOTA Y CBiTi. BifmosizHo 10 oHmaiiH-pecypcy
CoinmarketCap, cranom Ha 16 smcromnama 2022 poky icayBaso 21 778 pisHUX KpHUIITO-
BaJIIOT, 524 oHJaitH-0ip:Ki, a 3arajibHa KariTasisallis pUHKY KPUIITOBAJIOT CTAHOBUJIA
nonay 828 mismbsipais poaapis CIIIA. Tlpu oMy gominyBaHHS GiTKOTHY CTaHOBHLIO
nonaz 38,5 %, a ebipiymy (ETH) — 17,8 % [4].

OcHOBHUMHM cIIOCOGAMM OTPUMATH KPHUIITOBAIIOTY € ii mpuadaHHs 3a IPOIIOBI
KOIIITH Ha cIieliazizoBanux Oip:kax, HaiiBigominmmu 3 sikux € Binance, Huobi, Bitfinex,
Whitebit Toro abo s orpuMaTH ii 3a [OMOMOTOI0 MANHIHTY, SKUI [TOJIATAE Yy HAJAHH]
00YKCITIOBATIBHUX TIOTY;KHOCTEN KOMITToTepa abo crieliaaizoBaHoro obagHanHs (Bizeo-
KapT, aiicik-MaifHepiB, IPOIECOPIB, MaM’sATi) VIS CKJIaAHUX 00UNC/IEHb, B3THX 3a OC-
HOBY B CUCTE€MaXx KPUIITOBAJIOT.

KirouoBuMu ocobmBoCTAMM OisIbIIOCTI KPUIITOBAJIIOT € JlelleHTpaJti3allid, ajxKe
BiZICyTHIll €[MHMIT eMiCIHHUIT IEHTD, AKUM € IeHTPaJbHi OaHKM Ta YPSAAKU KpaiH CBiTy
y BHITQJIKY eMicii IpOIIOBHX KOIIITIB, a TAKOK Te, 10 OyIb-AKY TPpaH3aKIliio, ToOTO Bij-
IpaBJIeHHSI KPUIITOBAJIOTH i3 OJIHI€T eJleKTPOHHOI ajzipecu (eJeKTPOHHOTO TaMaHIIs )
Ha iHmy (iHIMUH eJTeKTPOHHUI raMaHellb), 3a JIeSIKUMU BUHSATKAMU, CKaCyBaTU HEMOK-
JIUBO. 3arajioM KPUITOBAJIIOTA — 1€ BipTyasbHi €JIEKTPOHHI aKTUBH, SIKi SIBJSIOTDH CO-
6010 yHikaabHi KpunrtorpadiuHi KoM, iCHYBaHHSI SIKUX IPYHTYETbCS Ha MPaBHJIAX
kpuritorpadii. PisHi kpainu cBiTy y cBoeEMy HalliOHATbHOMY 3aKOHO/IABCTBI TI0-Pi3HOMY
iIXOAATH 10 CIPUNHATTS KPUIITOBATIOTH Ta YMOB ii 06iry, Bi/l HECIIPUMHATTS Ta MOB-
HOI 3a60POHM [0 TIOBHOTO BHU3HAHHS ILIATIKHIM 3aCO00M.

Tak, y CasbBagopi 6iTKOIH BU3HaHO OMilliiHUM TUIaTiKHIM 3acoboM. 07 BepecHst
2021 poky B CasmbBasopi HabpaB YMHHOCTI 3aKOH ITPO BU3HAHHS GiTKOTHA JIeraJbHIM
3ac000M PO3PaxyHKIB. Y Psi/i BIAIITYBaB GE3KOMITOBHY PO3/[auy KPUIITOBAIIOTH, III0OM
3pobutu ii npusabausimo. Koxen mgopocanii rpomaggunn CajbBajgopa, B SKill 6u
KpaiHi BiH He 3HAXO/INBCSI, OTPUMAaB MOKJTUBICTh 3aBAaHTAKUTH Ha CBili cMapTdoH odi-
iiHMI KpunroBaaioTHUI ramadenb Chivo i micas peecrpariiii oTpuMaTi Ha HBOTO
enekTpoHHi MoHeTH BapricTio $30 — mpubimsuo 0,0005 6iTkoina [5].

Pasom 3 M, ToBHa 3a60poHa Ha omepailii 3 KpUITOBAIIOTOIO BBEJEHA B AJLKHUPI,
Mapokko, Jlisii, Hami6ii ta 3im6a6se [6, c. 262].

B Ykpaini yrpomossk 6araTb0X poKiB pUHOK KPUIITOBAIIOT 3AJIUIIABCS TIPAKTUYHO
HeBperyaboBanuM. Jlume 17.02.2022 yxBaneno 3akon Ykpainu “IIpo BipTyasbHi akTu-
B, SKU{ BU3HAE KPUIITOBAJIIOTY BipTyaJbHUM aKTHUBOM, i BimmosigHo mo m. 1 ct. 1
SIKOTO BipTyaJbHUI aKTUB — I1e HeMaTepiaabHe 6J1aro, 1o € 06’€KTOM ITUBIJIbHUX MTPaB,
Ma€ BapTiCTh Ta BUPa)Ke€He CYKYIHICTIO JaHUX B eJeKTPOHHil dhopMi. [cHyBaHHS Ta
000POTO3aTHICTH BIPTYyaIbHOTO aKTHUBY 3a0€31I€4yEThCS CHCTEMOIO 3abe3eueH st 000-
POTY BipTyaJbHUX aKTUBIB. BipTyasbHuUil akTUB MOXKe MMOCBiZluyBaTH MallHOBI IpaBa,
30KpeMa TIpaBa BUMOTH Ha iHIIN 00’€KTH MUBILIBHUX 1paB [7].
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TakTuka i MeToauKa po3cJiilyBaHHS 3JI0UMHIB 1110/I0 HE3AaKOHHOTO 3aBOJIOJ[iHHS
KPUIITOBAIOTOIO 3aJIE3KUTh BiJl OCHOBHUX JIBOX YMHHUKIB: 1) Bij 3arajbHOI Xapakre-
PUCTUKK Ta 0cOOIMBOCTEN (DYHKI[IOHYBaHHS OJIOKUEITHY Ti€l M iHIIOT KPUITTOBAJIIOTH;
2) Bix crioco0y BUMHEHHST TOTO UM iHIIOTO KPUMiHAIBHOTO TIPABOTIOPYIIEHHS.

ITepeayciM BM3HAYMMO OCHOBHI BHAM KPHUIITOBAJIIOT Ta JAesAKi 0COOJMBOCTI iX
byHKITIOHYBaHH i 06iry. SIk Mu BifgHayanu Buiie, GITKOIH — IepIia KPUITOBATIOTA.
AnbTKOTHM — Bei innm, crBopeHi micas 6iTkoina. [leski 3 Hux € ¢popkamu OiTKOIHA,
TOOTO 32 OCHOBY iX (DYHKI[IOHYBaHHS B3TO MPOrPaMHMIA KOZ GiTKOIHA, ajie i3 THMU 4u
inmumu 3MiHaMu, Hanpukaaz Jlaiitkoin (Litecoin), sikuil € 0JHOPAaHTOBOIO BAJIIOTOIO
i matiskaoo mMepeskero. Ha Biaminy Bix Bitkoina kpunroBamora Ethereum (edipi-
yM) — Ie IePIINi ¥ CBiTi MporpaMoBaHuii OJIOKYENH, SKUI J03BOJISIE PO3POOHIKAM
CTBOpIOBATU i po3roprartu jelleHTpanizoBani mogatku (DApps), a Takox cMmapTt-
KOHTPaKTU. KpUNTOBATIOTH TaKOXK MOIIIII0ThCS HaA JleTleHTpasli3oBaHi i CTeNOJKOTHU
(ctabinmphi Mmonetn). Kypce menenTpanizoBaHuX KPUITOBAIIOT MOCTIHHO 3MiHIOETHCS,
IPSIMOTO BILIMBY Ha Kypc Ti€i un iHmoi kpunrosamoTu. CTeiilbIKOTHI — 1ie albTKOIHH,
KypC SIKUX 3a0e3edeHnil akTHBaMu, HAlIPUKJIa ] (hiaTHUMU BaTIOTAMU YU TOBAPHUMHU
IIHHOCTSIMU, 1 Kypc CTeHOAKOTHY BifIMOBia€ BApTOCTI aKTUBY, SKWiT HOTO 3a0e3Ieuye,
Hanpukian 1 gonapy CIITA 4yu 1 eBpo, BapTOCTi OMHILI BUMipY 30J10TQ, HAQ)TU TOIIO.
3abesneveHi cTeiOAKOIHN TOALISAIOThC Ha (iaTHi Ta ToBaphi. HaiiBimomimmmun
creitbnkoinamu € USDT kommnanii Tether ta USDC koncopuiymy Centre, 0 sIKOTO
Bxo/sTh Gipska Coinbase i kommanist Circle, sika i € ocHOBHIM pO3pOOHUKOM CTEHOJI-
koiny. I1i Tokenn 3abesneueni gomapom CIIIA y chiBBigHormrenni 1 o 1. IIpu Hagxox-
’KEHHI BaJIIOTH KOMIIaHisi BUITYCKA€ HOBI TOKEHM, a TP BUKOHAHHI CBOIX 3000B’s13aHb
“criasmioe” iX, TOOTO 3MEHIITYE iX KiJIbKICTh Ha BiATOBIAHY cymy. Aute € i He3abe3meueHi
CTEHONKOIHN — KPUIITOBAMIOTHI Ta aJTOPUTMIUHI, y SIKMX HeMae 3a0e3leueHHs SIK
TAKOTO. [X KypC PerymioeThesl aBTOMATHYHIM CMAPT-KOHTPAKTOM, SAKIil, 3a/1eKHO Bifl
PMHKOBOI I[iHM BAJIOTH, 3MEHIIyEe abo 30i/blIy€e iX KiJbKiCTh B 006iry, sIKy B3sTO 32
ocHOBY. IIpoTe TokeHU — 1ie He 30BCiM KPUIITOBAJIOTA, a IMIBU/IIIE IPOIIOBUI CyporaT
abo K oauHUIL 00Ky Ha 1bpoBOMy OanaHci. BOHU MOXKYTh BUIyCKATHCS SIK 11€H-
Tpali30BaHO, TaK i JIEIEHTPATI30BAHO Ta He 3aBXK/I1 0A3yI0ThCS HA TEXHOJIOTIT 6J10qul‘/’IHy,
3a3BMYAN MTOCBIUYIOTH IPABO HA IIIOCh.

Byzb-sika KpUNTOBAIIOTa YMOBHO CKJIQJa€ThCs i3 HAOOPY CUMBOJIIB — OYKB Ta
nudp, i TpH 1IbOMY i3 IIMX CAMUX CUMBOJIIB CKJIQJITAEThCS ajipeca TaMaHIld, TaK 3BaHUM
myOTYHII KJTI0Y, SIKIi TeHEPYETHCS CHCTEMOIO, SIKII ITOTPIOHO 3HATH TOMY, XTO 301-
pa€eThCs MepeKaszaTv Ha HbOTo MeBHY CyMy Tiei yu iHioi kpunrosamaoTu. Hanpukias,
ajipeca eJIeKTPOHHOTrO TaMaHIsg GiTkoiHa Moske Matu Takuil Bur/si: 1JNzanNTkCLF4
VrMCt3ByuLudnje3Zvqli. [Ipore € 111e npuBaTHUI KJII0Y, SIKMiT HEe MOJKHA TIepe/laBaTH
HiIKOMY, TaK SIK OCTAHHIll JI0O3BOJISIE Y OJ0K4YeiiHi 6iTKOTHA [ATBEPANUTH, 1110 BiAIOBIAHA
KiJIBKICTh KPHUIITOBAJIIOTH 3HAXOAMUTHCS Ha BKa3aHOMY TaMaHIli, TOOTO 3a BKa3aHOO
azpecoto y 6J0Kk4eiiHi. BosogiTi KpUITOBAIIOTO MOXKHA, SKIO MaTH €JIeKTPOHHMIA
ramMaHellb Ta NPUBATHI KJIOYi. Y BUIIQJIKY 3K, KOJIU KPUITOBAIIOTA 3HAXOIUTHCS Ha
6ipsKi, TO i IPUBATHI KJIIOYi TEsK 3HAXOAATHCS Ha Gipski, y pasi 3mamy GipsKi um BUKpa-
JNeHHA 3 Hel KPUIITOBAJIIOTU BiJIMIOBIHO BJIACHUK Ii TAKOK BTpPAYaE.
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MeTtonuka i TakTUKA PO3CJIilyBaHHS 3JIOYUHIB Ili€l KaTeropii 3ajieKUTh TaKOXK
Bijl BUJIIB i c110c00iB BUMHEHHSI KOHKPETHUX 3/I04MHIB. MOHITOPUHT BiIKPUTHX JIZKEPET
Ta 3aco0iB MacoBoi iHpopmarii, EAMHOTO AEPKABHOTO PEECTPY CYMOBUX PillleHb Ta
BUBYEHHA CJIIIYOi 1 CyZOBOI IMPAKTUKU CBIUUTH PO Te, IO 10 OCHOBHUX BU/IIB
HE3aKOHHOTO 3aBOJIOIHHA KPUIITOBAJIIOTOIO MOKHA BiIHECTU:

1) 3/aM KPUITOBAJIOTHUX OipK Ta €JeKTPOHHUX TaMaHIliB (pisMdHMX Ocib i
BUBE/ICHHS KPUIITOBAIIOTH Ha OipsKi, 0OMiHHI pecypcu abo iHIII €JIeKTPOHHI TaMaHILi,
y T.4. 3 BAKOPUCTAHHSM TaK 3BaHUX “MiKcepiB”, siKi YHEMOKIMBIIOIOTH BiZICTEKEHHS
ITOJIAJIBIIIOTO PYXY KPUIITOBAJIOTH;

2) BUKpaJeHHs KPUIITOBATIOTH CAMUMHU OipsKaMU i TIOZaHHS 3asiB TPO 3J1aM
6ip:ki XaKepaMy Ta BUBEAEHHSI KPUIITOBAMIOTH Ha Oip:ki, oOMiHHI pecypcu abo iHImi
€JIEKTPOHHI TaMaHIli, y T.4. 3 BAKOPUCTAHHSIM TaK 3BaHUX “MiKcepiB”, sKi YHEMOKJIMB-
JIIOIOTDH Bi/ICTEKEHHS IMOJAJIBIIOT0 PYXy KPUITOBAIIOTH;

3) pisHOro pomay mIAXpaiChbKi CXEMH, BHACIIIOK SAKUX 0COOM, sIKi mpuabaiu
KPHUIITOBATIOTY, 1030yBalOThCs ii, BiANpaB/sSOYM Ha TaMaHIl 3JOBMUCHHUKIB, abo
3aJINIIAIOTHCST 3 HIKOMY He TMOTPIOHOI0 KPUIITOBAIIOTOIO, SIKa HIYOTO He BapTa i siKy
HEMO>KJIMBO TIPOJIATH;

a) 10OpPOBUIBHUIT TIepeKa3 KPUIITOBAIIOTH Ha MIAXPAlChKy TIaThOpMy, TicIs
4oro ocoba BTpava€e JAOCTYII 0 Hei i ab0 BHACIIIOK TOTO, IO 3a A0MOMOTOI0 TIPOrPAMHOIO
3abe3MeueH s BapTicTh il aKTHBIB cTa€ PiBHOIO HYJII0 ab0 IIPOCTO OAePKyBayi KPUIITO-
BaJIIOTU 3HUKAIOTH i3 BBiPEHOIO KPUIITOBAIIOTOIO;

B) BTpara KPUIITOBAIIOTH BHACIIOK (hillIMHTY, TOOTO iHTEpHET-IIIaXpaiicTBa, 3aB-
NSIKU SIKOMY 3JIOBMUCHUKU OTPUMYIOTD JIOCTYTI /10 KOH(iIEHIIIITHNX JaHNX KOPUCTYBa-
Ja — JIoTiHa i mapoJis Bix akayHTa Ha 6ipski, ab0 Bijl €IeKTPOHHOTO TaMaHIIs, Ha SIKOMY
3HAXOJUTHCA KPUIITOBAMIOTA. 3a3BUYail 3JI0BMUCHUKHU BiAPABISAIOTH TTOTEPIIIIOMY
JINCTA HIOUTO Bif 6ip>{<i Yy raMaHIid, daKUM BiH KOPUCTYETHCA, 3 IIPOXaHHAM HaJaTu
BifmoBigHy iHdopmMmariiio, o6 OTPUMATHU IOCTYII JI0 aKayHTa, HAIPUKJA, 3 METOIO
6e31eKH Ui y 3B’sI3Ky 3 THM, 1110 OOJIIKOBHUI 3a1TiC CKOMIIPOMETOBAHO i BiH CTaB Biflo-
MUiT CTOPOHHIM 0co6aM TOIIIO;

T') 3J1aM KOMIT foTepa uu cMapT@oHa, KOJU BHACJIIOK TIKiJIMBOTO TPOTPAMHOTO
3abe3IeyeHHs], CIIPSIMOBAHOTO Ha KPAIisKKy KPUIITOBAIIOTH, iH(OPMAIList 11010 KPHUITTO-
BAJIIOTHUX TaMaHIliB Ta IIPUBATHUX KJIOYIB /10 HUX HA/JACUJIAETHCA 3JI0BMUCHUKAM;

1) ckam (y mepeKJIajii 3 HOpBE3bKOi — COPOM ), TOOTO TIPOIasK HOBOI KPUTITOBATIOTH
ab0 TOKeHa, BapTiCTh SIKMX YMHUCHO “DO3TaHSAEThCST” 3IOBMUCHUKAMU, IKUMHU Y TIPOEKT
BKJIQZIAIOTHCS HABiThb MiJIBUOHU J0JIapiB, i 1liHA MIBUAKO 3POCTAE; 4yepe3 ColliajbHi
Mepeki 10 TPOEKTY 3aTyIaloThCs Bee Oisbiie i Gisibliie yuacHUKIB, KON IliHA JOCSTAE
IIEBHOI BEJIMYNHY, 3JI0BMUCHUKY IIPOJAIOTH 32 3HAYHY I1iHY BCIO KPUIITOBAJIOTY, OJEP-
JKYIOUM HAANPUOYTKH, a Y TIOKYIIIIB 3aJIMIIAE€THCS HIKOMY He MOTPiOHA KPUITTOBAIIOTA
YU TOKEH, dKi HIi40TrO He BapTi i iX HEMOXKJIUBO IIPOJATH;

€) CTBOPEHHS ITaxpasiMi KPUIITOBATIOTH ab0 TOKEHA 31 CX03K0I0 abo 1 i/IEHTHYHOO
HA3BOIO /0 MOHETH, KA iCHYE peasibHO i Mae€ JiedKi IIepCIeKTUBH, aJie 111e He IIPeCTaB-
JleHa Ha LeHTpaTi30BaHuX GipKaxX. I pekIaMyIoTh y COIiaTbHIX Mepeskax, ajie IOCH-
JIAaHHSI HAJIal0Th HA CTBOPEHY KOIIilo, Y Pe3yJibTaTi iHBeCTOpU KYIYIOTb KJIOH, KU
HiYOTO HE BapTHUIA.

© Movchan Anatolii, Kozii Vasyl, 2022
DOI (Article): https: //doi.org/10.36486,/np.2022.4(58).17
Issue 4(58) 2022 http://naukaipravoohorona.com/
182




ISSN 2072-8670 (Print) HAYRA 1 IIPABOOXOPOHA
NAUKA I PRAVOOKHORONA

DOI (Issue): https: //doi.org/10.36486,/np.2022.4(58) Issue 4(58) 2022

[Tepenycim nipu po3cJiilyBaHHI HE3aKOHHOTO 3aBOJIO/IiIHHS KPUIITOBAJIIOTOIO CJIiJT
BPaXOBYBaTHU THUIl aKTUBY, SKMM HE3aKOHHO 3aBOJIOJINN. AJXKe y BUTIAJIKY, IKIIIO MAa€
MicIle He3aKOHHE 3aBOJIO/IiHHSI KPUIITOBAJIIOTOIO, SIKA € 1IeHTPai30BaHOIO, TO Haiileplie,
10 HeoOXiHO 3pO6I/ITI/I — II€ 3BEPHYTHUCH 0 KOMIIaHil-eMiTeHTa KPUIITOBAJIIOTH i3
3allUTOM II[0JI0 OJIOKYBaHHS BUKPAJACHOI KPUIITOBATIOTH Yy OJIOKYEiHI 3 TUM, 1100
Ta IIOBEPHEHHSA IIOTEPIIIOMY.

JIpyrofo BasKJIMBOIO OOCTaBMHOIO, SIKYy HEOOXiAHO 3’scyBaTh, € Te, Ha SKHii
eJIEKTPOHHUI raMaHellb BUBE/IEHO BUKPA/IeHi KOIITH: Ha BJACHUI 3JIOBMUCHUKA YU HA
ramametrb 6ipski. HaBiTh 3a BizicyTHOCTI BifmosiaHoi iHdopMaitii Moske OyTH pe3ybra-
TUBHVM 3BEPHEHHS 3 BiJIMOBIIHUMU 3aMTaMU 0 HAWOLIBIINX OipsK 1IOA0 OfEPKAHHS
JIaHUX PO Te, UM He caMe il OipKi HaJeKUTh eJIeKTPOHHUN ramMaHelb, i SKIIO Tak,
TO JlaJii CJIijl 3'sICOByBaTH, KOMY HAJIEKUTh aKayHT, 3 akux I[P agpec 3xiticuoBanmcs
BXO/JU B HBOTO, @ TAKOXK, sIKi Ille KPUIITOBAIIOTH Ha HbOMY 30epirarorbest. Takox He-
006Xi/IHO BKa3yBaTH y 3aIMTi PO GJIOKYBaHHS akayHTa Ta KPUITOBAIIOTH, sIKa Ha HbO-
My 3HaxoauThes. Ctifp BpaxoByBaTH, 1110 BianosinHo 10 BuMmor KITK Ykpaiau cigunii
He HaJiJeHuil 1paBoM OJIOKYBaHHSI KPUIITOBAJIOTH Ha PaxXyHKY OHJIAH-Gip:Ki abo
eMiTeHTa CTeHOIKOIHIB 32 BiZICYTHOCTI Cy/10BOTO pittieHHst. TOMY HACTYITHUM KPOKOM
y IIPOLIECi PO3CJIiAYBaHHA € 3BEPHEHHA 10 CJIAYOr0 CY/l 3 KJIOIMOTAaHHAM IIPO HAKJIa-
JICHHS apelnTy Ha aKayHT Ta KPUIITOBAJIIOTY, SKa HA HbOMY 3HaXOAUThCs. Pazom 3 M,
JIiEBUX MeXaHi3MiB BUKOHAHHS yXBaJIU CJIIYOTO Cy//li Hapa3i He iCHYE€, Horo HalpaB-
JIEHHSI 10 KPUITOBAIIOTHI Oip:Ki IpIHece pe3yibTaT, SIKIOo Oip:ka BU3HAE Take OJIOKY-
BaHHSI MOJKJIMBMM Ta HeoOXiqHuM. Bisbiie Toro, 3assnyaii 6ipsKi 3HAXOAATHCS Y PISHUX
IOPUCAUKIISX i aKTUYHO PillIeHHsT CJIiYOT0 CyIIi B Y KpaiHi e-fope He € 000B’I3KOBIUM
JJIsI BUKOHAHHSI Hampukiaa, y SAmownii, Ha Maubti abo B Kanazi un #Ha Biprincbkux
OCTPOBaX.

Hanpukiaz, Haiibinbiia kpuntoBaioTHa Oipska cBity Binance Hamgae moctyir 1o
“CucremMu 17151 3/[[iliCHEHHST 3alIUTIB JIepKaBHUMU Ta TTPABOOXOPOHHUMHU OpraHamu
(LERS)”. IITo6 orpumatu gocrym go LERS, arenT npaBooxopoHHUX opratiB a6o aep-
JKaBHMIA CJTy;KO0BEIlb MOBUHEH CITOYATKY 3/IMCHUTH 3alUT Ha JOCTYIL. 3a3BUYaii 3a1IUT
HAa JIOCTYII PO3TJISIIAETHCS Ta 3aTBEP/KYETHCST YIIPOAOBK TPHOX POOOUMX JHIB, TCIIS
YOTO IMPABOOXOPOHII MOKYTh 3/ilICHUTH 3aluT Ha iHdOpMaIllilo Ta 3aBaHTAKUTU
BiAnoBiaHi miaTBepKYytoUi fokymenTu. [Ilo6 Binance moria Hagatu iHdopMariito mpo
KOPHCTYBauiB y MeKaX MOTOYHOTO KPMMiHAJBHOTO PO3CJIiLyBaHHs, MOTPiOHA YMHHA
Cy/IOBa IMOCTAHOBA Bi/l KOMIIETEHTHOI FOPUCAUKILIT a00 TOCTAHOBA,/ POTOPSIIKEHHST BijT
nosrinii [8].

SIK1I0 Tt Yac orJisiy uu OOIIYKY CJTiYMii BUSBJISIE allapaTHHUIA KPUTITOBATIOTHUI
raMaHellb, TO MafOTh OYTH BAKWTI 3aX0/1 JI0 3HAXOJKEHHS TAapoJIto Bi Hhoro. Te came
CTOCYETHCS i cMapT(hOHIB, IJIAHIIETIB Ta HOYTOYKiB 3JIOBMUCHUKIB. | TYyT BCe MOKYTh
BUPIIITyBaTH XBUJIMHU a00 HABITh CEKYH/IN, a/Ke JOCTYITI 10 KPUIITOBAIIOTHIX TaMAHIIiB
MOKYTh MaTH CITLJIBHUKN BKa3aHuX Buille 0cib i Oy/b-sika MOBIIbHICTD Y BXKUTTI 3aX0-
NiB IIOMO MepeBeieHHsA BUABJICHOI KPUIITOBAJIIOTA HA KPUNTOBAJIIOTHI TaMaHIll, AKi
KOHTPOJIIOIOTHCSI OPTAHOM JIOCY/IOBOTO PO3CIiIyBaHHS MOKe MaTH (paTajibHi HACJIiIKY,
aJIKe CITITbHUKAM JIOCTaTHBO KiTbKOX XBUJIMH JIJIST TOTO, 100 EPEBECTH KPUTITOBAIIOTY
i3 OJTHOTO €JIEKTPOHHOTO TaMaHIls Ha iHIINA.
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Y mpoTokosax orsimy, oOIyKy MaioTh OyTH YiTKO 3a3HadeHi Taki jaHi: Ha3Ba
KPUIITOBAJIIOTH, ii KIJIbKICTD, JJaHi €JIeKTPOHHUX raMaHIliB, Ha AKUX BOHA 3HAXO/UTHCH,
Ha3BU JIOTIHY 41 00JIIKOBOI'O 3aIliCy, Ha SIKiil KPUIITOBAIIOTA 3HAXOAUTHCS, TIAPOJI J10-
CTYTLy JI0 HBOTO Ta ifieHTr(diKaTopn HOBUX eJeKTPOHHUX TaMaHIIiB OpraHiB JOCYZ0BOTO
po3cIilyBaHHs, Ha SKi KPUIITOBAJIOTY IepeBe/ieHO, AKIOo Take Mmajo Micie. Kpim
TOTO, Y TIPOTOKOJIAX, 3aJI€5KHO BiJl KOHKPETHUX 00CTaBUH Ta 0COOJIMBOCTEI raMaHIIiB i
6JIOKYEIHIB, 32 YMOBU TE€XHIYHOI MOKJIMBOCTI, MAlOTh OyTH BKas3aHi Xellli TpaH3aKI[iil
Ta 4ac iX MpoBeJieHHd, ileHTUudikaTopu TaMaHIliB, 3 AKUX Ta Ha SIKi IPOBOUJIUCS
TpaH3akilii. [Ipu oMy sist corigunx (po3iyKOBUX JIiil) BKpail BaXKJIUBUM € 3a7Ty4eHHs,
BignosigHo 10 Bumor c1. 71 KIIK Ykpainn, crnenianictiB y cdepi IT ta kpunrosa-
JIOT.

3a3Buvail TPUIHATO BBaKaTH, M0 Oy/b-sIKa KPUITOBAJIIOTA € aHOHIMHOWO i
BCTaHOBUTHU 0CO0Y, sIKiil BOHA HAJIEKUTD, HEMOXKIUBO. [IpoTe BUBHAYAIBHUM € Te, IO
Oy/ib-siKa TpaH3aKIlisl 3aITUCYEThCST B OJIOKYeiHi i 30epiraeTbest Tam HasaBkaum. lle
03HAuaE, SIKIIO GITKOIH YK iHITA KPUIITOBATOTA MOOYyBasia B €JIEKTPOHHOMY TaMaHIli,
SIKUH TIOB’SI3YIOTh 31 3JI0YMHHOIO [IiSI/IBHICTIO MTEBHOI 0c0OM ab0 TPYIH 0Ci0, TO CKiJIbKI
6 pasiB i Ha sIKi iHII ajpecy raMaHIliB TOTIM KPUITTOBAIIOTY HE TTEPECHUJIANH, TIPUXOBATH
iH(bopMallito TIPo 1ie He BAACTHCS, ajlzke B OYIb-SIKUIl Yac MOYKHA BiJIBHO TIE€PErISTHY TH
maHi OJIOKYeiHy Ta HoOaYUTH BCi TPaH3aKIlii 3a BiAIOBIIHOIO apecoro.

Kpim Toro, 111 aHamisy 6JI0K4eiHIB MOKHA BUKOPUCTOBYBATH MOKJIUBOCTI CIIe-
niasmizoBanux cepsici. Tak, nmposenenuii B.B Hocoum Ta I.A. Manskaii anasi3 3acBigums,
IO cepefl iIHCTPYMEHTIB aHasidy B PoOOTI IMPABOOXOPOHHUX OPTaHiB TaKOXK MOKHA
3actocoByBaru: bitconeview.info — st Bisyasisartii Tpancakiriii; github.com /mikispag/
bitiodine — g5t aHamizy 6iTKOTH G6JI0KUYeTHY 3 MOXKJIMBICTIO Kaactepusaitii; github.com/
BitcoinOpReturn/OpReturnTool — st Bunyuennst OP_ RETURN meramanux 3 6it-
Koin Osokueiiny; blockchain.info — st mBuaKOro BuKoOHaHHS 6Ga3s0BUX (DYHKIIii
aHastizy Tpancakiiiif; anyblockanalytics.com — mist aHanisy pyxy pisHUX KpPUIITOBAJIOT;
Chainalysis, Elliptic, Ciphertrace, Blockchain Inspector — ayst anasnisy pusukis, mo-
B'si3aHuX i3 GiTKOTH-TpaHcakiismu [9, c. 96].

AJte 11e He CTOCYETHCSI aHOHIMHUX KPUIITOBAJIOT, TPAH3AKINT SKUX Y OJOKYeiiHi
BiZICTEKUTH HEMOKJINBO, a00 MOCUThb ckaaano — Monero, Zcash, Komodo, Horizen
(Zencash), Verge, PIVX Ta HU3KH iHIINX.

Takox cepell 3JI0YMHIIB KOPUCTYIOTbCA TMONYJAPHICTIO Tak 3BaHi “Mikcepu’,
TOOTO OHJIAMH-CEPBICH, 10 A03BOJISIOTH KOPUCTYBAaYaM 3MIIIyBaTH CBOI IUMPOBi aKTUBU
3 aKkTUBaMM iHIMX KopuctyBayiB. Ilicsis mepekasy KomiTiB yepe3 mikcep HiXTo i
HiKOJIM He JII3HAETHCS 3BiJIKM 1 XTO iX MepepaxyBaB, OCKiJIbKU CEePBiC MPUXOBYE 3B’sI30K
MIiX BiZITIPABHUKOM Ta OJIE€PKYyBayeM.

Tornado Cash crtaB HalloNyISPHINIMM iIHCTPYMEHTOM ISt BiIMWUBAHHSI KOIITIB
cepell XakepiB — Ha COBICTI Ta paxyHKaX 3JI0BMUCHUKIB OIIUHUJINCH MIJIbAPAN J0J1apiB,
stki oBepuyTH HeMOKUBO. 11106 6opotucs 3 xakepamu, ypsia CIITA Bupimms 3a60-
poHutu kpunroBaaioTHuil Mikcep. Tak 8 ceprus 2022 poky y CIHIA 3anmpoBaauin
CaHKIIii, 1110 3a00POHSIIOTh TPOMASHAM i IAIPUEMCTBAM AMEPUKH KOPUCTYBATHUCS
nocsayramu Tornado Cash. ITicsst 3ampoBajzKeHHsT TakKUX 3a00pOH KPUITOMIATHOPMU
MacoBoO Toyasii GJOKYBaTH afpecH, ToB’si3aHi 3 MikcepoM. Yepes KijbKka AHIB Tic/Is
3anpoBaKeHHs caHkiliii pospobHuka Tornado Cash Anekcesa Ilepuesa saTpuMaiu B
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Amcrepaami it ofpa3y AOCTABUJIN JI0 Cy/y, BUCYHYBITH OOBUHYBAaUY€HHS Y Bi/IMUBAHHI
BKPaJ/IeHUX KPUNITOBAJIIOT Ta cIiBIpalli 3i 3moBMucHukamu [10].

BaxknuBe npaBusio po3cJigyBaHHd — UTH 32 “IU(PPOBUM CIifiIoM”, SIKUM € ajl-
pecy eJIeKTPOHHUX TaMaHIIiB i3 TpaH3aKilissMu Ta Oyab-sKi iHImi gaHi, 100yTi B X0xi
1I0CyI0BOTO po3ciayBanHs: [P-agpecu Bxoay Ha GipsKi UM eJIEKTPOHHI raMaHIli, eJieK-
TPOHHI ajipecu Ta HOMepu TeJieOHiB, TIOB's13aHi 3 aKayHTaMu TOIIO, IO i 103BOJUTD
3PEIITOI0 BCTAHOBUTH 0COOY 3JIOUKHIIS, 3aTPUMATH HOTO i HOBEPHYTH BUKPAJACHY KPHII-
TOBAJIIOTY Ii 3aKOHHOMY BJIACHUKY.

SlckpaBUM NPUKIANOM IIBOMY € OCTaHHi Pe3yJbTaTU PO3CJiLyBaHHS KPaIiKKu
CTOMITTS y ¢cBiTi kpunroBamot. MinictepcrBo toctutii CIIA orosocusio npo po3kpuTTsi
HaOLIBINOI B icTOpii KpaisKK1 KPUITTOBAIIOTH, KOH(DICKyBaBIIH OITKOMHN Ha PEKOPIHY
cymy B $3,6 Misibsipia y moApysKiKs, sike, UMOBipHO, 31amasio B 2016 poriii kpurrtosa-
srotHy 6ipky Bitfinex. 3aaperrtoBana y 1iit cripaBi moapy:kust mapa — 34-piunuii It
Jlixrenmrreiin ta 31-piuna Xizep Mopran Oy.iu 3aapenitToBani y MauxeTTeHi i moctaam
mepes; cyzoM, moBizomise Tomoc AMepukn. IM BUCYHYTI 3BUHYBaueHHS y BCTYII B
3MOBY 3 METOIO Bi/[IMBAHHSI TPOIIEHi, a TAKOK B 0OMaHi BJiau. 3a CJIOBaMU 3aCTYITHIKA
reHepasbHoro mpokypopa CIHIA Jlisu Monako, 3aTpumani CTOSATH 3a HaOiIbITUM B
icTopii (pinaHCOBUM pO3KpaiaHHsAM. 3acTynHUK reHrpokypopa CIIA Takoxk Harosocuia,
110 yCIIilIHa orepailis, nmposejieHa MiHIOCTOM, cTaja I0Ka30M TOTO, 1[0 KPUIITOBAIIOTA
Gisbiiie “He € TIPUTYJIKOM JIJIst 37I04rHITiB”. TToApy:KHIO TTapy 3BUHYBAuyIOTh Y BiIMUBAHHI
119 754 6iTKOIHIB, BKPaJEHUX BHACJIIOK XaKePCHKOTO 3JI0MY KPUITOBATIOTHOT Oipski
Bitfinex. IIpexcraBaukn MiHicTepcTBa [OCTHUINT 3asBUJIM, 1[0 Ha MOMEHT CKOEHHSI
3JIOYMHY BapTiCTh BUKPAJEHUX KOIITIB OliHioBasacs y $71 muH y GiTKoWHAX, O/IHAK,
3 ypaxXyBaHHSIM 3PDOCTaHHSI BAPTOCTI KPUIITOBAJIIOTH, 3apa3 00CAT BKpaJeHUX OiTKOINHIB
OIiHIOETHhC Y Oibit Hixk $4,5 Mupa. 3a ganumu ciigcTsa, JIiXTeHIITelH i oro apy-
JKIMHA TaKOK HaMaraJIics BiIMUBATH TPOII Yepe3 MepesKy OOMiHHUX ITYHKTIB i TIPOBO-
JIWJIA KOIITHU SIK TIJIaTeXi cTapTan-koMianii, Bizkputoi Xizep Mopran. Y nojanbiiomy
HE3aKOHHI Joxoau Oy/ii BUTpadyeHi Ha NpuadOaHHs Pi3HUX pedyeil — MOYMHAIYN i3
3osioTa Ta NFC-TOKeHiB Ta 3aKkiHUy0uM “abCOTIOTHO MPU3EMICHUMHU” — MOapyHKOBUMMU
ceprudikatamu ToproBoi mepeski Walmart. KirtouoBoro mojii€to y po3ciiigyBaHHi 1[bOTO
3JIOYMHY MIr cTaTH Kpax MiAmiabHOro gapkHeT-puHKy AlphaBay, skuii npumuHuB
icayBanHs y 2017 potii BHACII0K /1ili TTPaBOOXOPOHHUX OpraHiB. ¥ MiHocTi nosizommiy,
1110 YaCTUHY BUKPAJEHUX XaKepaMu KOmITiB OyJio mepeBeneHo Ha AlphaBay. 3a mannmu
kommanii Elliptic, mo 3aiiMaerbest BigcTeskeHHAM IIUMPOBOI BATIOTH, 3aKPUTTS HeJle-
raJbHOTO CAUTY, UMOBIPHO, JI03BOJIJIO BJIa/li OTPUMATHU JOCTYII JI0 BHYTPIlTHIX TPaH3aK-
it AlphaBay i moB’st3aT ix i3 KPUIITOBATIOTHUM PaxXyHKOM, BiIKpUTHM Ha iM’st JIix-
TeHmreitHa [11].

THIM crabkuM MiciieM Oyib-SIKOTO 3JI0YKHY, TI0B’sI3aHOTO 3 HE3aKOHHUM 3aBO-
JIOJIHHSIM KPUNITOBAJIIOTOIO, € T€, 1110 BUKPa/JeHY KPUITOBAIIOTY 3JIOYMHIISIM 3PEIITOI0
3aX04YeThCst OOMIHSITH Ha IPOIIOBI KOIITH, i B OKPEMUX BUIAAKaX 1€ MOKe OyTH 3p00-
JIEHO, HalpuKJaz, i3 6ipski Ha HoMep GaHKiBCHKOTO paXyHKY abo HoMep GaHKiBChKOI
KapTH, SKi HaJesKaTh KOHKPETHIN (isnuHiil 0cobi, ToMy 3’sicyBaHHS BiAIOBIIHUX J1a-
HUX MOJKe JIONIOMOTH Y 3aTPUMaHHi 3JI0UUHILIB HaBiTh Y BUIA/IKY, SIKIIIO OCTaHHi BUKO-
puctoByoth TOR Ta VPN 17151 TOTO, 11106 anonimizyBatu [P agpecu ta sammdpysaru
CBOI iHTEPHET-ITIKJIIOUEHHS 3 METOIO TPUXOBYBAHHS iX JiSLIbHOCTI B Mepexi [HTepHer
JLIsE TOTO, 100 iX HEMOKIMBO OYJIO BiCTEKUTH.
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Tax, 6paysep Tor € tangemom cydactoi Bepcii Mozilla Firefox i mporpamuoro
3abe3IeyeHHsT 3 aKIEHTOM Ha TpUBaTHiCTh. IIporpama € GE3KOIITOBHOIO, J03BOJISE
eeKTUBHO OOXOAMTHU IIEH3YPY B Mepeski. Mepexka Opaysepa CKJIafa€Tbes 3 Gesuivi
cepBepiB, PO3KUAHUX 10 BCbOMY CBiTY, SSKUMU KepyIOTb BOJOHTEpPU. AHOHIMHICTD
3a0e31euyeThCs MIIIXOM 3'€IHAHHS 3 TPhOMA PETPAHCIATOPAMHU, KOJKEH 3 SKHX € 3a-
mudpoBaHuM. Y pesysibraTi 0OUMCANUTH HIIAX PyXy iHdopMarlii Bix ogepsKyBava 10
BiZIlIpaBHUKA CTAE HEMOKJIUBO.

IIpu Bukopucranni TOR 3axitoerbesa inma IP-agpeca, sika yacTo HaleXKUTh
inmriit kpaini. [Tpu oMy IP-asipeca € nmpuxoBaHoIo Bijl caliTiB, AKi Bi/[Bi/ly€ KOpUCTyBay.
JlomaTKOBUM 3aX0/10M OE3IIEKH € mu¢poBKa BiIBiIyBaHUX CATIB Bifi CTOPOHHIX ocio,
SIKi MOKYTh TlepexonuTu pyx tpadika. [le 3Boaquth pusuk cTeskeHHs OHJIANH /10 HYJIS.
Tax camo TOR no3Bossie o6xomutn inTepreT-iabTpr. KopuctyBauesi cTaioTh JOCTYITHI
caiiTi Ta pecypcH, siki paHiiie Oy/Iu HeZOCTYITHI uepe3 OJIOKyBaHHS BCEPEINHI KpaiHu
[12].

[H11010 TEeXHOMOTIEO, KA TO3BOJISIE AHOHIMI3yBaTH CBOIO [IiSIJIBHICTD Y Mepexi
Iurepuer, € VPN (Virtual Private Network) — e BipryasbpHa mpuBaTHa Mepexa, sika
3abesnieuye mudpyBaHHs Tpadika Mixk kiaieaTom ta VPN-cepsepom i sminy IP-amape-
cu. IIpu nigkmodenni 10 VPN cTBOpIoeTbCst 3axullieHN KaHAJT MiXK KOMIT IOTEpOM
kopuctyBaya i VPN-cepepoM. /lani B HbOMY HasiitHO 3amu@poBaHi: Baill iHTepHET-
[poBaiijiep He Ji3HAETHCS BAIoi JIOKAIlii Ta BeOpecypciBs, siki Bu BiaBigann. OHoBJICHA
[P-azpeca 3a3BUyaii CTBOPIOETHC 3 iHIIOTO MicTa abo Kpainn. Hanpukiaz, Bu MoeTe
yBiliTn B cuctemy 3 Kuesa, nepebysatoun B YKpaiHi, asie Barra IP-anpeca Oyzie BKasyBari,
o Bu, nanpuxaaz, y Jlonnoni, Besvkiit bpurtanii. VPN-cepBicu 103B0OJSI0Th KOpHU-
CTYBATHCS PeCypcaMu, AOCTYII 10 IKMX 3a00POHEHO 3a reorpadidyHuM MPUHIUIIOM a60
Ha IIijicTaBi pitreHs opradiB Baaan. 3asasaku VPN Mo:kHa BiIbHO BigBigyBaTh 3a0.10-
KOBaHi caiiTu, I0CTaTHBO JIKIe BUOPATH Ta 3aBAaHTAKUTH JI0OJIaTOK Ha CBill KOMIT'IOTEP
abo MoGibHUN TipucTpiit [13].

XpecToMaTiifHIM MIPUKJIAIOM BCTAHOBJIEHHST OCOOH 3JI0UMHIIS Y chepi HE3aKOHHOTO
006iry KpUITOBATIOT € icTopist 1mpo 3arpuMattst OBP sacHoBauka Silk Road (3 anrur.
IIOBKOBMII IIJISIX) — QHOHIMHOIO iHTEpPHET-MarasuHy, siKuil mepeOyBaB y JOMEHHii
30Hi .onion anoHiMHOI Mepeski Tor. BisbimicTs ToBapiB, BUCTABJIEHUX HA caiiTi, Oysu
HAPKOTMYHMMHU pPEYOBMHaMK. Po3paxyHOK 3a npujabaHuii ToBap 3/iliCHIOBAaBCS 32
JIOTIOMOT0I0 KPUTTOBaIiOTH Bitcoin, sika 3abe3redye BUCOKHIT CTYIiHb aHOHIMHOCTI
[13].

Huwm BusiBuBest Poce YiabOpixt. BeraHoBuTH #1010 0c00Y Banocst 3aBASKN CITiB-
pobitauky nogarkosoro yrpasiitas CIIA Endopuy, sikuil 310ragascs, 1o 3aCHOBHUK
Silk Road maB 6u po3kpydyBaTi MaiilaHuYiK Ha caliTax 3i CX0KO0I0 ayanuTopieio. Bin
Bimmykas nocwiantst Ha [P-agpecn Tor vacis Silk Road i snaiimmos, 1o 27 ciunst 2011 po-
Ky Ha caiiti Shroomery.org nexro Altoid pexamyBaB HOBUIT MaiilaHUMK JIJIsI aHOHIMHOT
KYTIiBJIi Ta TPOAaKy Oy/Ib-sIKUX TOBapiB.

[Tpocruit momyk B Google 3a nikom Altoid npuBis na caiit Stack Overflow. Ha
HbhOMY 0coba 3 rornToto rossulbricht@gmail.com 1ikaBumacst TexHiYHUMEI OCOOMBOCTAMM
Tor. TTomyk y 6azax MBP nokasas, 1o Pocc Yap0OpixT 3aBkK/a1 3HAXOUBCS MTOOTHU3Y
Biz Micip Buxoxy sKaxsmsoro mipata Po6eprca (Hik BiaacHuka Silk Road) B Silk Road
[14].
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OTxe, MOCHiIUBIIM OCHOBU PO3CJTilyBaHHS 3JOYMHIB MO0 HE3aKOHHOTO
3aBOJIOIIHHA KPUIITOBAJIIOTOIO, I0XOMMO /10 BUCHOBKIB IIPO BaKJIUBICTH 3HAHb BU/IIB
KPHUIITOBAIIOT Ta 0COOIMBOCTEH (DYHKITIOHYBAaHHS iX OJOKYENHIB, a TAaKOXK yMiHHSI
aHaTi3yBaTy OJIOKYEHHHU, Y TOMY YHCJI i3 3aCTOCYBAHHIM MOJKJINBOCTEN CIIEIiaIbHIX
cepiciB. Tak camMo Ba)KJIMBO /10 TTPOBEJEHHS CJIiunX (PO3NIYKOBUX [iil) 3aaydyaTu,
BiznoBiHO 10 BUMor cT. 71 KIIK Ykpainu, cremniamictiBy cdepi I'T Ta kpunroamor.
KtouoBUM € BCTaHOBJIEHHS €JIEKTPOHHOTO TaMaHIIs, Ha SIKUW BUBEJIEHO BUKPA/IEHY
KPUIITOBAJIIOTY Ta CIIBIIpallst 3 GipKaMu /IS OePsKaHHSI JaHUX TIPO T€, KOMY HaJIeKUTh
aKkayHT, 3 sikux [P-azpec 3ailicHiOBanCs BXOIM B HBOTO Ta SAKi 1lle KPUIITOBAJIIOTH HA
HBOMY 30epiraloTbess. Y 3amuTi CJIii BKadyBaTH TaKOK PO OJIOKYBaHHsSI aKayHTa Ta
KPUIITOBAJIIOTH, sIKa HAa HbOMY 3HaXonuThcs. Hazasti citijy 3BepTaTucs /10 CJ1i[4oro cy/i-
7li 3 KJIOMOTAHHSIM TIPO apemnT KpurroBaaoty. ITix yac posciigyBants HeOOXigaHO fiTh
3a “nudpoBuM ciaiioM”, SKUM € aJ[pecu eJIeKTPOHHUX TaMaHIliB i3 TpaH3aKIlisIMU Ta
Oynb-siki iHmi gani: IP-agpecu Bxomy Ha GipsKi YW eJIEKTPOHHI raMaHIl, eJeKTPOHHI
ajzipecu Ta HOMepH TeJiehOHiB, OB s13aHi 3 akayHTaMu, OaHKiBChbKi KapTH, Ha sIKi 3apa-
XOBYBAJIUCA TPOIIOBI KOIITH, OTPUMAaHI Bijl IPOIAKy KPUIITOBAIIOTH TOIIIO, 11€ T03BOJINTD
3PEIITOI0 BCTAHOBUTH 0COOY 3JIOUMHIIS, 3aTPUMATH HOTO i IOBEPHYTH BUKPAJACHY KPHII-
TOBAMIOTY ii 3aKOHHOMY BJIACHUKY. Y CIiX PO3CJilyBaHHSI TaKOX 3aJI€KUTh BiJl TOTO,
YW BUKOPUCTOBYBAJIN 3JIOYMHIlI aHOHIMHI KPUIITOBAJIIOTH, AKi IIPAKTUYHO HEMOKJINBO
BiJICTE;KUTH, Ta MiKCepU KpUNTOBAJIOT, a TakoxK cepBicu TOR Ta VPN nipu cTBOpenHi
KPUNTOBAJTIOTHUX TaMaHI[iB i IPH 3aBOJIOIIHHI KPUIITOBATIOTOIO TOIIO, ajie OyIb-sKa
HaliMeHIIa JONyIleHa HUMU IOMUJIKQ MOKe CTAaTH 3allOPYKOIO YCIIITHOTO PO3KPUTTS
3JI04YMHY.
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