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Abstract. This study investigated the criminal liability for illegal acquisition of cryptocurrency in Ukraine, which is
relevant in connection with the considerable spread of cryptocurrencies and cases of their illegal acquisition, as a result of
which significant material damage is caused to the victims. Specifically, this is explained by the collapse of cryptocurrency
exchanges and hacker attacks on cryptocurrency wallets. The purpose of this study was to investigate what criminal
liability is prescribed for illegal possession of cryptocurrency in Ukraine. The study employed a dialectical approach and
methods of system and technical and legal analysis, as well as a formal and logical method. Approaches to understanding
the term “cryptocurrency” were defined, and its types were specified. The features of the functioning of blockchain
technology were covered. This paper analysed the legal regulation of virtual assets in Ukraine, their relationship with
cryptocurrency. It is noted that at its core, cryptocurrency is not a virtual asset and that it is advisable to consider it an
electronic asset based on the blockchain — a decentralized public register of all cryptocurrency transactions conducted on
the network. Shortcomings in the legal regulation of cryptocurrencies in Ukraine were highlighted, specifically, it was
noted that the signs of virtual assets do not fully coincide with the signs of cryptocurrencies. The most common ways of
illegal possession of cryptocurrency were specified, and problematic issues of bringing individuals who have come into
illegal possession of cryptocurrency to criminal responsibility were outlined. This paper substantiated the impossibility
of bringing individuals who have come into illegal possession of cryptocurrency to criminal responsibility in Ukraine,
considering the principle of legal certainty and avoiding analogy in criminal law. The necessity of criminalizing illegal
possession of cryptocurrency was proved. Practical recommendations on making appropriate amendments to the Criminal
Code of Ukraine were formulated. The theoretical value of this study lies in the formation of an approach to the need to
criminalize the illegal possession of cryptocurrencies, and its results can be used in law-making activities
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Introduction

Recently, cryptocurrency has become an integral part of peo-

ple’s lives both in Ukraine and in many countries around the
world. It is traded on centralized and decentralized exchanges,
where savings are kept, goods and services are paid for, donat-
ed, lent, and inherited, i.e., generally owned and disposed of at
the discretion of the people possessing these cryptocurrencies.
In 2022, Ukraine ranked third among the world leaders in
mass implementation of cryptocurrencies (Chainalysis, 2022).

However, given its popularity, in Ukraine and the world
there are increasingly more people who want to illegally
take possession of it in one way or another. In terms of the
functioning and circulation of cryptocurrencies, it can be ar-
gued that public relations have developed rapidly and con-
siderably outstripped legal regulation in many countries of
the world, specifically in the field of criminal proceedings.
Ukraine is no exception.

The purpose of this study was to investigate the criminal
liability for illegal possession of cryptocurrency in Ukraine
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and find ways to solve existing problems. Cases of illegal
possession of cryptocurrency have ceased to surprise law
enforcement officers and ordinary citizens. News about the
next collapse of the cryptocurrency exchange, hacker attacks
on exchanges and cryptocurrency wallets, hacking of smart
contracts, cross chain bridges and various kinds of fraud, the
consequence of which is the illegal possession of cryptocur-
rency, appear daily. For instance, in early November 2022,
cryptocurrency owners were stirred up by the news about the
collapse of the FTX (“Futures Exchange”) cryptocurrency ex-
change. According to the rating of the 30 countries most af-
fected by its collapse, published by the CoinGecko resource,
Ukraine wasin 22nd place because well over 72 thousand users
from Ukraine used the services of this exchange (Ng, 2022).

It is quite difficult to imagine what property damage was
caused by the latter, since there are currently no mechanisms
for its establishment, let alone compensation. And there are
many such examples. However, currently, Ukraine has not
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yet directly criminalized the illegal possession of cryptocur-
rency. At the same time, the monitoring of the Unified State
Register of Court Decisions as of February 2023 confirms
fairly common cases of conviction of individuals for infect-
ing computers with malicious software for hidden mining
(Verdict of Rivne City Court..., 2019; Verdict of the Dzer-
zhinsky District Court..., 2018); sale of narcotics for crypto-
currency (Verdict of the Starokostyantiniv District Court...,
2020); illegal sale of information with limited access for
cryptocurrency (Verdict of the Kherson City Court..., 2018);
cryptocurrency financing of terrorism (Verdict of the Kras-
nogvardiiskyi District Court..., 2021); legalization of crim-
inally obtained funds using cryptocurrency (Verdict of the
Pechersk District Court..., 2019), etc. But in Ukraine, there
are no court decisions on finding individuals guilty of ille-
gal possession of cryptocurrency itself, and not, for instance,
money that was transferred to fraudsters in some kind of
cryptocurrency project because in such a case there is a pos-
session of money, and the actions of individuals are subject
to qualification as fraud under the corresponding part of Ar-
ticle 190 of the Criminal Code of Ukraine (2001) (the CCU).

Presently, the investigation of crimes related to the ille-
gal possession of cryptocurrencies is a new area in the work
of law enforcement officers. In addition, in Ukraine, there
are no scientific studies that relate to the investigation of il-
legal possession of cryptocurrencies. Scientists pay attention
only to certain issues related to this topic.

Thus, in 2021, a team of scientists from the Kharkiv
National University of Internal Affairs investigated the al-
gorithm of actions of employees of pre-trial investigation
bodies regarding the seizure of electronic assets, including
virtual ones obtained by criminal means (Tsutskiridze et al.,
2021). S. Hrytsai (2022), investigating the legal regime of
virtual assets in Ukraine, concluded that Ukraine has es-
tablished a presumption of legality of ownership of a vir-
tual asset. V. Cherniei et al. (2021), investigating criminal
liability for cryptocurrency transactions, concluded that
for the correct qualification of criminal offences related to
the turnover of cryptocurrencies, it is advisable to recog-
nize cryptocurrency as a type of property or money. Based
on the results of the analysis, they concluded that relations
regarding cryptocurrencies in most countries of the world
are insufficiently regulated and are still outside the legal
framework. This complicates the establishment of criminal
liability for operations involving the turnover of cryptocur-
rencies. O. Karapetian and V. Bilynskyi (2018) investigated
cryptocurrency as an object of illicit enrichment. S. Chap-
lian (2018), investigating the legal nature of cryptocur-
rencies, addressed the relationship between the concepts
“cryptocurrencies” and “money”. V. Nosov and I. Manzhai
(2021), investigating certain aspects of the investigation of
cryptocurrency transactions in the prevention and investi-
gation of crimes, formulated several main tasks for law en-
forcement agencies at the current stage of cryptocurrency
development. This is primarily the identification of individ-
uals involved in certain operations with cryptocurrencies.
To better understand the processes in the blockchain sys-
tem, tools for appropriate analysis should include appro-
priate visualization tools and as complete up-to-date data
banks as possible to properly build associative relationships
with particular individuals and legal entities. The study of
criminal offences in the field of cryptocurrencies allowed
D. Kaznacheyeva and A. Dorosh (2021) to conclude that

the physical sign of cryptocurrency as a subject of criminal
offences lies in its specific form — a digital code.

As for foreign research, prominent are the works of such
scientists as I.G.A. Pernice and V. Scott (2021), who, explor-
ing the concept of cryptocurrency, concluded that cryptocur-
rency systems are unified because they are designed to host
a medium of exchange for general or limited purposes, using
an infrastructure that, to varying degrees, replaces trust in
institutions with cryptography. J. Marinotti (2022), explor-
ing digital asset ownership, refutes the idea that ownership
requires physical control, separating ownership from anoth-
er fundamental concept of things. It emphasizes the unique
purpose of ownership in the ownership process: the transfer
of the status of real claims. M. Guri (2018), investigating
ways to steal private keys from cryptocurrencies, points out
the vulnerability of even cold wallets, i.e., those that are not
connected to the Internet.

C.N. Braaten and M.S. Vaughn, (2019), E. Reddy (2020),
F.M.J. Teichmann and M.-C. Falker (2021), S. Kethineni
(2020) refer to the use of cryptocurrencies in criminal fi-
nance, specifically as payment for narcotics. The study of
C. Albrecht et al. (2019) refers to the tendency to increase
the use of cryptocurrencies specifically for laundering funds
obtained through criminal means. T. Thomas et al. (2022) in-
troduced BlockQuery, a bitcoin network query system capa-
ble of detecting transactions generated by hierarchical deter-
ministic (HD) wallets that many publicly available tools can-
not find due to errors in address retrieval methods. V. Dyntu
and O. Dykyj (2021), considering cryptocurrency as a tool
for financing terrorism, note that for the fight against crime,
the main issue is the deanonymization of the owner/user of
Bitcoin, which allows identifying the criminal.

However, scientists have not conducted comprehensive
studies of this topic. Agreeing in general with the need to
determine the legal nature of cryptocurrency, it should be
noted that cryptocurrency as a whole is characterized only
by certain features of property or money.

To solve the questions: what cryptocurrency is, what
are its types and specific features of functioning and circu-
lation, what is the state of its legal regulation, and what are
the methods of its criminalization, a dialectical approach,
methods of systemic and technical-legal analysis, as well as
formal logical method were applied.

Specifically, the provisions of the current Ukrainian
legislation were interpreted in the appropriate manner:
Law of Ukraine “On Virtual Assets” (2022), Civil Code of
Ukraine (2003), Criminal Code of Ukraine (2001), Tax Code
of Ukraine (2010), Laws of Ukraine “On Payment Services”
(2021), “On Electronic Commerce” (2015), “On Capital
Markets and Organized Commodity Markets”. Draft Law
of Ukraine No.7183 “On Circulation of Cryptocurrency in
Ukraine” (2017) was also examined.

Legal nature of cryptocurrency

First of all, the term “cryptocurrency” is commonly used,
and in fact is an abbreviation for “cryptographic currency”,
which means cryptographic money. In turn, in simple words,
cryptography is the science of encryption.

The Encyclopedia of Modern Ukraine provides the fol-
lowing definition of cryptography: “Cryptography” — (from
crypto... and ...graphy) — the art, science, and technolo-
gy of ensuring the secrecy of information. It studies ways
and methods of protecting information from changes and



unauthorized interference in transmission, processing, and
storage (Homonai, 2014).

In 2008, an unknown person or group of people under
the pseudonym Satoshi Nakamoto created the world’s first
cryptocurrency — bitcoin (BTC). All other cryptocurrencies
that appeared after Bitcoin are called altcoins. From a tech-
nical standpoint, bitcoin is a digital electronic asset that ro-
tates in a decentralized payment system based on the block-
chain (“blockchain” stands for “chain of blocks”).

However, Bitcoin is not the only cryptocurrency, e.g.,
the Coinmarketcap resource as of 01.02.2023 tracked 22,405
cryptocurrencies (Today’s Cryptocurrency Prices..., n.d.).

Any cryptocurrency conventionally consists of a set of
characters — letters and numbers, and these same characters
make up the address of the wallet, the so-called public key,
which is generated by the system and which one needs to
know who is going to transfer a certain amount of a particular
cryptocurrency to it. However, there is also a private key that
allows the blockchain to dispose of the corresponding amount
of cryptocurrency located on the specified wallet, i.e., at the
specified address, and there is also a hash of the transaction.

As stated on the EXBASE.IO project website (About EX-
BASE.IO Platform, n.d.), hash is a cryptographic term used
to denote data obtained as a result of passing original infor-
mation through a hash function. Furthermore, this result can
also be called a hash value, hash code, or digest. Hash func-
tions themselves are certain mathematical algorithms that
convert any information to a hash of a fixed size (length).
Most often, combinations of sixteen characters are used,
which use numbers from O to 9 and letters from A to F. The
alphabet used is exclusively Latin. As a simple example, it
is worth considering the hash function SHA-256, which is
used in Bitcoin — the most widely used cryptocurrency in the
world. If we pass through it the sentence: “learning to under-
stand cryptocurrency”, then we will get the following result:
de469d52¢87d4366b74c435044253a36b6397¢8600772d-
55828dad63dcbfa25d.

What is important is that it doesn’t matter how many
times you repeat this phrase, or on which machine to do
it. The same source information always gives the same
hash. However, if you change at least one letter, e.g.,
start the sentence with a capital letter or replace one Cy-
rillic letter “a” with the corresponding Latin letter, then
there will be entirely different results: 9bc4aa82a9057cf-
€9922641632bbf7d73cbf57addf8c303126f509af26baf31d
and 59c7a3d152a739abe8adcb2925e9ff03237b7875cf210a
b055770e5463b31cbf, respectively.

It can be argued that knowing the hash is extremely use-
ful for verifying the accuracy of information, without dis-
closing its content. That is why these algorithms are used to
search closed databases, analyse large files, and provide ad-
ditional information protection. Furthermore, it is the hash
function that underlies the operation of most blockchain net-
works (About EXBASE.IO Platform, n.d.). Therefore, every
hash and every transaction is unique and unrepeatable.

Only a person who has a private key to a transaction
for a certain amount of cryptocurrency can own a crypto-
currency. In this case, the private key decrypts the public
key and hash of the transaction, but this does not work in
the opposite direction. If the cryptocurrency is on the ex-
change, then the exchange also has private keys, and if the
exchange is hacked or the cryptocurrency is stolen from it,
respectively, the owner also loses it. In fact, the rule “not
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your keys — not your cryptocurrency” applies here, but many
cryptocurrency owners still keep it on exchanges for opera-
tional trading and making a profit from such activities. The
rate of decentralized cryptocurrencies is constantly chang-
ing, sometimes very quickly and significantly, because nei-
ther the state nor its regulatory authorities have a direct in-
fluence on the rate of a particular cryptocurrency, since it is
decentralized. There are also stablecoins — these are altcoins
whose exchange rate is secured by assets, such as fiat curren-
cies or commodity values, and the stablecoin exchange rate
corresponds to the value of the asset that provides it, such as
1 US dollar, 1 euro, or 1 gram or ounce of gold.

The key features of most cryptocurrencies are decentral-
ization, since in this case, there is no issuing centre, which
is usually used by central banks and governments of coun-
tries around the world when issuing money, and that any
cryptocurrency transaction, with some exceptions, cannot be
cancelled. In general, cryptocurrencies are electronic assets
that contain a set of characters whose existence is based on
cryptographic rules. Summarizing all the above, from a tech-
nical standpoint, cryptocurrency is a code encrypted by a
special program, i.e., a sequence of letters and numbers that
are recorded electronically and accepted by users as a means
of payment and exchange.

According to the findings of the International Group on
combating dirty money laundering — Financial Action Task
Force, FATF (2014), cryptocurrency is only one of the types of
virtual currencies, namely a decentralized virtual currency.

As noted by O. Kreminskyi (2022), in general, all exist-
ing approaches to virtual currencies can be reduced to the
following, where virtual currency is recognized as follows:
1) cash; 2) a monetary surrogate; 3) a commodity (property,
asset); 4) a property right; 5) a form of payment service. In
Kreminskyi’s opinion, virtual currency, like electronic mon-
ey, is a type of digital currency with one substantial differ-
ence: it is not related to fiat currencies.

However, the classification of cryptocurrencies as cash
is questionable, since it does not correspond to their charac-
teristics, the same applies to monetary surrogates, because
by its essence and legal nature, cryptocurrency is not a virtu-
al asset or virtual currency, and it is more correct to consider
it an electronic asset based on blockchain. No blockchain —
no cryptocurrency. It is the blockchain that is the difference
and characteristic feature that allows distinguishing crypto-
currency from electronic money.

The Law of Ukraine “On Virtual Assets” (2022) introduc-
es legal regulation of virtual assets. Analysis of its provisions
irnmyiei that a virtual asset is a special form of existence of
an intangible good in electronic form, which has a value and
certifies property rights. The Great Explanatory Dictionary
of the Modern Ukrainian Language defines the word “vir-
tual” (from the Latin virtualis — imaginary, possible) as an
imaginary, non-existent object (Virtualis, n.d.).

However, cryptocurrency cannot be considered a fic-
tional and imaginary category that is not present in the real
world, since it objectively exists in our reality. It just exists
in electronic form.

There are also reasonable doubts regarding the legisla-
tors’ attribution of a virtual asset to intangible benefits. The
concept and list of intangible assets are contained in Chapter
15 of the Civil Code of Ukraine (2003), according to Article
199 of which, the results of intellectual, creative activity,
and other objects of intellectual property rights create civil
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rights and obligations pursuant to the Book IV of Civil Code
of Ukraine and other laws. According to Article 200 of the
Civil Code of Ukraine, information is any information and/
or data that can be stored on material media or displayed
in electronic form. Apart from those mentioned above, the
legislator includes personal non-property goods protected by
civil law and which, according to Art. 201 of the Civil Code
of Ukraine, are as follows: health, life; honour, dignity, and
business reputation; name (designation); authorship; free-
dom of literary, artistic, scientific and technical creativity,
as well as other benefits protected by civil legislation.

That is, the legislator understands intangible benefits as
the results of intellectual and creative activities, information,
as well as personal non-property benefits. However, only
two of these signs are directly related to the cryptocurrency
and, accordingly, are its signs. This is information, because
cryptocurrency is a set of symbols — numbers and letters,
and it is also the result of intellectual activity, because any
cryptocurrency is based on program code. However, given
the signs of cryptocurrency and the specific features of its
functioning, the legislators’ attribution of cryptocurrency to
an intangible good is questionable. Especially given that al-
most any cryptocurrency on the stock exchange or online ex-
change has its own buying and selling rates, and the owner
can instantly exchange it for cash, which can be immediately
withdrawn from the stock exchange to a bank card.

Analysis of the Law of Ukraine “On Virtual Assets”
(2022) indicates that the legislator in Ukraine actually
meant cryptocurrency by virtual assets, but there is no men-
tion of this in the Law, and this can only be guessed through
analysis and interpretation of the norms of the Law. Thus,
the signs of a cryptocurrency correspond to such signs of a
virtual asset as the fact that it is recognized as an object of
civil rights, has a value expressed by a set of data in electron-
ic form, as well as the fact that its existence and turnover is
ensured by the system of circulation of virtual assets and,
furthermore, it can testify property rights, specifically the
rights of claims to other objects of civil rights. But at the
same time, it is doubtful whether cryptocurrencies are clas-
sified as intangible goods.

In addition, the question of on what basis the actions
of individuals who came into illegal possession of crypto-
currency should be qualified according to the norms of the
Criminal Code of Ukraine (2001) is still unresolved. Based
on what legislation? What exactly did individuals get if there
is no legal definition of cryptocurrency? What equivalent of
cryptocurrency, in terms of monetary funds, should be de-
termined for criminal liability, or is it possible that the mere
fact of possession of cryptocurrency, regardless of its size, is
sufficient? How to determine the value of the stolen cryp-
tocurrency in terms of the national currency of Ukraine —
the hryvnia — at the time of the commission of the crimi-
nal offence, if there is no corresponding methodology? The
National Bank of Ukraine does not determine the exchange
rates of cryptocurrencies, and at the same time, on different
online exchanges and online exchange resources, the rates
of the same cryptocurrencies can differ substantially and,
moreover, constantly fluctuate. Does the jurisdiction of the
state of Ukraine extend to the specified social relations, if,
for instance, a citizen of Ukraine moved to an online cryp-
tocurrency exchange, relatively speaking, 10 bitcoins, the
value of which fluctuated within 15-16 thousand US dollars
during November 2022, and the exchange went bankrupt

due to improper management of the entrusted cryptocurren-
cy or as a result of a hacker attack, bitcoins were stolen, and
the place of registration of this exchange was Virgin Islands,
South Korea, Japan, Canada, or Liechtenstein, or Argentina.
And finally, the main question is: what is the difference be-
tween taking possession of a cryptocurrency, in the above
case, 10 bitcoins, and taking possession, relatively speaking,
of an asteroid from a distant constellation or, in the end, a
shell from a beach or a stone from a cobblestone near the
closest house? And what fate awaits the criminal proceed-
ings on illegal possession of cryptocurrency, which are be-
ing investigated and will undoubtedly be investigated by the
pre-trial investigation bodies in Ukraine. Evidently, without
criminalization of illegal possession of cryptocurrency, the
solution to this problem is impossible.

State of legal regulation
of illegal possession of cryptocurrencies

In Ukraine, the turnover of cryptocurrencies has been un-
resolved for many years. Only on February 17, 2022, the
Law of Ukraine “On Virtual Assets” (2022) was adopted. The
adoption of this law is perceived by society as a significant
event that launched the legalization of cryptocurrencies in
Ukraine. However, there is not a single mention of crypto-
currency in it, and this raises the question of what exactly
then belongs to the subject of its legal regulation and what
the legislator understands by virtual assets. To answer this
question, it is necessary to analyse the main provisions of
this Law. Thus, according to Item 1 of Article 1 of the latter,
a virtual asset is an intangible benefit that is an object of
civil rights, has a value and is expressed by a set of data in
electronic form. At the same time, within the meaning of
Part 3 of Article 2 of the Law of Ukraine “On Virtual Assets”,
it does not apply to legal relations related to the regulation
of electronic money, securities, and derivative contracts.
Furthermore, according to Item 1 of Section VI “Final and
Transitional Provisions”, this Law shall enter into force on
the date of entry into force of the Law of Ukraine on Amend-
ments to the Tax Code of Ukraine (2010) regarding the spe-
cific features of taxation of transactions with virtual assets,
but not earlier than publication of this Law.

Asofthe beginning of February 2023, the relevant amend-
ments to the Tax Code of Ukraine have not been made and,
accordingly, the Law has not entered into force. Therefore,
the legal status of virtual assets in Ukraine has not yet been
determined de jure. The legislators also pointed out that the
law does not apply to legal relations concerning the turnover
of electronic money, securities, and derivative contracts. The
definition of the concept of electronic money is contained
in Item 14 of Article 1 of the Law of Ukraine “On Payment
Services” (2021), according to the content of which they are
units of value stored in electronic form, issued by the issuer of
electronic money for payment transactions that are accepted
as a means of payment by individuals other than their issuer,
and is a monetary liability of such electronic money issuer.

Pursuant to Part 1 of Article 13 of the Law of Ukraine
“On Electronic Commerce” (2015), settlements in the field
of electronic commerce can be carried out using payment in-
struments, electronic money, by transferring funds or paying
in cash in compliance with the requirements of the law on
the execution of cash and non-cash settlements, as well as
in another method prescribed by the legislation of Ukraine,
which regulates the provision of payment services.



As for securities and derivative contracts, the definition
of these concepts is contained in Articles 8 and 31 of the Law
of Ukraine “On Capital Markets and Organized Commodity
Markets” (2006), and accordingly, a security is a document
of the prescribed form with the corresponding details, which
certifies a monetary or other property right, determines the
relationship of the issuer of the security (a person who is-
sued a security) and a person who has rights to a security,
and stipulates the performance of obligations under such a
security, as well as the possibility of transferring rights to a
security and rights to a security to other persons. Securities
exist in electronic (electronic securities) and paper (paper
securities) forms. In turn, a derivative contract is a contract
whose terms stipulate the obligation of one or each of the
parties to such a contract in relation to the underlying asset
and/or the terms of which are set depending on the value of
the underlying indicator, and may also stipulate the obliga-
tion to conduct monetary settlements.

The legislators have also normalized the issue of crimi-
nal liability in this area of public relations. Thus, Article 199
of the Criminal Code of Ukraine (2012) prescribes criminal
liability for the sale of counterfeit money. In addition, Arti-
cle 200 of the Criminal Code of Ukraine prescribes criminal
liability for illegal actions with electronic money.

But the same cannot be said about cryptocurrency since
the law does not provide a direct answer as to what crypto-
currency is and how it relates to virtual assets.

Ways and methods of criminalizing

illegal possession of cryptocurrency
According to the requirements of Part 2 of Article 4 of the
Criminal Code of Ukraine (2001), criminal illegality and
punishability, as well as other criminal-legal consequences
of an act, are determined by the law on criminal liability,
which was in force at the time of the commission of this act.

The criminalization of acts means the implementation of
constant monitoring of public relations that need to be pro-
tected by criminal law means. Criminalization is determined
by the objective needs of society, because if there are gaps,
public relations are harmed.

Reasons for criminalization are as follows: 1) the need to
perform obligations under international treaties ratified by
the Verkhovna Rada of Ukraine; 2) the need to create legal
mechanisms for affirming and ensuring human rights and
freedoms as the main duty of the state; 3) the need to ensure
the implementation of certain provisions of the Constitution
and other laws of Ukraine; 4) the results of criminological
research on the dynamics and prevalence of a certain act,
which substantiate the need for its criminal law prohibition;
5) public opinion (Melnyk & Klymenko, 2004).

In the case of illegal possession of cryptocurrency, it is
evident that the development of public relations took place
dynamically, while the legislation stayed static and the basis
for criminalizing illegal possession of cryptocurrency is the
prevalence of cases of illegal possession of cryptocurrency
and causing material damage to its owners, which confirms
the need for its criminal prohibition.

The authors of the Draft Law of Ukraine No. 7183 “On
Circulation of Cryptocurrency in Ukraine” (2017) were the
closest to the introduction of the term “cryptocurrency” and
the regulation of cryptocurrencies in Ukraine, who proposed
to define cryptocurrency as a program code (a set of sym-
bols, numbers, and letters), which is an object of ownership,
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can act as a means of exchange and information about which
is entered and stored in the blockchain system as accounting
units of the current blockchain system in the form of data
(program code). Article 6 of the Draft Law made provision
for the right of a subject of cryptocurrency operations to free-
ly dispose of a cryptocurrency, specifically, to carry out op-
erations on the exchange (exchange) of cryptocurrencies of
any kind for another cryptocurrency, to exchange it for elec-
tronic money, currency valuables, securities, services, goods,
etc. It was also assumed that the general rules that apply
to cryptocurrencies apply to the right of private property.

This indicates both the urgent need to amend the al-
ready adopted Law of Ukraine “On Virtual Assets”, and the
need to define in it, specifically, the concept of cryptocur-
rency, its types and features of its legal regulation. It is also
urgent to supplement the Criminal Code of Ukraine with a
corresponding article, which will make provision for crimi-
nal liability for illegal possession of cryptocurrency.

Therewith, theprincipleoflegal certaintymustbeobserved,
as well as the inadmissibility of analogy in the criminal law.

In turn, this means that the legislative level should es-
tablish a criminal ban on illegal possession of cryptocurren-
cies, and not undefined virtual assets, which are referred to
in the Law of Ukraine “On Virtual Assets” (2022). Given that
cryptocurrency has exchange rates on exchanges and can be
converted into cash, it is evident that due to illegal posses-
sion of it, the victim suffers material damage, and accord-
ingly its size should be established, from which criminal li-
ability begins. The optimal amount can be determined, e.g.,
3 or 5 minimum wages at the time of committing a criminal
offence, so that the resources of pre-trial investigation bod-
ies are not spent on small amounts of damage.

The study of scientific literature and Ukrainian and
world practices allowed N. Khak Siddiki and R. Movchan
(2018) to conditionally highlight the main areas of use of
cryptocurrencies for criminal purposes and to consider cryp-
tocurrency as an object of criminal encroachment (theft of
cryptocurrency from accounts, Internet fraud, extortion re-
demption in cryptocurrency, etc.).

Agreeing with the above, it is worth noting that the
ways of using cryptocurrencies for criminal purposes are
constantly being modified and supplemented with new ones.

An analysis of the methods of illegal possession of cryp-
tocurrency suggests that they can be:

1) theft, i.e., the secret theft of cryptocurrency, which
occurs in cases where, due to the hacking of the exchange
by hackers or gaining access to the victim’s electronic wallet
in another way, the cryptocurrency is sent from the victim’s
wallet by criminals to their own cryptocurrency wallets or to
exchanges or mixers to make it impossible to track the further
movement of cryptocurrency and identification of criminals;

2) misappropriation or embezzlement of cryptocurren-
cy, which occurs when the cryptocurrency is entrusted to it
by the owner of the exchange or other online resources, such
as exchangers or cryptocurrency companies, but employees
or officials, as a result of dishonest management of the en-
trusted cryptocurrency, dispose of it at their discretion, e.g.,
pawn or exchange it to other assets or transferred to other
electronic wallets, which leads to its loss to the victim;

3) fraud, which occurs when any individuals, by decep-
tion or abuse of trust, e.g., under the promise of large profits,
receive cryptocurrency from the victim in any way, intend-
ing to illegally take possession of it.
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The qualifying features should be its repeated or earlier
conspiracy by a group of individuals or a criminal organiza-
tion, as well as illegal possession that caused considerable
damage to the victim or was committed on a large and espe-
cially large scale. Therewith, it is possible and appropriate
to consider the approach of the legislator to determining the
amount of damage in property crimes, as indicated in the
note to Article 185 of the Criminal Code of Ukraine (2012).

Furthermore, the question of how to determine the
amount of material damage caused due to the illegal acqui-
sition of cryptocurrency also needs an urgent solution. Such
damage must be expressed according to the exchange rate
of the National Bank of Ukraine at the time of the comple-
tion of the crime in the national currency of Ukraine, the
hryvnia. At the same time, on different online resources, the
exchange rate may differ and fluctuate substantially over a
short period of time (even a few seconds). A solution to this
problem may be to determine the value of assets at the rates
of the world’s largest cryptocurrency exchange. Presently,
this is Binance. However, among over 20,000 cryptocurren-
cies that exist in the world today, only more than 600 are
listed on Binance. This means that this size can also be deter-
mined by the rates of the largest 10 or 20 or more exchang-
es, e.g., according to their rating by trading volume.

Conclusions

Therefore, the Law of Ukraine “On Virtual Assets” introduces
the legal regulation of virtual assets, and despite the absence
of any mention of cryptocurrency, the analysis of its provi-
sions allows asserting that, specifically, it includes crypto-
currency as a virtual asset. At the same time, the correctness
of the legal definition of virtual assets is questionable, since
virtuality means something imaginary, i.e., something that
does not exist in real life. However, cryptocurrency objec-
tively exists in our reality and is not something imaginary,
it just exists in electronic form. The legislator unreasonably
refers virtual assets to intangible goods because, foremost,
intangible goods are intellectual property rights and person-
al non-property goods.

The conducted study proves that cryptocurrencies are
electronic assets. From a technical perspective, cryptocur-
rency is a code encrypted by a special program, i.e., a se-
quence of letters and numbers that are recorded electroni-
cally and accepted by users as a means of payment and ex-
change. Therefore, by its very nature, cryptocurrency is not
a virtual asset because it is an electronic asset based on the

blockchain - a decentralized public register of all conducted
cryptocurrency transactions on the network, which acts as
an inherent feature that allows distinguishing cryptocurren-
cy from electronic money.

The study of the issue of criminal liability for the illegal
acquisition of cryptocurrency allows coming to well-founded
conclusions that the urgent task of the legislators in Ukraine
is to amend the Law of Ukraine “On Virtual Assets” and de-
fine the concept of cryptocurrency, its types and features
of legal regulation, as well as establish a criminal respon-
sibility for the illegal acquisition of cryptocurrency and the
addition of the corresponding article to the Criminal Code
of Ukraine. Presently, the Criminal Code of Ukraine does
not prescribe any criminal liability for illegal possession of
cryptocurrency. Therefore, the amendment of the Criminal
Code of Ukraine with an article that establishes such liabil-
ity for various forms of illegal possession of cryptocurrency
(theft, misappropriation or embezzlement, fraud) will make
it possible to bring the perpetrators to criminal responsibil-
ity and will contribute to ensuring respect for the rights of
victims, especially in the context of the return of the stolen
cryptocurrency from them.

Meanwhile, it can be stated that the owners of cryptocur-
rencies in Ukraine are not protected by the current legislation
from their loss as a result of illegal possession by other indi-
viduals, since the legislators, in compliance with the principle
of legal certainty, do not recognize the corresponding actions
as criminal and despite the dynamic development of public
relations in this area, the legislation was and still is static.

This study can serve as a solid basis for further scientific
research on issuesrelated to criminal liability for illegal posses-
sion of cryptocurrency. Equally important are further areas of
research, which concern the specific features of proof in crimi-
nal proceedings regarding the illegal acquisition of cryptocur-
rency, the methods and tactics of their investigation, and the
imposition of punishment for the commission of such crimes.

Acknowledgements
The author conducted the study independently, respectively,
there is no acknowledgement to individuals or organizations
for any technical support, ideas, financial (material) aid,
etc., thanks to which the study became possible.

Conflict of interest
Since the author’s study was conducted independently, there
is no conflict of interest.

References
[1] About EXBASE.IO Platform. (n.d.). Retrieved from https://exbase.io/en/about-us.

[2] Albrecht, C., Duffin, K.M., Hawkins, S., & Morales Rocha, V.M. (2019). The use of cryptocurrencies in the money
laundering process. Journal of Money Laundering Control, 22(2), 210-216. doi: 10.1108/JMLC-12-2017-0074.

[3] Braaten, C.N., & Vaughn, M.S. (2019). Convenience theory of cryptocurrency crime: A content analysis of U.S. Federal
Court decisions. Deviant Behavior, 42(8), 958-978. doi: 10.1080/01639625.2019.1706706.

[4] Chainalysis. (2022). The 2022 Global Crypto Adoption Index: Emerging markets lead in grassroots adoption, China remains
active despite ban, and crypto fundamentals appear healthy. Retrieved from https://blog.chainalysis.com/reports/2022-

global-crypto-adoption-index/#top-20.

[5] Chaplian, S. (2018). Legal status of cryptocurrency. Foreign Trade: Economy, Finance, Law, 97(2), 148-162.

[6] Cherniei, V., Cherniavskyi, S., Babanina, V., & Tykho, O. (2021). Criminal liability for cryptocurrency transactions:
Global experience. European Journal of Sustainable Development, 10(4), 304-316. doi: 10.14207/ejsd.2021.v10n4p304.

[7] Civil Code of Ukraine. (2003, January). Retrieved from https://zakon.rada.gov.ua/laws/show/435-15#Text.

[8] Criminal Code of Ukraine. (2001, April). Retrieved from https://zakon.rada.gov.ua/laws/show/2341-14#Text.

[9] Draft Law of Ukraine No.7183 “On Circulation of Cryptocurrency in Ukraine”. (2017, October). Retrieved from https://
wl.cl.rada.gov.ua/pls/zweb2/webproc4 1?pf3511 =62684.



https://exbase.io/en/about-us
https://doi.org/10.1108/JMLC-12-2017-0074
https://doi.org/10.1080/01639625.2019.1706706
http://journals.knute.edu.ua/foreign-trade/article/view/409
https://doi.org/10.14207/ejsd.2021.v10n4p304
https://w1.c1.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=62684
https://w1.c1.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=62684

V. Kogzii

[10] Dyntu, V., & Dykyj, O. (2021). Cryptocurrency as an instrument of terrorist financing. Baltic Journal of Economic Studies,
7(5), 67-72. doi: 10.30525/2256-0742/2021-7-5-67-72.

[11] Financial Action Task Force. (2014). Virtual currencies: Key definitions and potential AML/CFT Risks. Retrieved from
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Virtual-currency-definitions-aml-cft-risk.html.

[12] Guri, M. (2018). BeatCoin: Leaking private keys from air-gapped cryptocurrency wallets. In IEEE 2018 International
congress on cybermatics. 2018 IEEE conferences on internet of things, green computing and cjmmunications, syber physical
and social computing, smart data, blokchain, computer and information technology (pp. 1308-1316). Halifax: IEEE.
doi: 10.1109/Cybermatics_2018.2018.00227.

[13] Homonai, O.V. (2014). Cryptography. In Encyclopedia of modern Ukraine (Vol. 15). Kyiv: Institute of Encyclopedic
Studies of the National Academy of Sciences of Ukraine. Retrieved from https://esu.com.ua/article-1576.

[14] Hrytsai, S.O. (2022). Legal status of virtual assets in Ukraine. Juris Europensis Scientia, 2, 65-68. doi: 10.32837/chern.
v0i2.349.

[15] Karapetian, O., & Bilynskyi, V. (2018). Criminal warranties with circular use and peculiarities of their investigation.
Actual Problems of Law, 2, 115-120.

[16] Kaznacheyeva, D.V., & Dorosh, A.A. (2021). Crimes in the sphere of cryptocurrency turnover. Bulletin of the Criminological
Association of Ukraine, 2, 149-157.

[17] Kethineni, S. (2020). Cybercrime in India: Laws, regulations, and enforcement mechanisms. In T.J. Holt, & A.M. Bossler
(Eds.), The Palgrave handbook of international cybercrime and cyberdeviance (pp. 305-326). Cham: Palgrave Macmillan.
doi: 10.1007/978-3-319-78440-3 7.

[18] Khak Siddiki, N., & Movchan, R.O. (2018). Cryptocurrency and Blockchain technologies in modern illegal activity.
Bulletin of the Student Scientific Society of Donetsk National University named after Vasyl Stus, 10 (Vol. 1), 78-83.

[19] Kreminskyi, O.V. (2022). Investigating of legalization (laundering) of criminal income by use virtual currencies (PhD Thesis,
State Tax University, Irpin, Ukraine).

[20] Law of Ukraine No. 1591-IX “On Payment Services”. (2021, June). Retrieved from https://zakon.rada.gov.ua/laws/
show/1591-20#n1249.

[21] Law of Ukraine No. 2074-IX “On Virtual Assets”. (2022, February). Retrieved from https://zakon.rada.gov.ua/laws/
show/2074-20#Text.

[22] Law of Ukraine No. 3480-IV “On Capital Markets and Organized Commodity Markets”. (2006, February). Retrieved
from https://zakon.rada.gov.ua/laws/show/3480-15#Text.

[23] Law of Ukraine No. 675-VIII “On Electronic Commerce”. (2015, September). Retrieved from https://zakon.rada.gov.ua/
laws/show/675-19#Text.

[24] Marinotti, J. (2022). Possessing intangibles. Northwestern University Law Review, 116(5), 1227-1282.

[25] Melnyk, M.I., & Klymenko, V.A. (Eds.). (2004). Criminal law of Ukraine: General part (3rd ed., revised and added). Kyiv:
Yurydychna Dumbka.

[26] Ng, J. (2022). Which countries are most impacted by FTX’s collapse? Retrieved from https://www.coingecko.com/research/
publications/countries-impacted-ftx-collapse.

[27] Nosov, V.V., & Manzhai, I.A. (2021). Certain aspects of the analysis of cryptocurrency transactions during the prevention
and investigation of crimes. Law and Safety, 80(1), 93-100. doi: 10.32631/pb.2021.1.13.

[28] Pernice, I.G.A., & Scott, B. (2021). Cryptocurrency. Internet Policy Review, 10(2). doi: 10.14763/2021.2.1561.

[29] Reddy, E. (2020). Analysing the investigation and prosecution of cryptocurrency crime as provided for by the South
African Cybercrimes Bill. Statute Law Review, 41(2), 226-239. doi: 10.1093/slr/hmz001.

[30] Tax Code of Ukraine. (2010, December). Retrieved from https://zakon.rada.gov.ua/laws/show/2755-17#Text.

[31] Teichmann, F.M.J., & Falker, M.-C. (2021). Cryptocurrencies and financial crime: Solutions from Liechtenstein. Journal
of Money Laundering Control, 24(4), 775-788. doi: 10.1108/JMLC-05-2020-0060.

[32] Thomas, T., Edwards, T., & Baggili, I. (2022). BlockQuery: Toward forensically sound cryptocurrency investigation. Forensic
science international-digital investigation, 40, Supplement, article number 301340. doi: 10.1016/j.fsidi.2022.301340.

[33] Today’s Cryptocurrency Prices by Market Cap. (n.d.). Retrieved from https://coinmarketcap.com.

[34] Tsutskiridze, M.S., Pchelina, O.V., Haidu, S.V., Romaniuk V.V., Drozd, V.H., Burlaka V.V., Ablamska, V.V., & Romanov,
M.Yu. (2021). Algorithm of actions of employees of pre-trial investigation bodies regarding the seizure of electronic assets o
btained by criminal means. Kyiv: 7BC.

[35] Verdict of Rivne City Court of Rivne region in case No. 569/10875/19. (2019, July). Retrieved from https://reyestr.
court.gov.ua/Review/82846071.

[36] Verdict of the Dzerzhinsky District Court of Kharkiv in case No. 638/14394/18. (2018, October). Retrieved from https://
reyestr.court.gov.ua/Review/76978584.

[37] Verdict of the Kherson City Court of the Kherson region in the case 766/9634/18. (2018, August). Retrieved from
https://youcontrol.com.ua/catalog/court-document/75817657/.

[38] Verdict of the Krasnogvardiiskyi District Court of Dnipropetrovsk in the case No. 204/2980/21. (2021, September).
Retrieved from https://reyestr.court.gov.ua/Review/99420042.

[39] Verdict of the Pechersk District Court of Kyiv in the case No. 757/52249/18-k. (2019, April). Retrieved from https://
reyestr.court.gov.ua/Review/81426229.

[40] Verdict of the Starokostyantiniv District Court of Khmelnytskyi region in the case No. 677,/700/20. (2020, June).
Retrieved from https://reyestr.court.gov.ua/Review/90103972.

[41] Virtualis. (n.d.). In The large explanatory dictionary of the modern language. Retrieved from https://slovnyk.me.

39


https://doi.org/10.30525/2256-0742/2021-7-5-67-72
https://doi.org/10.1109/Cybermatics_2018.2018.00227
https://esu.com.ua/article-1576
https://doi.org/10.32837/chern.v0i2.349
https://doi.org/10.32837/chern.v0i2.349
http://appj.wunu.edu.ua/index.php/appj/article/view/293
https://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/10969/Kryminalni%20pravoporushennia_Kaznacheieva_Dorosh_2021.pdf?sequence=1&isAllowed=y
https://doi.org/10.1007/978-3-319-78440-3_7
https://jvestnik-sss.donnu.edu.ua/article/view/5467
https://drive.google.com/file/d/1hRfh1Vp-mnRti_ftfs5eSfOSvhTI9rln/view
https://scholarlycommons.law.northwestern.edu/nulr/vol116/iss5/2
https://www.coingecko.com/research/publications/countries-impacted-ftx-collapse
https://www.coingecko.com/research/publications/countries-impacted-ftx-collapse
https://doi.org/10.32631/pb.2021.1.13
https://doi.org/10.14763/2021.2.1561
https://doi.org/10.1093/slr/hmz001
https://doi.org/10.1093/slr/hmz001
https://doi.org/10.1108/JMLC-05-2020-0060
https://doi.org/10.1016/j.fsidi.2022.301340
https://coinmarketcap.com
https://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/15432/Alhorytm%20dii%20pratsivnykiv%20orhaniv%20dosudovoho%20rozsliduvannia_2021.pdf?sequence=1&isAllowed=y
https://dspace.univd.edu.ua/xmlui/bitstream/handle/123456789/15432/Alhorytm%20dii%20pratsivnykiv%20orhaniv%20dosudovoho%20rozsliduvannia_2021.pdf?sequence=1&isAllowed=y
https://reyestr.court.gov.ua/Review/82846071
https://reyestr.court.gov.ua/Review/82846071
https://reyestr.court.gov.ua/Review/76978584
https://reyestr.court.gov.ua/Review/76978584
https://youcontrol.com.ua/catalog/court-document/75817657/
https://reyestr.court.gov.ua/Review/99420042
https://reyestr.court.gov.ua/Review/81426229
https://reyestr.court.gov.ua/Review/81426229
https://reyestr.court.gov.ua/Review/90103972
https://slovnyk.me/dict/vts/%D0%B2%D1%96%D1%80%D1%82%D1%83%D0%B0%D0%BB%D1%8C%D0%BD%D0%B8%D0%B9

40

Criminal liability for illegal possession of cryptocurrency...

KpumiHanbHa BiANOBiAAAbHICTD
3a He3aKOHHe 3aBOAOCAIHHA KPUNTOBAAIOTOIO B YKpaiHi
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Anotanisa. CraTTi0O MNPUCBAYEHO [JOCTIiIXEHHI0 KpUMiHAJbHOI BiJMOBiAaJIbPHOCTI 3a He3aKOHHE 3aBOJIOAIHHSA
KPUNTOBAJIIOTOI0 B YKpaiHi, 1[0 € aKTyaJIbHUM Y 3B’A3KY 3i 3HaUHUM NOLIMPEHHAM KPUIITOBAJIIOT i BUIIA[KiB HE3AaKOHHOT'O
3aBOJIOJIiHHA HUMH, YHACJIJOK YO0 IOTePIiINM CIPUYMHAETHCA 3HaYHa MaTepiajipHa IKoAa. 30KpeMa, Iie Bij0yBaeThCs
BHACJIIOK KpaxXy KPUNTOBTIOTHUX OipX Ta 34iliCHEHHA XaKepChbKUX aTaK Ha KPUIITOBAJIIOTHI ramadii. Mera crartTti —
JOCJIiINTY Te, IKy KPUMiHaJIbHY BiIITOBiJaIbHiCTh ITepe16aueHo 32 He3aKOHHE 3aBOJIOAiHHA KPUNTOBAJIIOTOIO B YKpaiHi. Y
Trpotieci JOC/Ii)keHHA 3aCTOCOBAHO iaJIeKTUYHUM HifXi/T i MeTOIU CHCTEMHOrO Ta TEXHIKO-I0PUUYHOTO aHAJTi3Y, a TAKOX
dopmarsibHO-JI0TiYHNIT MeTo/l. Bu3HaueHo MifXoAu OO0 PO3YyMiHHSA MOHATTA «KPUITOBAJIIOTA», YKa3aHo ii Buau. Poskpuro
ocobsmBOCTI QyHKI[IOHYBaHHA TexHoJIoril 6siokueliH. [IpoaHasi3oBaHO IIpaBOBe peryJsloBaHHA BipTyaJIbHUX aKTUBIB B
VkpaiHi, X CIiBBigHOIIEHHA 3 KPUIITOBAIIOTOI0. Bifj3HaueHo, 1[0 3a CBOEIO CYyTHICTIO KPUNITOBAJIIOTA — Iie He BipTyaJIbHUH
aKTUB i m0 1l JOI[JIbHO BBaXaTH €JIEKTPOHHUM aKTHMBOM Ha OCHOBi OJIOKUEIHY — IeIeHTPasli30BaHOro MyOJIiYHOrO
peecTpy BCiX NHpOBeeHUX KPUINTOBAIIOTHUX TPAH3AKI[il Mepexi. BHUCBITJIEHO HeNOJIiKM B IPAaBOBOMY peryJIlOBaHHI
KpUIITOBAJIIOTU B YKpaiHi, 30KpeMa Bif3HaueHO, 110 O3HaKy BipTyaJIbHUX aKTUBIiB He NOBHOI Mipoio 36iramotbcs 3
O3HaKaMu kpunrtosamoT. HaBefneHo HalmomypeHili cnoco6y He3aKOHHOTO 3aBOJIOiHHA KPUNTOBAJIIOTOI0 Ta OKPECJIEHO
npo6JieMHi NUTaHHA NPUTATHEHHS N0 KPHUMiHa/IbHOI BiANOBigasbHOCTI 0Ci0, AKi BUYMHWIN He3aKOHHEe 3aBOJIOAiHHA
KPHUIITOBAIIOTO. OOIPyHTOBAaHO HEMOXJIMBICTh INPUTATHEHHA N0 KPHUMiHaJIbHOI BiAmOBigasbHOCTI B YKpaiHi ocib, sAki
BUMHUJIN He3aKOHHE 3aBOJIOiHHA KPUNITOBAJIIOTOIO, 3 YPaxyBaHHAM IPUHIUITY IPABOBOI BU3HAUYEHOCTi Ta HeJONyIeHH:A
aHaJsiorii B KpuMiHajpHOMY TpaBi. JJoBefjleHO HeoOXiIHiCTh KpUMiHaJIi3alii He3aKOHHOTO 3aBOJIOAIHHA KPUITOBAJIIOTOIO.
CdopMysIbOBaHO MpaKTHUYHI peKkoMeH[arlil o0 BHeceHHA BigmoBigHux 3MiH no KpumiHaipHOro kodekcy YKpaiHU.
TeopeTnuHa I[iHHICTh JOCIiMKeHHA nojArae y GopMyBaHHI MiAXody MO0 HeoOXimHOCTI KpuMiHasli3alil He3aKOHHOTO
3aBOJIOJiHHA KPUIITOBAIIOTOIO, & IOro pe3yJbTaTh MOXYTb OyTU BUKOPHUCTaHi B IPaBOTBOPYill AiAJIBHOCTI

KJu11040Bi cJioBa: BipTyasibHi akTUBU; OJIOKUYElH; 3JI0YMHHU Y cepi KPUNTOBAIIOT; BUKPa[eHHs; KpUMiHaIizalisa



	_Hlk131068598
	_Hlk131066349
	_Hlk131066416
	_Hlk131066447
	_Hlk131066477
	_Hlk131066383
	_Hlk131069606

