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Abstract

This article emphasises the importance of computer models in forensics
and their potential for predicting criminal activity and preventing offences in the
context of military confrontation. The purpose of this paper is to determine the
possibility of using computer models to analyse and predict criminal activity
during military confrontation. The research employed the following methods:
historical method of studying law, logical approach, qualitative method, method of
analysis, and method of legal modelling. The study found that forensic modelling
is mainly used at the pre-trial investigation or trial stage. The analysis of modern
armed conflicts gives grounds to conclude about the high efficiency of computer
modelling in preventing wartime crimes. The academic novelty is the obtained
results of using computer modelling to prevent potential offences as opposed to its
widespread use at the stage of pre-trial investigation. The research prospects
include the possibility of the potential study of forensic computer modelling

algorithms for accurate prediction of types of offences during the war.

Keywords: ~ Computer modelling, forensics, armed conflict, criminal offence,
international courts.

Introduction
In today’s world, where military conflicts and crime have complex
dynamics, it is important to have effective tools to predict possible offences during
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such events. Using computer models allows analysing and forecasting of various
scenarios of the development of events based on collected data and statistics.

The current conditions for the development of forensic science identify
important problems of forensic science that need to be addressed immediately.
The most significant problem is the lack of methods that could help investigate
and prevent new criminal offences (Shevchuk, 2021).

The importance of the chosen research issue is based on the fact that the
correct forecasting of offences during a military conflict enables taking proactive
measures to protect the population and property. This can significantly reduce the
number of victims and the extent of damage, which is important from a
humanitarian perspective. Furthermore, forensic computer modelling allows
rational use of limited resources, directing them to where they are most needed to
prevent offences and criminal activities during military conflict (Tymoshenko et
al., 2022). Computer modelling aims to develop the existing methods of forensic
science and adapt them to modern types of criminal offences in the context of war
(Latysh & Demidova, 2021).

The relevance of the research is that the development of forensic computer
modelling and data analysis provides new opportunities for effective forecasting
of events in wartime. Using artificial intelligence, big data analysis, and other
technologies can significantly improve the accuracy and effectiveness of
forecasting. An additional argument for the study’s relevance is that humanitarian
crises often accompany military conflicts, and accurate forecasting of violations
can help humanitarian aid organisations plan and respond more effectively. An
innovative direction in the development of forensics is the development of
protection against modern crime, including war crimes, and its implementation in
forensic practice (Hunkha et al., 2022).

The current challenges and threats create a need for the development and
implementation of innovative approaches in the forensic defence of war crimes,
which determine the current trends in the development of legal science, in
particular forensics, and focus on the problems of studying the use of digital
technologies in the forensic investigation of war crimes in wartime and
digitisation processes (Shevchuk, 2020b). Therefore, the current tasks of digital
forensics are forensic modelling, search and analysis of digital traces, data
analysis (including metadata) and collection of evidentiary information in the
digital environment (Avdieieva, 2022).
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Research objectives.

So, the aim of the study was to assess the effectiveness of forensic
computer modelling in predicting wartime crimes. The aim involves the fulfilment
of the following research objectives:

1. Analyse modern theoretical approaches to forensic computer modelling
and their application in predicting offences during a military conflict.

2. ldentify examples of successful application of forensic computer data to
the main experiences of different countries and decisions of international courts.

3. Collect and analyse statistics on computer modelling in the context of
wartime crimes.

4. Develop forecasting of crime reduction using forensic modelling.

Methodology
Research design.

The preparatory stage involved a comprehensive study, which included
the analysis of statistics provided by the Office of the Prosecutor General of
Ukraine regarding criminal offences in wartime. The Prosecutor General’s Office
provided information on crimes against the civilian population, violations of the
rules of international humanitarian law, and crimes against the foundations of
national security. A statistical research of the Kantar (2023) analytical group was
studied regarding the attitude of Ukrainians to Al, including computer modelling
in wartime. About 1,000 Ukrainians aged 18 to 55 were interviewed during a
study conducted by the analysts. According to the survey results, it was
established that 80% of the respondents belong to the youth aged 18 to 29, and
82% have a personal income of 10,000 hryvnias or more. Most respondents —
76% — understood the advantages of Al elements.

The experimental stage of the study included the analysis of survey results
and their comparison with real situations in armed conflicts. Armed conflicts in
Yugoslavia, Ukraine, and Georgia were analysed to understand the dynamics of
crimes and apply forensic modelling to prevent them. The effectiveness of this
method was determined by comparing the results of the analysis of armed
conflicts with the results of the use of forensic modelling in wartime to prevent
crimes. Its application enables taking into account contextual features and
developing more effective strategies for managing the criminal situation in
wartime.

The final stage involved concluding the effectiveness of using forensic
computer modelling to combine forensic expertise with modern data processing
and analysis technologies. It is used to analyse large volumes of data and identify
connections and patterns that help make strategic decisions.
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Methods

The research methodology includes a system of general scientific and
sectoral legal methods. The use of the logical approach is determined by the need
to define the conceptual and categorical framework, including “forensic computer
modelling” and “military conflict”. This method was also applied to understand
the methods and technologies used to analyse data and predict possible offences in
the context of armed conflicts.

The historical method of studying law was applied to review historical
examples of military conflicts and the legal system’s reaction to them. The
methods and tools used to predict offences during these conflicts were determined.
The purpose of applying the comparative law method to study the effectiveness of
forensic computer modelling was to clarify different legal approaches and
practices in different jurisdictions regarding using such technologies in wartime.
In the case of forensic computer modelling in the context of armed conflict, this
method made it possible to study various approaches to using computer
technologies in criminal justice and investigating crimes during conflict situations.

Applying the logical semantic method aimed to examine the logical
connections between various aspects of forensic computer modelling and armed
conflict. This includes the relationship between digital footprint detection, data
analysis and real-time decision-making during conflict. A qualitative method was
used to analyse data on criminal offences and compare them with facts about
various aspects of using forensic computer simulations in armed conflicts. The
purpose of applying this method is to analyse the decisions of international courts
and statistics of law enforcement agencies.

Sample

The selection of Yugoslavia, Kosovo, Georgia, and Ukraine to analyse the
use of computer simulations in armed conflicts has several sound reasons. These
countries represent a variety of armed conflicts that occurred at different times and
have different causes and characteristics. Including countries with different
contexts allows for a wider range of data for analysis. Yugoslavia and Kosovo in
the mid-1990’s became the scene of intense military operations and inter-ethnic
conflicts. Georgia and Ukraine have also experienced armed conflicts, such as the
war in Transnistria, Abkhazia, South Ossetia (for Georgia) and the Russian-
Ukrainian war (since 2014). Events in Yugoslavia, Kosovo, Georgia, and Ukraine
reflect modern challenges in international relations, conflicts, and security.
Research on computer simulations in these conflicts can help develop more
effective international cooperation and peacekeeping strategies. Armed conflicts
on the territory of these countries are relevant and interesting for research, as they
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have a great impact on regional and world politics, as well as on the socio-
economic situation in the countries.

Literature review

Efforts to combat criminal activities are indispensable for societal stability
and advancement. Law enforcement entities endeavour to effectively control
offenders and criminal organisations, considering the unique characteristics of
illicit behaviour (Tyagi, 2018).

Technologies based on artificial intelligence (Al), including computer
simulations, have significantly expanded their capabilities and become more
accessible and widely used in recent years (Caldwell et al., 2020). One of the first
modern political and legal examples of computer modelling is the investigation of
the explosion opposite St. George Street in downtown Beirut on February 14,
2005. This is the first time this technology has been used in an international
criminal tribunal (Freeman, 2018).

Over the past decade, international criminologists have increasingly used
digital technologies to detect, analyse, and prevent crimes (Yurchyshyn, 2021).
Initially, the adoption of novel technologies was perceived as ineffectual and
untested. Nonetheless, with time, methodologies were devised that facilitated the
amalgamation of vast online datasets with digital techniques, yielding crucial
insights for investigating diverse crimes globally.

Computer modelling certainly cannot completely replace traditional
evidence collection methods, but it must be considered in conjunction with other
evidence. Therefore, it has many uses, including applications in criminal
investigations, transitional justice strategies, truth, reconciliation efforts, etc.
(D’Alessandra & Sutherland, 2021).

Proficiency in information processing and database creation is vital for
simulating crimes using computers. Social networks serve as invaluable resources
for gathering considerable information during military operations, including
testimonies from victims and witnesses. However, these platforms have
limitations in accurately portraying certain events and evaluating their
repercussions (Remkes, 2019).

Demonstrative evidence, which includes charts, maps, drawings, graphs,
animations, simulations, and models, is information that helps judges to better
understand the evidence rather than the evidence itself. The characteristics of
contemporary warfare have heightened the significance of intellectual elements in
military operations (Hrytsai, 2023). In crimes associated with armed conflicts, this
presents opportunities for leveraging novel forms of data that may be admissible
as evidence in legal proceedings (Latysh, 2022).
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Image recognition technology, such as improvised explosive devices, is
used during armed conflicts to predict potential threats and risks (Shulha et al.,
2021). This technology is used in war crimes investigations to identify objects
after an attack, such as fragments of an explosive device. The same algorithms
used to distinguish civilians from combatants before an attack can be applied to
identify these differences in causality after an attack (Yang et al., 2019).

The same technologies can also be used for war prevention, humanitarian
response to war, and investigating alleged war crimes. Shah et al. (2018) stated
that the accuracy of crime prediction, according to their research, is 90% for less
complex data sets, but the accuracy drops to 60% for complex data sets.

Using simulations utilising technologies like social networks, cloud
computing, mobile devices, data compression, encryption, and diverse forms of
malware by law enforcement agencies is contentious due to their potential
intricacy and the challenges they pose in investigations (Thakar et al., 2021). Four
“new technologies” with features of computer modelling are currently used in
forensics:

° Geospatial Intelligence and Remote Sensing (GEOINT);

° Open-Source Intelligence (OSINT);

° Financial Intelligence (FININT);

° Documentation technologies —from simple cameras to specialised

software, such as the innovative eyeWitness to Atrocities programme-

enable recording photos and videos and adding relevant metadata to prove

their authenticity in court (Hunkha et al., 2022).

The full-scale aggression of the Russian Federation also affected the
development of forensics. It is important to note that the key for the courts of
Ukraine is to establish a correlation between the actions of the aggressor nation,
including personnel from the Russian armed forces, and the resulting outcomes,
notably the inflicted harm (Shevchuk et al., 2022). For this purpose, it is necessary
to intensify the development of technologies based on current forensic knowledge,
with intensive use of digital technologies, including artificial intelligence and
computer modelling (Shepitko et al., 2021).

The literature review makes it clear that many studies confirm the
necessity of using computer technologies in forensics in wartime. This is
determined by the increasing complexity of crimes and the need for highly
accurate tools for their detection and countermeasures.
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Results

The concept of computer modelling in the field of forensics is relatively
new. However, the possibility of developing electronic forensics as one of the
main elements of the crime prevention system was enshrined in international legal
acts.

Analysis of current theoretical approaches to forensic computer modelling
and their application in predicting offences in wartime

Article 33 of the Geneva Convention for the Protection of Civilian
Persons in the Event of War defines measures to be taken to prevent violations of
conventions and other international provisions during war (ICRC, n.d.). Computer
simulations can be used to develop intervention strategies and monitor military
conflicts to prevent crimes. Article 25 states that the parties to the conflict must
avoid taking any action that may result in disproportionate risks to the civilian
population. Computer simulations can be used to assess risks and determine
measures to reduce them.

Regarding the Council of Europe, the Budapest Convention on
Cybercrime contains provisions on combating cybercrime, including computer
simulations to predict and prevent cybercrime. It provides a framework for
international cooperation in this area. The General Data Protection Regulation
(GDPR) sets out rules for personal data processing, including data that can be used
in forensic computer models. It significantly impacts the work of law enforcement
agencies and companies involved in developing and using such models in the EU
(European Union, 2016).

The forensic computer simulations developed by Actlyzer study (Fujitsu,
2020) demonstrated that such basic actions, such as walking and stopping, to more
complex movements can be almost definitely recognised. In 2020, the United
Nations prepared the Berkeley Protocol on Digital Open Source Investigations.
This document has become an important tool in using open sources of digital
information while investigating violations of international criminal law and
international humanitarian law (IHL) (United Nations, 2020).

The doctrinal approach gives grounds to conclude that forensic computer
simulations have international legal regulation, but it needs to be detailed in terms
of its potential ways of application. This method is used to prevent war crimes,
humanitarian crimes and facilitate the investigation of alleged war crimes.
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Forensic computer simulations based on the main experiences of different
countries and decisions of international courts

The historical method of studying law was used to determine that
computer simulations were used during armed conflicts in Yugoslavia, Georgia,
and Kosovo. One of the practical examples of the use of forensic modelling in the
war in Yugoslavia is the work of the International Criminal Tribunal for the
former Yugoslavia (ICTY) (Prosecutor v. Callixte Mbarushimana, 2011). The
ICTY used forensic modelling to analyse crime scenarios and crime scenes. This
made it possible to recreate events based on evidence and testimony, carry out
simulations of possible options, and use this data in legal proceedings to clarify
the facts and establish the guilt of guilty persons. In the ICTY Krsti¢ and
Srebrenica cases, visual digital evidence was used in international criminal courts
and tribunals and had strong roots in ICTY case law. The International Criminal
Court relies heavily on this legacy (Cases) (Prosecutor v. Krsti¢, Case No. 1T-98-
33-T, 2001).

In 2001, the war in Kosovo posed a serious threat to the local population
and international forces. Computer simulations made it possible to analyse
geographic data, social, and ethnic factors contributing to conflicts. Areas of
potential armed conflict were identified, and resources were directed to conflict
prevention. This helped to quickly react to possible threats and prevent them.

During the 2008 conflict between Russia and Georgia, there were several
situations where forensic modelling was used to investigate the events and analyse
the circumstances of the conflict. One of the examples is the investigation into the
circumstances of the bombing of the city of Gori during the conflict. This included
analysing the location of military units, the routes of military operations, and the
timing of missile launches. Forensic modelling could help to identify possible
sources of fire that led to the bombing of the city.

The method of comparative law was used to determine the progress of the
development of forensic modelling. Progress in forensic modelling has been found
since the war in Yugoslavia to the Russian-Georgian war and the Russian-
Ukrainian wars. In particular, it was established that this method enables
determining the schemes and locations of the armed forces of different states,
which aims to prevent the commission of offences. This method allowed for the
analysis and comparison of legal norms, strategies, and practices related to
forensic modelling in different countries and jurisdictions.

One example of successful crime reduction using wartime forensic
modelling is predicting criminal activity as part of the Iraq wartime crime-fighting
effort. In 2007, PredPol was developed in the United States, based on analysing
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criminal data and predicting the places and times of potential crimes. This
programme was first used in Los Angeles to fight crime, but then it was
successfully used in a military environment. During the war in Iraq, US military
and criminal analysts used data from various sources, such as reports from
military units, surveillance of people’s movements, signals from intelligence
sources, etc., to analyse crime and predict where and when it might increase. The
result of this analysis was the establishment of certain crime patterns, such as
places of frequent attacks on patrols or other forms of crime. One of the measures
that was taken was increased patrolling and response in these specific areas and at
particular times. We believe that the successful experience of using forensic
modelling during the war in Iraq is an example of the potential development of
other models of forensic modelling. This will reduce the crime risk and provide
greater security for the local population and military units. Forensic modelling
made it possible to optimise the allocation of resources and effectively use them to
prevent crime in wartime.

Data and statistics of the use of computer modelling in the context of crimes
during military conflicts.

Forensic computer simulation is a useful tool for crime prevention in
wartime in Ukraine. According to the Prosecutor General’s Office of Ukraine,
criminal proceedings were registered and initiated in Ukraine for the number of
crimes indicated in Figure 1 as of the beginning of 2023 (Armyinform, 2022). The
Figure 1 shows that the largest number of criminal proceedings are war crimes
since the full-scale Russian — Ukrainian war. Given the large number of
proceedings, forensic modelling can speed up the pre-trial investigation procedure
by quickly processing large data volumes.

Analytical software for processing information on the movement of troops
and intelligence data is used during the conflict in eastern Ukraine. For the trial of
war crimes, the key factor will be the establishment of a causal relationship
between the actions of Russia, its military leadership, and the damage caused.
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Figure 1. Registered criminal proceedings in connection with the aggression of
the Russian Federation according to the Prosecutor General’s Office as of the
beginning of 2023.

Forensic computer simulations were used in the case of the downing of
MH217 by Russian troops on the territory of Ukraine. In particular, on November
17, 2022, The Hague District Court issued a verdict in the MH17 criminal case (de
Rechtspraak, 2022). In the course of the trial, the court examined, among other
things, the evidence obtained through electronic modelling and the video
recording of the movement of the Buk air defence system was examined. In the
verdict, the court describes many intercepted conversations, as well as photo and
video materials, using them as the basis for making several conclusions regarding
the actions of the accused and their role. The court noted that electronic and
natural tests were also conducted with the Buk missile.

One of the modern examples of an effective computer simulation and
artificial intelligence system during a military conflict is ClearView Al. At the
beginning of the full-scale Russian invasion of Ukraine, this system analysed
almost 2 billion photos from social networks for potential verification of saboteurs
and war criminals.

In 2023, the analytical company Kantar conducted a sociological survey
on the attitude of Ukrainians to the development of artificial intelligence,
including computer simulation. The interviewees were able to answer the
guestion: which spheres of social life most need the development of computer
simulation today (Kantar, 2023).
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Statistical results demonstrate that (Figure 2), despite the third year of full-
scale aggression by the Russian Federation, Ukrainians are not fully aware of the
importance of modern forensic methods. This indicates that the development of
computer simulation in wartime in Ukraine is currently at the primary stage only.
We believe that the reason is also that Ukraine, being in a state of war, suffers
from a shortage of resources for the development and implementation of current
forensic methods. So, in the context of military conflict, computer simulation can
be applied in several areas of forensic examination, as shown in Figure 3.

Given the information presented in the figure above, the means of digital
forensics represent a certain theoretical and practical interest. Computer
simulation helps in the prevention of war crimes and contributes to the
inevitability of punishing war criminals.

= April 2023 = October 2023
60
45 —— —
30 — — — — —
15 —— —_— —_— —_— —_—
0 —_— — [ — —
Optimization of productionFight against corruption Military sphere Ecology

Figure 2. The potential of using Al, computer simulation in Ukraine
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Figure 3. Schematic representation of the fields of use of forensic
simulation in forensics in the context of armed conflict.

Forecasting crime reduction through forensic modelling

With the help of forensic modelling, it is assumed that implementing
appropriate strategies and measures based on data analysis on criminal offences
can lead to a decrease in the number of offences in a defined territory or a specific
social group. This forecast is based on the analysis of historical data, taking into
account social and economic factors that affect the criminal situation and using
modern data analysis methods. It is expected that using such an approach will
enable identifying and solving wvulnerable issues in the field of offences,
contributing to stabilising the situation and reducing the risk of committing
crimes.
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Forensic modelling can be used to analyse various aspects of a conflict,
such as the distribution of military forces, local population dynamics, geographical
features of the territory, ethnic and socio-economic factors.

Discussion

Computer modelling can help identify potential crime hotspots by
predicting places and times where crimes are more likely to occur in armed
conflict. Tyagi (2018) concluded that the main goal of developing forensics,
including computer modelling, is the need for stability and development of
society. In our opinion, given the political instability in the world, computer
models and other electronic elements of forensic development enable identifying
places where crimes are most likely to occur in wartime, helping law enforcement
agencies to direct their resources to the most critical areas.

D’Alessandra and Sutherland (2020) rightly observe that computer
modelling cannot completely replace the entire evidence base. We agree with this
conclusion based on the decision of the International Criminal Court regarding the
downing of MH17. It should be noted that computer modelling is an important
additional tool in investigating criminal cases and administering justice. For
example, computer models can help identify patterns and analyse large data
volumes, allowing more effective detection of suspicious individuals or
forecasting crime trends. Such a comprehensive approach ensures more objective
and effective results in the consideration of criminal cases, as well as justice.

Considering the issue of the application of forensic computer modelling,
including the analysis of videos and photos from social networks, we believe that
Professor Yang et al. (2019) have significantly narrowed their conclusions
regarding the modelling scope. The Professor believes that in times of war, image
recognition technology is mainly used to predict potential threats and risks, such
as improvised explosive devices, and to identify objects after an attack, such as
fragments of an explosive device. We hold that the field of application of the
technology is much wider; in particular, it enables the analysis and removal of
photos of persons who could potentially be involved in sabotage or other criminal
offences against the foundations of national security.

Remkes (2019) rightly states that the role of social networks is extremely
high in using computer simulation to prevent criminal offences. Moreover,
computer simulation enables the prediction of situations and the effective
determination of strategies for preventing criminal offences. For example,
analytical models can consider various factors, such as geographic location,
demographics, criminal network structure, etc., to predict the locations and times
of possible offences.
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The importance of computer simulation in forensics is significant for
analysing large volumes of information for crime prevention. Crime prevention
should be a priority in view of the unstable political and legal situation in Europe
as a result of the Russian Federation’s aggression against Ukraine. We concur
with Shevchuk’s (2020a) perspective on the significance of determining a causal
connection between the actions of the aggressor and the potential for preventing
criminal offences.

Conclusions

The obtained research results are relevant because of the growing
complexity of current military conflicts, which are characterised by advanced
technologies. These challenges are related to developing tools for conflict analysis
and forecasting. The analysis showed that forensic computer simulation has
significant potential in predicting, detecting, and preventing war crimes. It enables
the analysis of large data volumes and the identification of trends, which helps
develop effective strategies to combat crime.

It is important to consider forensic computer simulation as part of an
integrated crisis and conflict management system to achieve the goals of
combating crime in wartime. Further research in this area could focus on
developing methods to integrate various data sources, such as satellite imagery
and social media, to obtain a complete picture of the situation. The work on
improving forecasting systems can be done, including developing new models and
approaches for more accurate forecasting of risks and events.
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Recommendations:
Continue the development of forensic modelling methods and improve data
analysis algorithms, develop new mathematical models, and use advanced
machine learning methods to improve the accuracy of predictions.
Development of new forecasting models that consider the specifics of a military
conflict, such as the dynamics of hostilities, strategic and tactical moments, local
population dynamics, etc.
Studying the effectiveness of using the results of forensic modelling in the
strategic planning of actions in the conditions of a military conflict, including
the development of optimal strategies for crime prevention and security.
Exploring the possibilities of an integrated approach to the use of forensic
computer simulation together with other methods of collecting and analysing
information, such as intelligence, analytics, and expert evaluations, to obtain a
complete understanding of the situation and develop comprehensive crime
prevention strategies.
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