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ЗАХИСТ ПЕРСОНАЛЬНИХ ДАНИХ  
ЯК СКЛАДОВА ІНФОРМАЦІЙНОЇ БЕЗПЕКИ

Анотація. Розкрито особливості захисту персональних даних як складової інформаційної безпеки. 
Проаналізовано поняття та зміст категорії захисту персональних даних, які спрямовані на попередження 
неправомірних дій з персональними даними, а також на захист і відновлення порушених прав. Розглянуто 
правове регулювання інституту захисту персональних даних та необхідність удосконалення способів 
та методів правового захисту інституту персональних даних. Проблема захисту персональних даних у 
сучасному суспільстві в якому домінують принципи визнання людини найвищою соціальною цінністю 
актуалізує питання розробки відповідної правової платформи, яка б гарантувала та забезпечила 
стабільність правовідносин, правових взаємозв’язків при реалізації та захисті інформаційних прав 
різних суб’єктів.
Ключові поняття: захист персональних даних, інформаційна безпека правове регулювання, способи та 
методи, конфіденційна інформація.
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PROTECTION OF PERSONAL DATA AS A COMPONENT  
OF INFORMATION SECURITY

Abstract. The article, based on the analysis of available research and personal observations, presents main 
approaches to the understanding of the notion of protection of personal data. Peculiarities of protection of 
personal data as a component of information security are revealed in the article. The concept and content of the 
category of protection of personal data, aimed at preventing misuse of personal data as well as protection and 
restoration of violated rights are considered. The legal regulation of the institute of personal data protection and 
the need to improve the methods and means of legal protection of the institute of personal data are analyzed.
Key concepts: protection of personal data, information security, legal regulation, methods and means, 
confidential information.
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Introduction
The problem of protection of personal data at the 
present stage of society development, dominated by 
the principles of recognition of the highest social 
value of human beings actualizes the issue of devel-
oping an appropriate legal platform that would 
guarantee and ensure the stability of legal relations, 
legal interrelations in the exercise and protection of 
information rights of different entities.

At present conditions of freedom and inde-
pendence, the number of clandestine, illegal, ille-
gally created information bases containing confi-
dential information is increasing. Offenses in this 
area are growing rapidly. It seems clear that these 
facts will continue to exist until steps are taken to 
close loopholes in the legislation governing rela-
tions in this area – the sphere of personal data.

Research on the protection of personal data 
as a component of information security are com-
plemented in publications of leading scientists, 
among them V. I. Aristova, V. Yu. Baskakova, 
V. M. Bryzhko, R. A. Kaliuzhnyi, A. I. Marushchak, 
T. I. Obukhovska, A. V. Paziuk, V. O. Seriohin, 
O. S. Sokolova, S. V. Yasechko, O. H. Yarema.

The purpose of the article is to reveal the 
issues of personal data protection as a component 
of information security.

1. The concept and content of the category of 
personal data protection 
In the context of the formation of the national state 
policy of information security and the actualization 
of the issues on guaranteeing the confidentiality of 
personal life and protection of personified infor-
mation of an individual, the problem of protection 
of the personal data institute becomes of great 

importance. Such issues are constantly discussed 
in the media and are the subject of debate on tele-
vision and radio, in the Internet and in public.

In order to solve these problems, all the 
authorities, who are participants in the informa-
tional legal relationship as well, are involved in 
information processes. In this regard new legislative 
and subordinate legal acts are adopted, separate spe-
cialized administrative bodies are created, and state 
concepts of targeted programs are often developed.

Such a scale of social resonance would seem 
to imply a clear definition of the content and nature 
of the personal data protection institute, the prin-
ciples and laws upon which the institute is based, 
and the tasks which it is directed to.

The question of determining the essence 
of the category of protection of personal data is 
relevant and necessary, since the formation and 
qualitatively effective ways of protection of this 
institute depends on the features and the essence 
of this concept. It is only in the writings of few 
researchers that considerable attention is paid to 
analyzing and revealing the essence of this impor-
tant category.

V. M. Bryzhko defines the category of 
protection of personal data as «the protection of 
information about an identified or identifiable per-
son» [1, p. 55]. According to V. Kozak, protec-
tion of personal data is the processing of personal 
data solely for the purpose for which it was col-
lected; minimizing the data, processing of which 
is required for a specific purpose; limiting the stor-
age and processing of data, ensuring the relevance 
of personal data [2, p. 144].

Analyzing the protection of personal data 
through the lens of labor relations, A. M. Chernobai 
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considers it as: a set of organizational and legal, 
engineering and technical, cryptographic and other 
measures taken by the owner of this data or other 
persons upon his request, in order to prevent harm 
to the interests of the owner and the person con-
cerned, its uncontrolled distribution. In her opin-
ion, the protection of an employee’s personal data 
includes the activities of the relevant state bodies, 
envisaged by the legislation, for recognition, resto-
ration of rights, as well as the removal of obstacles 
that interfere with the exercise of the rights and 
legitimate interests of legal entities in the field of 
personal data [3, p. 40].

The essence of the concept of protection of 
personal data makes it possible to state their ambi-
guity, inconsistency, which creates differences in 
the correct interpretation of this important state-
ment in the legal field.

The issue of personal data protection has 
long become relevant in European countries 
(Poland, France, the United Kingdom, etc.). In the 
legislation of modern Ukraine there are also many 
rules governing legal relations in the field of pro-
tection of personal data, although some of them do 
not meet the current conditions of development of 
information legal relations.

Thus, since the Law of Ukraine of July 6, 
2010 «On Ratification of the Strasbourg Conven-
tion on the Protection of Individuals with regard to 
Automatic Processing of Personal Data» came into 
force [4], the situation regarding the protection of 
personal data during their processing has changed 
significantly.

The provisions of this Convention have 
been incorporated into the national legislation of 
Ukraine and in so far as the protection of personal 
data is concerned.

Thus, the Law of Ukraine «On Protection of 
Personal Data» not only declares the idea of protec-
tion of personal data as a fundamental human and 
citizen right (Article 1), but also gives the function 
of control over its observance of the Ombudsman 
(Articles 22, 23) [5]. Although sometimes it seems 
that the provisions of this law still need improve-
ment and updating.

The European integration vector of our 
country’s foreign policy and the objective state of 
legal regulation of information relations make it 
possible to consider the protection of personal data 
as a sphere and industry that cover a wide range 
of legal, regulative and securing relationships  
[6, p. 129].

The category of personal data protection is 
a broad, complex and multifaceted phenomenon. 
However, whatever aspect of it is analyzed, in what-
ever sense it is interpreted (as a line of business, as 
a human right, as a legal institute), it is obvious 
that its effectiveness and efficiency depends on a 

large number of subjects. In particular, they can be 
presented by the higher bodies of state power that 
create the legal base and are the basis of informa-
tion policy. These are also the bodies of the state 
executive power, which exercise control over the 
protection of personal data through the exercise of 
«external» supervisory powers, and at the inter-
nal organizational level – as the owners and cre-
ators of relevant information bases. It is also the 
Commissioner of the Verkhovna Rada of Ukraine 
for Human Rights as the subject of parliamentary 
control over the observance of constitutional rights 
and freedoms of citizens. These are the courts 
which, in addition to certain powers, are entrusted 
with the functions of control over non-violation of 
the legislation on protection of personal data. Of 
course, these are all the individuals and legal enti-
ties involved in the processing of personal data. 
And so are the personal data holders themselves, 
since it is primarily their responsibility to protect 
the privacy of their private life.

It is generally believed that the protection 
of personal data belongs to the exclusive powers 
of the public authorities. It is also impossible to 
agree with those who, by absolutizing the role of 
the owner of personal data, believe that the pro-
tection of personal data is carried out only by him 
personally or in accordance with his initiative. 
After all, the vast majority of entities involved in 
the personal data protection mechanism exercise 
such protection by virtue of their functional duties 
and legal powers, and not by the will of specific 
persons [7, p. 19].

Therefore, the scientific understanding of 
the concept and content of the category «protec-
tion of personal data» is the idea of its multi sub-
jective nature.

As for the sources of regulation of the rel-
evant sphere of social relations, obviously, such 
are not only the rules of law, as some scholars 
insist, but also other social regulators. The protec-
tion of personal data is a phenomenon, an institu-
tion existing at the «intersection», at the joint of 
social, legal and technical spheres of human life. 
It is manifested not only in law and objectively 
not only by law it is regulated. Along with the law, 
technical and technological rules play a significant 
role in regulating personal data protection institute 
(it is known today that the primary object of pro-
tection is personal data that can be processed auto-
matically). One should not dismiss the influence of 
moral standards and corporate ethics. In future, it 
may become possible to form customs of informa-
tion circulation, etc. [6, p. 119].

Therefore, the question of determining the 
content of the category of protection of personal 
data is relevant and necessary, because the forma-
tion and qualitatively effective ways of protection 
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of the institute depends on the features and essence 
of this concept.

The analysis of the views, visions and con-
clusions of scientists about the essence of the con-
cept of personal data protection makes it possible 
to ascertain their ambiguity, inconsistency, which 
creates differences in the correct interpretation of 
this important in the legal field statement.

In order to better understand the nature of 
personal data, it is necessary to constantly, thor-
oughly investigate the functional orientation of 
this category. Many scholars interpret the category 
of «personal data protection» rather narrowly, con-
sidering it in the light of a set of measures aimed 
at identifying, suppression of offenses, punishing 
guilty persons and restoring violated rights, often 
identifying this concept with the securing of per-
sonal data. However, securing and protection are 
two different categories.

2. Legal regulation of the institute for personal 
data protection
As part of modern state information policy, the 
institute for the protection of personal data requires 
development and implementation of a perfect and 
effective regulatory framework that will ensure 
the stability of legal relationships in the field of 
personal data protection and the efficiency of its 
enforcement.

First of all, the quality of proper legal reg-
ulation of relations depends on the state of infor-
mation security of society, the state and the indi-
vidual in particular. A perfect legal framework 
will strengthen and optimize the sphere of public 
information relations, making it resistant to exter-
nal and internal threats or harmful and dangerous 
influences. At the same time, the imperfection of 
the legal regulation of the problematic interconnec-
tions between the subjects of information relations 
in the field of personal data protection contributes 
to the destructive influence. It provokes conflicts 
between members of the legal relationship, cre-
ates a basis for manipulation, destabilizes existing 
social ties, and promotes abuse, harassment and 
wrongdoing.

Legal regulation of relations in the field 
of personal data protection is ensured by a wide 
range of legal acts: the Constitution of Ukraine, 
laws of Ukraine, by-laws of the Cabinet of Minis-
ters of Ukraine, the President of Ukraine, central 
and local executive authorities, local self-govern-
ment bodies, as well as international agreements 
of Ukraine, mandatory application of which is pro-
vided by the Verkhovna Rada of Ukraine.

The above mentioned laws are worth con-
sideration in details. In particular, Principal Law – 
the Constitution of Ukraine, the rules of which 
regulate the most important social relations. All 

the aspects of information activity are based on the 
Constitutional norms. They guarantee the citizen’s 
right to protection against interference with pri-
vacy and family life, to discredit false information 
about himself and his family members, to compen-
sate for material and moral damage caused by the 
collection, storage, use and dissemination of false 
information. Due to its impact on the system of 
legal, state and public institutions, the Constitu-
tion lays the foundations for ensuring informa-
tion security and the realization of information 
interests. 

In particular, Art. 32 of the Constitution 
reads: «No one may experience interference with 
his personal and family life except in cases pro-
vided for by the Constitution of Ukraine. It is 
prohibited to collect, store, use and disseminate 
confidential information about a person without 
his / her consent, except in cases specified by 
law and only in the interests of national secu-
rity, economic well-being and human rights. 
Every citizen has the right to get acquainted in 
state authorities, local self-government bodies, 
institutions and organizations with information 
about himself that is not a state or other law-pro-
tected secret». At the same time in Art. 34 of the 
Principal Law, along with the right to freely col-
lect, store, use and disseminate information, it 
is determined that its implementation may be 
restricted by law to prevent the disclosure of 
confidential information [8].

An important role in the system of legal pro-
tection of personal data is played by the laws of 
Ukraine, which define the basic principles of the 
processing, collection, storage, dissemination, and 
protection of information. State authorities, their 
officials, subjects of local self-government bodies 
and other authorized persons who are empowered 
with authoritative functions in the field of protec-
tion of the personal data institute are obliged to 
carry out their activities exclusively on the basis of 
the current information legislation.

In present-day, only the laws of Ukraine «On 
information» [9] and «On protection of personal 
data» [5] regulate the most essential aspects of the 
problem of protection of personal data in the cur-
rent conditions of development of the information 
society. At the same time, it should be mentioned 
that they interact in the genesis of the institute of 
personal data protection and the reflection in the 
legal acts of a system of norms of protection of 
different branches of law. Such interaction by itself 
forms a hierarchical system, in which detailing of 
interaction regarding protection corresponds to 
each level of information [10, p. 207].

The Law of Ukraine «On information» reg-
ulates the relations related to the creation, accu-
mulation, collection, receipt, distribution, storage, 
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use, securing and protection of information. In 
fact, for the first time at the highest legislative level 
the following notions were defined (specified): the 
concept of information, its types and branches; 
principles of information relations; priority direc-
tions of the state information policy; guarantees of 
the right to information; main types of information 
activities; modes of access to information; infor-
mation inquiry procedure; participants of infor-
mation relations, their rights and responsibilities; 
information security issues; grounds for liability 
for information offenses; legal forms of inter-
national cooperation in the field of information; 
guarantees of information sovereignty of Ukraine 
[1, p. 117].

The Law of Ukraine «On protection of per-
sonal data» regulates public relations related to 
the process of protection and processing of per-
sonal data, protection of fundamental rights and 
freedoms of a person and a citizen: the right to 
non-interference with privacy, the right to demand 
the removal of any information about oneself and 
members of their family, the right to get acquainted 
in state authority bodies, local self-government 
bodies, institutions and organizations with infor-
mation about himself that does not constitute state 
or other secrets protected by law [5].

Conclusions
At the present stage of the development of infor-
mation legal relations, there is a significant trans-
formation of all information institutions, which 
due to the rapid development of information pro-
cesses acquire qualitatively-new characteristics, 
features, which accordingly leads to the search for 
new methods of protection of personal data.

Any legal relationship in society requires 
the use of effective and efficient methods of legal 
regulation in order to avoid abuses, offenses and 
other negative consequences, which can lead to the 
development of relationship beyond the deliberate 
influence of the relevant legal regulators. The Insti-
tute for the protection of personal data constituting a 
part of modern state information policy, requires the 
development and implementation of a perfect and 
effective regulatory framework that will ensure the 
stability of legal relationships in the field of personal 
data protection and the efficiency of law enforce-
ment. After all, the state of information security of 
society, the state and the person in particular depend 
on the quality of proper legal regulation of rela-
tions. A perfect legal framework will strengthen and 
optimize the sphere of public information relations, 
making it resistant to external and internal threats or 
harmful and dangerous influences.
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