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INEPEJIIK YMOBHHUX CKOPOYEHb

AIIIC — aBTOMaTH30BaHa iHpopMaLiiiHO-MOIIYKOBA CUCTEMA

AIC — aBTOMaTM30BaHa iHpopMarifiHa cucteMa

BnJIA — 6e3niJIOTHUH JiTaNbHUEM annapat (JpoH)

T'YHII —l'onoBHe ynpaBaiHHA HanioHnanbHoI nostinii

ABP — Jlep>kaBHe 610pO PO3CJIiIyBaHb

3akoH npo OP/l — 3akoH Ykpainu «[Ipo onepaTUBHO-PO3ILIYKOBY
JiSIIBHICTB»

3MI —3acobu MacoBoi indopmanil

IITIC — iHTerpoBaHa iHdpopMaLiliHO-NIOLIYKOBa CUCTEMA

III — iHpopMauiiiHa nifcucremMa

IC — indopmMmarniiiHa cuctema

KK — KpumiHanbHUM KofeKC

KIIK — KpumiHanbHUM npolLiecyasbHUN KOJLEKC

MBC — MiHicTepcTBO BHYTpIlLHIX cipaB

HABY — HauioHanbHe aHTHKOpYMLiiiHE 610po YKpaiHu

HAIC — HauioHnasbHa aBTOMaTH30BaHa iHpopManiiiHa
cucrema

HITY — Hanionasbna noutinisa Ykpainu

HCPJ} — HerJacHi caifgyi (po3smykoBi) aii

ori3o — oprani3oBaHi rpynu i 3JI04MHHI opranisaunii

OoPJ — ONnepaTUBHO-PO3LIYKOBA AiA/NbHICTD

OoP3 — OIepaTUBHO-PO3IIyKOBUH 3axij,

OPC — OIlepaTUBHO-PO3LIYKOBA ClIpaBa

oT3 — OIepaTUBHO-TEXHIYHUH 3axiJ

orn — odic 'eHepasibHOTO MPOKypOpa

CBY — Cnyx0a 6e3neku YKpaiHu

CPJ — caiadi (po3wykoBi) gii

CT3 — creniaJbHi TexHiYHi 3aco6u

EAP — €EAUHUY JepKaBHUM peecTp

EPAP — EAUHUIN peECTp AOCY[0BUX PO3C/IilyBaHb

1L — MyHKT

q, — 4acTHHaA

CT. — CTaTTs



BCTYII

[lig yac nepexoay TpeTbhoi «1udpoBOi» PeBOJIOIIl B YeT-
BEPTY — NIPOMUCJIOBY — BiJj0YBa€eTbCsl BUGYX TEXHOJIOTIYHUX Bif-
KpUTTiB. IHAYCcTpis 4.0 cTUpae Mexi Mixk ¢izUdHUMHU, [UPPOBU-
MU i GiosoriynuMu chepaMu. MaeThcss mpo XBUJIIO BiJKPUTTIB,
006YMOBJIEHUX PO3BUTKOM MOKJINBOCTE! BCTAaHOBJIEHHS 3B A3KY:
po60TH, APOHH, «PO3YMHI» MicTa, IWITYYHUH iHTeseKT i JocJi-
JPKeHHSA rOJIOBHOTO MO3KY.

[lepluMMU KpOKaMU CBITY 0 HOBOI IPOMUCJIOBOI PEBOJIIO-
1ii cTagu XMapHi TeXHOJIOTi], pO3BUTOK cOCO6IB 360py ¥ aHaJIi-
3y Big Data, kpayacopcuHr, 6ioTexHosiorii, 6e3nisioTHI aBTOMO-
6ini i MenuIMHA, 3acHOBaHa Ha 3D-ApyKy.

Y cBiTi ¢iHaHciB e kpunrtoBaJswTa Bitcoin i TexHoso-
rii Blockchain. Internet of Things - 1e KoHIemniis mpoctopy,
y SIKOMYy BCe 3 aHajoroBoro i nu¢poBoro cBiTiB Moxe OyTH
NIOEJHAaHe.

KiHLeBoo MeTow0 1bOro npouecy € GpopMyBaHHS «PO3yM-
HOro», «UUPPOBOro» CyCHiJIbCTBA i «PO3yMHOI», «UPPOBOI»
Jlep>kaBY, 10 NPUIIyCKa€E JOCATHEHHS Xo4a 6U MiHiMaJbHOI co-
LiaJIbHOI ClIpaBeJIMBOCTI, OTPUMaHHA BCiMa rpoMaZisHaMH J10C-
TyIy L0 LOCATHEHb HAayKOBO-TeXHIYHOI peBOJIIOLII i, TOJIOBHE, -
PO3BUTOK JOCTYyIy A0 NPaBOCYAAA Ta 3aXUCTY BiJl 3JIOUYMHHOCTI
SIK TPaJULifiHOI, TaK i HOBOTO TUILY.

Y cyyacHUX ymMoOBax NpOTH/il opraHizoBaHii, TpaHCHaIlio-
Ha/IbHIM 3JIOYMHHOCTI Ta Tepopu3My 3aCTOCYBaHHS HOBITHIX
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TEXHOJIOTIA y PO3KPUTTI Ta po3c/i/lyBaHHI 3JI04MHIB HabyBae
[epuIoYeproBoro 3Ha4yeHHs.

Barato gecaTu/niTh mocnijib AJid BCTAHOBJIEHHS OCO6OH
rpoMajiiHMHA MOJiLEeNCbKUM, CHIBPOOITHUKAM Jep>KaBHUX
YCTaHOB i 6aHKIBCbKUM CAYXKOGOBISAM GyJsI0 MOTPiGHO MepeBipu-
TH NOCBijYeHHS 0co6M — macnopT. /[l HerJlacHOro crnocTepe-
»KEHHS 3a KHMOCb BUKOPHCTOBYBAJIU C/1y>K0Y 30BHIIIHBOTO CIIO-
CTepeXeHHH.

HaykoBo-TexHiuHa peBoJioLif Hajajaa [Js Lboro abco-
JIIOTHO HOBI MOXJIMBOCTI: Telep JJUHY MOXHa BIIi3HATHU 3a
BiZeo30b6paxkeHHsIM, NpPOBeCcTH iJeHTUdIKALil0O 3a T[0J0CoM,
JAHK, BifbuTKkaMy mNaibliB, CITKIBKOI OKa, YHiIKaJbHOMYy Ma-
JIDHKY B€H Ha J0JIOHAX Ta IHIIMMU napaMeTpaMu. TexHoJsorii
GPS, mo6inbHu#l 38’30k i Wi-Fi gocTyn B iHTepHeT yMOXJU-
BUIM ¢ikcalilo ii nepecyBaHHsI BIPOJOBX YCbOT0 MapUIpyTy
CJIilyBaHHS.

ChoropHi Jr0jMHa, KA NPOXOJUTH MiJi 06'€EKTMBOM KaMe-
pu 260 po3MOBJIsiE MOGIIBHUM TesieOHOM, MOXKe i He 3/0rajy-
BaTUCH, 110 B Llel MOMEHT aBTOMAaTH4YHO BCTAHOBJIOETHCA i
ocoba i koopauHaTu. Cy4yacHi TexHoJI0Til 3/1aTHI Ha 1ie, He MOBi-
JOMJISIIOYU 06 EKT.

YnockoHasieHHs 0iOMeTpUYHUX CHUCTEM pO3Ni3HaBaHHA
ocobu mepebyBa€ CbOroAHI B OHOMY Psily 3 TAKHMH aKTyaJlb-
HUMH HallpsiIMaMH, sIK PO3BUTOK PeaKTOpiB Ha LIBUJKUX HEHUT-
pOHaX, CylmepKOMI'IOTEPIB i rpiA-TexHOJoTiH. ¥ Mexax CTBO-
PEeHHA «PO3YMHOI» IOJIiLil po3noYyaJu aKTUBHO BUKOPHUCTOBY-
BaTH 6e3NiJIOTHI JiiTa/lbHI amapaTh Ta pPo6OTiB-MOMiLENCHKUX.
Kpuminasnictu gefani yacrime 3actocoByoThk 3D-TexHoJ10ril.

Ha ocHOBi HeHpOHHUX Mepex po3po6JAITbLCI HOBI
nojiirpadu. ['106anbHiI HaBiramifiHi cucteMu cTaau HeBiAAiIb-

-8-



MoHoepacpis

HHUM eJIeMeHTOM Yy pO3CaiyBaHHi 3/104MHIB. BogHOYac HassBHUH

piBeHb TEPOPUCTUYHUX 3arpo3, HeJleraJbHOI Mirpauii Ta oprati-
30BaHOI 3JIOUMHHOCTI, CTPiMKHUI PO3BUTOK BUCOKHUX TE€XHOJIOTIN
BHMaramwTb HOBUX IiIXOAiB 10 Mpo6JieM opraHisallii po3KpUTTA
i po3caifyBaHHA 3/I0YMHIB.

[li mpo6JyieMu HabyBalOTb OCOGJIMBOI aKTyaJbHOCTI Yepes
HU3KY YUHHUKIB.

[lo-nepiue, e YUHHUKHU COLia/IbHO-IIPABOBOIO XapaKTepy.
HneTbes PO JeMOKpaTHU3aLjil0 CoLjaJIbHUX MPOLECiB, 3alpoBa-
JPKeHHs1 3aKoHoJaBuoro perysnatoBaHHa OP/l, HeobxigHocTi fAo-
TPUMaHHA NpPaB JIJUHHU, 3aXHUCTY NepCOHATbHUX JAaHUX.

[lo-Apyre, Lle YUHHHUKU TEXHIYHOIO XapaKTepy, a caMe:
WIBUAKUNA PO3BUTOK KOMI'IOTepHOI TexHikd, iHpopmaLiiiHo-
TeJIeKOMYHiKallilHUX TEeXHOJIOTiH Ta iHHOBaLiMHUX CUCTEM, fKi
BUKOPHUCTOBYIOTbCS [/ OTPUMaHHsl, OOpPOOGKU Ta BUKOPHU-
CTaHHA KPUMIHAJIICTUYHOI, ONepaTHBHOI Ta MpPOLeCcyalbHOI
iHpopmarii.

[lo-TpeTe, Lle YUHHUKUA KPUMIHOTEHHOTO XapakKTepy, sKi
00YMOBJIEHI PO3BUTKOM OpraHizoBaHux ¢GOpPM 3JI0YHMHHOCTI,
po36ygoBoto ii iHGpPACTPYKTypH, HASIBHICTIO KOPYMIOBaHHUX
3B’A3KiB B OpraHax Jep>aBHOI BJIaZjd. 3HAYHOr0 MOIIUPEHHS
HabyJ1a 3JI0YMHHICTh i3 MiXperioHaJbHUMHU Ta MiXHapOJHUMH
3B’sI3KaMH, 1110 BUMara€e CUCTeMaTH3allil BeJIMKUX MacuBiB iHdo-
pMalil, OTpMMaHOI 3 Pi3HUX JpKepe.

Kpim Toro, npo6JieMyd BUKOPHUCTAHHS HOBITHIX TeXHOJIOTiH
y po3ciaizyBaHHI 3JI04MHIB NOTPeOYIOTH MPABOBOTO BPETYJIIO-
BaHHs Ha 3aKOHO/IaBYOMY Ta BiZjloMYOMy piBHSX. Y 3B’I3KY 3 L[IUM
aBTopu MoHorpadii o6pasu MeTy — PO3rJISIHyTH Cy4YaCHUHM CTaH
i mpo6JieMd BUKOPUCTAHHS HOBITHIX TEXHOJIOTIM Y PO3KPUTTI
W po3cJiiyBaHHI 3/I0UMHIB Ta OKPECJUTH HANPSIMHU iX BUpillleH-
Hf 3 ypaxyBaHHSIM YMHHOI 3aKOHOJAaB4Oi 6a3u, MOXKJHUBOCTEN

-9-
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HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS
iHHOBaLIMHUX CUCTEM, a TaKOX HMOBipHOI NMpoOTUAil 3 GOKY
[IpaBOIOPYLIHUKIB.

CrofiBaemocsi, 1o MoHorpadis 3HaA0OUTHCSI BYEHUM
y rajy3i KpUMiHaJliCTUKH, KPUMIiHaJIbHOTO MPOLECYy Ta olepa-
THBHO-PO3UIYKOBOI JAisJIbHOCTi, BUKJajlayaM, 3/j06yBayaM CTy-
MeHiB BULIOI OCBITH, MpaliBHUKAaM MPAaBOOXOPOHHHUX OPraHiB,
a TaKOX yCiM, XTO IiKaBUTbCS Np06IeMaMu BUKOPUCTAHHS HO-
BiTHiX TeXHOJIOTiH.

-10 -



o)

Po30in 1

TEOPETUKO-METO/A0JIOTTYHI 3ACAAH
BUKOPUCTAHHA HOBITHIX TEXHOJIOTTI
Y PO3C/IIAYBAHHI 3/I09YUHIB

1.1. IcTopny4Hi aclieKTH
pPO3p006IeHHS TA BUKOPUCTAHHSA
HOBITHIiX TEXHOJIOTiHA
y po3c/iAyBaHHI 3/I0YHUHIB

Ax 3acBiguylOTh CTapoZaBHI JKepeJsa, pPO3LIyK 3JI0YMHIIB,
BUKpaJleHUX TBAapHH i NpeAMEeTIB 3JIOUNHHOIO NOCATAHHA 3AiHcC-
HIOBaBCs e 3a 4vaciB OGIIMHHO-POJOBOrO Jajy. BBakaeTbcsd,
o oAHi€ 3 mepmux cnpob izeHTHUdikanii Ta 06Ky 3/104MH-
[iB 6ysio ix TaBpyBaHHS Ta KasilTBo. OHOYACHO 3iHCHIOBAIHCSA
¢yukuii nokapanHsa Ta igeHTudikanil 3noyuHLiB (II cT. f0 H. €. -
JpeBHbOiIHAIMCBKI 3akoHM MaHy, 3akoHM XaMmMyparmi /lpeBHbOro
Bagisnony)™.

®isuyHi KasinTBa BKa3yBaJld He JMIIe Ha CHoCi6 y4u-
HEHHS 3JI0YMHY, ajle ¥ Ha KIJbKICTb YYMHEHUX 3JI0UHHIB IIi€I0
oco6oto. [lepmii BigomocTi mpo TaBpyBaHHsA 3J04MHLIB y Pocii
caratoTb XIII cTOMTTS, KOJIU 3/10/1iIM Ha IIOKY HAKJIaZaJu 0COOJIU-
Be TaBpo. 3 MeTOW peecTpalii BigpybyBaiu majbli PyK, Bifpi-
3aJId ByXa, HOCH, pBaJiy Hi3/pi. Ik cBiguuTh «CoGOpHOE yI0KEHUEN

1 ABepbaHoBa T. B., beskun P. C.,, Kopyxos 10.T., Pocunckas E. P. Kpu-
MUHAJIMCTUKA: yueb. s By30B; noj pen. P. C. BeskuHa. 2-e u3j,., nepepab. u
pon. Mocksa: Hopma, 2004. C. 384.

-11-
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1649 poky?, 3a yaciB [leTpa | cTanu npukIagaTu Ao Tija 3JI0YHUHIIB
IJIACTUHKY 3 TOJIKaMH, a NMOTIM Y paHKU BTHUPAJIU MOPOX. 3 METOK
imenTudikanii 3;10unHIiB B ABCTpii Ta Pocii Hamaraiucs BumaJso-
BaTH Ha iXHix Tijax 1iji ankeTwus.

i npuk/jagy, Ha HaUly AYMKY, 6y/JI4 OAHUMU 3 MepLIuX Mepe-
JlyMOB CTBOpPEHHS MPUMITUBHOTO OOJIIKY 3JIOUMHLIB, IKUH, MPOTE,
MaB HECUCTEMATHU30BaHUM Ta JielleHTPaJi30BaHUM XapaKTep.

Po31yk 0co6/1MB0 HeGe3MeYHUX 3JIOUUHIIB 3/[iHCHIOBABCS Ha
OCHOBI CJIOBeCHOTO NopTpeTa. B onuci 3,104MHLIB BUPi3HAIN 0C0O6-
JIUBI MPUKMETHU: «T0OJI0OBA NOCEYeHa B OJJHOM MeCTe, a Ha TPyAsax
MPU3HAKH, YAEThb ObIJIKM METH», «[IPABOsI HOra NPOOHTA M3 MULIAIU
B OZJHOM MeCTe» TOII0%.

Ha nmoyatky XIX cT. B AHrjii i @pannii iHcnekTopu moJiiii
MPOBOJIMJIN Y B'SI3HUIAX TaK 3BaHi «ileHTUIKaNiiHI mapaau», mifg
Yyac SIKUX BOJIUJIM HABKOJIO cebe YB'SI3HEHUX, abU TpeHyBaTH «do-
TorpadiuHy naM’siTb», 3alaM’iTOBYI04YM 06JIMY4s paHillle 3acymKe-
HUX 3JIOUMHILIBS.

Toxi  movyasu peecTpyBaTH 3JIOYMHLIB 33 CHOCOG0OM
YYMHEHHA 3JIOYMHHUX IocAraHb. 30KpeMa, B AHIVII BHUAABaBCA
KaJIeHap-/I0BiIHUK TMpPO yB'I3HEHUX JIOHJOHCbKOI Hblorerchkoi
B’SI3HUIL, 0 MicTUB 6iorpadivyHi jaHi 3JI0YMHIIB i onuc cnoco6iB
YYMHEHUX HUMHU 3JI0YMHIB.

KepiBHUK ¢paHIly3bKoi KpuMiHasibHOI noJinii Cropte Ppan-
cya €xeH Bifok ynepiiie CTBOPUB KapTOTEKY BUKPUTHUX 3JI0YHHIIIB,
[0 AKOI 3aHOCUJIMCA Tpi3BUILEe 3JI0YUHIH, OMUC 30BHIIIHOCTI, BUJ,
YYUHEHOro 3J104UHY. [lepeBipKy 3a KapTOTEKOI 3aCTOCOBYBaJU
00 BCiX, XTO MeIIKaB y TroTeJdX, 3alK/DKUX Y JBOpPaxX, a TaKO0X

2 CobopHoe yyoxeHHe 1649 r. [lTaMATHUKHM pyccKoro npasa. Beim. 6.
C. 383-406.

3 ABepbsnoBa T. B, besikun P. C,, Kopyxos [0.T'., Pocunckas E. P. Kpu-
MUHAJIMCTUKA: yueb. s By30B; noj pen. P. C. BeskuHa. 2-e u3j,., nepepab. u
pon. Mocksa: Hopma, 2004. C. 384.

4 AHTOJI0TiS cucky: B 14 T. / Biam. pen. 0. I. PumapeHnko, B. 1. Kymepeny;
ynopsz. 10. [. Pumapenko Ta iH. KuiB: 3HanHsa Ykpainy, 2005. T. 1: lokyMeHTH
Ta MaTepia/iu 3 KpuMiHasbHOro cucKy (1397-1918 pp.), 2005. C. 109.

5 TopBanbg . Bek KpPUMHUHAJNHUCTUKHM; Iep. C HeM. IOJA pej.
®. M. PewreTHukoBa. 3-e usz. Mocksa: [Iporpecc, 1991. C. 24.
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MoHozpagpis
o6Js1ikoByBasucs Bci npubyJi iHo3eMui. OnHak epeKTUBHICTh BUKO-
pUCTaHHS JaHUX KapTOTEeKU OyJia HU3bKOI0®.

3arasibHa iCTOpis BUKOPUCTAHHS HOBITHIX TEXHOJIOTIN ¥ po3-
CJIilyBaHHI 3JIOYUHIB y TPaBOOXOPOHHUX OpraHaxX OXOILJIIOE MOHA[,
TPUCTA POKIB: BiJj CTBOpEHHA peryJdapHOi noJinii — 70 Hallux JHiB.
IcTopito po3po6JsieHHSI Ta BUKOPUCTAHHS HOBITHIX TeEXHOJIOTiH
Yy PO3C/ilyBaHHI 3JI0YMHIB Yy IPAaBOOXOPOHHHUX OpraHax YMOBHO
MOXHa PO3JiJUTU HA M'STh OCHOBHUX eTamiB: mo4yaTok XVIII cT. -
*koBTeHb 1917 p.; koBTeHb 1917 p. - cepeaunHa 50 pp. XX cT.; cepe-
auHa 50 pp. XX cT. - novatok 90 pp. XX cT.; moyatok 90 pp. XX cT. -
19 nucronaza 2012 p.; 20 nucronaza 2012 p. — Hawi AHI.

Iepwuti eman sukopucmaHHs HOBIMHIX MexHo.102ill Y po3ci-
dyeaHHi 3104unie oxonatoe noyamok XVIII cm. — sxcoemensv 1917 p. I3
XVIl cT. y po6oTax i3 KpUMiHAJIBLHOTO CYJOYMHCTBA TPAIIAIOTHCSA
pekoMeHAanii oci6, 06i3HaHUX y 3BipsAHHI MO4YepKiB, po3mi3HaHHI
OTPYT 1 THX, KOTpPi BOJIOAIIOTH MEAUYHHUMH 3HAHHAMY, ILO
06’eiHyBa/NCS Y CBOEPiHI Kopropalil «<MalcTpiB-THMCbMOBOJIB».

Y ®panuii Tta Itanii BUXOAATH y CBIT mepili po60TH
®. Jlemens, K. banbai, €. PaBeHo, npucBsiueHi AOCIiPKEeHHAM MoYe-
pKy. M. Mansniri (1687 p.), B. 3. Ans6inyc (1764 p.), Y. K. A. Maiiep
(1788 p.) i 4. llypkinbe (1823 p.) 3/iiiCHIOIOTH HAYKOBI JlOC/iI>KEeH-
Hfl B rajysi BUBUYEHHS NaliJIIpHUX y30piB. /loBoJi JOK/IaJHO ONMU-
Cye nepioJ; 3apoJKeHHS KpUMiHaJlicTU4YHUX 3HaHb lOpren Top-
BaJibJ, y KHU3I «Bik kpuMiHamicTUKU»S.

Cepen mnepliux pOCIACBKUX y4YeHUX-KpPUMiHa/liCTiB MOXHa
HasBaTtu H.OpJioa?, f.I. Bapumesal?, B./l. Cnacosiyall, A.A. Ksa-

6 TopBanpy !0. Bek KpUMHUHAJMCTUKM; Iep. C HeM., IOJA pej.
@. M. PewreTHukoBa. 3-e usz. Mocksa: [Iporpecc, 1991. C. 24.

7 BenkuH P. C. HcTopusi 0oTeyeCTBEHHOM KPUMHHAJIMCTUKU. MockBa:
Hopma, 1999. C. 1.

8 TopBanpza 0. Bek KpHUMHMHA/IWCTHUKY; Mep. C HeM. IMO0J pez,.
®. M. PewreTHukoBa. 3-e usz. Mockaa: [Iporpecc, 1991. 323 c.

9 OpJioB H. OnbIT KpaTKOro pyKoBOJCTBA JJsl IPOBeJileHUs CJIeJCTBUS.
MockBa, 1833. 144 c.

10 Bapwes A. Y. OcHOBaHMs yroJIOBHOTO CyONPOM3BO/CTBA C IpUMeEHe-
HHUEM K POCCUHCKOMY yTOJIOBHOMY CyZonpou3BoAcTBy. CankT-IleTepOypr, 1841.
298c.
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Bnaryta P. I., MoByaH A. B.

HogiTHi TexHonorii y po3cnigyBaHHi 3NMOYMHIB: Cy4acHWii CTaH i NpobneMun BUKOPUCTaHHS
yeBcbKkorol?, II. B. Makasincekoro!3, E. ®. Bypincekorot4, JI. € Bia-
JimipoBal® Ta iH. Y ixHiX mparsix, okpiM MeTOAUYHUX peKoOMeHJalii
3 TAKTHUKU BeJleHHS CJiACTBa, PO3rJIsAaIMCs NMUTAHHS, MOB’s3aHi
3 igeHTHOIiKaIi€l0 0COOU HAa OCHOBI BUBUEHHS Pi3HUX CIiAiB, mpes-
MeTIB, JOKYMEHTIB Ta iHIIUX J0Ka3iB.

Y cepenuni XVIII cT. npaBOOXOpOHHUMMU OpraHaMu B YKpaiHi
3alo4YaTKOBAaHO NPAaKTUKy BUKOPUCTAHHA ClelLiaJbHUX XiMid-
HUX PEYOBHMH [Ji1 BUSBJEHHS 3alMCiB Ha Mamnepi, BUKOHAHUX
y HesIBHUH croci6 (3a Z0moMoromw HeBUIUMUX, TaK 3BaHUX «XiMid-
HUX» YOPHUI)16,

Y npakTtuli 60poTb6U 3i 3JI0YMHHICTIO HAOYB MOLIUPEHHS
po3pob6sienuid A. beptinboHom y 1882 poui aHTpomoJioriyHUM
MeTOJi peecTpanil ¥ OTOTOXHEHHSI 3JIOYMHLIB (6GepTiibHOHAXK),
SIKUM moJisiraB y 0OMiproBaHHI iXHbOTO poOCTy, po3MipiB roJioBH,
JOBXWHM DYK, MaJbLiB, CTyNnHIiB Towo. CucTeMaTU30BaHiI KapTKU
3 JaHUMHU OOMiprOBaHHS 3JIOYMHIIB JjaBajid 3MOT'Y 3a KijJibKa XBU-
JIMH YCTAHOBUTH, UM MICTATBCS B KapTOTeli AaHi npo 6yAb-gKoro
3aTpumaHorol’.

Kpim Toro, BepTinboH 3anpoBasuB 060B’s13K0BY POTO3HOMKY
KOXXHOr'0 3aTPHUMaHOro 3JI0YMHLUs B aHdac i mpodinp, a Takox

11CnacoBuu B. /l. O Teopuu cyZ1e6HO-YTOJOBHBIX JI0Ka3aTeNbCTB B CBS-
34 C CyJIOyCTPOUCTBOM U Ccyonpou3Bo/cTBoM. CaHkT-IleTep6ypr, 1861.92 c.

12 KayeBckuii A. A. 06 yroJIoBHOM Ipec/ae/JOBaHUHU, JO3HAHUU U TIpeJi-
BapUTEJbHOM HCCIeZ0BaHUN NPECTYIUIEHUH MO cyZeOHBIM ycTaBaM 1864 r.
CaHnkr-IleTep6ypr, 1867.

13 MakanuHcku# I1. B. [IpakTrieckoe pyKoBOJCTBO JiJisi Cy/IeOHBIX CJie-
JloBaTeJsiel, COCTOSAIUX MPU OKPYKHBIX cyAax. CaHkT-IleTep6ypr: Tunorpadus
H. A. Jle6eneBa, 1890.T.1.400c. T. 2. 775 c.

14 Bypunckuil E. @. Cyze6Has skcnepTU3a JOKYMEHTOB, IPOU3BO/CTBO
ee U noJsib3oBaHue ew. CaHkT-IleTep6ypr: Tum. CII6. T-Ba med. U u3j. Aena
«Tpyn», 1903. 386 c.

15 Bnagumupos JI. E. YueHue 06 yrosoBHBIX J0Ka3aTeJbCTBax: yuebHoe
noco6ue. CaHkT-IleTepbypr: U3gaHue KHMXKHOIO MarasvHa 3aKOHOBeJeHHUe,
1910.331c.

16 [TumxapeHko A. M. HcTopusi ¥ TallHbI YyTOJIOBHOTO U NMOJUTUYECKOTO
ceicka. Kues: l0pundopm, 1994. C. 52.

17 TopBanpg 0. Bek KpUMHHaNIMCTUKH; Mep. C HeM. TMOA pen.
@. M. PewreTHukoBa. 3-e usz. Mockaa: [Iporpecc, 1991. C. 29-30.
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MoHoepacpis

CKJIQJIaHHS «CJIOBECHOTO MOPTpeTa», AKUK 3aHOCUBCS 0 06JiKOBOT
KapTKHU.

BuauMi xapakTepHi 03HaKU KOXXHOI 0CO6M OMMCYyBaJIMCs 3a
JIONIOMOTOI0 creljaJbHUX GOpMyJ, sIKi B NOAaAbLIOMY BUKOPHCTO-
BYBaJIMCSl 3a NPOBeJIeHHS «MapafiB apellTaHTiB» JAJs pO3Mi3Ha-
BaHHS 3aTPUMaHUX!8,

«CnoBecHut mnoptpeT» bepTifboHa 6yB yA0OCKOHAJEHUU
y 1905 poui mBeiinapcbkuM npodecopom P. A. Peiiccom, sskuit 3a-
cTocyBaB LUPPOBUM KoA [Jia mepefadi AaHux Tesjerpadom, 1o
3HAYHO MPULIBU/LIYBAJIO PO3IIYK 3JI0YUHLIB.

1887 poky B. I'epuienis i I'. @oujic 3anponoHyBaiu BijoupaTH
BiZIOMTKY MaJbliB PYK y BCiX 3JI0YMHIIB i3 MeTow ifeHTUdiKalii
oco6u!®. Y 1891 poui ®. l'anbToOH 0BIB, 110, 3TiTHO 3 Teopiew HMo-
BipHOCTI, 36ir BifOHUTKIB Ma/bIliB pyK ABOX JIIOJeH MPAKTUYHO He-
MOXJIUBUIAZ0,

BaxxyiMBYy poJ/ib Yy IpaKTULi 60pOTh6U 3i 3JIOUMHHICTIO BUKO-
Ha/d KapTOTEeKU 3JIOYMHLIB, AKi BUHUKJIM y 80-x pokax
XIX cTosiTTA i akTyasibHI floTenep. 30KpeMa, HanpukiHii 1896 po-
Ky E.P.TeHpi 3HalioB cnoci6 ynopsi/iKyBaTU B KapTOTeKaX Mijb-
WOHU KapToK i3 Bif6buTkamu nanplis. I3 1901 poky y CkoTsiaHA-
Apnai dyHkiioHyBasa nepiia B EBponi AaKTUJIOCKOMiIYHA KapTOTe-
Ka, sIKa CTala OCHOBOI MO6YA0BH BiZMOBIHUX 00JIKIB KpUMiHaTi-
CTUYHOrO0 Ta ONEepaTUBHOro Npu3HaueHHs?Zl. [lisHime 3’sgBUIMCA
KapTOTEeKH, MOOY/0BaHi 3a iHIMIMMH NOPUHIMIAMHU ifgeHTHiKamii
0ci6 (3a mouepKoM, 03HaKaMH 30BHIIIHOCTI, TaTyroBaHHAM, $OTO-
MOPTPETOM TOLIO).

OpHiero 3 nepiux 6yJia CTBOpeHa MeXaHiyHa cCUCTeMa KapTo-
TeyHoi 06pobku iHpopMaril y PesepaibHOMY GHOPO PO3CaiyBaHb

18 Topasipg 0. Bek KpUMHHAJUCTUKM; TIep. C HeM.; MO0J pea.
®. M. PemreTHukoBa. 3-e u3z. Mockaa: [Iporpecc, 1991. C. 29-30.

19 Ko63ap C. I, Ceraii M. {l. KpuminanicTuuHe JOCaifKeHHs CaifiB pyk
awoauHd (mpakciosoriyHUM acnekT): MoHorpadis. Jlyrancek: PBB JIZIYBC,
2006. 208 c.

20 Topanpg 0. Bek KpUMHHa/NIMCTUKH; Mep. C HeM. TMOA pen.
®. M. PereTHukoBa. 3-e usa. Mocksa: [Iporpecc, 1991. C. 55.

21 lyooBuit O. I1., Jlykawenko B. fl., Pubasnko f. B. Kpuminanicruune go-
CHAiPKeHHsT CJaiAiB  pyK: HAyKOBO-NPAaKTUYHUM NOCIGHMK; 3a 3ar. pej.
. 10. Konppartbesa. Kuis: Atika, 2000. C. 10-11.
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CHIA. laHi mpo 3JIOYWHIIB 3aHOCUJIUCA [10 CrelliaJIbHUX KapTOK, Ha
AKHX, KpiM aHKeTHUX BiJlOMOCTel, 3a3HavaJslacd 3JI0YMHHA «crelia-
Jlizanisi» KoxkHoro ¢irypaHTa KapTOTeKH, sika ¢pikcyBasacs UIIXOM
nepdoparnii BiinoBiAHOTO MoJIA KapTKU. 32 HeOOXiJHOCTI Bi6opy
MiJO03PIOBAHUX 3a CYKYIHICTIO NEeBHUX O3HAK Kpi3b BiANOBigHI
OTBOPU KapTOK MPOTATyBaJUCS MeTajeBi couLi i TakuM Biabupa-
JIUCS PO3LIYKYBaHi 0cO6M22,

MicneBi 06J1iKd 3JI0YMHIIB, CONAATIB-I€3epTUPIB, 0Cib, AKi
BelyThb MiZi03piaui croci6 )KUTTS, 061K KapTKOBUX Ta iHIIUX «3J1a-
YHUX» 3aKJIaJiB, 0ci6, ki npubyBay i BU6YBaIu 3 MiCT, 1110 BUKO-
pUCTOBYBaJIMCA AJ18 aHai3y KpUMiHOTeHHOI 06CTAaHOBKH Ta PO3K-
PUTTS HEOYEBUHUX 3JI0YUHIB, 3’ ABUJIUCA B MOJIIeCbKUX YCTaHO-
Bax Pocii me B XVIII cT. [l BUABJIEHHS 0Ci0, SIKi migjsray nocra-
HOBIIi HA 06JIiK, MPOBOIUJIKMCS CllelliaibHi 06/1aBH23.

MoxuBocti poTorpadii B mosineicbkii peectpariii moyaau
BUKOPUCTOBYBATH Lie B 60-x pokax XIX cT. ¥ 1862 poui npu caHKT-
neTepOyp3bKik moJinii 6ysi0 opraHizoBaHo ¢oTorpadiuHe 6Gropo
JUIsi 3MOMKH OOBHHYBaueHHUX 3 METOH BCTAHOBJIEHHS X OCOGU.
B Vkpaini nepiue nosineiiceke potoaTesbe 3'aBusocs B 1864 poui
y M. bo6puHii Opecbkoi ry6epHii (HuHi KipoBorpajcbkoi 006.1.).
1890 poky npu neTepOoyp3bKil CUCKHIN MoJilii Brepie 3’ siBUIUCA
crenianbHi OiApo3Ainy, AKi 3AIACHIOBAJU JAaKTUJIOCKOMiOBaHHS,
¢doTorpadyBaHHs 3JI0YMHINB i CHCTEMATH3allil0 iHIIUX AAHUX PO
Hux. [lewo ni3Hime, y 1896 poni, TaM ke 6yB 3aCHOBaHUH CTis 3Ha-
XiZlok. Y 1el ke mepios OyJsia opra”izoBaHa peectpalis oci6, ski
BOJIOAIIOTH X0JIOZHO 30PO€EI024,

Y 1902 poui npu cUCKHiH MoJiinil mo4yaB cTBOpOBATUCH 00JIiK
nIBeHapiB, JBIpHUKIB, CAYXOO0BI[iB MUTHUX 3aKJ3JiB i Bi3HHUKIB.
Toni x y Illetepbyps3i Oysia cTBopeHa KapToTeka d¢oTorpadii

22 KoctuH B. II. Talinasa nosaunusa CIIA. ®BP: npoiioe U HacTosiliee.
MockBa: Mbicsb, 1986. 284 c.

23 Hama cayx6a YroJIOBHbIA pO3BICK: HCTOPUKO-XYA0XKEeCTBEHHO-
Ny6JULMCTUYEeCKUN cO0pHUK K 80-/1eTHI0 yroJIoBHOTO po3bicka Poccuu. Moc-
kBa: OsinmMmi, 1998. C. 36.

24 KpumiHazicTuka (KpuMiHaslicTU4HA TexHika): Kypc Jeknin /
1. 4. Binenuyk, A.IL Tenb, M.B.CanteBcbkuii, I.C.CemakoB. Kuis: MAVII,
2001.216c.
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MoHozpadpis
3JIOYMHILIB, SIKi CUCTeMAaTUYHO 3/[iCHIOBAJIM KpaiKKU. YIIPOI0BK
POKY Ha 006JIiK CTaBUJIOCS 10 5 TUCSY 3JI0UUHILiB2S.

JloBoJii moMiTHe Miclie y mpaKTuLi oJiinii B To¥ nepioj noci-
JlaB MeTOoJi, KpMMiHaJ/IbHOI peecTpaliil 3a cnoco60M YYUHEHHs 3J10-
yuHiB (Modus operandi). Bin 6yB ebeKkTUBHUI y peecTpallii 3/104U-
HLiB-npodecioHaiB, 0COGIUBO «racTpPoJIepiB»Z6.

Bimomuii kpuminasict M. H. l'epHeT 3a3HayvaB, 1o npodecii-
Ha 3JIOUMHHICTb Nepeabavya€e YiTKO BHUpPKEHUH MOAIM 3JI0YMHHOI
JiIIBHOCTI Ta YMCesbHI KaTeropil «cnenianicTiB». BoHa 3Hae cBoix
«pOBGITHUKIB» 1 cBOiX «miAnpHeMIiB», Mae CBOW0 «IMpodeciiiHy»
4yecThb i «cosigapHicTb». Hallbiabur Ha0UHO 1ed moJi mMpoCcTeXxKyBa-
BCs y npodeciiHux 3/104iiB. Jlo x0BTHS 1917 poKy 3/I0UMHHUH CBIT
HaJliyyBaB 6isibie 50 3/10AilcbKUX «Ipodeciiin?.

Y neii nepioa 3’ABUIMCA Neplli TEOPETUYHI pO6OTH, IPUCBS-
4yeHi KpUMiHaJlicTUYHOMY 06J1iKy ¥ peecTpauii. Tak, BifjoMuit aBcT-
pificekuit ropuct i kpuMiHoJior I'anc ['pocc y noci6HuKy «PykoBojc-
TBO [J11 Cy/leOHbIX c/efjoBaTesiell Kak cucTeMa KPUMUHATUCTUKUA»
PO3IJISIHYB OCHOBU 0GJIIKY 3JI0YMHLIB i3 BUKOPUCTAHHSM aHTPOIO-
METPUYHOI Ta JAKTUJIO0CKOMIYHOI iHdopMaIriizs.

Yxke B 1902 poui cnencayx6u napcbkoi Pocii Bosogisiu aJj-
¢daBiTHOIO KapTOTEKOIO, 10 HaJivyBasa 65 THCAY 06JIIKOBUX Kap-
TOK, a apxiBu MicTuiu a0 200 Tucsad ororpadiit «aepxaBHUX 3J10-
YUHIIB» Ta aidaBiTHI CIUCKU 0Cib, Ki Mepe6GyBasiu MiJ| HETJITACHUM
HarJisiioM nouinii, 3 poTorpadiamu??,

25 EnuHcbkui B. M. OcHOBBI MeTO/0JIOTUM TEOPUH ONepaTUBHO-PO3bI-
CKHOH JesiTeTbHOCTH: MoHorpadus. Mocksa: U3g. Ilymwuiosa U. U, 2001.
C. 40-41.

26 JkoBen E. H. [Ipo6G/sieMbl aHaJIUTHYECKOW paboOThl B ONEPAaTHUBHO-
PO3BICKHOM [lesITeJIbHOCTH OPraHOB BHYTPEHHHUX JeJ: MoHorpadusa. Mocksa:
Uspartenbckuit fom llymunosoit U. U., 2005. C. 24.

27 TlpectynHbiit Mup MockBel / nop pef. M. H.'epHeTta. [PenpuHTHOE
usfanue. Pxes, Tunorpadus YkommyHoTAesna 1924 r.]. Mocksa: JIIOKOH,
1991. C. 24.

28TpoccI'. PykoBoACTBO A1 CyZleOHBbIX cjefoBaTesed Kak cUCTeMa
KpUMHUHaNUCcTUKU. [HoBoe u3f., mepen. ¢ uszg. 1908 r.]. Mocksa: Jlekc3cr,
2002. C. 323-334.

29 Jluugep WU. B., Uypkun C. A. Cnencayx6s1 Poccuu 3a 1000 set. Mare-
puasbl cekpeTHbIX poHAoB. MockBa: PUIIOJI knaccuk, 2006. C. 416-417.
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Bnaryta P. I., MoByaH A. B.
HogiTHi TexHonorii y po3cnigyBaHHi 3NMOYMHIB: Cy4acHWii CTaH i NpobneMun BUKOPUCTaHHS

BigmoBigHo mo «IHcTpykuii ynHaM KHIBCbKOI cCUCKHOI moJi-
uii» (3aTBepmxeHoi B ciudi 1905 p.), f0 ckiagy moJinii BXxoAuJIo
pO3ILIYKOBe BiJJliJIeHHS, cllellia/IbLHUMU 3aBJAaHHSMU SKOr0 GYJIH:
peecTpanisi BCiX 3JIOYMHIIB i Mil03plOBaHUX 0Ci6, OTOTOXXHEHHS
0CO6H 3JI0YHHIIS 32 JJIOMOMOTOI0 aHTPOIOJIOTIYHOTr'0 JOC/Ii/IPXKEeHHS, a
TAKOX peeCTpallisl Bi3HUKIB, IBeH1apiB, ABIPHUKIB i cTOpokiB30.

Bimomuii kpuminaiicT B. L. JIebeieB BUaB KHUTY «McKyccTBO
pPacKpbITUA NpeCcTyIJeHun»3l, gka MicTu/aa AOK/AaJHI HAayKOBi Bi-
JIOMOCTI NP0 JAKTHUJIOCKOMiI0, aHTPONOMeETPilo, CyJ0BO-NOJiLeN-
cbKy poTorpadito.

Y 1914 poui JlenapTaMmeHTOM ToJilii 6yB BUJaHUM «Po3bIcK-
HOM asib6b0M», AIKUM MiCTHB CHUCTeMaTH30BaHi BifiloMOCTi Mmpo 3J0-
yrHIiB-npodecioHaniB. [leplI00CHOBOIO LILOTO aAb6OMY CAYryBaB
«CrnpaBOYHbIN yKa3aTe b AJs1 YUHOB noauuu» B. . Jlebenepa (BU-
Januit y 1903 poni)32, 0 MiCTUB CBITJIMHM Ta OMHUCH O0COGJMBUX
NPUKMET OJJMHAALATH KaTeropii npodecitHUX 37109UHLLiB.

1915 poky C. M. Tpery6oB omny6J/iikyBaB IpaKTHYHHH MOCi6-
HUK JJI51 CYyIOBUX CJiiuux «OCHOBBI YTrOJ0BHON TeXHUKHU. HayuyHo-
TeXHUYeCKHe INpUeMbl pacciefj0BaHUsl MNPeCcTyIJeHUuN»33, Akl
MicTUB 06CsKHI  BiZjoMocTi, o cTocyBanucsd KpUMiHaJbHOI
peecTparil.

[lizcymoByt04M nepiunii eTan po3po6eHHs i BUKOPUCTaHHS
HOBITHIX TEXHOJIOTIM y pO3CJilyBaHHI 3JI04MHIB, CJiJ 3a3HA4YUTH,
10 CMNOYaTKy IXHIMH OCHOBHMMH dopMaMHu Oyau igeHTUiKalis
(kpuMiHasicTH4yHa) i AiarHocTuKa (CyA0BO-MeIUYHA, KpUMiHaJIic-
TH4YHA, KpUMiHoJoTiyHa). BomHoyac 3’aBu/MCcA meplni 3HAHHA

30 Yucuikos B. M. [IpaBoBi BUTOKH KapHO-PO3IIYyKOBOI CJIYXOH YKpaiHu
(icropuuHuil acnekT). Teopiss onepaTHBHO-CAY>K60BOI AisIbHOCTI MPaBOOXO-
poHHUX opraHiB Ykpainu / 3a pef. B.JL Perynbcbkoro. JIbBiB: JIBBIiB. iH-T
BHyTp. cnipas, 2000. C. 307.

31 Jle6eneB B. . UckyccTBO packpbITUs npecTymieHud. Mocksa, 1912.
218c.

32 Jle6epeB B. U. CnpaBo4HbIN yKa3aTeJb AJ151 YUHOB MOJULMU. MOCKBa:
Tun. H. W. ITactyxoBa, 1903. 165 c.

33 Tpery6oB C. H. OcHOBBI yro/ioBHOM TeXHHKU. HaydHO-TexHUYecKue
npyeMbl pacciefoBaHusi npectymieHUid. HoBoe w3z, mepen. ¢ uszg. 1915 r.
MockBa: Jlekc3cT, 2002. 336 c.
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B rajly3i KpUMIiHaJiCTUYHOTO MpPOrHO3yBaHHfA, II04YaB 3apo/pKyBa-
THCA Tpoo6pa3 i Takoi KOMILJIEKCHOI GOpMH, K KpUMiHAJbHUI
aHasiz34.

Ha Ham morsisifi, Ao XapakTepHUX OCOGJMBOCTEH MepuIoro
eTany po3pobJieHHs] i BUKOPUCTaHHS HOBITHIX TEXHOJIOTIM y po3c-
JIilyBaHHI 3JIOYMHIB CJIiJ BiJHECTU: 3allpOBaPKeHHA JaKTHUI0CKOIIil
B IIPAKTUKY poOOTH MOJIiLleHCbKUX CIYXK0, lieHTpasti3alito 06.IiKiB i
CTBOpEHHS peecTpalliiiHoi Mepexi.

/Jlpyaulli eman sukopucmaHHsi HOBIMHIX MexHOo/02ill y po3cai-
Jdy8aHHI 3/104UHi8 — Ye ncoemeHb 1917 p. - cepeduna 50 pp. O3Haye-
HUH nepiof; XapaKTepu3yeThCA NOJAJbIIMM PO3BUTKOM KpHUMIiHa-
JIICTUYHUX Ta IHIIMX HAYKOBUX 3HAHb, 10 BUKOPUCTOBYBAJIUCA ¥
pO3CJiyBaHHI 3JI0YUHIB, B OCHOBI AiSIJIBHOCTI KOIO JIeXKaJIU Ti K
OCHOBHI MeTO/Y, IKi 3aCTOCOBYBaB KOJIMIIHIA KpUMiHAJbHUAN CUCK
Pociiicbkoi iMmnepil.

Cepen, yueHUX, fKi 3pOo6UIN CYTTEBUH BHECOK y PO3BUTOK
KpUMIHQ/JIICTUKM Ha LbOMYy eTali, MOXHa BHOKPEMUTH
B. L. Tpomoga3s, T. 0. ManHca36, C. M. [Totanosa3’, I1. C. CeMeHOBChb-
koro38, I. M. fIkimoBa3? Ta iH.

Y 1917 poui 6yJsio 3HUIEHO GiJbIly YaCTUHY O6JIIKIB 0XO-
POHHUX | CUCKHHUX BiJiJliJieHb, 10 CYTTEBO BIJIMHYJIO HAa pe3yJib-
TaTU 60pOTHOM 3i 3/I0UHHHICTIO. [I[pryoMy BeplLIMJIOCEH 1ie SIK Ipej-
CTaBHUKaMHU CTapol BJaJH, TaK i 3BIIbHEHUMH 3a aMHICTI€0 KpU-
MiHaJIbHUMU 3JIOYMHLAMU. PisKe 3pocTaHHsA piBHA 3JI0YMHHOCTI

34 JkoBen E. H. [Ipo6/sieMbl aHa/IUTHYECKOW paboOThl B ONEPAaTHUBHO-
PO3BICKHOH /1esITeJIbHOCTH OpraHOB BHYTPEHHUX Jes: MoHorpadusa. Mocksa:
U3parenbckuii oM llymunosoi U. K., 2005. C. 12.

35 'pomoB B. U. MeToauka paccieZjoBaHUS NPECTYIJIEHUN: PYKOBOACT-
BO /11 OPraHOB MUWJIMILMH U YroJIOBHOTO po3bicKa. MockBa: MsjgaTenbcTBO
HKB/, PC®CP, 1930.136 c.

36 ManHc I. 10. O6uiee U cnenunaabHOe MpeAyNpexjeHue B yroJOBHOM
npase. UpkyTck: Tun. usz-sa «Baactb Tpyga», 1926.72 c.

37 loranos C. M. [IpUHIUIIBI KPUMUHAJIUCTUYECKON HAeHTUPUKALUU.
Mockga: CoB. roc. ¥ npaso, 1940. Ne 1.

38 CemeHoBckui II. C. JakTU/I0CKONIMSI KaK MeTOJ peructpayuu. Mock-
Ba: Po3bick pecny6sinky, 1923. 113 c.

39 lkumoB W. H. Kpumunanuctuka. YrosoBHas TakTuka. M.: U3naTenb-
ctBo HKB/I PC®CP, 1929. 312 c.
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HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS
MpU3BEJIO [0 TOro, 1[0, TpUMipoM, ¥y MoOCKBi KiJbKicTb yOUBCTB
nepeBUIUIa JOBOEHHUM piBeHb ¥ 10-15 paz*0.

28 xoBTHAA 1917 poky (3a cTapuM CTUJIEM) IOCTaHOBOIO
HKBC «O pa6oueil Musunuu» 6yja CTBOpeHa pobGiTHHYA Misinis.
JlakTriiockomnivyHa Ta ajidaBiTHa peecTpallis 3JI0YMHIIB pO3TJisaia-
JIUCA AK HaWBaXXJUBIilIi 3aco6U 6GOpOTbOM 3i 3JIOYHMHHICTIO.
1919 poky cTBopr€eThcs LleHTpanbHe peecTpaliifie 610po i peect-
pauiiiHi 610po B pecny6J/iikaHCbKUX 1 I'y6epHChKUX Biaainax Ta Bif-
JUJIEHHSAX KApHOT'0 PO3IIYKy4L,

[ToctanoBoro HKIO Ykpainu Big 11 TpaBHs 1919 poky 6yJsio
BBeJleHO B Jiito [loJiokeHHSI PO OpraHyd KapHOro po3LyKy U cyzo-
BO-KapHOI Mijinii, 3rifHo 3 akuM o LleHTpasbHOI cekuii cyfoBo-
KpUMiHa/JbHOTO pO3IIYyKYy BBIiHLLIO peecTpaliiiHe 6iopo, sike 3a-
WMaJsiocs 06JiIKOM peecTpalilHuX i po3MYKOBUX KapTOK, JAKTHJIO-
CKOMIYHHUX JIUCTKIB 3JIOYUHIIIB i BiIMOBifa/I0 HA 3alIMTU MiCIl€BUX
CeKLiM KapHOIro pO3UIYKYy LI0J0 BCTAHOBJIEHHA CYJAMMOCTI 3aTpH-
MaHHUX 3JIOYHUHI[iB4Z,

B VYkpaiHi HasiyyBasoca 40 peecTpauiiiHO-AaKTHUJIOCKOMNIY-
HUX OI0PO, y BesJIMKUX MicTax — XapkoBi, Kuesi, Ogeci, [JHinpomneT-
POBCbKY - peecTpauliliHUil amapaT O6yJio mepefaHO A0 MiCbKHUX
ylpaBJiHb MiJILI Ta po3LIyKy. 3a 3araJlbHUM IIpaBUJIOM, peECTpa-
IiliHi 6I0p0 06CIYroBYBajJM BCIO TEPUTOPII0 OKPYry, MPOBOJSYH
pe€ecTpalilo 3JI04MHHOTO eJIeMEHTY Ta IMCbMOBOI'O PO3LIYKY*3.

40 Hama cay»k6a - YroJIOBHBIH PO3BICK: HCTOPHKO-XYZ0XKECTBEHHO-
My6GJIUIACTHYEeCKUH cOOpHUK K 80-JeTHIO yrosoBHOro po3bicka Poccun. Moc-
kBa: OysmMmi, 1998. C. 37.

41 BpicTynJleHUe HayaJIbHUKA IJIaBHOTO MHGOPMaIMOHHO-
aHajauTudeckoro ueHTtpa MB/l Poccuu renepas-maiiopa muiauuuu Cepres
[TepoBa Ha cTpaHuLax razetsl «luT u Mmeux». URL: http://www.mvdinform.ru.

42 YucuikoB B. M. [IpaBoBi BUTOKH KapHO-pO3LIYKOBOI CJayK6U YKpaiHU
(icropuuHuil acnekT). Teopiss onepaTHBHO-CAY>K60BOI AisIbHOCTI MPaBOOXO-
poHHUX opraHiB Ykpainu / 3a pef. B.JL Perynbcbkoro. JIbBiB: JIbBiB. iH-T
BHyTp. cnipas, 2000. C. 302-3009.

43 AxToJsioria cucky: B 14 T. / Bign. pea. 10. . Pumapenko, B. 1. Kyue-
peub; ynopsg. 10.I1. Pumapenko Ta iH. KuiB: 3HanHsa Ykpainu, 2005. T. 1:
JlokyMeHTH Ta MaTepiajd 3 KpuUMiHajibHOro cucky (1397-1918 pp.).
2005. C.58.
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Y 1919 poui 3'9BaAAIOTHCA Nepili KpUMiHATICTUYHI My3el, Aki
CACTEeMaTU3yBaJU KOJIEKLil 3HapAAb 3JI04MHY, CJIiAiB, 3aJULIEHUX
Ha Micui noaii, nizpo6eHUx JOKYMEHTIB TOLIO0. Y My3esiX HaKOIHU-
YyyBaJIUCA BiJOMOCTI, IKi XapakTepu3yBaJd NPUHOMU Ta COCOOU
BUMHEHHS1 Pi3HUX 3JI0YUHIB, NpUKMeTH i poTorpadii 3/104MHIIiB,
iHII BiZJOMOCTI, L0 CIPUAJIU iX YCTAHOBJIEHHIO, PO3LUYKY Ta 3aTpU-
MaHHI0%4,

Y Toil mepioj MmiApo3JiJiaMH KapHOrO pPO3IIYKYy aKTUBHO
NpaKTUKyBasucsa ¢poTorpadpyBaHHs i JAKTUIOCKOMIIOBaHHS 3JI0UH-
HIiB. 1920 poky 6yJ/i0 CTBOPEHO I[eHTpasi30BaHUI 06JIiK PO3IIyKY-
BaHMX 3JIOYUHIIIB 1 0Cib, Ki 3HUKJIU 6e3BicTH, po3po6JieHa JeTallb-
Ha kJjacudikaiis 3J04MHIIB, MPAKTUYHA I[iHHICTh i Mi3HaBaJibHE
3Ha4YeHHs K01 aKTya/IbHi i B JaHUM yac?®.

Y 1920-x pp. 6y nmiZiroToB/eHi Ta HanpasJeHi Ha Micus Ta-
Ki aHamTUYHI po3pobKH, IK «PyKOBOACTBO MO AAKTHUJIOCKOIIHH,
«PykoBoACTBO MO cyAe6HOHW MeAWIUHE», CJIOBHUK 3JI0AIMCBKOL
MOBHU «baaTHas1 My3bika»40.

Ha nouyaTky 30-X pokiB MUHYJIOTO CTOJIITTA i3 anapaTiB Kap-
HOTO pO3IIYKy OYyJM BH/iJIEHi HayKOBO-TEXHiUHI MiJpo3aisu, gKi
B nojaJsbimoMy, y 1948 poui, nepeTBopeHi B CaMOCTIiHHi CTPYKTyp-
Hi niipo3aiiu Miiniit?.

3’ABSIOTHCA Teplli CHCTeMaTHU30BaHI 3HaHHS, MOB'sI3aHi 3
TEOpi€l0 KPUMIiHaNMICTUYHOTO NMPOTrHO3yBaHHA. 30kpeMa, b. M. Illa-
Bep 3a3Hayas, L0 Ha OCHOBI BMBYEHHS KOHKDETHHUX JAaHHUX IpO
pO3C/ilyBaHHA OKpeMHX KaTeropid 3JI04MHIB «MOXKHa BU3HAYUTH
1le He PO3KPUTI, aje MOXJ/IUBI crnocob6u i mpuiOMH BUMHEHHS
3JIOUHHIB»*8,

44 fkosen, E. H. Ilpo6yieMbl aHa/IUTHYECKOU PabOThHl B ONEPATHUBHO-
PO3bICKHOU JesITeJIbHOCTH OPraHOB BHYTPEHHHUX Jes: MoHorpadus. MockBa:
Uspartennckuit fom llymunosoii U.H., 2005. C. 14.

45 Tam camo.

46 Tam camo.

47 'anaxoB C. C., Komaposga E. B. 3Tanbl ctaHoB/eHUSI UHGOPMALIMOHHO-
aHAJIMTUYECKOro obecrieyeHUsl ONepaTUBHO-PO3bICKHON JesTeJIbHOCTH Opra-
HOB BHYTpeHHUX JeJs. HayuHbiéi noptas MB/] Poccuu. 2008. Ne 1. C. 61.

48 T'osnyHckui C. A., lllaBep Bb. M. KpumMuHanuctuka. MeToauka paccie-
JlOBaHUSl OTJeJbHbIX BUJAOB mHpecTymiaeHuid. MockBa: KOpuj. usa.-so HKHO
CCCP, 1939.C.9.
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1934 poky O. €. bpycisioBcbkuit Ta M. C. CTporoBud BUCJIO-
BUJIM TNPOMNO3ULII0 NPO AOLIJBHICTE 3aCTOCYBAaHHA MarHiTHOIO
3BYKO03aIllMUCy B KpUMiHaJIbHOMY MpoLeci4d.

Y 1935 poui micna o6’egnanHsa opraHiB OJIY Ta miminii
KpPUMiHaJIICTAYHI 06J1iKY i3 KapHOTO pO3LIYKYy Nepeluin y mijmno-
psaakyBaHHs Oco6smBoro 6topo HKBC CPCPS0.

Y nmotomy 1941 poky Bin6ysca moain HKBC kosumHboro
CPCP Ha pgBa camoctiiinux HapkoMmaTtu: HKBC i HK/IB. Iepmiuii
cnenBiAAin yBiMIIoOB y cTpyKTypy HapkoMaTy BHyTpilIHIX cnpas,
Jlo Horo ckjaajy OysM nepefaHi LieHTpasi3oBaHa ONepaTUBHO-
JIOBiIKOBa KapTOTeKa Ta apxiB, 3 ['0J10BHOTO ynpaBJiHHA MidiLii —
asdaBiTHa Ta [AKTUJIOCKONIYHA KapTOTEKHU LieHTpasli30BaHOIO
00J1iKy 3J104MHILiB, 3 [YJIATY - KapTOTeKHU IIeHTpaai30BaHOro0 06.1i-
Ky yB’si3HeHHUX. O6JiKOBO-peecTpaliiiHi BijJlijieHHs W 6l0po, 110
nepebyBasin 3 1918 poky y ck/ajli mifpo3AiaiB KApHOTO PO3IIYKY
ynpaBJiHb Mininii o6aacteit i KpaiB, 6y/u NepeBefieHi B CUCTEMY
NeplIKX CenBiAAiNIB HapKOMaTy>L.

Y 1952 poui Bifjdoy/i0cs opraHisauniiiHe po3MeXyBaHHS B psi-
Jax Bcecoro3HOl HayKOBOI CHIJIKM CyZJOBUX MEAMUKIB I KpUMiHaJic-
TiB, 1[0 IPU3BeJIO 10 MEBHOI Je3iHTerpanil HQyKOBUX 3HaHb y 3a-
3HAYEHHUX 06J1aCTAXO2,

Tpemiii eman BUKOpPHCTAHHA HOBITHIX TexHOJIOTiH y po3cii-
JlyBaHHI 3JI04MHIB cmaHosus cepedury 50-x pp. - novamok 90-x pp.

[3 1950-x pokiB /10 1981 poKy HayKOBO-TeXHI4HI miapo3aian
OpraHiB BHyTpilllHiX cripaB QYHKI[IOHYBaIU SIK CTPYKTYPHIi Migpos3-

49 Bpycunosckuii A. E., Ctporosuy M. C. CBuAeTe/IbCKMe MOKa3aHUA B
KadecTBe Cy/eGHBIX Jl0Ka3aTeJbCTB. MeToAuMKa M TeXHUKA CJIeJCTBEHHOH
pa6oTnl / nox pen. I'. K. Poratunckoro u A. B. BuktopoBa. KueB: CoBeTckoe
CTPOUTEJILCTBO U NpaBo, 1934. C. 161.

50 dkoBen E. H. W3 wucTopuu pa3BuTus HHGOPMALMOHHO-aHAJIUTHU-
YeCKOH [1esITeJIbHOCTH OpraHOB NMOJUTHYECKOTO U YTroJI0BHOIO cbicka Poccum.
Axasemusi pycckod cuMmBoauku «Mapc». MockBa, 2008. Ne7. URL:
http://www.geraldika. jrg/07_2008_42.htm

51 gkoBen E. H. [Ipo6/ieMbl aHaJIUTUYECKOW paboThl B ONEPaTUBHO-
PO3BICKHOM [lesITeJIbHOCTH OPraHOB BHYTPEHHHUX JeJ: MoHorpadus. Mocksa:
Uspartenbckuit fom llymunosoii U. U., 2005. C. 16.

52 Tam caMmo.
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MoHozpagpis
Jinu pisHux cayx6 MBC kosauimasoro CPCP. BignoBifHo 0 Haka3y
MBC CPCP Ne 474-1968 p., Ha HayKOBO-TeXHiYHi Mijpo3ainu 6y.j0
MOKJIaZIeHO OGOB’SI3KU PO3pPOO6JIeHHS KPUMIHAJTICTUYHUX METO/iB
i 3aco6iB mij 4ac y»KUTTS ONepaTUBHO-PO3IIYKOBUX 3aX0/iB, peaJi-
3anil areHTYpHUX po3p060K ONlepaTUBHUMM mifpo3zisiamu MBC3.

OpHietro i3 ¢opM yyacTi ekcnepTiB B OnepaTUBHO-PO3IIY-
KOBIiM [isiIbHOCTi 6yJI0 3aCTOCYBaHHS clleljaIbHUX XiMIYHUX peyo-
BUH JJIs TIoNlepe/KeHHs i pO3KPUTTSA KPaJiXKOK M iHIIMX 3JI0YUHIB,
TaK 3BaHUX «XIMIYHUX [TACTOK».

Y 1970 pouii ekciepTHO-TeXHi4YHI NiApo3aiau 6yJ10 06’€AHAHO
3 mifpo3AisamMu onepaTUBHOI TexHikM Ta 3B’A3Ky. Hakazom MBC
CPCP Big 06.03.1970 p. N2 65 3aTBepmkeHo [loyioxkeHHs mpo mpo-
BeJleHHA eKCIIepTHU3 y KPUMIiHa/liCTUYHUX MNiApo3Aizax oprasis
MBC. ¥ 1970-x pokax aKTUBHO PO3BHUBAETHCS NOPTPETHA iJJeHTHU-
¢ikanis ocobu MeToZ0M Cy6’eKTUBHOIO MOPTpeTas.

Hakazom MBC CPCP Ne 0155-1973 p. 6yJio 3anpOBa/i>)KeHO
B MPAKTHUKy po60oTH KpuMiHaiicTuunux miaposainiB IIIC «Cmig»
JAJid NepeBipKU CaifiB NajbliiB pyK 3a MacUBaMU JAKTUJIOKapT i3
BUKOpUCTaHHAM EOMSS,

B opraHax BHyTpillHiX cripaB i3 noyaTKy 70-X poKiB MUHYJIO-
ro CTOJITTS MiLLIM LUJISXOM CTBOPeHHs ajdaBiTHUX KapTOTEK Ha
pi3Hi kateropii oci6. Ycboro icHyBasio 0 70 Bu/IiB asipaBiTHUX Ka-
pToTeK. I3 MeTo IeHTpaJsi3alil onepaTUBHO-PO3IIyKOBOi iHdop-
Maljii 6yJi0 cTBOpeHO crucTeMy iHopMarifiHUX LleHTpiB, 10 30ce-
peauu 6inblie TPUALATH KapTOTEK PYYHOIO MOIIYKY (32 KJIWYKa-
MM, I'SHULSMH, Hebe3eYHUMU pelUAuBicTaMy, BJaCHUKaMH He-
JleraJIbHUX KBapTHP TOLL0)56.

53 [leunikoB B. C. € Taka cayx6a..; B 2 T. / 3a pez. . [I. Kpactoka. Kuis,
2011.T.1.4.1.C. 15.

54 3uHuH A. M. ®oTOpo6OT (MCTOpHS CO3JaHUS U BHEJPEHUS B IPAKTHU-
Ky OpPraHOB BHYTPeHHUX JeJ). 85 jeT JKcnepTHO-KPUMHUHATUCTUUECKOH CIly-
»k6e opraHoB BHyTpeHHUX e Poccuu: ¢6. ct. MockBa, 2004. C. 218-230.

55 [eunikoB B. C. € Taka cayx6a... ¥ 2 T. / 3a peg. . I. Kpactoka. KuiB,
2011.T.1.4.1.C. 391.

56 JkoBen E. H. [Ipo6/ieMbl aHaJUTUYECKOW paboThl B ONEPAaTUBHO-
PO3BICKHOM [lesITeJIbHOCTH OPraHOB BHYTPEHHHUX JeJ: MoHorpadus. Mocksa:
UspaTtenbckuit fom llymunosoii U. U., 2005. C. 99.
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BuToku 1me ofHi€l AiarHOCTUYHOI CKJIaJ0BOI CATalThb CyZ0-
Boi MeguLMHU. CyTh Oy Ab-IKOI iarHOCTHUKHU MOJISITAE B TOMY, 1[0 HA
OCHOBI po3Mi3HaBaHHSA 06’€KTa, CXOXOT0 3 yKe BiJoMUMU MOJi6-
HUMH 006’€KTaMH, BU3HA4alOThCs WOTO BJIACTUBOCTI, CTaH, 3MiHH,
3B’s3KH i3 30BHIIIHIM cepeoBHUIleM ToIo. [I[pUHIIUIIOBOIO BiAMiH-
HICTIO JAiarHOCTHKHW Bij izeHTH®ikKalii € Ta o6cTaBUHA, IO «3a
inenTUdikanil po6oTa Ha aHa/MITUYHIN cTaAil BiOyBaeThcsa 3 ypa-
XyBaHHSAM CTYIIeHsl 3icTaB/ieHHsI ABOX O0’€KTiB: LIYKaHOro i Toro,
0 NepeBipsAOThb. ¥ AiarHOCTHLI 06’€KTa, KOTPUM INepeBipsIoTh,
HeMag, Koro 1e noTpi6Ho 3HaWTH. Ha aHasniTU4HiN cTanii giarHoc-
TUYHOTO MPOIecy WUAeThCs NP0 BUOKPEMJIEHHS O3HAK TiJIbKU IIy-
KaHoro o6’eKTa» 57.

YnpoBagxenusa EOM npu3Besio ;0 CTBOPEHHS NMEPIINX aBTO-
MaTH30BaHUX iHGOpPMALiMHO-TIOIIYKOBUX CHUCTEM OIEpPATUBHO-
pPO3IIYKOBOro NMpU3HauYeHHs, TakuxX AK «06.ik» (Hakas MBC CPCP
Ne 0483-75 p.) i «Po3myk» (Hakaz MBC CPCP Ne 0375-70 p.), i niz-
cucteM «CurHan», «®inbTp», «Mepexa». BoHn 3aMiHWIM HasABHI
KapTOTeKH Ta 0O6JIKOBi ClpaBH, YBeJH €JUHY TEPMiHOJIOTiIO A5
OIIUCY OllepaTHBHO-TAKTUYHUX, KPUMIHOJIOTIYHUX | KpUMiHamiCcTH-
YHUX MOHATH i ABUIN, JETaJbHO MpOrpaMmyBa/i 30UpaHHs iHOp-
Mauii Ta iHAMBiAyasbHO-podisakTUUHY Po6OTY 3 0cO6aMHM, TMOC-
TaHOBJIEHMMH Ha 00J1iK58,

[cTOTHMH BHECOK Yy po3po6JieHHSI HAyKOBUX METO/UK,
MOB’SI3aHUX i3 aHaJli3oM olepaTUBHOI O6GCTAHOBKW Ta JiarHo-
CTUYHHUM aHaJli30M 3JIOUMHY, - OCHOBHUMHU BHUJAMHU JiaTHOCTUYHOI
CKJIQJIOBOI JOCJIiP)KeHHS NpeAMeTiB i JJOKYMeHTIB - GyB 37ilicHe-
Hu y 70-80-i pp. Bigomumu BuyeHUMH [I. B.'pebenbcbKum>?,

57 Kopyxos I0. I'. KpuMuHanucTryeckoe pacno3HaBaHUue U KpUMUHAIU-
CTHUYecKasi AUarHOCTUKa: cojiepKaHUe U COOTHOLIeHHe MOHATHUH. YToJ0BHBIN
npolecc U KPpUMHHAJIMCTHKA Ha pybexxe BekoB. MockBa: AKaJieMus ynpasJie-
uus MB/] Poccuy, 2000. C. 112.

58 OBuuHckui C. C. OnepaTUBHO-pO3bICKHAs WHQOpMalus; HOA pes.
A. C. OBuuHckoro, B. C. OBunHckoro. MockBa: UH®A, 2000. C. 118.

59 T'pe6enbckuit [I. B. TeopeTuyeckne OCHOBbI M OpraHU3alMOHHO-
npaBoOBble NMPO6GJeMbl ONepaTUBHO-PO3bICKHOH /esATeJbHOCTH OPTaHOB BHYT-
peHHux Aen. MockBa: PUO Akaa. MB/] CCCP, 1977.170 c.
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B. A. JlykawoBum®?, C. C. OBUHMHCBbKHUMS]!, K.T. CuHinoBum®2
Ta IHIIUMH.

Ha nmoyatky 80-x pp. 6yJia po3po6yieHa METOAHUKA KOMILJIEKC-
HOTO €eKOHOMIiKO-IIpaBOBOI'0 aHaJi3y TIoCnofapCcbKol HiJIbHOCTI
00’eKTiB, 06’€/IHAHb, rajly3eil HAPOJHOIrO TOCIOAAPCTRA, 110 Nepe-
6ayajia BHBYEHHs Npo6JeM 3abe3neyeHHs 36epeKeHHs coliia-
JIICTUYHOI BJIaCHOCTI Ta po3po6JsieHHs 3aX0/iB LI0/0 MoNepe/KeH-
HA 6e3rocnoJapHocCTi, po3KpajaHb, MOCAJOBUX | rocnoAapcbKux
3JIOYUHIB®3.

BoaHovyac craBneHHs [fo AIC omepaTHBHO-pPO3LIYKOBOTO
Npu3HAYeHHs B JiepxaBi 6y/i0 HeofgHO3HAYHUM. Tak, y 70-i poku
OyJ1a cTBOpeHa A0BoJIi edpeKTHBHA iHOpMaL[iHHO-aHATITUYHA CUC-
TeMa «[lacnmopT», sika AaBaJja 3Mory ¢ikcyBaTH N HaKONHW4YyBaTH
indopmariito npo Bci nepeMilieHHs rpoMa/isiH yepe3 kopoHu CPCP.
3a pomomoroio 1iel cucteMu 6y PO3KPUTI pe30HAHCHI 3/104YMHHU
1110710 HE3aKOHHOT'0 BUBO3Y aHTHKBapiaTy Ta 10BeJipHUX BUPOOIB i3
KpalHH, a TAaK0XX KOHTPabaHAH y BEJIMKUX PO3Mipax, OJiHAK IIBUKO
cucteMa OyJsia JIiKBi/joBaHa 3a BKa3iBKOI BHUINOrO KepiBHHUIITBA
JlEP>KaBH SIK TaKa, 1[0 «[IOPYLIYE MpaBa JIJUHU» 04,

3a crBopenHa AlIlIC cnenjasictu HaMaraaucs 3BaXKaTU Ha
pPO3yMHe MOEJHAHHS TEXHIYHUX MOXJIHUBOCTEH OGYUC/IHOBAJIbHUX
3aco6iB Ta iHTeJIeKTyaJIbHO-JIOTIYHOTO MHUCJAeHHs JJuHU. H. Bi-
Hep NHCaB: «..BifJailTe X JIIOAWHI JIOJCbKe, 2 00YHCIIOBAJbHIN
MalllMHi - MallMHHe. Y 1bOMYy N NOBUHHA, OYE€BUJHO, MOJSATAaTH

60 JlykamioB B. A. OpraHu3anusi ¥ MeToANKa WUHPOPMAIMOHHO-aHAJIU-
THUYeCKOH paboTel B cdepe onepaTHBHO-PO3BICKHOHN /1eSTeJIbHOCTH OPraHOB
BHYTpeHHUX e jeknusa. Omck: OBIIM MB/I CCCP, 1983.32 c.

61 OuuHckuil C. C. OnepaTUBHO-pO3bICKHAsA MHQOpMaLus; HOA pes.
A. C. OBuuHckoro, B. C. OBunHckoro. Mocka: UH®A, 2000. 367 c.

62 CunuuioB I. K. [IpaBoBbie, MHOpMALMOHHbIE U TAKTUYECKUE OCHOBBI
OP/l coBeTckoi Muaruuu. MockBa, 1975. 320 c.

63 xoBen E. H. [Ipo6/ieMbl aHaIUTUYeCKOW paboThl B ONEpPaTUBHO-
PO3BICKHOM [lesITeJIbHOCTH OpPraHOB BHYTPEHHHUX JeJs: MoHorpadusa. Mocksa:
UspaTtenbckuit fom llymunosoii U. U., 2005. C. 21.

64 BeicTynyieHue Haya/IbHUKa IJIaBHOTO MHGOpPMalMOHHO-
aHajnuTudeckoro ueHTpa MB/l Poccuu renepas-maiiopa muauuuu Cepres
[TepoBa Ha cTpaHuLax rasetsl «lluTt u meu». URL: http://www.mvdinform.ru.
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HogiTHi TexHonorii y po3cnigyBaHHi 3NMOYMHIB: Cy4acHWii CTaH i NpobneMun BUKOPUCTaHHS
po3yMHa JiiHisS MOBeAiHKKM B opradizanii coisbHUX il Jojaei
i MaIIKH»95,

Y 70-x pokax MHUHYJIOTO CTOJMITTS 6yJsio cTBOpeHOo Pecny6i-
KaHCbKHUI HaykoBoO-AocaiaHuil iHpopmaniitnuii nentp MBC YPCP,
Jl0 OCHOBHHUX HaNpsAMiB JifJIbHOCTI SIKOTO HaJ/eXXasu: HaJaHHA
OllepaTUBHO-J0BIJKOBOI, pO3IIYKOBOI, CTATUCTUYHOI Ta iHIIOI iH-
dopmarii; 36upaHHs, 06po6Ka, 36epiraHHs, aHasi3 iHpopmanii mpo
3JIOUMHU Ta 0Cib, fAKi IX yUMHUIIY; PO3TJIsA] MaTepianiB Mpo oroJio-
IIeHHS Ta MPUIUHEHHS PO3IIYKY 0Ci6, AKi 3HUK/IM 6e3BicTH, HeBMi-
3HaHUX TPYINIB, @ TAKOX PO3ILIYKYy BTPayeHUX i BUABJIEHUX HOMep-
HUX peueli, 36poi Too. [lepmuMu aBTOMaTH30BaHUMHU iHpopMa-
HilHUMU cucteMaMu 6yau «llpodinakTuka-Po3myk», «Po3iyk»,
«Ctatuctuka» Ta iHmi. Y 90-i poku Ha 036pOEHHST MPABOOXOPOH-
HUX OpraHiB YKpaiHM 6y/d B3STIi Taki KOMI'IOTepHI MepexHi
cucremy, sk «biHap», «KpoHyc», «EpMmak», «Konpop», «Ackpin»,
«JlereHga» Ta iHIUI, 10 MaJId 3HA4YHO BUILI NOIIYKOBO-aHaJIITUYHI
MOXKJIMBOCTI®®.

Ynpogosx 1981-1991 pokiB TpUBa€E CTaHOBJIEHHA i pO3BU-
TOK CaMOCTIMHUX eKCIIepTHO-KPUMIHaJICTUYHUX MNiJpo3AiaiB y
cucteMi MBC. 3okpeMma, y auctonazi 1981 poky yrBopeno Excnep-
THO-KpuMiHanictudHe ynpasaiHHa MBC YPCP, mo crBOproBaio
repeAyMOBH [Jis OKPalLleHHSI BUKOPUCTAaHHA HayKOBHUX METO/IB i
TexXHIYHUX 3aC06iB y MPOTHAI] 3JIOYHHHOCTI.

Y 1985 polii B IpakTHKy 60pOThOH 3i 3JIOYHHHICTIO BTiJIEHO
reHoMHUH MeTo/ ineHTUdikanii roauHu 3a JIHK, Akuit BBaXKa€eThb-
C OJHUM i3 HAMOI/NbII 3HAYHUX JOCATHEHb KPUMIiHaTICTUKH
XX cT.67.

Juisi 06po6KHU, 36epiraHHsl Ta BUKOPUCTAHHS ONepaTHUBHOL
iHpopmanii po3noyasu 3acTOCOBYBAaTH NOTYXKHI aBTOMaTU30BaHIi
inpopMarniiidi cucremu. Oco6JMBO 1Lie BUSABUJIOCS B JiSIJIBHOCTI

65 OBuuHckui C. C. OmepaTUBHO-pO3bICKHAsA MHOpMalus MOJ pen.
A. C. OBuynHckoro, B. C. OBunHckoro. MockBa: UH®A, 2000. C. 82-83.

66 JlenapTaMeHT iHpopMaliliHO-aHaNMiTUYHOrO 3abe3neyeHHss. URL:
http://www.mvs.gov.ua/mvs/control/maiOn/uk/publish/article /544651.

67 bepHa3 B. /. [nTerpauis focATHEHb Cy4yacHOI HAyKu B CJAi4y [ifJb-
HicTb. [TisdeHHoykpaiHcbkull npasHuyutl yaconuc. 2008. Bum. Ne 4. C. 189-191.
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MoHozpagpis
MPaBOOXOPOHHHUX OPraHiB, MOB’s3aHiN 3 MPOTHUAIEI OpTraHi3oBaHii
3JIOUMHHOCTI, 1[0 HaOyJI0 3HAaYHOI aKTyasbHOCTI B KiHni 80-x - mo-
yaTky 90-X pokiB MuHyJorO cTOJITTA. Lleli mepioz Bifg3HavaBca
OYPXJIMBUMHU MOJISIMU B CYCIIJIbHO-TIOJITUMHOMY Ta EKOHOMIYHOMY
KUTTI Ha TepeHax KoJsuliHboro CPCP, 30kpema it B Ykpaini. O3Ha-
YeHi noAil cynpoBOKyBaIMCA 3HAYHUM IiIBULIeHHAM piBHA 3J10-
YUHHOCTI, 0c06J/1MBO ii opranizoBaHnux ¢popm.

XapaKTepHO 0COGJMBICTIO TPETHOr'O eTamny CTajJa KOMII'I0-
Tepu3allii KpUMiHaJicTUYHOTO Ta iHdopMaIiiHO-aHATITUUHOTO
3abe3neyeHHs ONepaTUBHUX MiApo3/iaiB i migpo3ainiB gocy10Boro
po3ciainyBaHHs, 3anpoBaxeHHAM [JHK-ananisy, 1m0 o3aHamMeHyBajio
PEeBOJIIOIiI0 B TEXHOJIOTISIX OTPUMaHHs, 00pO6KH, cCHCTeMaTH3allii,
aHaJizy Ta BUKOPUCTAaHHA KPUMIHAJNICTUYHOI, OllepaTUBHO-
po311yKoBOi Ta MpolecyanbHol iHdopMariil.

Yemeepmuil eman auKopucmaHHsl HOBIMHIX mexHo.102ill y po-
3cnidysaHHI 3104UHI8 oxontoeas noyamok 90-x pp. - 19 aucmonada
2012 p. lleil eTan BUKOPHUCTAHHS HOBITHIX TE€XHOJIOTIHM y po3ciify-
BaHHi 3JI0UMHIB MOB’I3aHUM 3 MPOTOJIOIIEHHSM He3aJeXHOCTI
YKpaiHH, CTPYKTYPHOIO 1epeby/J0BOI0 ONlepaTUBHUX Ta eKCIIePTHO-
KPUMIiHa/JiCTUYHUX NiApOo34iIiB 1 migpo3ainiB foCyL0BOro po3cii-
JyBaHHSA.

3 1991 poky 3ano4aTKOBAaHO Cy4yaCHUW PO3BUTOK EKcnepT-
Hoi cay»x6u MBC Ykpainu. Hakazom MBC Ykpainu Big 09.03.1992 p.
Ne 140 sarBepmxeHo IloJioxkeHHS PO JiAJBHICTE €KCIepPTHO-
KpPUMIHa/IICTUYHUX Nigpo3aiaiB. ¥ 1993 poui yxBajieHO pillleHHs
PO CTBOpPEHHS JiabopaTopii MOJIeKyAIPHO-TEHETUYHOI eKCIepTHU-
3u. Jlna posciiflyBaHHA 3JI0YMHIB, YYMHEHHUX i3 3aCTOCYBaHHAM
BUOYX0BUX NMpHUCTPOiB, HakazoM MBC Ykpainu Big 13.06.1995 p.
CTBOPEHO BUOYXOTEXHIYHI MiAPO3AiaH.

Y ueit nepioa B Ykpaini 6ysin cTBOpeHi HayKOBO-A0Ci/iHI iH-
CTUTYTHU Cy[0BUX eKcrnepTus MinicTepcTBa toctuuii B Kuesi, Xap-
koBi, Ozeci, JIbBoBi, JloHenbKy, /IHinponeTpoBchbKy, CiMmdepomnoJi,
a Takox Hu3ka Bigainenb HJICE.

[loctaHoBow Kabinety MiHicTpiB Ykpainu Bix 20 4depBH#A
2000 p. Ne 988 yTBOpeHo ExcnepTHy cay:x6y MiHicTepcTBa BHYT-
pILIHIX cpaB K CUCTEMY eKCIIepTHUX MiAPO3L4iJiB, 10 AKOI BXOAU-
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au: JHAEKL MBC Ykpainu, HAEKL npu 'YMBC AP Kpuwm, y M. Kue-
Bi Ta KuiBcbkill o6Jacti, YMBC B ob6usactax, M. CeBacTonoJii Ta Ha
TPaHCIOPTI.

3 oriAAy Ha BaX/JIMWBY POJIb 3aCTOCYBAaHHA ONEpPaTUBHO-
TexXHIYHUX 3aXO0/iB /Jisl MPOTUAIl 3JI04MHHOCTI, Y 1994 poui 6yJso
ctBopeHo OmnepaTHBHO-TexHiYHe ynpaBJyiHHA MBC Ykpainu, ske
2002 poky peopraHizoBaHo B [lemapTaMeHT ONepaTHUBHO-
TexHIYHUX 3axofiB npu MBC Ykpainu, Ta BignoBigHi miaposginu
Ha MicLX, 10 OCHOBHUX OYHKIN fKUX YXOAUTb BUKOHAHHS 3a-
BJlaHb OINlEpaTUBHUX NiJpO3JiJiB 3 NpPOBaJHKEHHA ONEepaTHBHUX
pO3p0o6OK i KpUMiHa/JbHUX CIpPaB i3 HerJJACHUM BUKOPHUCTAHHSM
ornepaTUBHO-TexHIYHUX 3ac06iB. Y 2011 poui JOT3 peopranizoBa-
HO B ['0jIoBHe ympaBJliHHS OoNepaTUBHO-TEXHIYHUX 3axofiB KM
MBC, a 2012 poky 3HOBY nepeTBOpPeHO B /lenapTaMeHT omnepaTUB-
HO-TEeXHIYHUX 3aX0/IiB.

Y npaBOOXOPOHHUX opraHax YKpaiHu 6y/0 po3po6JieHO Ta
3aTBep/JPKeHO HU3KYy BiJOMYMX iHCTPYKILiH, fKi CAYTyIOTb HOpMa-
THUBHO-NPABOBOI0 6A3010 /JIsl MPOBEIeHHs eKCIIEPTHUX A0CTi/PKEHb
i3 BUKOPHUCTAHHSAM moJtirpada.

[loganbiie AOCHIKEHHS NMPOOJEM BHUKOPUCTAaHHS HOBIT-
HIX TeXHOJIOTIM y po3cJifyBaHHI 3/I0YMHIB 3HaX0J4MMO B HayKo-
Bux npauax lO.II. Anenina®®, O.M. bangypku®, B. Il Baxina’o,
0. A. benoga’!, B./l. bepnasa’?, B.B. biprwokosa’3, T.B. Bapdouio-

68 AneniH 10. I1. TeopeTuyHi Ta NpakTUYHI OCHOBU PO3KPUTT i po3Caify-
BaHHA OcCepe/KiB 3/704MHIB: aBTOped. ... [-pa lopuz. Hayk: 12.00.09. Xapkis,
1997.48 c.

69 Banaypka A. M., T'op6adeB A.B. OnepaTHBHO-pO3bICKHAsA JesTeNb-
HOCTb: npaBoBoil aHanu3. Kues: PUO MB/ Ykpaunel, 1994.160 c.; Bangyp-
ka 0. M. OnepaTHBHO-pO3LIYKOBa AifabHICTb. YacTruHa [: nigpyd. Xapkis: Bug-
Bo Han. yH-Ty BHyTp. cnipas, 2002. 336 c.

70 BaxuH B. II. KpumuHanuctuka: npo6seMbl U MHeHUs (1962-
2002 rr.). Kues: [6. 1.], 2002. 266 c.

71 BenoB 0. A. MHdopManmoHHOe oGecneyeHUE PpACKPBITUSL U pac-
cae[j0BaHUs NpecTymaeHUi: MoHorpadus. MockBa: Hpautundopm, 2009.
136 c.

72 bepHa3 B. /I. InTerpauis JOoCATHEHb Cy4YacHOI HAyKu B CJAi4y [if/b-
HicTb. [TliedeHHoykpaiHcbkull npasHuyutl yaconuc. 2008. Bum. Ne 4. C. 189-191.
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MeeBoi’4, A. ®.BosobyeBa’>, A.B.lmenka’¢, H.I. Knumenko??,
B. K. JIucuueHka’s, B.T. JlykameBuya’?, €. [I. Jlyk’ ssHumkoBas?,
JI. 1. Huxudopuykadl, A. C. OBUMHCBKOT08?, B. C. OBUMHCH-

73 BiprokoB B. B. TeopeTuyHi ocHOBU iHpopMaliiHO-0BIIKOBOrO 3a-
6e3neyeHHs PO3CIifyBaHHA 3J04MHIB: MoHorpadis. Jlyrancek: JIZIYBC, 2009.
664 c.

74 Excneptusu y cygoBiii mpaktuni / KHJAICE, Akag. ajgBokaTypu
YkpaiHu: Hayk.-npakKT. NOciOHWK; 3a3ar. pea. B. I. TonuapeHka. 2-re
BUJ., nepepob. i gomn. Kuis: 0pinkom IuTep, 2010. 400 c.

75 Bosio6yeB A. @. [Ipo BUKoOpUCTaHHSA moJirpada npu po3ciifyBaHHI
3s0unHiB. Kpuminanictuka XXI cTosiTTs: MaTepianu MixHap. HayK.-paKT.
koH®. (XapkiB, 25-26 sucromn. 2010 p.). Xapkis, 2010. C. 110-113.

76 Jlu.: Imenko A. B., Kpactok L. II., MaTBienko B. B. [Ipo6sieMu Kpumi-
HaJIiCTUYHOTO 3abe3NeyeHHs] PO3C/iAyBaHHS 3JI0YMHIB: MoHorpadis. Kuis:
Hau. akaz. BHyTp. cnpaB Ykpainy, 2002. 212 c.; lmenko A. B. MeTopoJsioriuni
npo6sieMHd KPUMIHANICTUYHHUX HAyKOBUX JOCJi/KeHb: MoHorpadis; 3a pej.
L. I1. Kpactoka. Kuis: HABCY, 2003. 359 c.

77 KnumeHko H. I. KpuMinanicTU4uHi 3HaHHA: OHATTS, CTPYKTYpa, po3-
BuTOK. Kpuminasnictuka XXI ctoniTTa: MaTepiaiu MixkHap. HayK.-IpaKT. KOH.
(XapkiB, 25-26 sucton. 2010 p.). Xapkis, 2010. C. 29.

78 Jlucnyenko B. K., lllexaBuoB P. M. [Ipo6sieMmu Teopii Ta NpaKTUKH TO-
JOJIAaHHA NPOTHUAIT PO3CAiyBaHHIO OKPEMHUX PiSHOBUJIB 3JI0YUHIB, BUMUHEHHUX
OpraHi3oBaHUMM TIpynaMy, 3J0YMHHUMU OpraHisauismu: MoHorpadis; MBC
Ykpainy, Jlyras. gepx. yH-T BHYTp. cipas iM. E. O. linopeHka. 2-re BUA,, nepe-
po6.J1. Ta fonoBH. JlyraHncek, 2012. 319 c.

79 JlykaweBud B. I, FOHanbkuit 0. B. MogentoBaHHA y KpUMiHalicTULL
Ta Mi3HaBaJIbHIH Jisi/IbHOCTI ctigyoro: MoHorpadis. Kuis, 2008. C. 6-7.

80 Jlyk'ssHunkoB €. /l. [HdopManiiiHe 3a6e3nedeHHs PO3C/IiyBaHHSA
37104MHIB (MpaBoOBi i TaKTHKO-KpUMiHaJMiCTH4HI acrekTH): aBToped. Juc. Ha
3400yTTSl HayK. CTyHeHs JAOKTopa opuA. Hayk: cner. 12.00.09. Kuis, 2005.
38 c; Jlyk'sHyukos €. [[. MeTozosioriudi 3acagu iHdopmaniiiHOro 3abesme-
YeHHs PO3CJiJlyBaHHA 3JI04YMHIB: MoHorpadisa. Kuis: Han,. akazx. BHyTp. cnpaB
Ykpainy, 2005. 360 c.

81 Hukudopuyk /1. M., Bycost 0. 0. IIpoBejieHHs aHaIi3y oNepaTHBaHO-
posiuykoBoi iHdomauii: MoHorpadis. Kiposorpag: TOB «Ilonirpad-Cepsic»,
2010.165c.

82 Jlu.: OBunHCcKUM A. C.,, KapeTtHukoB M. K. [Ipo6ieMbl MoAroTOBKHU
CMelnyaJucToB B 006J1aCTU NPUMEHEeHHs COBpPeMeHHbIX HHG(OPMalMOHHBIX
TexHoJiorMi. BectHuk MB/] Poccuu, 2000. Ne 4-5. C. 130-131; OBuuHckuit C. C.
OnepaTuBHO-po3bickHast uHopmanus / nox pexd. A.C.OBYHHCKOrO H
B. C. OBunHckoro. MockBa: UH®PA-M, 2000. 367 c.; OBuuHckuit A. C. UHOD-
Mal{s M ONepaTHUBHO-PO3BbICKHAsl JAesATeJbHOCTb: MoHorpadus / moA pefn.
B. H. [lonnoBa. MockBa: UH®PA-M, 2002. 97 c.
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koro83, C.C. OspuuHcbkoro®t, I0.10.0psaoBa®, B.JI. OpTHHCH-
koro8¢, M. A. [loropenbkoro8’, M. B. CanteBcbkoross, B.B. TimeH-
Kasd9, JI 1. Y panoBoif, B.T. XaxaHoBcbKoOro%?, [. ®. Xapabe-
ptoma?2, B. M. llleBuyka®3, B.10. lllemitbka®¢, P.M. lllexaBijoBa®s,

83 OBynHckuii C. C. OmepaTUBHO-pO3bICKHAs HWHopManus / T1ofj
pex. A.C.OBuuHckoro u B.C.OBuuHckoro. MockBa: HH®PPA-M, 2000.
367 c.

84 Tam camo.

85 OpJioB 0. }0. 3acTocyBaHHS J1a3epHOTO CKaHYBaHHS Mif, 4ac orjasgy
micus nogii. Haykosut gicnuk HayionasnvHoi akademii eHympiwHix cnpas. 2011.
Ne 4, C. 196-201.

86 OptuHcbkui B. JI. [IpoTuais HeserasbHIM eKoHOMILi 3aco6aMu ore-
PaTUBHO-PO3LIYKOBOI AisJIbHOCTi: MOHOrpadis. JIbBis, 2004. 436 c.

87 Jlu.: [loropeubkuii M. A, lllenomenueB B. Il. Ki6ep3siounHu: o Bu-
3HaueHHs MNOHATTA. BicHuk npokypamypu. 2012. Ne 8. C. 89-96; Iloro-
peubkuid M. A.  ®yHKILioHa/bHe NpU3HAYeHHs ONepaTHBHO-PO3LIYKOBOI
JisbHOCTI y KpuMiHasibHOMY mpoleci: MoHorpadis. Xapkie: Apcic JIT/,
2007. 576 c.

88 CasrteBcbkuil M. B. KpuMiHasicTrka (y cydacHoMy BUKJIaJi): miapyd-
Huk. Kuie: Kongop, 2008. 588 c.

89 Tumenko B. B. CucremMa KpMMHHAJUCTHUKU: NMPO6GJIeMbl ONTHMH3A-
uuu. Kpuminaaicmuka XXI cmoaimms: matepianu MikHap. HayK.-pakT. KOHO.
(XapkiB, 25-26 sucton. 2010 p.). Xapkis, 2010. C. 46-50.

90 VYpanosa JI. /. Teopis Ta mnpakTHKa OTpPHMaHHS BepOaTbHOI
indopmanii y kpumiHasibHOMy npoueci YkpaiHnu: MoHorpadis. Kuis, 2005.
C. 171.

91 XaxaHoBceku# B. I'. Teopis i npakTuka kpumiHaiicTuuHoi iHpopma-
TUKH: aBTOped. AuC. ... A-pa ropuj. Hayk: 12.00.09. Kuis, 2011. 28 c.

92 Xapab6eprou 1. . BukopucraHHs cnerjaabHOI TEXHIKH LI[0J[0 TPOTH-
Zii 37104MHHOCTI B YKpaiHi: TeopeTH4Hi, NpaBoBi Ta opraHisauilHi aclnekTu:
MoHorpadis. [jonenpk, 2011. 234 c.

93 [lleBuyk B. M. CoBpeMeHHbIe TeH/IeHLIMU NPOTUBOJAENCTBUA KOHTpa-
6aH/le HAapKOTHUYECKHUX CpPeACTB B YKpauHe (KPpUMHHAJIUCTUYECKUH aHa/lIus).
36ipHuUK Haykosux npayb Xapkiecbkozo LjeHmpy eug4eHHs 0p2aHi308aHOI 3/104UH-
HOCMI CNiZIbHO 3 AMepukaHcbKum yHigepcumemom y Bawunemowni. 2004. Bum. 9.
C. 230-277.

94 lllenitbko B.10. Ilpuposa i npeaMeT BUBYEHHSI KPHUMiHaTiCTUKHU
B cUCTeMi HayKOBOro 3HaHHs. BubpaHi TBopu. Xapkis, 2010. C. 16.

95 [llexaBLoB P. M. BipoBa/;keHHs1 TexHoJoTii 3D-Moie/lt0BaHHS y pO3-
caiayBaHHI 3/104MHIB: NpaBoBi Ta KpUMiHanicTU4HI npo6sieMmu. KpuminanicTu-
ka XXI croniTTsa: MaTtepiasn MixkHap. Hayk.-mpakT. koH¢. (M. XapkiB, 25-
26 nucromn. 2010 p.). Xapkis, 2010. C. 167.
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K. O. Yansiuncbkoro®, C. C.YepHsaBcbkoro?’, O.M. H0pyeHka% Ta
IHIIUX BYEHHUX.

BaX/iuBy poJib y KOOpAMHALIl JiAJIBbHOCTI IPaBOOXOPOHHUX
OpraHiB pi3HUX KpaiH BUKOHYE IHTepros - MixkHapoHa opraHisa-
nis  kpuMmiHasbHoi  mouinii  (International Criminal Police
Organization), uieHamu sikoi € nmoHaJ 190 gepxkaB cBiTy. IcTopis
[HTepnosly 6epe movyaTok i3 mepuoro 3'i3y KpuUMiHaJbHOI MOJIi-
uii 14-18 kBiTHA 1914 poky B MoOHaKo, KOJU HOPUCTHU Ta Mpa-
LiBHUKM moJilii 14-Tyu AepkaB JOCATJIU JOMOBJIEHOCTI MPO CTBO-
peHHsl LeHTPaJbHOTO MDKHApOAHOro 6aHKy JAaHUX i BU3HAYWJIU
NpoueAypy mnepefadi 3JI0YMHIB iHO3eMHiNH JepxaBi. OcCHOBY
JisyibHOCTI IHTepmoJsly CTaHOBJATH NOTY)XHI 0GYMC/IIOBAJIbHI
LeHTpH, fAKi NOCTIHHO HAKOMHUYYIOThb i ONpalbOBYIOTH BeJUYe3Hi
MacuBH iHdopMarii®.

Y yepBHi 1998 poky ypajau AepkaB-4JleHiB EBpONeNCbKOro
Coro3y paruodikyBasn KoHBeHIilo mpo 3acHyBaHHS EBpomoJy -
EBpomneiicbkoro mnosineiicbkoro odicy (European Police Office).
3 MeTor0 3anobiraHHs Ta NPOTHUAII 37104MHHOCTI B EBpomoJIi CTBO-
peHo KoMI'IoTepu3oBaHy iHpopMalLiliHy cucTeMy, B sKiil 36epira-
I0ThCSl HEOCOOHUCTI Ta 0cOOHUCTI JaHi. Yroay mMix YkpaiHoto i EBpo-
M0JIOM PO cTpaTeriyHe cniBpo6iTHUIITBO HifgnucaHo 2009 poky.

[leil eTan XapaKTepU3YETbCS CTBOPEHHSAM O0O0JIKiB MiXBifo0-
MYOT0 XapaKTepy, PO3BUTKOM MixJiep»KaBHUX 0O6JIiKiB, BUKOpPUC-
TaHHSM iHTerpoBaHUX 6GaHKiB [HTepnoJy Ta EBpoIOJY; PO3BUTKOM
TeXHOJIOTiM aHaJITUYHOI Ta KOMIT'IOTEPHOI PO3BiJIKH; CTBOPEHHSM

96 Yaniuacbkuil K. 0. TakTUyHe 3a6e3nedyeHHs] PO3C/ilyBaHHS [isl/ib-
HOCTi 3JIOUMHHUX yrpynyBaHb: MoHorpadis. /lHinponerposcek: Jlipa JIT/,
2010.304 c.

97 YepusiBcbkuil C. C. PiHaHCOBe 11aXxpalicTBO: MeTO/O0JIOTIUHI 3acazu
posciifyBaHHs: MoHorpaodis. Kuis: Xaii-Tek IIpec, 2010. 624 c.

98 [0puenko 0. M., Ctpesb6unpka JI. M., Beptysaes 0. M. 3acTtocyBaHHS
HOBIiTHIiX iHopMauiiiHux TexHoJs0TiM B iHPopManiliHO-aHaNITUYHOMY 3a6€3-
NeyeHHi omepaTUBHO-CIYKO0BOI JislJIBHOCTI MPaBOOXOPOHHUX opraHiB. Hay-
kosull eicHuk Kuiecbkozo HayioHa/n1bHO20 yHigepcumemy 6HymMpIiWHIX cnpas.
Kuis, 2006. Ne 3. C. 40-49.

99 BesibcoH f. M. UHTepnos B 60pbbe C YroJIOBHOW MPECTYMHOCTHIO;
oTB. pea. Y. . Kapnen. MockBa: Hayka, 1989. 240 c.
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HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS
BUOYXOTEXHIYHUX MiAPO3AiaiB; ynpoBa/KeHHSM B OINEpPaTHUBHY
Ta CJAiA4y NOPaKTUKy MyJbTUMeAiMHHUX TeXHOJIOTii; BUKOpPHUCTaH-
HAM 6e3MiJIOTHUX JIiTaJIbHUX anapaTiB (ApOHIB) y NPaBOOXOPOHHIN
JisIIBHOCTI, pO3p06JIeHHSIM TEXHOJIOTIHN 3HATTA iHpopMarii 3 TpaH-
CHOPTHUX TeJIEKOMYHIKaliiHUX MepexX Ta eJIeKTPOHHUX iHpopMa-
LiHHUX CUCTEM.

I[I'smuil eman eukopucmaHHsi HOBIMHIX MexHO/102ill y po3ci-
dyeaHHi 3104uUHie - i3 20 aucmonada 2012 p. - do Hawux dHis. Tloya-
TOK L1bOr'0 eTany BUKOPUCTAHHS HOBITHIX TEXHOJIOTIN y po3ciify-
BaHHi 3JI0YMHIB MOB’sI3aHUM 3 HabpaHHAM 4YuHHOCTI HOBUM KIIK
YkpaiHy, 3aNpoBa/)XeHHSIM HeIJIaCHUX CJAiJYux (pO3LIYKOBUX) Aiil.
lle cnprYMHUJIO CYTTEBI 3MiHU B Oprasisaljii 3acTOCyBaHHS HOBIT-
HiX TEXHOJIOTIH y pO3CailyBaHHi 3JI04MHIB.

Y nuctonaai 2015 poky Binb6ysiocs pedpopmyBaHHs EkcniepT-
Hoi cayx6u MBC Ykpainy, sika HUHi 6e3mocepe/HbO MiANOPSAAKO-
BY€eTbCA MiHicTpy BHYTpILIHIX cripaB YKpaiHU.

Y 2017 poui 10 TpbOX MpoIecyalbHUX KofeKciB (LuBinbHOro
npouecyanbHoro Kogekcy Ykpainy, ['ocnoflapcbkoro npouecyasib-
Horo Kozexkcy Ykpainu Tta Kogekcy afMiHICTpaTUBHOTO CyJJ04MHC-
TBa YkpaiHu) 6yJia BBeJleHa HOBA IJIaBa, sIka pO3LIKpPHJIAa MOXK/JIUBO-
CTi CTOpIH y CIIpaBi, — eJIeKTPOHHI [J0Ka3H.

Juist joctiipkeHHsT MOGIIBHUX MPUCTPOIB MPAaBOOXOPOHHI Op-
raHy YKpaiHy po3nodajv akTUBHO BUKOPUCTOBYBATHU NPOTrpPaMHO-
amapaTHi 3aco6u komnadii Cellebrite.

[Ipo6sieMH BUKOPHUCTAaHHS HOBITHIX TeXHOJIOTIH y po3-
CJHilyBaHHI 3JIOYMHIB y Cy4YaCHMX yMOBax JOCJipKyBalIu
T.B. ABep’aHoBal®, A.B.Ba6’ak!0l, b.I. bapanenkol??, II.B. Bep-

100 KpumuHaauctuka: yue6HUK / T. B. ABepbsHoBa, E. P. PoccuHckas,
P. C. bBenkun, 10.T. KopyxoB. 4-e u3pg., nepepa6. u gon. Mocka: Hopma: HULL
Huodpa-M, 2019.928 c.

101 Ba6’'sik A. B., Kpenakos 1. 0., Masyp JI. A, Crawak M. B. HaykoBi Ta
opraHizauiifHo-npaBoBi 3acafu NpPOTUAII Mipo3AisaMHU KapHOrO pPO3LIYKY
06iry MaliHa, OJZlep>KaHOro 3JI0YMHHUM ILUISXOM: MOHorpadis; 3a 3ar. pefj.
C. M. T'ycaposa, B. B. lllengpuka. JIsBiB: B/| «[lanopama», 2014. 160 c.

102 HersacHi caigyi (posuiykoBi) zii Ta oco6auBOCTI iX mpoBeJeHHs
ONepaTUBHUMU MiZpo3/iJiaMu OpraHiB BHYTpIlIHIX cCpaB: HAaBY.-MPAKT. MOCI6.
/ B.l. Bapanenko, O.B. boukoBuii, K. A.I'yceBa Ta in.; MBC Ykpaiuuy, Jlyras.
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Ha3103, P.C. Benkin!%, O.B.BoukoBuiil®s, B.I. Bacununuyk!0o,
B. 1. T'anaran07, B. 4. F'opbaueBcbKUii108, M. B. 'pe6eH0K109,
M. JI. T'pi6oB!10, M. B. Janbmunu!1l, B.A.XypaBenn!!?, B.Il. 3axa-

Jep. yH-T BHyTp. cnpaB im. E.O./linopenka. Jlyrancek: PBB JIZIYBC
im. E. O. linopeHka, 2014. 416 c.

103 Bepnas II. B. [HHOBaLii - 0CHOBa KpUMiHaiCTUYHOTO 3a6e3nedyeHHs
JiSIBHOCTI 3 PO3CilifyBaHHA 3JI04MHIB. [lisdeHHOoyKkpaiHcbKull npagHu4utl yaco-
nuc. 2015. Ne 4, C. 49.

104 Jly.: Benxkun P. C. UcTtopus oTeuecTBEHHOW KPUMHUHAJIUCTUKHU.
MockBa: HOPMA, 1999. 496 c.; Beakun P. C. KpuMunHanuctuka: npo6JseMbl
Cero/iHsAIIHEro AHs. 3J1060/JHEeBHbIE BOIPOCHl POCCUACKON KPUMHMHAINCTHKH.
MockBa: HOPMA, 2001. 240 c.; ABepbsinoBa T. B., Poccunckas E. P., Benkun
P.C., KopyxoB 0. I'. KpuMuHanucTruka: yueGHUK. 4-e u3j., mepepab. ¥ oM.
Mocksa: Hopma: HUL| Uudpa-M, 2019. 928 c.

105 HersiacHi cripui (po3smykoBi) fii Ta oco6MBOCTI X mpoBefeHHs
ONepaTUBHUMHU MiZp03/isaMu opraHiB BHYTPIlIHIX cCIpaB: HaBY.-MPAKT. NMOCi6.
/ B.1.BapaHenko, O.B.BoukoBui, K. A.TyceBa Ta iH.; MBC Ykpainu, Jlyras.
Jlep. yH-T BHyTp. cmpaB im. E.O./linopenka. Jlyrancek: PBB JIZYBC
iMm. E. O. linopeHka, 2014. 416 c.

106 BacusnmHuyk B. 1. OnepaTuBHO-po3iykoBa npodisakTHKa 3/7104UHIB
y 6rokeTHiN cdepi: MoHoTpadisa. Kuis: JI1 «Po3BuTok», 2011. 520 c.

107 Tanaran B. 1, Canixos L. [0. BcraHoBieHHa noAll KpHUMiHaJIBHOTO
NpaBONOPYLIEHHS sIK 06CTaBUHH, fIKa MiAjIsra€e J0Ka3yBaHHIO y KPUMiHa/lbHO-
My npoBa/keHHi: MoHorpadis. Kuis: Ykp/I'Pl, 2017. 198 c.

108 Po3KpUTTS Ta PO3CJAiJyBaHHA YMHUCHUX BOHBCTB, YYHHEHUX Ha
3aMOBJIEHHs: HaB4. noci6. / B. I Bacununuyk, A.®.Bosobyes, B.f. T'opba-
yeBCbKUMM Ta iH. KuiB: Ynp. Bupg.-nmosirp. gianasHocti MBC Ykpainu, 2010.
288 c.

109 Tpebentok M. B, IllBeup B. K. [Ipo6seMy BHKOpHUCTaHHS KpH-
MiHaJIbHOTO aHaJli3y OllepaTUBHUMMU NiJpO3/iJlaMHA IPaBOOXOPOHHUX OPraHiB
y npoTHUAil opraHi3oBaHil 3JIOYMHHOCTI. AKmya/bHi npobaemMu KpUMIiHAAbHO20
npasa, npoyecy, KpuMiHa/Aicmuku ma onepamueHO-po3uyKoeoi disiibHocmi:
Tesu Il Bceykp. HaykoBo-mpakT. KoH. (XmenbHuipkuil, 1 6Gepe3Hs
2019 poky). XmMenbHunbkuit: Bug-so HAZIICY, 2019. C. 616-619.

110 'pi6oB M. JI. 3MicT Ta OCHOBHi HaNpPsSIMU KpUMiHa/liCTUYHOTrO 3a6e3-
MeyeHHsl HerJIaCHUX caifuux (po3lyKoBuX) Ail. BiCHUK KpumMiHa/abHO20 cydo-
yyHcmea. 2017. Ne 1. C. 35-41.

111 lanpnH M. B. Kpuminanictrka XXI cTosiTTA: MiclLie y cucTeMi Hay-
KOBOTI'0 3HaHHS: MoHorpadis. Xapkis, 2013. C. 29.

112 TlpakTUKyM 3 KpuUMiHajicTUKU: HaBy. moci6. / B. 0. llemiTbko,
B. 0. KonoBanoga, B. A. KypaBesasb Ta iH. Kuis, 2013. C. 11-12; Kpuminazictu-
Ka: nigpyy. / B. 0. llleniteko, B. 0. KoHoBasnoBa, B. A. )KypaBeJib Ta iH.; 3a peJ.
B. 10. llleniTbko. 5-Te BuA. nepepo6. Ta gomnos. Kuis: I HOpe, 2016. 640 c;
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HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS
poB!13, A, B.lmenko!!*, [ 1. Korytuu!?s, B.O.KoHoBasoBalls,

10. T. KopyxoB117, O.1. MoTaax!18, 0. JI. Mycienko!1?, B. C. OBUMHCB-
kuiil20, C.B.IlenbkoB!?l, M. A.Iloropenpbkuiil?2, B.B. [lsckoBch-

IHHOBaNiliHI 3acaiu TEXHIKO-KpUMiHa/NiCTUYHOTO 3abe3neyeHHs [isiJIbHOCTI
opraHiB KpumiHajsbHOI ocTulii: MoHorpadis / B. 10. MUlenitbko,
B. A. XypaBeup, I'. K. ABzeeBa Ta iH.; 3a peg. B. 10. Uleniteka, B. A. )Kypasas.
XapkiB: AnocTinb, 2017. 260 c.

113 3axapos B. I1., Pynewko B. I. BiomeTpuuni Texnosorii B XXI crosiTti
Ta iX BUKOPUCTAHHA NPABOOXOPOHHHMMH OpraHaMu: moci6. 2-re BUA.,, [JOI.
JIeBiB: JIbBJJYBC, 2015. 492 c.

114 KpumiHasictuka: nigpyynuk / B. B.IlsackoBcbkuii, 10. M. YopHoyc,
A. B. lmenko Ta iH. Kuis, 2015. C. 19-21.

115 Korytud I. 1. [Ipo6siemu MeTofosi0rii KpUMiHaMiCTUKU Ta iHIIUX il
CKJIaJIOBUX YAaCTHUH: HaBY. noci6. TepHomisb, 2016. C. 23.

116 [IpakTUKyM 3 KpuUMiHaJicTUkH: HaBd. moci6. / B. 10. IleniTbko,
B. 0. KoHoBasnoBa, B. A. XKypaBesb Ta iH. Kuis, 2013. C. 11-12; KpumiHanictu-
ka: nifpyd. / B. 10. lllenitrko, B. 0. KoHoBasoBa, B. A. XKypaBesb Ta iH.; 3a pef,.
B. 10. leniTbKo. 5-Te BuA. nepepo6.1. Ta fonos. Kuis: IH H0pe, 2016. 640 c.

117 KpuMuHaauctuka: yue6HUK / T. B. ABepbsiHoBa, E. P. PoccuHckas,
P.C. Besnxkun, 10.T. KopyxoB. 4-e usj., nepepa6. u gon. Mocksa: Hopma: HUL
Hudpa-M, 2019.928 c.

118 Motusgx O. L. lonirpadoJioris Ta ii Micre B cucTeMi KpUMiHAICTUKU.
AKTyasbHI NMTaHHA KPUMIHQJIBHOIO MNpoLecy, KPUMiHaJICTUKU Ta Cy[O0BOI
eKClepTH3Uu: MaTepiaaud MixBiA. Hayk.-mpakT. koH¢. (KuiB, 24 nwucrom.
2017 p.):y 24.Kuis, 2017.4. 1. C. 179-180.

119 Mycienko O. JI. HoBiTHi TexHoJiorii y KpuMiHamicTHLi: Mpo6ieMH Ta
nepcrnekTusBU. [IpaBoBe XUTTA cydacHoi YKpaiHu: MaTepiaiu MixHap. Hayk.
KoH. npod.-BUKJI. Ta acnipaHT. cKaay / Biam. 3a Bum. B. M. [lpromin; HY OIOA,
[liBx. perion. uentp HAIIpH Ykpainu. Opeca: ®enike, 2014. T. 1. C. 757-759.

120 OByuHCcku# B. TexHosornu 6yzAymoro mpoTUB KpUMHHaIa. Litres,
31 cepm. 2019 p. URL: http://www.books.google.com.ua/

121 [Tenbkos C. B, lllenapuk B. B. BupoBaxeHHA IHTepHeT-TexHOJIOTIiN
y AisgabHicTh HanioHanbHoi moJsinii YkpaiHu AJ11 OTpHMaHHSI ONepaTHUBHO-
posiuykoBoi iHpopmauii. [IpaBo i 6e3neka. 2017. Ne 2 (65). C. 80-85. URL:
http://dspace.univd.edu.ua/xmlui/handle/123456789/2410

122 Jlu.: [loropeubkuit M. A. [IpoBeieHHS] HerJlaCHUX CAiA4UX (po3uiy-
KOBHUX) [Jill Ta BUKOpPUCTAHHS IX pe3yJbTaTiB y JjoKa3yBaHHIi. AKTya/bHi npo-
6J1IeMH J0CYJIOBOI'0 PO3C/AiZlyBaHHS CJAiAYUMHU OpraHiB BHYTpILIHIX cOpas:
npo6JieMu Teopii Ta MpaKTUKU: MaTepialu BceyKpalHCBbK. HAyK.-PaKT. KOH.,
18-19 ksiT. 2013 p.: Te3u pon. Juinponetposcohk: AAYBC, 2013. C. 186-192;
[Moropenpkuii M. A. BnpoBa/)keHHsI iHCTUTYTY HerJlacHUX (pO3IUIYKOBUX) CJif-
4yux il B IPaB03acTOCOBHY NPaKTUKY. bopoTb6a 3 opraHizoBaHO0 3/I04UHHI-
cTIO 1 Kopynuieto (Teopis i MpaKTUKA): HAyK.-MPaKT. )KypHat; MixBig. Hayk.-
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kun!23, 0. B. Pudanbcbkuiil?4, 0. P. Poccincbkas!?s, B. B. CemeH0B126,
. B. CepreeBal?’, B. B. Cepenal?s, €. /l. Ckysnuuit2?, M. B. Ctamak!39,

JlOCJI. LIeHTD 3 npo6.JieM 6-6u 3 opr. 3y04. npu PHBO Ykpainu. 2012. Ne 2 (28).
C. 56-63; Ioropenpkuit M. A. KpuminajsicTuyHe 3a6e3ne4eHHs] JOCYA0BOTO
MPOBa/PKeHHs: NpobyieMu Teopii Ta npakTuku. CyyacHi mpo6JieMu KpuMiHasi-
CTUKM: MaTepiaji MiXKHApOJHOI HAayKOBO-MPAaKTU4YHOI KOHepeHIil, MpuUCBs-
yeHoi 100-piuyto 3 AHS HAPOKEHHs [. 10. H.,, mpod. B. [1. KosimakoBa (M. Ofeca,
27-28 Bepecns). Ogeca, 2013. C. 250-253; Ioropeubkuii M. A. BukopucTaHHs
MaTtepianiB OP/] y KpuMiHa/JIbHOMY CYyO4YMHCTBI: IpoLecya/bHi Ta KpUMiHaJIi-
ctruyHi acnekty. IHQopmaliliHe 3a6e3nedyeHHs1 po3c/aiyBaHHs 3JI0YHHIB: Ma-
Tepianu MikHapogHoro kpyrJsoro crouay (M. Ofeca, 29 tpaBus 2015 p.) / Bign.
3a Bum. B. B. Timenko, O.II. Bamyk; HY OOA; IIPL] HAIlpH Ykpainu. Ozeca:
IOpupuyna aitepatypa, 2015. C. 217-222; [loropeubkuii M. A,, Cepreesa /1. B,
Crapenbkuii 0. C. Ta iH. JokadyBaHHsa ciiguyumu Ciayx6u 6Ge3neku YKpaiHU
KOHTpabaHAX HapKOTUYHUX 3aco6iB: MoHoTpadis / 3a 3ar. pes. A. 1. H., 1pood.
M. A. Iloropenubkoro. Kuis: Han, akaz. Cb Ykpainy, 2018. 238 c.

123 KpumiHanictuka: nigpyynuk / B. B.IlsackoBcbkuii, 10. M. YopHoyc,
A. B. Imenko Ta id. Kuis, 2015. C. 19-21.

124 Py6anbcokuit O. B., CosnoBiioB B. [, )Kypagesb B. B, llla6asa O. M. [le-
AKi acmeKkTH Mo6yA0BH BITYM3HSAHOI CHUCTEMM IHCTpyMeHTapis eKCIepTHU3U
MaTepiasiB Ta 3aco6iB nudpoBoro 3Bykoszamucy. KpumiHamictuka i cygoBa
ekcnepTu3a. 2018. Bumn. 63(2). C. 81-92.

125 KpuMunanuctuka: yue6Huk / T. B. ABepbsiHoBa, E. P. PoccuHckas,
P.C. Besnkun, 10.T. KopyxoB. 4-e usj., nepepa6. u gomn. Mocksa: Hopma: HUL
Hudpa-M, 2019.928 c.

126 CemenoB B. B., Tepemkesuu A. . BukopucTaHHsa HOBITHIX TexHO-
JIOTIM Ta J0CATHEeHb HAayKU M TeXHIKM B KpUMiHaJbHOMY npoBajpkeHHi. Kpu-
MHUHaJIUCTHKA U cyfe6Has skcnepTrsa. 2015. Beim. 60. C. 117-125.

127 Cepreesa /l. b. CniBBigHOEHH Ni3HAHHA 1 JOKa3yBaHHA Yy KpUMi-
HanbHOMYy nponeci. HaykoBuil BicHuk KuiBcbkoro HarioHa/bHOTO yHiBepcu-
TeTy BHyTpimHix cmpaB. 2010. Bum. 4 (71). C.144-149; Cepree-
Ba /l. b. HampsAAMM BUKOpHUCTaHHS pe3ysbTaTiB HETJAaCHUX CAAYMX (pO3IIyKO-
BUX) Jifl y KpUMiHaJIbHOMY HpOlLieCyaJbHOMY JOKa3yBaHHI. BicHMk kpuMiHa-
JIbHOTO cyfo4rMHcTBa. 2018. Ne 2. C. 81-91.

128 NTus.: Cepepa B. B, XaTHiok 10. A. OpranisaniiHo-npaBoBi 0CHOBU
JissibHocTi migpo3ainiB HauionanbHoi mousinii Ykpainu, wo 37ilCHIOIOTH
aHaJiTU4HY po60Ty. HaykoBuit BicHUK JIbBiBCbKOIO YHiBepCUTETY BHYTPIiLIHIX
cnpas. Cepig ropuauyHa. 2018. Ne 4. C. 189-198; Cepepna B. B. Tepopusm: kpu-
MiHoJIOTiYHA JeTepMiHalisl i KpuMiHa/bHO-IpaBoBa NMPOTUZAisA: MOHorpadis.
JIbBiB: JIbB/IYBC, 2016. 188 c.

129 Ckynuuw €. [I. Hersacui cnigui (posuykoBi) aii 3a KpuMiHa/IbHO-
npolecyaJbHUM 3aKOHOJABCTBOM YKpaiHW. BicHuk HayioHasnvHoi akademii
npokypamypu Ykpainu. 2012. Ne 2. C. 15-23.
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P.JI. Crenaniok!3l, O. B. Tapau32, 0. }0. TaTapos!33, B. B. Tonuii134,
10. M. YopHoyc!35, B. I1. [llenomenueB!3¢, B. B. [llenapuk!3?, B. 10. llle-
niTeko138, M. €. lllymuno!39, M.II. f6s0k0oB140, B.B. HOcymos!4!
Ta IHIII BYeHI.

130 Cramwak H. B., [lepenenuua H. H. UHpopmMaMoHHO-aHATUTHYECKOE
obecrneyeHue oNepPaTUBHOM pa3paboTKH JIKL, KOTOpbIe TOTOBATCA K COBeplle-
HUIO0 NpEeCTyIJIEeHUH B COCTaBe OPraHM30BaHHOW rpynmnbl. KypHa/n Hay4Heix
ny6aukayuii acnupaumoe u dokmopanmos. 2014. Bein. 12. C. 67-71.

131 lyB.: Crenantok P.JI., Jlanta C. II. HoBiTHi 3apy6ixHi po3po6ku Ta
NEepCIeKTUBHI JOCTIKeHHsI Y raay3i TexHiKo-KpHUMiHa/liCTUYHOTO 3a6e3me-
YyeHHs npoTufil 3;ounHHOCTI. [IpaBo i 6e3neka. 2017. Bum. 2 (65). C. 96-101;
CrenaHwok P. JI. [leski nepcrneKTUBHI HaNpsIMU PO3BUTKY KPUMIiHAJIICTUKU B
Ykpaini. @opym npaBa: esnekTpoH. Hayk. paxose Buz. 2017. Ne 5. C. 389-394.
URL: http://nbuv.gov.ua/jpdf/FP_index.htm_2017_5_61.pdf.

132 Tapan O.B. Po3ciigyBaHHS 3/104MHIB, MOB’SI3aHUX 3 MOPYLIEHHSM
BHMOT 3aKOHO/IaBCTBA PO 0XOPOHY npari: MoHorpadis. Kuis: JI1A, 2012.352 c.

133 Tatapos O. 10. /locynoBe npoBa/)keHHs1 B KpUMiHaJbHOMY IpoLeci
YkpaiHu: TeopeTHKO-IIPaBOBi Ta opraHisaniiiHi 3acagu (3a marepianamu MBC).
Joneunbk: [Ipomins, 2012. 640 c.

134 Tomyié B.B. TuuunHa /. M. 3ano6iraHHs BUKOPUCTAHHIO CyYaCHHUX
iHdopManiiHUX TEeXHOJIOTIH y 37I0YMHHUX Liasax. [Ipagosuli yaconuc Jou6acy.
2018.Ne 1. C. 159-166.

135 JluB.: Kpuminanictuka: migpydyHuk /  B. B.IlsckoBcbkuH,
10. M. HopHoyc, A. B. Ienko ta in. Kuis, 2015. C. 19-21; Yopnoyc 10. M. Kpu-
MiHa/IiCTUKa: HaNpsAMU PO3BUTKY Ta BJJOCKOHAaJIEHHA. AKMYaabHI NUMAHHA
KpUMIiHA/IbHO20 npoyecy, KpuMiHaaicmuku ma cydoeoi ekchepmu3u: MaTepiaaiu
MDKBiZA. Hayk.-npakT. KoHO. (KuiB, 24 nmuctomn. 2017 p.): y 2 4. Kuis, 2017. Y. 1.
C. 189.

136 Tloropenpkuii M. A., lllenomennes B. Il. Ki6ep3ysounHu: 10 BU3HA-
YeHHs NOHATTA. BicHuk npokypamypu. 2012. Ne 8. C. 89-96.

137 [Tenbkos C. B, lllenapuk B. B. BunpoBaxeHHsA IHTepHeT-TexHOJIOTiN
y AisgabHicTh HanioHanbHoi moJsinii YkpaiHu AJ11 OTpHMaHHSI ONepaTHUBHO-
posiuykoBoi iHdopmauii. IIpaso i 6esneka. 2017. Ne 2 (65). C. 80-85. URL:
http://dspace.univd.edu.ua/xmlui/handle/123456789/2410

138 Jlug.: [IpakTUKYM 3 KpUMiHa/liCTUKU: HaBY. noci6. / B. 10. lleniTeko,
B. 0. Konosasnoga, B. A. Kypasessb Ta iH. Kuis, 2013. C. 11-12; KpumiHazicTu-
Ka: nigpyy. / B. 10. llleniTbko, B. 0. KoHoBanoBa, B. A. )KypaBesb Ta iH.; 3a pes.
B. 10. llleniTbko. 5-Te BuA. nepepo6.. Ta gonos. Kuis: In Ope, 2016. 640 c.;
IHHOBaLifiHI 3acafiu TEXHIKO-KpUMiHa/NiCTUYHOTO 3abe3neyeHHsl [JisiJIbHOCTI
opraHiB KpuMiHasbHOI ocTuLii: MoHorpadis / B. 0. llleniTeko, B. A. XKypa-
BeJsib, [. K. ABzieeBa Ta iH.; 3a pen. B.10. llleniTbka, B. A. XypaBas. Xapkis:
AnocTinb, 2017. 260 c.
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BoaHo4ac, ypaxoByHOUM KapZAUHaJbHI 3MiHU Y KpUMiHaJbHO-
NpolecyaJjbHOMY # OINepaTUBHO-PO3IIYKOBOMY 3aKOHOJABCTBI,
CTPiMKMUM pO3BUTOK HOBITHiX TE€XHOJIOTiM Ta iHHOBallil, 3a3Ha4eHi
npo6JeMH MOTPEOYIOTh MOAANBIIUX TJIMOOKHUX i I'PYHTOBHHUX [10-
caipkens. [lifcyMoBy0o4YH icTOpit0 po3po6JIeHHSI Ta BUKOPHUCTAHHS
HOBITHIX TEXHOJIOTiH y po3c/ilyBaHHI 3JI04MHIB, MOXXHa BUPI3HUTH
KiJIbKa MOBOPOTHMUX BiX y Il pO3BUTKY:

1) 3anmpoBa/KeHHs1 JAaKTUJI0CKOMII B NPaKTUKY po6OTH NoJi-
e CbKUX CTYKO;

2) neHTpaJsisallist 06J1iKiB i CTBOpEHHS peecTpaliiiHOl Mepexi;

3) koMIT'toTepu3aliig KpuMiHasicTUYHOTO Ta iHpopMaLilHO-
aHaJIITUYHOrO 3a0e31eYeHHs ONepaTUBHUX MiAPo3AiiiB i migpo3ai-
JIiB J0CYy/ZJ0BOTO PO3CJIilyBaHHS;

4) 3anpoBa/KEHHS MOJIEKY/IIPHO-TeHETUYHOI eKCIIepTHU3Y;

5) cTBopeHHs 06JIiKiB MDKBiJJOMYOTro XapakTepy, PO3BUTOK
MbK/ep>KaBHUX O0O6JIKiB, BUKOPUCTAaHHS iHTerpoBaHUX 6GaHKIB [H-
TepIoJy Ta EBpPONoJy;

6) PO3BUTOK TEXHOJIOTiH KPUMiHAJIbLHOTO aHaJi3y, 110 J03BO-
Jisie 3/106yBaTH HOBi 3HAHHS LUISIXOM CUCTeMaTH3alil Ta aHasi3y
po3pizHeHUX GaAKTIB;

7) pO3BUTOK TEXHOJIOTIH KOMII'IOTEPHOI pPO3BiAKH, 110
Jla€ 3MOTY HerJIlaCHO aHaJi3yBaTH BeJIM4Ye3Hi MacUBH JaHUX i BiJo-
MOCTeH;

8) ynpoBaxkeHHa B OP/] Ta jocysoBe po3c/iiyBaHHS MyJib-
TUMeJiHUX TEeXHOJIOTIH, 110 [03BOJISIE OTPUMYBAaTHU ONEPATHBHO
3Hauylly Ta NpolecyasbHy iHpopMalito 3 ay/io- Ta Bifle03anucis,

139 TIpo cTaH MiArOTOBKM A0 PO3rJIAAY y APYroMy 4yMTaHHI KpuMiHasib-
HOT'0 NpOILeCyaJbHOTO KoJekcy YkpaiHu (peectp. Homep 9700): cTreHorpama
kpyrsoro crosy B KomiteTi BepxoBHoi Pasu Ykpainu 3 nuTaHb 3aKOHOJ@aBY0TO
3abe3neyeHHs1 NMPaBoOXOpoHHOI JAisibHocTi (Kui, 29 siror. 2012 p.). URL:
http://komzakonpr.rada.gov.ua/omzakonpr/control/uk/publish/article?art_id
=51130&cat_id=49415

140 46 nokoB H. I, FonoBuH A. 10. KpuMuHanucTuka: npupoja, CUCTeMa,
MEeTO/0JIOTHUYECKUE OCHOBBL. 2-€ U3J,., JoIl. U nepepab. MockBa: HOPMA, 2009.
288c.

141 OcynosB B. B. KpumMinanictuka B Ykpaini y XX-XXI cToniTTAX: MOHO-
rpadis. Kuis: ®OIl Macsakos, 2018. 556 c.
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BUpIllyBaTH iaeHTUIKaLiMHI Ta JiarHOCTUYHI 3aBJaHHs, 3/100yBa-
TH KpUMIiHOT'€HHO 3Hauylly iHpopMaliito, ska MoXe CTaTH OCHOBOIO
JUis GopMyBaHHS I0Ka3iB Y KpUMiHa/IbHUX IPOBAa/PKEHHSX;

9) po3po6JieHHSI TEeXHOJIOTiH  3JiliCHeHHS OINepaTHUBHO-
PO3IIYKOBUX 3aXOJiB i HerJacHUX CJaif4ux (po3IIyKOBUX) AiH y
Mepexi [HTepHeT, 1110 YMOXJIUBJIIOE PO3KPUTTS KiGep3/I0UUHIB;

10) po3po6/ieHHSI TeXHOJIOTrid po3Mi3HaHHSA MOJii 3JI04UHY,
MOB’sI3aHe 3 HasIBHICTIO B 0Ci6, MPUYETHUX [0 HOr0 BUMHEHHs, 3a-
c06iB MOGITBHOTO 3B’A3KY;

11) BUKOpUCTaHHS 6e3MiJIOTHUX JIiTaJbHUX amapaTiB (gpo-
HiB) i po6OTiB Yy IpaBOOXOPOHHIH JisIIbHOCTI;

12) cTBOopeHHs ¥ BUKOPUCTAHHS MPOTrpaMHUX Ta alapaTHUX
3aco6iB A1 JOCTi/PKEHHSI KOMIT'IOTEPHOI TEXHIKM Ta MPOrpaMHUX
NIPOAYKTIB;

13) yaockoHasleHHsl croco6iB i MeToJiB 36UpaHHs, [J0CJTi-
JUKeHHS, OL[iHKH, JOKYMEHTYBAaHHSI Ta BUKOPHUCTAHHSA LUPPOBUX
J0Ka3iB;

14) ynpoBaspkeHHs:  3D-TexHosorii 'y  NpaBOOXOPOHHIN
JAisIJIbHOCTI.

1.2. [IoHATTA Ta CyTHICTH
BUKOPHMCTAHHS HOBITHIX TeXHOJIOTiM
y po3c/iAyBaHHI 3/I0YHUHIB

Po3yMiHHS i BUKOpPUCTAaHHS HOBITHIX TEXHOJIOTIM y KOHTEKC-
Ti NpOTHU/Iii 3JIOYMHHOCTI Ma€ MOABIHHUN XapaKTep. 3 0JJHOTO GOKY,
Cy4acHi TexHO0JIOTil BUKOPUCTOBYIOTbCA 3JIOYMHLAMHU AJ1 BYNHEH-
Hf KpUMiHaJIbHUX [PaBONOpPYILIEeHb. ¥ IbOMY CEHCi HOBITHI TeXHO-
Jiorii BXOJATh A0 ApadBepiB 3JIOYUHHOCTI. 3 iHIIOr0 GOKY, TEXHO-
Jioril € iIHCTPYMEHTOM, L0 J03BOJISIE HE TI/IbKY YCHIIIHO 60POTUCH 3
KpUMiHaJbHUMH 3JI0YMHAMHY, aJie i 3anobiratu im142,

142 OpuuHckui B. TexHosioruu GyAyloro NpoTUB KpUMHHaua. Litres,
31 cepn. 2019 p. URL: http://www.books.google.com.ua/
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fK1o MOBHUTH PO «pO3yMHY» I0JIiLil0, HacaMmIlepes 3a3Ha-
YUMO MPO BUKOPHUCTAHHS HOBUX TEXHOJIOTIA y BHUIJAJLI Cy4YacHUX
NOJIIEeNChbKUX NMaTPYJAbHUX aBTOMOGIJIIB, OCHALleHUX HOBITHIMHU
inTerpoBanumu IT-cuctemamu. Taki aBTOMOGII MOXYTh MPUBYTH
[0 Micud nofii oNTUMaJbHUM MaplipyToM 3a pgomnomorow GPS-
HaBiraropa.

KpiMm Toro, ciif 3rajaT npo Harpy/Hi kamepu (mopTaTHBHI
BifleopeecTpaTopu) AJis MOJILEACBKUX YV KOMILIEKTI 3 BijJleo-
peecTpaTopoM /i NaTpyJabHUX aBTOMOOIIB. [lig yac 37ilicHeHHs
NIOBHOBaXXe€Hb IMOJIILEHCbKUMHU TOPTAaTHBHUM BifleopeecTpaTop
3aKpiNJIOeThCs Ha oro ¢opMeHOMY 0JisI31 Tak, 11106 He CTBOpIOBa-
TH NepeliKoJ AifM MoJiLelcbKoro. YBIMKHEHHS NOPTAaTUBHOIO
BijleopeecTpaTopa BiZiGyBa€eTbCA 3 MOMEHTY NOYaTKy BUKOHAHHS
CIy00BUX 060B’SI3KIB a60 creljiasbHOI MmoJIilelchKoi omeparii, a
Bijleo3iloMKa BeJleTbcsl Ge3nepepBHO Jo0 ii 3aBepileHHs, KpiM BU-
NaJIKiB, MOB’I3aHUX i3 BUHUKHEHHSM y MOJIIelCbKOr0 0COGUCTOTO
NPUBATHOTO CTAHOBULIA.

BizeopeectpaTop Moxke OYTU BCTaHOBJIEHUMH ycepeAuHi ca-
JIOHY C/1y>k60BOr0 NATPYJIbHOTO aBTOMOGi/ISA a60 30BHi JJI1 MaKCH-
MasibHOI ¢ikcallii HaBKOJUIIHBOI 0GCTAaHOBKKW ab0 BHYTPIlIHbOI
YaCcTUHU CaJIOHY B CIOCI6, 1110 He 3aBaXka€ OrJIsAy Bojis. Bizeopeec-
TPaTOpP BMHUKAETHCSA, KOJU NOJILeHCbKUH pO3[I0YMHAE BUKOHYBATH
c/y’k60Bi 060B’s13KK 260 CTapTyeE crelliajbHA MoJlilneldcbKa onepa-
11is1, a Biieo3anuc TpuBae 6e3ynuHHO [0 Il 3aBepLIeHHS 43,

«Po3yMHa» mostinis akTHBHO BUKOPHUCTOBYE 6e3MiJOTHI Ji-
TaJibHI anapaTty (BnJlIA, ApoH) - NOBITPAHI cyAiHa, NpU3HaYeHi A
BUKOHAHHS MOJILOTY 6e3 mijioTa Ha GOpPTy, KePyBaHHS MOJbOTOM
AKOT0 i KOHTPOJIb 3a IKUM 3JIMCHIOIOTHCA 3a JONOMOTIOI crelia-
JIbHOI CTaHLjii KepyBaHHs, 1[0 pO3TallloBaHa I103a JIiTaJIbHUM ana-
paToMm!44, 3okpeMa, koMIaHisg Amazon opopMuiIa NaTEHT HA MiHi-

143 [lpo 3aTBep/eHHA I[HCTpykKIil i3 3acCTOCyBaHHA OpraHaMu Ta
nifpo3ainamu noJingii TeXHIYHUX NpuaajiB i TeXHiYHUX 3aco6iB, 110 MaKTb
byHkuii poTo- i KiHO3MOMKHY, Bifjeo3anucy, 3aco6iB ¢oTo- i kiHO3MOMKY, Bijeo-
3anucy: Haka3 MBC Ykpainu Big 18 rpyaHa 2018 p. Ne 1026. 3apeecTpoBaHO B
MinicTepctBi roctuuii Ykpainu 11 ciuynsa 2019 p. 3a Ne 28/32999.

144 TaMm camo.
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JpoH ajs mnaTpyibHUX mnodineicbkux UAVA (Unmanned Aerial
Vehicle Assistant) - 6e3miJioTHUH JiTaJBHUH amapaT-aCUCTEHT.
Bri/IA MoXXyTbh 6yTU 06J1afiHAHI cucTeMaMu (OAHi€0 a60 AeKinbKo-
Ma) ¢oTo- i Bifieo3anucy 3aneXHO Bifi TeXHIYHUX XapaKTEPUCTUK
MOBITPSAHOTO CyZHA.

Y Jly6al Ha maTpyJiloBaHHS BXe BUMHILOB NeplIdil po6oT-
noJiinedcbkuid. KpuMinanictu gefani yacrilie 3a1y4arTh Y CBOIO
npodeciiiny gisabHicTh 3D-TexHos0Til. Ha 0CHOBI HEHpPOHHHUX Me-
pex po3pobJAoThcs HOBI noJsirpadu. I'mo6anbHi HaBiramiiiHi cu-
CTeMH CTaJId HeBiJJIJIbHUM eJIeMeHTOM Yy po3C/iyBaHH]i 3/I04YHHIB.
O6csKHI MacHBH MiJI03PIOBAaHUX NMPOXOAATDH Yepes3 iHTeJeKTyalbHi
cucTeMHu po3mnizHaBaHHSI o6pasiB. HelipoMepexi maioTh 3Mory i3
6i/b1I0I0 MMOBIpPHICTIO MPOrHO3yBaTH 3JI0UMHHY MOBEiHKY KOH-
KpeTHHX 0Ci6145,

BozpHo4yac BMBYEHHS HAyKOBOIO piBHA KPUMIiHaJiCTUYHOTO
3abe3neyeHHsl JifJIbHOCTI 3 pO3C]aiZlyBaHHS 3JIOYHUHIB, BUKODH-
CTaHHSI IHHOBaLiHHUX JJOCATHEHb CY4aCHOI HayKH I TeXHIKU NpaBo-
OXOPOHHMMM OpraHaMH CBif4aThb NpPO NEeBHe IX BifACTaBaHHA BiJ
KpUMiHaJbHOI MPAaKTUKHU 3aCTOCYBaHHsS HOBITHIX 3aco6iB, MeTo/iB
i TeXHOJIOTIN y 3JIOUMHHIHN AisiabHOCTI. HacamMnepe/ 1ie BUABASETD-
csl y 3aCTOCYBaHHI 3JIOUMHHUMU YTPYNOBaHHSIMM CydyacHUX iHop-
MalillHUX TEXHOJIOTIN /1J11 BUMHEHHS 3JI0YMHIB HA Hal[iOHAJIbHOMY
Ta Mi>XHapOJAHOMY piBHAX146,

3Ba)KalouM Ha BUKJIAJIeHe, Halilleplle IpoaHa/li3yeEMO OHAT-
TS «BUKOPUCTAHHSl HOBITHIX TEXHOJIOTIM y poO3CJiJyBaHHI 3/109HU-
HiB». C/Iif MiAKpec/auTH, 0 Y HOpMaTUBHO-NIPABOBUX aKTax i Hay-
KOBIiH JliTepaTypi nopsi/ i3 TepMiHOM «HOBITHI TeXHOJIOTii»147 yacTo

145 OpunHCKU# B. TexHoJsioruu GyAyLIOTO NPOTHUB KpUMHUHAaJA. Litres,
31 cepm. 2019 p. URL: http://www.books.google.com.ua/

146 BepHnas I1.B. IHHOBaLii - 0CHOBa KpUMiHATICTUYHOTO 3a6e3nedYeHHs
JisiIbHOCTI 3 po3citiiyBaHHs 3JI04UHIB. [lie0eHHOYKpaiHCbKull npagHuyuli yaco-
nuc. 2015. Ne 4. C. 49.

147 uB.: IOpuenko 0. M., Ctpesab6unbka JI. M., Bepty3aeB 0. M. 3acTto-
CyBaHH$ HOBITHiX iHopMaLiliHUX TexHo10TiH B iHpopMaliliHO-aHaMITUYHOMY
3abe3MeyeHHi OnepaTUBHO-CIYK60BOI JislJIbBHOCTI MPaBOOXOPOHHUX OPraHiB.
Haykosuii eicHuk Kuiscbko2o HayioHaibHO20 yHigepcumemy 8HYymMpiwHix
cnpas. Kuis, 2006. Ne 3. C.40-49; 3anmopoxuuii 0. A. Ilpo6semMbl nHPOpMa-
[IJMOHHO-aHaJUuTHYeckoro obecnedyeHus OP/l B coBpeMeHHBIX yCI0BUAXK. Buss-
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BXKUBAIOTHCS TEPMiHU «BUCOKI TexHOJIOTii»148, «iHpopmarliiiiHi Tex-
HoJIOTii»149, «iHHOBaI{i» 150,

JieHHs, ¢Qikcanisi Ta BUKOPHUCTaHHS AOKa3iB y mpoleci JoCcyAoBOro CaiAcTBa.
BicHuk JIAB/] imeni 10 piuusi He3asnexcHocmi YkpaiHu. CrenjaJbHUNA BUIIYCK.
Jlyrancek, 2005. C.89-99; XanukoBA.H., SflkoBey E.H, XypaBieHko
H. U. Opuanueckoe, TexHuyeckoe U MHPOPMaLMOHHO-aHAJIUTHYECKOE 06ec-
ne4yeHHe ONepaTHBHO-PO3bICKHOHN JeATeJbHOCTH: yyebHoe nocobue; noj pe-
paknuei A. H. XanukoBa. MockBa: KOpautundopm, 2010. 472 c.; XaxaHOBCh-
ku# B. . [npopmauilino-aHaniTuyHe 3a6e3nedeHHs1 OP/l: ocHOBHI NOHATTSA Ta
HOpMaTHBHO-NIpaBoBa 6a3a. [l1fxy BAOCKOHA/IIEHHS ONepaTHBHO-PO3LIYKOBO]
AisnbHocti OBC. BicHuk JIIBC. JIbBiB, 2002. Ne 2(1). C. 191-195; fxosern E. H.
OcHOBbl MHOOpPMAIlMOHHO-aHAJUTHYECKOr0  obGecrneyeHUs] ONEPaTHBHO-
PO3BICKHOU [JlesiTesJIbHOCTU: y4ue6. mocobue. MockBa: Llut-M, 2009. 464 c;
Bepnas II. B. IHHOBauii - ocHoBa KpHMiHa/icTUYHOrO 3a6e3ne4yeHHs Aisjib-
HOCTi 3 po3cJifyBaHHsl 3JI0YHHIB. [liedeHHOYKpaiHcbkull npasHuvull yaconuc.
2015. N2 4. C. 49.

148 Tu.: BesoB 0. A. UHopmalnoHHOe obecliedyeHHe DPACKPBITHS U
paccjie[JoBaHUs NpecTymnyieHud: MoHorpadus. Mocksa: I0pautundopm, 2009
136 c.; 3axapos B. I1., Pyaemko B. . [Ipo6siemu iHpopMaLiiiHOro 3a6e3nedyeHHs
NPAaBOOXOPOHHUX CTPYKTYp: HaBYaJbHO-NPAKTUYHUM NOCIOHUK. JIbBiB:
JIsBJYBC, 2007. 372c; OBumnHckuié A.C. HWHbopmanuss U onepaTHBHO-
pO3bICKHasA JiesATeJbHOCTb: MoHorpadus / nox pex. B.H.Ilonosa. Mockaa:
HUH®PA-M, 2002. 97 c.; OBunHckwuii C. C. OnepaTUBHO-PO3bICKHAS HHOPMALIUS
/ nox, pea. A.C. OBuuHckoro u B. C. OBunHckoro. MockBa: UHOPA-M, 2000.
367 c.; Bepnas Il. B. IHHoBalii - 0CHOBa KpUMiHa/MiCTUYHOTO 3a0e3MeYeHHs
JisIIbHOCTI 3 po3citiiyBaHHs 3/104UHIB. [lie0eHHOYKpaiHCbKull npagHuyuli yaco-
nuc. 2015. Ne 4. C. 49.

149 ug.: IOpuenko 0. M., Ctpesab6unbka JI. M., Bepty3aeB 0. M. 3acTto-
CyBaHHs HOBITHIX iHopMaLiliHUX TexHoJ0TiH B iHpopMalifiHO-aHaTITUYHOMY
3abe3MeyeHHi onepaTUBHO-CIYK60BO1 [JislJIBHOCTI MPaBOOXOPOHHUX OpraHiB.
Haykosuii eicHuk Kuigcbko2o HayioHaibHO20 yHIgepcumemy 8HYymMpiwHix
cnpas. Kuis, 2006. Ne 3. C. 40-49; bepnas IlI. B. IHHOBaLii - ocHOBa KpuMiHaJic-
THUYHOTO 3ab6e3NedyeHHs AisJIbHOCTI 3 pPO3C/IifyBaHHS 3JI04MHIB. [lie0eHHOYKpa-
iHcokull npasHuuuii waconuc. 2015. Ne 4. C. 49; IIpo HauioHanbHy mporpamy
inpopmaTusanii: 3akoH Ykpainu Bijg 4 jaroT. 1998 p. Ne 74/98-BP. Bidomocmi
BepxosHoi Padu Ykpainu. 1998. Ne 27-28. Ct. 181; ABTOMaTU30BaHi CUCTEMH.
TepMminu Ta BusHaueHHs: JACTY 2226-93. Uunuuit Bijg 1994-07-01. Kuis:
JepxcTangapT  YkpaiHy, 1993. 91c. (Hamionanbai CTaHAApPTH
Ykpainn); OBunHCcku# A. C., Kapetnukos M. K. [Ipo6sieMbl NOJrOTOBKY CIeI-
aJINCTOB B 06JIaCTU NPHMEHEHHUsI COBPEMEHHBIX HHPOPMAILMOHHBIX TEXHOJIO-
ruit. Becmnuxk MB/] Poccuu. 2000. Ne 4-5. C. 130-131.

150 lus.: [Ipo iHHOBaLilHY AisibHICTB: 3aKoH YKpaiHu Big 05.12.2012
Ne 5460-VI. I'osoc Ykpainu Big 09.08.2002 Ne 144.; IHHoBaliliHi 3acay TexHi-
KO-KpUMiHaJIICTUYHOrO 3abe3NevyeHHs] Ji/IbHOCTI OpraHiB KpHUMiHajibHOI
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Bucoki mexHosoe2ii (anrJ. high technology, high tech, hi-tech) -
HaWHOBIiW | HaWmporpecuBHilli TeXHOJIOTII Cy4aCHOCTi, 0 SAKHUX
Ha/leXaTh HAWGiAbIl HaykoMicTki rasysi nmpomwucioBocTi. TepMiH
«BHUCOKI TEXHOJIOTil» po3moyaii BXKUBATU 3 KiHIg 60-x poOKiB MU-
HyJoro cronaiTTda. Ilepmum Horo 3acTtocyBaB »KypHajicT PoGeprt
Mern y aBTOpChbKii koJtoHIi razeTu «New York Times»151,

3rigHo 3 BU3HaYeHHAM JlenaptaMeHTy ToprisJi CUIA, ranysi,
B sIKUX cliBBigHoweHHs BUuTpat Ha HAJIKP Ta o6csriB 36yTy nepe-
BUIIYE Oiablile HiXK ¥ JIBa pa3u cepeAHbOCTATUCTUYHI MOKA3HUKH,
KJ1acuiKyIOTbCS K BUCOKOTEXHOJIOTIUHI152, BU3HaueHHs BUCOKO-
TeXHOJIOTIYHUX Trany3ed OpraHisalliel0 €KOHOMIYHOro CHiBpoO-
6iTHHULTBA TAa PO3BUTKY (OECD) 0XOIUIIOE TPU CKJIAJ0OBI — 4acTKy
BuTpaT Ha HAJIKP y BuTpaTax migznpueMCTB raaysi, 4acCTKy BUCO-
KOTEXHOJIOTiYHOI KoMILJIeKTallii y CK/aJli BUpoO6iB i YacTKy mepco-
Hany HAJKP y ckuaai mianpuemcTB!s3. /o BUCOKHUX TEXHOJIOTIH
3a3BUYal 3apaxoBYIOTb HaWGi/IbII HAYKOMICTKi ranaysi mpoMucio-
BoCTi: MikpoesekTpoHiky, iHdopmarliiiini TexHosorii, o64ucIOBa-
JIbHY TexHiKy, MporpaMyBaHHSl, POoOGOTOTeXHiKy, HaHOTEXHOJIOTii,

focTuLii: MoHorpadisa / xos. aBT. B. 10. llleniTbko, B. A. Xypasesns, I'. K. AB-
JeeBa Ta iH.; 3a pex. B. 10. llenitbka, B.A.XKypanasa. XapkiB: AnocTijb,
2017. C. 7-8; Wenitbko B. 10, ABgeeBa I'. K. IHHOBalii B fisiibHOCTI opraHiB
KpUMiHa/IbHOI OCTULil. KpuMHUHa/MMCTHKA U cyZe6Hasd eKCllepThU3a: MeXAy-
BEeJIOMCTBEHHBIM Hay4yHO-MeTOJU4YeCKU c6opHUK. Beim. 59 / oTB. pep.
U.U. EmenbaHoBa. 2014. C. 4; Bepnas Il. B. IuHoBauii - ocHoBa Kpu-
MiHaJicTUYHOrO 3abe3nmedyeHHs [if/IBHOCTI 3 pO3C/AiJyBaHHS 3JIOYMHIB.
IlisdenHoykpaincokuli npagHu4utl yaconuc. 2015. Ne 4. C. 49.; lleniTbko B. 10.
[Ipupoga i mpeaMeT BUBYEHHS KPUMIHATICTUKH B CUCTEMI HAQyKOBOTO 3HAHHSI.
Bu6pani TBopu. Xapkis, 2010. C. 16.

151 Metz R. Market Place: Collins Versus The Middle Man. The New York
Times. April 24, 1969. P. 64; Metz R. Market Place: Keeping an Eye On Big
Trends. The New York Times. November 4, 1969. P. 64.

152 Shanklin W. L., Ryans ]. K. Marketing high technology. Mass:
Lexington Books, 1984. xix, 216 p.; John G., Weiss A, Dutta S. Marketing in
Technology-Intensive Markets: Toward a Conceptual Framework. Journal of
Marketing. Volume 63, no. Special. 1999. P. 78-91.

153 Hatzichronoglou T. Revision of the High-Technology Sector and
Product Classification. OECD library. OECD Science, Technology and Industry
Working Papers. Paris: OECD Publishing, 1997. 1997/2. 26 p.
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https://uk.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D1%96%D0%B9%D1%81%D1%8C%D0%BA%D0%B0_%D0%BC%D0%BE%D0%B2%D0%B0
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%83%D0%BA%D0%BE%D1%94%D0%BC%D0%BD%D1%96%D1%81%D1%82%D1%8C
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%BC%D0%B8%D1%81%D0%BB%D0%BE%D0%B2%D1%96%D1%81%D1%82%D1%8C
https://uk.wikipedia.org/wiki/New_York_Times
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D1%83%D0%BA%D0%BE%D0%B2%D0%BE-%D0%B4%D0%BE%D1%81%D0%BB%D1%96%D0%B4%D0%BD%D1%96_%D1%82%D0%B0_%D0%B4%D0%BE%D1%81%D0%BB%D1%96%D0%B4%D0%BD%D0%BE-%D0%BA%D0%BE%D0%BD%D1%81%D1%82%D1%80%D1%83%D0%BA%D1%82%D0%BE%D1%80%D1%81%D1%8C%D0%BA%D1%96_%D1%80%D0%BE%D0%B1%D0%BE%D1%82%D0%B8
https://uk.wikipedia.org/wiki/%D0%9E%D1%80%D0%B3%D0%B0%D0%BD%D1%96%D0%B7%D0%B0%D1%86%D1%96%D1%8F_%D0%B5%D0%BA%D0%BE%D0%BD%D0%BE%D0%BC%D1%96%D1%87%D0%BD%D0%BE%D0%B3%D0%BE_%D1%81%D0%BF%D1%96%D0%B2%D1%80%D0%BE%D0%B1%D1%96%D1%82%D0%BD%D0%B8%D1%86%D1%82%D0%B2%D0%B0_%D1%82%D0%B0_%D1%80%D0%BE%D0%B7%D0%B2%D0%B8%D1%82%D0%BA%D1%83
https://uk.wikipedia.org/wiki/%D0%9E%D1%80%D0%B3%D0%B0%D0%BD%D1%96%D0%B7%D0%B0%D1%86%D1%96%D1%8F_%D0%B5%D0%BA%D0%BE%D0%BD%D0%BE%D0%BC%D1%96%D1%87%D0%BD%D0%BE%D0%B3%D0%BE_%D1%81%D0%BF%D1%96%D0%B2%D1%80%D0%BE%D0%B1%D1%96%D1%82%D0%BD%D0%B8%D1%86%D1%82%D0%B2%D0%B0_%D1%82%D0%B0_%D1%80%D0%BE%D0%B7%D0%B2%D0%B8%D1%82%D0%BA%D1%83
https://uk.wikipedia.org/wiki/%D0%9C%D1%96%D0%BA%D1%80%D0%BE%D0%B5%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D1%96%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D1%96%D0%B9%D0%BD%D1%96_%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D1%96%D1%97
https://uk.wikipedia.org/wiki/%D0%9E%D0%B1%D1%87%D0%B8%D1%81%D0%BB%D1%8E%D0%B2%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0_%D1%82%D0%B5%D1%85%D0%BD%D1%96%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%9E%D0%B1%D1%87%D0%B8%D1%81%D0%BB%D1%8E%D0%B2%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0_%D1%82%D0%B5%D1%85%D0%BD%D1%96%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D1%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F
https://uk.wikipedia.org/wiki/%D0%A0%D0%BE%D0%B1%D0%BE%D1%82%D0%BE%D1%82%D0%B5%D1%85%D0%BD%D1%96%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%9D%D0%B0%D0%BD%D0%BE%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D1%96%D1%97

MoHozpagpis
aTOMHY eHepreTHKY, aepOKOCMIi4Hy TexHiKy, 6ioTexHoJsorii, dap-
MaleBTHUKY, TeHHY iH)KeHepilo, IITyYHU iIHTeseKT.

Juiss dopmysitoBaHHS BU3HAUYEHHS! MOHATTS «iHpopMalinHi
TEXHOJIOTiI» po3moyHeMo 3 AocaipkeHHs AediHinii «iHPpopmaris».
Y dinocodpcbkomy posyMmiHHI iHopmayia (Bif nat. informatio -
03HallOMJIEHHS], PO3’sICHEHHS], BUKJIA/leHHS, 06i3HaHIiCTh) - o/iHe 3
HaMG6i/blI 3araJibHUX MMOHATh HAyKH, 1110 T03HAYaE AesiKi BiloMoCTi,
CYKYIHICTb JJaHUX, 3HaHb154,

Tepmin «iHdopmMmallisg» iHTepnpeTyeTbCcs Yy JBOX 3HA4YeH-
HAX: y MOBCAKJAEHHOMY — $sIK BifjomocTi (moBifjoMJieHHs, 3BiCT-
KH), U0 TepeJlaloThCs JIIOAbMU YCHUM, MUCbMOBUM abo0 iHIIUM
croco6oM (3a JOMOMOro yMOBHHX CHUTHaJIiB Tol0) i moBigoM-
JISIOTb NPO 1L0-He6GYy/Jb; i B HAyKOBOMYy - sIK OOMiH LUMH Bizmo-
MOCTSIMM MDK JIIOJbMH, JIOJWHOK U aBTOMaTOM, aBTOMAaTOM
i aBTOMaTOM1%5,

YumMmaso aBTopiB, 30kpeMa B. 10. 'osry60Bcekuit Ta 0. 10. lly-
MisoB, mif iHQopMaliero po3yMilOTh CYyKYIHICTb MEBHUX BiJjoMOC-
Tel, JaHUX, 3HaHb156,

OjHi€ero i3 3araibHONPUUHATHX GOPM MoJaHHA iHopMallii €
noBifjoMJieHHs. ¥ cBoikl QyHJaMeHTa/NbHIN npaui «lHpopmaTuka»
®. JI. bBayep yBOAMTDb MOHATTS «IMOBiIOMJIEHHS» i «iHpOpMaIlis» K
HeBU3HA4YeHi OCHOBHI MOHATTSA, Mal4y Ha yBasi, 10 Bci iHmWi no-
HATTA iHpopMaTHUKU € NOXiJHUMU Bij HUX157,

Y 3B’13Ky 3 MM HaraflaeMo BU3Ha4YeHHs iHpopMallii, ke 3a-
NpONOHYBaB «6aTbko» KibepHeTHku H.BiHep, fiK «mo3HauYeHHS
3MICTy NOBiJOMJIEHHS, IK€ OTPUMAHO i3 30BHILIHBOTO CBITY B NPO-

154 'punianoB A. A. HoBeltmnii ¢unocodpckuit cioBapb. Munck, 1999.
C.112.

155 CoBeTCKMHU 3HLUKIIONEeAUYECKUH coBaphb / 1. pes. A. M. [Ipoxopos.
3-e uza. Mocksa: CoB. JHIMKI0NeAus1, 1984. C. 498.

156 TuB.: F'osry60Bckuit B. K. TeopeTnueckre U NpaBoBble acleKThbl UH-
dopmanuonHoro obecneyenusi OP/l. Caukt-IleTep6ypr: CaHkT-IleTepbypr-
ckuit yauBepcuteT MB/| P®, 2000. 152 c.; lllymusoB A. F0. OcHOBBI yroJ10BHO-
MpaBOBOW OLIEHKH CbhICKHOM MHopmanuu. MockBa: Uza-nb llymunosa U. U,
2000. 140 c.

157 Bayap ®. JI,, T'oo3 I'. UHdopmaTurka. BBogHbIl Kypc. B 2-x 4. MockBa:
Mup, 1990. C. 18-19.
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https://uk.wikipedia.org/wiki/%D0%90%D1%82%D0%BE%D0%BC%D0%BD%D0%B0_%D0%B5%D0%BD%D0%B5%D1%80%D0%B3%D0%B5%D1%82%D0%B8%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D1%81%D0%BC%D1%96%D1%87%D0%BD%D0%B0_%D0%BF%D1%80%D0%BE%D0%BC%D0%B8%D1%81%D0%BB%D0%BE%D0%B2%D1%96%D1%81%D1%82%D1%8C
https://uk.wikipedia.org/wiki/%D0%91%D1%96%D0%BE%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3%D1%96%D1%97
https://uk.wikipedia.org/wiki/%D0%A4%D0%B0%D1%80%D0%BC%D0%B0%D1%86%D0%B5%D0%B2%D1%82%D0%B8%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%A4%D0%B0%D1%80%D0%BC%D0%B0%D1%86%D0%B5%D0%B2%D1%82%D0%B8%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/%D0%93%D0%B5%D0%BD%D0%BD%D0%B0_%D1%96%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%D1%80%D1%96%D1%8F
https://uk.wikipedia.org/wiki/%D0%A8%D1%82%D1%83%D1%87%D0%BD%D0%B8%D0%B9_%D1%96%D0%BD%D1%82%D0%B5%D0%BB%D0%B5%D0%BA%D1%82
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[leci HalIOro MPUCTOCYBaHHA [0 HBOIO I NMPUCTOCYBAHHA HALIKWX
MOYyTTiB»158,

Y BeskoMy TJ/IyMauHOMY CJIOBHHUKY Cy4acHOI yKpalHCbKOI
MOBU TepMiH «iHpopMallisi» MOsICHEHO K BiZoOMOCTI mpo fKi-
HeOyb NOoAil, YMI0Ch Ai/IbHICTh; MOBiIOMJIEHHS NPO LI0ChL5.

Y HawoMy focaipkeHHi MU KepyBaTUMEMOCS BU3HaYeHHSAM
iHpopmariil, HaBe/JeHUM y 3aKOHOJABYUX aKTaX, a caMe y cT. 1 3a-
koHy Ykpainu «Ilpo iHdopmauiro» Ta cT. 20 LluBinbHOro Kogekcy
Ykpainy, fe nip iHgopmayieio po3yMmitoTbes 6yAb-aki BimomocTi
Ta/abo JaHi, Aki MOXKyTh OYTH 36eperkeHi Ha MaTepiaJbHUX HOCISIX
a6o BijloGpaXkeHi B eJIeKTPOHHOMY BUTJIsIi160,

BoaHovac y cT.1 3akony Ykpainu «[lpo TesnekomyHikamii»
3a3HayeHo, 10 iHPopmayisa - 1e BiOMOCTIi, NoJaHi y BUT/IAAI CUT-
HasliB, 3HaKiB, 3BYKiB, pyXoMuX a60 HepyXoMHUX 306pa)KkeHb YU B
iHLIMM croci6el,

Crnoco6u i npuiioMu oBosIoJjiHHA iH$OpMalli€lo 03BOJSIOTh
3pO6GUTH BUCHOBOK PO iCHYBaHHSA [J|BOX Ii BUAiB: TJIacHOI Ta HerJa-
cHoi. 3a 3MicToM iHdopMalis noAiNsgeETbCA HA Taki BUAM: iHpopMa-
nigs npo ¢isuyHy ocoby; iHdopMalif [0BiAKOBO-eHLIMKJIOIE-
JIMYHOTO XapaKTepy; iHdpopManis npo craH AOBKiLIA (eKosoriyHa);
inpopmariss mpo ToBap (poGoTy, MHOCJAYry); HAyKOBO-TEXHiYHA
indopmaris; nojgarkoBa iHdopmalis; npaBoBa iHdopmaris; cra-
THCTUYHa IiHdopmalnig; cormiosioriuna iHdopManisa; iHmI BugU
inpopmariii.

3 yBaru Ha TeMy MoHorpadii, Hac Hallepille L[iKaBUTb Npa-
BoBa iHdopMallis, iKka BU3HAYAEThCA K OyAb-AKi BimoMocTi mpo
mpaBo, Horo cucremy, JpKkepesa, peasnisaniio, 0puguyHi ¢GakTy,

158 BuHep H. Moe oTHoLIeHUe K KUOEPHETHKE, ee MPoIIoe U GyAyliee.
Mocksa: CoBeTckoe paguo, 1969. C. 23.

159 BeJIMKUM TJyMauyHUM CJIOBHUK CydacHOi yKpaiHCbKOi MOBU / yIo-
psz. i rosos. pen. B. T. Bycen. KuiB; Ipninb: BT®: [lepyn, 2004. C. 403.

160 Mug.: [Ipo inpopmanito: 3akoH Ykpainu Big 02.10.1992 Ne 2657-XII.
Bidomocmi BepxosHoi Padu Ykpainu. 1992. Ne 48. Ct. 650; LluBinbHUI Kojekc
Ykpainu. Bidomocmi BepxosHoi Padu Ykpainu. Kuis, 2003. Ne 40-44. Ct. 356.

161 [Ipo TesrekoMyHikanii: 3akoH Ykpainu Big 18.11.2003 Ne 1280-IV.
Bidomocmi BepxoeHoi Padu Ykpainu. 2004. Ne 12. Ct. 155.
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MoHoepacpis

MPaBOBiJHOCHHHY, IPABOINOPSA0K, TPABONOPYIIEeHHSI i 6OPOTHOY 3
HUMHU Ta IX NpodiJIaKTUKY TOI0162,

TepMiH «TexHoJoris» (Bim rpenpkoro techne— MHCTELTBO,
peMecsio, HayKa Ta logos - BUeHHs1) BUHUK y cdepi MaTepiasbHOTO
BUPOOHUITBA i CIOYATKY O3HA4YaB CYKyIHICTb CIOCO6iB BUPOGHMUILL-
TBQ, @ TAKOX iX HayKOBE ONMUCAaHH 163,

Besukuil TayMauyHUH CJAOBHUK CydacHOI yKpaiHCbKOI MOBHU
BU3HA4a€ MexXHO0/102i10 IK CyKYIHICTb 3HaHb, BiloMOCTel Mpo moc-
JIiIOBHICTb OKpEMUX BUPOOHUYMX Olepalliil y nmpoiieci BAPOGHUI[T-
Ba 4YOro-He6y/b; CYKYIHICTb CIIOCO6iB 06pO6KU YU MepepoOKH Ma-
TepianiB, iHpopManii, BUTOTOBJIEHHS BUPOGIB, MPOBEJEHHSA Pi3HUX
BUPOOGHUYMX onepaliil, HaZlaHHS MOCJAYT TOL[0164,

Y 3B’13Ky 3 [[UM HaroJ0CHMMO Ha 0COBJHUBOCTI BUKOPUCTAHHS
TepMiHa «TexHoJOris» BiloMuM KpuMiHaaicTtoM B. 0. O6pa3ioBum,
SIKWH 3allpONOHYBaB BU3HAYATH HAYKy KPUMIiHAJIICTUKY SIK «TE€XHO-
JIOTiI0 po3cIiyBaHHA»165,

[Ipodecop P. €. Besikin i3 1jporo nprBoAy 3a3Ha4yuB, L0 CXO-
Ky 3 TeXHOJIOTI€ poOJib Yy KPUMIHAJIICTUL Yy BiJOMOMY CeHCi BUKO-
HYIOTb TaKTHMKa 1 MeTojuKa: dK 3aci6 opranisanii, 3/ilicHeHHs
SIKOT0-HeOy/1b poLecy 3 HalbinbmuM epeKTOM BOHU TaKOXK CIPS-
MOBaHi Ha NepeTBOpPeHHS1 06’€KTa BIJIMBY. YYeHUH BBaXKae, LI10
y LbOMY 3Ha4yeHHI KpHUMiHa/liCTU4YHAa MeTOJUKa — Lie CBOEpigHA
TeXHOJIOTisl MPOoIecy po3CaiyBaHHs160.

[lif TexHOJIOTIED pO3C/ilyBaHHSA 3JIOUMHY Y HayKOBIH JiTe-
paTypi po3yMmieTbcs QYHKI[iOHAJIBHO 3yMOBJEHA YIIOPsJKOBaHA

162 [Tpo indopmauiro: 3akoH Ykpainu Big 02.10.1992 Ne 2657-XII. Bido-
Mmocmi BepxogHoi Padu Ykpainu. 1992. Ne 48. Ct. 650.

163 CjioBapp MHOCTpPaHHbIX cjJoB / moj pex. W. B.JIéxuHa,
®. H. [letpoBa. MockBa: 'oc. M3/1-BO MHOCTPAHHbIX U HallUOHA/bHBIX CJI0BapeH,
1949. C. 785.

164 BeJIMKUM TJIyMayHUM CJAOBHUK cydacHOi yKpaiHCbKOi MOBH / ymo-
psiz. i ronos. pef. B. T. Byces. Kuis; I[pninb: BT®: [lepyHn, 2005. C. 1448.

165 KpyuMUHaAJUCTHKA / OJ, pell. AOKT. I0pUA. HayK, npod. B. A. O6pas-
noBa. Mocksa: lOpunkomM, 1994. C. 10.

166 BenkuH P. C. KpuMuHaiucTHKa: NpoGJeMbl CErOJHSILIHETO JHS.
3/1060/iHEBHbIE BONPOCHI POCCUMCKONW KpUMHUHAIUCTUKU. MockBa: UHpa-M-
HOPMA, 2001. C. 84.
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CYKYNHICTb Ail (Ais/bHICTB), 10 3a6e3Me4yeTbCcsi HEOOXiHUMU
pecypcaMy, Ta peasli3yeTbCs BiZiMOBiAHUM cy6’eKTOM y mporeci
po3c/ilyBaHHSA 3/I04MHIB167,

[Iponiec (TexHOJIOTisA) pO3C/aiAyBaHHS € IieCHPsIMOBAHOIO
JIIO/ICBKOIO AiSIIbHICTIO M OXOILIIOE TaKi eJleMeHTH: CYy6 €KT PO3CIi-
JlyBaHHs, 06’ €KT po3c/IilyBaHHS, 3aCOOU PO3CJIiIyBaHHs1 168,

OTxe, 3 Or/I1Ay Ha 3a3Ha4eHe, MOXKHA NiJJKPECJUTHU BaXK/IMBe
3HAUeHHsI LIMPOKOr'0 3aCTOCYBaHHS KOMIT'IOTepHUX, iHpopmaniii-
HUX, KOMYHiKallilHUX, LUPOBUX, CY[JOBO-eKCIEPTHUX Ta IHLIUX
iHHOBAI[iIMHUX TEXHOJIOTIN y MPAKTHUIi pO3C/ilyBaHHS 3JI0YHHIB.

OfHUM i3 HAMOI/IbII MepCIEeKTUBHUX HAMpPSMIB MiJIBULIIEHHS
epeKTUBHOCTI PO3KPUTTS Ta PO3CJiJyBaHHS 3JI0YMHIB YBaXKAETbCS
BHUKOPHUCTAaHHS y CAif4il Ta onepaTUBHO-PO3IIYKOBIiN JisIIbHOCTI
inpopmarniiHux TexHosoTiH. [loHATTS «iHPopMaliiiHi TexHOJI0TiI»
Ha 3aKOHO/ZIaBYOMy PiBHI pO3IJ/IAAZAETHCA K LjiJlecIpAMOBaHa opra-
Hi30BaHa CyKyNHicTh iHpopMaLiiHUX MpoleciB i3 BUKOPHUCTAHHAM
3ac06iB 06YMC/II0BAIBHOI TEXHIKY, 110 3a6€3Ne4y0Th BUCOKY ILIBU-
JIKiCTh 0O0pOOKM JaHUX, IIBUJKHM MOIIyK iHdopMalii, po3ocepe-
JUKEeHHS TaHUX, JOCTYII 10 JpKepes iHpopmallil He3ane)xxHo BiJf Mic-
1 iX po3TalyBaHHA169,

JepxaBuuii crangapt ACTY 2226-93 «ABTOMaTH30BaHi cUc-
TeMu. TepMiHU Ta BU3HAYEHHS» BU3HAYa€ iHPopmayiliHi mexHo.10-
2ii K TeXHOJIOTiYHUH Tpolec, NpeaMeToOM IepepobJeHHs U pe-
3yJIbTATOM SIKOTO € iHpopmanisl?o.

[HdopMmaliiliHi TeXHOJOTil IUPOKO 3aCTOCOBYIOTHCS Ha IoYa-
TKOBOMY eTalli po3CJijyBaHHA 3JI0YUHIB MiJ Yac [JlaHyBaHHA PO3-

167 MoiceeB O. TexHouiorii B KpUMiHaJsicTUIi Ta B CYyA0Bill eKClepTOJI0-
ril: cniBBiAHOWEHHS Ta po3MexyBaHHs. [IpasHuvuli yaconuc floHeybkozo yHi-
gepcumemy: Haykosull scypHaa. 2010. Ne 2(24). C. 127.

168 [IIMoHUH A. B. MeToz0J10THsI KpUMHUHAIUCTUYECKON METOAUKHU: MO-
Horpadus. Mocksa: FOpautundopm, 2010. C. 131.

169 TIlpo HauioHanbHy nmporpamy iHpopmaTusauii: 3akoH YkpaiHu Bif
4 moT. 1998 p. Ne 74/98-BP. Bidomocmi BepxosHoi Padu Ykpainu. 1998. Ne 27-
28.Cr. 181.

170 ApToMmaTu3oBaHi cucteMu. TepMminu Ta Bu3HayeHHs: JICTY 2226-93.
YuuHuii Bix 1994-07-01. Kuis: JepxkctangapTt Ykpainy, 1993. 91 c. (Hanio-
HaJ/IbHI CTaHAApTU YKpaiHu).
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cripyBaHHs, popMyJsitoBaHHS po6G0OYMX BepCii, ofep:kaHHSA OpieH-
ToBHOI iHopMaril, nobynoBU AiarpaM, cxeM, TabJulb, Ipadikis,
Mojenel Tomol7L,

Mu noginsgemo aymky A. C. OBuuHcbkoro ta M. K. KapeTtHiko-
Ba PO Te, 10 3aCTOCYBaHHSA Cy4yacHUX iHpopMaliiHUX TexXHOJIOTil
y 60pOoTh6i 3i 3JI0YMHHICTIO A€ 3MOT'y BHECTHM HOBe HAallOBHEHHS
SK y TpaauuiiHi Hanpsamu OPJ/] Ta AocyAoBoro posciifyBaHHS,
Tak i 6e3nocepeAHbO B iX iHQOpMaliiiHO-aHATITUYHEe 3a6e3neyeH-
HA. 30KpeMa, 3aCTOCyBaHHSI Cy4YaCHUX KOMIT'IOTEPHUX TEXHOJIO-
rid [03BOJISIE He TIJIbKM HAKOMMU4YYyBaTH M aHaJi3yBaTH OoNepaTHB-
HY, KpUMiHaJiCTU4HY, INpolecyaJbHy, CTaTUCTU4YHY iHPopMa-
nito, asie i 6Ge3nocepelHbO 3/00yBaTH Ii 3a JOMOMOTOI0 €JIEKT-
POHHUX 3aC06iB, a TAKOXK MOJEJIOBATH | MPOrHO3yBAaTH PO3BUTOK
CUTYyaLiil’z,

Y HuHilIHIX yMoBax iHpopMauiliHi TexHoJsorii edpeKTUBHO
BUKODHUCTOBYIOTbCAI Y PO3C/AiAAyBaHHI 3JI04MHIB. 30KpeMa, BOHHU
JIal0Th 3MOTy 3jilicHIoBaTU ¢ikcaljilo moka3oBoi iHdopmauii 3a
Jonomoror udpoBUX 3acob6iB ayaiosanucy, Bieo- Ta GoTO3HOM-
KU, AUCTaHIiiHO (Yepe3 AajJbHOMipH) BHUMIprOBaTH BifcTaHi Mix
npeJMeTaMHU Mif 4ac orysgay Micud noAil Ta 6yAyBaTH IJIaHU i cxe-
MM Mic1is o/iii 3a 0noMoro0 NporpamMHUx 3aco6iB TOIIO.

3Ba)KaluM Ha BUKJIaJleHe, BUSHAYUMO IHPopMayiliHi mexHo-
JA02ii y po3caidyeaHHi 3/404UHI8 SK CYKYIHICTb METO/iB, TEXHO-
JIOTIYHMX MPOIIEeCiB i MPOrpaMHO-TeXHIYHUX 3aC06iB, iHTErpOBaHUX
3 MeTow 36UpaHHS, 0O6pOGKHM, cHUcTeMaTHu3alii, y3arajJbHeHHS,
aHaJsii3y, 36epiraHHs Ta BUKOPUCTAHHS KPUMiHaJiCTUYHOI, onepa-
THBHOI Ta IpollecyabHOi iHpopMaIlii, 30KpeMa 06MeKeHOTro J10c-
TyIy, 110 Ma€ 3Ha4YeHH: /15 BUpileHHs 3aBaanb OP/l i nocynoBoro
po3ciiilyBaHHsl, 3abe3neyeHHs1 0Ge3NeKd poMajsH, CYCHiJbCTBA
i Jep>kaBH.

171 lleniteko B. 0., ABgeeBa I'. K. IndopmauiiiHi TexHosorii B KpuMiHa-
Jgictuni Ta caifuiit gisabHocTi. [IuTaHHS 60pOTHOU 3i 3JI0YMHHICTIO / pejl. KOJL:
B. 1. Bopucos Ta in. Xapkis: [IpaBo, 2009. Bun. 19. C. 196-197.

172 OByuHckui A. C,, KapetHukoB M. K. [Ipo6sieMbl MOATOTOBKH CHELU-
aJIMCTOB B 06J1aCTU NIPUMEeHEHHs] COBpeMeHHbIX HHPOPMALIUOHHBIX TEXHOJIO-
ruil. Becmnuk MB/] Poccuu. 2000. N2 4-5. C. 130-131.
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BigHenaBHa y BiTYM3HSHIA MpaBOBiM Hayli 3HayHa yBara
NpUAINAETbCA Mpo6seMaM po3po6JieHHs1 iHHOBaLliMl Ta BIpoOBa-
JDKeHHS iX y JisiJIbHICTh caifyux migposainisl’3. BiamoBiaHo [0
cT. 1 3akoHy Ykpainu «IIpo iHHOBalilHY Ais/IbHICTBY», IHHOBAYIAMU
€ HOBOCTBOpeHi (3acTtocoBani) i (a60) BJOCKOHa/NIEHI KOHKYPEHTO3-
JlaTHi TexHoJIoril, MpoAyKIis abo MOCJAYTH, a TAKOXK OpraHisaliiHo-
TexHiYHi pilleHHs BUPOOGHUYOro, aJIMiHICTPAaTUBHOI0, KOMEpPLiii-
HOro abo iHLIOTO XapakKTepy, 0 iCTOTHO MOJINIYITh CTPYKTYPY
Ta SKicTb BUPOOGHUIITBA i (a60) coriasbHOi chepu. IHHOBaALIHHUM
NMPOJYKTOM € pe3yJbTaT HAyKoBO-AocCAiAHOI i (a6o) gocsigHo-
KOHCTPYKTOPCBHKOI po3po6Kul74,

TepMiH «iHHOBalifl» NOXOAUTH BiJ JATUHCBKOTO CJ0Ba
«innovato» ¥ 03Ha4a€ OHOBJIEHHs a6o moJinmeHHs. CborosHi Tep-
MiH «iHHOBaIisfi» (mi3HbOJIAT. inovatio, aHrJ. innovation - HOBOBBe-
JIEHHS1) 3aCTOCOBYETbCS K CUHOHIM JlediHinii «HOBOBBeJeHHSI»

173 lus.: llleniteko B. 0. [Ipupoaa i npegmMeT BUBYEHHA KPUMIiHAJIICTH-
KM B CHCTeMi HayKoBoro 3HaHHs. Bubpani TBopu. Xapkis, 2010. C. 16; IIpak-
THUKYM 3 KpuMiHaiicTuku: HaBd. moci6. / B.10. llleniTbko, B. 0. KoHoBasoBa,
B. A. XKypasesb Ta iH. Kuis, 2013. C. 11-12; Bepnas Il. B. InnoBauii - ocHoBa
KpUMiHa/icTUYHOro 3abe3nedeHHs1 AisIIBHOCTI 3 poO3C/IiAyBaHHS 3JI0YMHIB.
IliedenHoykpaincokuili npasHuvuii yaconuc. 2015. Ne 4. C. 49; KpuminasnicTuka:
nigpy4d. / B. 10. llleniTeko, B. O. KoHoBasoBa, B. A. XypaBesnb Ta iH.; 3a peg.
B.10. lemniTeko. 5-Te BUA. nepepo6s. Ta Jonos. Kuis: In Ope, 2016. 640 c.;
[leniteko B. 10., ABgeeBa I'. K. IHHOBauil B [isIIbHOCTI OpraHiB KpUMiHa/JIbHOI
octunii. KpuMuHanucTuka u cyfebHasi eKcnepTr3a: MeX/yBeJoMCTBEHHbIN
Hay4yHO-MeTOoAN4YeCKUi c60pHUK. Bein. 59 / oTB. pen. U. U. EMenbsaHoBa. Mu-
HUCTEPCTBO 1OCTULMU YkpauHbl, 2014. C.4; [HHOBaLiliiHI 3acagu TexHiKo-
KpUMiHaJiCTUYHOTrO 3abe3nedeHHsT AiJIbHOCTI OpraHiB KpHMiHa/lbHOI I0CTH-
uii: MoHorpadis / xos. aBT. B. 10. llleniTbko, B. A. XKypaBesns, I'. K. ABzeeBa ta
iH.; 3a pen. B.10.IlleniTbka, B. A. Xypasaa. XapkiB: Anocrinb, 2017. 260 c.;
Kpuminanictuka: nigpyynuk / B. B. [IssckoBcbkui, 10. M. YopHoyc, A. B. liieHko
Ta id. Kuis, 2015. C. 19-21; Yopnoyc 0. M. KpumiHasicThka: HanpsiMu po3BU-
TKy Ta BJ,0CKOHaJIeHHs. AKTya/IbHi NUTaHHA KPUMiHAJbHOIO NpoLecy, KpuMi-
HaJIiCTUKU Ta CY[0BOi €KClepTHU3U: MaTepiajd MIiXBiJ. HayK.-IpPakT. KOHO.
(KuiB, 24 aucron. 2017 p.): y 2 4. Kuis, 2017. Y. 1. C. 189; KOcynos B. B. Kpu-
MiHasicTukKa B YkpaiHi y XX-XXI croniTTsx: MoHorpadis. Kuis: ®OIl Macnakos,
2018.556¢c.

174 TIpo iHHOBaLiKHY Jis/bHICTB: 3aK0oH Ykpainu Big 05.12.2012 5460-VI.
T'onoc Ykpainu Big 09.08.2002 Ne 144.

-48 -


https://zakon.rada.gov.ua/laws/show/5460-17

MoHoepacpis
CyTHicTh 11bOr0O TEpPMiHy MOJIATA€ B KOMILJIEKCHOMY NpOLeci CTBO-
pPEHHS, PO3MNOBCIO/X)KEHHS Ta BUKOPUCTAaHHS HOBOTO MPOAYKTY,
110 MPU3HAYEHUU [J1s1 33[0BOJIEHHS MOTPe6 JIIOJUHU 3 ypaxyBaH-
HSM Cy4dacHOro piBHS pO3BUTKYy Hayku i1 TexHiku. O60B’s13KO-
BUM 3aBepUIa/JibHUM eTaloM iHHOBALiMHOI AifJIbHOCTI € yCHillHe
BIPOBA/PKEHHS 11 pe3y/bTaTiB B MPAKTUKY Ta epeKTHUBHE IX BHUKO-
pUcTaHHA17S,

[IeniTbko B. 10. i ABfeeBa I'. K. BBaXkaroTh, 1[0 I'OJIOBHUM I10-
CTa4aJIbHUKOM IHHOBALIMHOTO MpPOAYKTY B IPaB0O3aCTOCOBHY
[PpaKTUKY € KpuMiHajicTuKa. KpuMiHajicTaMu CTBOPIOIOTbLCA HO-
BOBBe/IeHHS, 4Kl iCTOTHO MOJINIIYIOTh AKICTb i IOBHOTY IpoLecy
JIOKa3yBaHHsA y CHpasi, MiIBULIYIOTh MOTO HAYKOBUU piBeHb, CKO-
pOYYIOTh TEPMIiHU JOCYAOBOTO CJAiLCTBA, JO3BOJIAIOThL yperyJarBa-
TH [UTAaHHA, L0 paHillle He BUpILIyBalucA 3a BiACYTHOCTI HaJIeX-
HUX MeToAiB i 3aco6iB. [lo iHHOBaL[iHHUX KPUMiHAJMICTUYHUX MPO-
JYKTiB HayKOBIi 3apaXOBYIOTb PO3POOKHU B rajysi KpUMiHalicTHY-
HOI TexXHIKM, TAaKTUKM Ta METOJUKU pPO3C/iAyBaHHA 3JIOYHHIB,
a caMe: HOBi ab0 BXe iCHyIUi Ta MPUJIAIITOBAaHI [0 MOTpe6 Ciif-
Y0l MPaKTUKH TeXHIKO-KpUMiHaMiCTU4HI 3acobwu, cydacHi iHdop-
ManiiiHi TexHoJsoril, eJeKTpoHHI 6a3u 3HaHb, MeToaM ¢ikcauii,
HaKOMWYeHHs, aHaJ i3y Ta OIiHKK [JoKa3o0Boi iHdopmanii, HOBi
TaKTUYHI MpUHAOMH, IX KOMILJIIEKCH, TaKTUYHI KOMGiHamii Ta ome-
pauii, aJropuTMu nepuIoYeproBUX CJAIAYMX Jid Ta IepeBipku
TUIOBUX CJIAYUX BePCii, METOAUKHK PO3CAiyBaHHS HOBUX BHUJIB
3JIOYMHIB Ta iH.176,

[Ipodpecop B.I0.lleniTbko BU3HAYAE KpUMiHaAICMUYHI
iHHoBayii ik po3pobJieHi Ta BNPOBA/PKeHI B NMPAKTHUKy 60pOTHOHU
3i 3JIOUMHHICTIO HOBIi Cy4acHi MeTO/4, NIPUHOMH, TEXHOJIOTIi, Tex-

175 [HHOBaLiMHI 3acaZiu TEXHIKO-KPUMiHa/NiCTUYHOTO 3a6e3nedyeHHs [ji-
SIIBHOCTI opraHiB KpuMiHa/ibHOI ocTULil: MOHOrpadis / kou. aBT. B. 10. llemni-
TbKO, B.A. XypaBesnb, I K. ABzmeeBa Ta iH; 3a pea. B. 10. IllemniTbka,
B. A. XKypauis1. XapkiB: Anoctinsb, 2017. C. 7-8.

176 Illenitbko B.10. ABgeeBa I'.K. IHHOBauii B AifiibHOCTI opraHiB
KpUMiHa/bHOI ocTULil. KpuMHHaMMCTUKA U cyfeOHas eKcllepTu3a: MexAy-
BEJJOMCTBEHHbI Hay4YHO-MeTOAWYECKUH cOOpHUK. Beim. 59 / oTB. pen.
H. . EMenbsiHOBa. MUHUCTEPCTBO 0CTULIMU YKpauHbl, 2014. C. 4.
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Hi4yHi 3acobu, Npuaajy, anapaTypa, iHCTPYMEHTH, MeTOI0 SKHUX
€ ONTHUMI3allid po3CaiflyBaHHA 3JI0YMHIB Ta IX CYyZOBOTO pO3-
Iy, HiABUILEHHA SKOCTi IPaB03aCTOCOBHOI AifiibHOCTI. BueHui
BBa)Ka€ po3pobJieHHST Ta BIPOBA/PKEHHs B [AiJIbHICTH MNpaBo-
OXOPOHHHUX OpTaHiB HOBiTHiX MpUHOMIiB, MeTOAiB i 3ac06iB (iHHO-
Balliil) BaKJIMBHUM HAIMpPSMOM Cy4yacHOTO PO3BUTKY KpUMiHaJIi-
CTUKU177,

YnpoBa/ikeHHs iHHOBalill CHpHSIE ONTHUMI3yBaHHIO PO3CJi-
JlyBaHHSI, yHUKHEHHIO CJIiTYUX MOMUJIOK i MOXKe 6y TH peasii3oBaHO
3a TAKUMHU HaNpsAMaMU:

1) po3pobJieHHss Ta BHUKOPUCTAHHS HOBHX HAyKOBO-
TeXHIYHUX 3aC06iB [AJis1 BUSBJIEHHs, 30MpaHHS U MOMepeAHbOrO
JOCJIPKeHHS J0Ka3iB;

2) BUKODUCTAaHHA HOBIiTHiX iHpopMaLilHUX TexHoJoril B
pob6orti ciiguoro;

3) po3po6JieHHs i 3a/7y4eHHs 10 3aCTOCYBaHHS HOBHUX MpHU-
HWoMiB, MeTOAiB, METOAUK NPOBEAEHHS CAIIYUX Aill i po3ciigyBaH-
Hs 3J1I0YUHIB178,

[lif mexHos102i€10 po3cAidy8aHHS 3/104UHI8 TPONIOHYETHCS PO-
3yMITH CKJIaIOBy YaCTUHY QYHKIIIOHAJbHOTO acleKTy opraHisariii
uiei aisabHOCTI, fiKa JOMYCKAa€E MOXJIMBICTb aJropuTMizanii Jii
CJIiIYMX, KPUMIHAJICTIB Ta ONlepaTUBHUX MpaLiBHUKIB y PO3CIiay-
BaHHI KpUMIiHaJIbHUX [IPAaBONOPYILIEHbD.

Besmkuil TayMayHUH CJIOBHUK Cy4YacHOI yKpaiHCbKOI MOBH
BU3HAYa€ MOHATTHA «HOBIMHIlU» K TAKUH, 1[0 OXOIJIIE Cydac-
HUH Nepiof, CTOCYETbCS MHOro; Cy4acHUH, TeNepillHii; HOBHUH,
1[0 BiZiIOBi/la€ Cy4YacHUM BHMOTaM; HAWHOBIIIOTO TUIY, KOHCT-
pyKLi# Ta iH.179.

177 [HHOBalilHi 3aca/jd TeXHIKO-KpUMiHaJiCTUYHOrO 3abe3neyeHHs [i-
SIIBHOCTI opraHiB KpuMiHa/ibHOI ocTULil: MOHOrpadis / kou. aBT. B. 10. llemni-
TbKO, B.A. XypaBenb, I K. ABzmeeBa Ta iH; 3a pea. B. 10. IllemniTbka,
B. A. Xypauis1. XapkiB: Anocrinsb, 2017. C. 8.

178 Jllenitbko B. 0. Ilpupoga i mpegMeT BUBYEHHS KPUMiHaJiCTUKU
B cHUCTeMi HAyKOBOro 3HaHHs. BubpaHi TBopu. Xapkis, 2010. C. 16.

179 BeJIUKUHM TIyMayHUH CJIOBHHUK Cy4acHOI yKpaiHCbKOi MOBHU / ymo-
psiz. i rosios. pen. B. T. Byces. KuiB; Ipninb: [lepyH, 2005. C. 789.
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MoHozpadpis

HogimHsi mexHos102i51 - 1ie OyJb-sIKa TEXHOJIOTisl HaklHO-
Billoro Tumy, U0 BiANOBiJJa€E CyYaCHMM BHUMOTaM i Ma€ BHUCOKHM
noTeHIiaJl.

OTxe, HOBIMHI MexHo.102ii y po3caidy8aHHi 3/104uHie -
Ile cydyacHi, HalHOBilWli iHHOBaLiliHIi MeTOaM, MPUUOMH, TEXHO-
JIOoTiyHi mpolecH, nporpamHi i TexHiuHi 3acobu, iIHCTPyMeHTH, [Ki
iHTerpoBaHi 3 MeTo10 36UpaHHS, OTPUMaHHS, 06pPO6KH, CUCTEMATHU-
3anii, aHasni3y, 36epiraHHs Ta BUKOPUCTAHHS KpHUMiHa/IiCTU4YHO],
onepaTUBHOI Ta MmpolecyanbHol iHbopMarlii, assa aaroputMiszariii
W onTuMisalil mpouecy PpO3KpUTTA 1 po3CaiAyBaHHS 3JI04YMHIB
Ta IX CYyJOBOro po3rjiany, NiABULEHHA AKOCTI IpaB03acTOCOBHOI
JisiJIBHOCTI.

1.3. HoBiTHi 3apy6ikHi po3po6KH
Ta NepPCIeKTUBHI JOCAiI)KeHHA Y raay3i
TeXHIKO-KPMMIiHA/IiCTUYHOTO 3a6€e3ne4YeHHs
NpPOTUAIL 3IOYMHHOCTI

Y cydyacHOMYy CBiTi Te€XHOJIOTII MOCTiIHO PO3BUBAKTHCS i 3Mi-
HIOIOTbCA: IOPOKY BHUHUKAalOTb HOBI 1 4Yepe3 NeBHUH 4ac
BOHU CTalThb OYZIeHHOIO peasibHicTI0. 30KpeMa, daxiBui BHUpi3-
HSIOTb HOBITHI TE€XHOJIOTI], AKUMHU He3a6apOM KOPHUCTYBATUMEThCS
KO>X€EH:

1) po3ymHi okyaspu (y 2019 poui komnaHia Google BunycTu-
Jla HOBY Bepcilo po3yMHuX OKyaapiB Google Glass Enterprise
Edition 2 - 1e OKyJsApH J0NOBHEHOI peajibHOCTi, TAKOX BifoMi
ak «EE». /lomoBHeHa peanbHicTh (AR) - 1le no€AHAHHA peasbHUX
i 3areHepoOBaHMX KOMII'IOTEPOM 306pakeHb, IKi HaKJIaJalTbCA Of-
He Ha OJjHe, Y pe3y/IbTaTi YOro KOPUCTyBay NOPHUHAE B iHIIMUH CBIT.
3aBAAKHU 3py4Hil i Jierkiii onpasi NpUCTpii Mali>Ke He Bij4yBa€TbCA
npu HociHHi. Horo MoskHa BUKOPHCTOBYBaTH WiMUH leHb, 3aMiHU-
BIIM 3BUYHI 3acobu 3B’sA3Ky (cMapTdOH, HOYTOYK, CMapTroAMH-
HUK). KopuctyBaui M0oXyTb BUKOPUCTOBYBaTH AR-OKy/sipu AJist
JloCcTyny f10 HeobxifiHOl iM po6ouoi iHpopMallii: KOHTPOJbHUX CIU-
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CKiB, IHCTpyKLil, a TakoX AJs HaJcunaHHA QoTorpadid abo
Bizie0)180;

2) po3ymHi Oani (HU3Ka KoMmmaHid, 30kpema RelatelQ,
NpalTh Haj THUM, W06 aBTOMATU3yBaTH Hpolec No6yJoBU
CIOMCKY KOHTAKTiB, MOLITOBUX CKPUHbOK, MOBiJIOMJIEHb TOLIO.
JocTtaTHbo Oy/ie Ha3BaTH iM’'sl — i B TesiedpOHI YTBOPIOETHCS HOBUH
KOHTAaKT)181;

3) ducnaei 6e3 ekpaHig (rosorpamMu NPUNHUHATL OYTH YacTH-
HOI0 GaHTAaCTUKU. 3'ABJAATbHCA KOHTAKTHI JIiH3Y, 110 POEKTYBaTU-
MYIOTb 300paKeHHsI Ha CiTKiBKY oka)18Z;

4) Helipokomn'tomepHi iHmepdgeticu (MOXJIUBO, Yy MaHOyT-
HbOMY HaM He 3Ha/l0GUTbCS KOMIT'IOTEpHA MUIIa abo KJaBiaTypa.
JlocTaTHbO 6yJe moAyMaTH Npo NeBHi pedi — i BOHU 3'ABJIATLCS Ha
eKpaHi)183;

5) yugposi 3asanmascenuss (HaGJAMKAETbCA KiHElb PO3IO-
BCIO/PKEHHs Qi3WYHMX Komiil nmpoaykTiB. Meaiadaiiu i Bimeoirpu
MOMIUPIOBATUMYThCS JIMIIEeHb MPPOBUM 1LIAXoM. My3uka i ¢pinb-
MU TAaKOX MOCTYIOBO 3MiIyIOTbCSA B GiK MOLIMpPEHHS Yepe3 IJaT-
dopmu Tuny iTunes)!84;

6) pobomu 6ydymvu ckpizb (p660TH MOYUHAKTH 31 CKIaJaJb-
HUX KOHBEEpiB i MOCTYMOBO BYaTbCA OYTH BMIJIMMH Xipypramu
i camepamy, 6yxrajatepamMu i KocMoHaBTaMu)185;

180 Google BumycTtusia po3ymHi okyasapu Glass Enterprise Edition 2.
URL: https://tehnofan.com.ua/2019/05/21/google-has-released-glass-enterpr
ise-edition-2-smart-glasses/

18115 HOBITHIX TeXHOJIOTiH, IKUMU He3abapoM 6yje KOPHUCTYBaTHCS
KO>K€EH. URL: http://brandstory.com.ua/15-novitnix-texnologij-yakimi-
nezabarom-bude-koristuvatisya-kozhen/

182 HoBiTHi TexHoJIOTi], AKUMHU He3a6apoM Gy/ie KOPHUCTYBATUCS KOXKEH.
URL: http://novi-tekhnolohiyi.blogspot.com/2018/11/blog-post_6.html

183 15 HOBITHIX TexHOJIOTiH, IKUMU He3abapoM OyJe KOPUCTYBaTHCS
koxkeH. URL: http://brandstory.com.ua/15-novitnix-texnologij-yakimi-nezaba
rom-bude-koristuvatisya-kozhen/

184 HoBiTHi TexHoJIOTi], AKUMHU He3a6apoM Gy/ie KOPHUCTYBATUCS KOXKEH.
URL: http://novi-tekhnolohiyi.blogspot.com/2018/11/blog-post_6.html

185 15 HOBIiTHIX TexHOJIOTiH, SKUMU He3abapoM OyJe KOPUCTYBATHUCS
koxkeH. URL: http://brandstory.com.ua/15-novitnix-texnologij-yakimi-nezaba
rom-bude-koristuvatisya-kozhen/
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7) 6esdpomoea  nepedaua  eHepeii (3apsAAHA  CTaHIiA
Qi Wireless g03BoJisie 3apsimkaTH Jesdki cMapTPoHU 6e3 Kabesto.
EjleKTpoMo6iIto ocTaTHBO Gy/le MPUNAapKyBaTUCh 6iist 6e34poTo-
BOI 3apgaAHOI cTaHL(l i BiH 3apgaaKaTUMeTbCs. MOXKJIMBO, HABITh Mif,
Yac noi3fKu JoporaMu, HOKPUTUMU COHSUHUMU GaTapesmMu )186;

8) epacpen (rpaden y 100 pasiB minHimte craJi, BiH JacTb HaM
IBUAKUHM IHTEpHeT, HOro MoXKHa BUKOPUCTOBYBATH K GiIbTp A5
BOJIM Ta OYMUILEHHSI OKeaHy, HOro MOXHa 3aCTOCOBYBaTH B CMapT-
¢doHax To110)187;

9) Touch ID i Face ID (y 2010-x pokax Apple 3morJia BipoBa-
JUTH TEXHOJIOTiI0 CKaHyBaHHS BiJOUTKIB majbLiB y cMapTQoOHHY,
o6y M0306aBUTH KOPUCTYBA4yiB HeOOXiJHOCTI 3amaM’sTOBYyBaTH
napodi. ¥ aunui 2012 poxky Apple BuKynuia 6ioMeTpuU4Hy KoMIa-
Hito AuthenTec, 3anpoBaJUBIIM AATYUKKA CKAaHYBaHHS BiAOUTKIB
najabLiB y kHonky Home nHa iPhone 5s. lle 3anoyaTkyBasio 6iomeT-
pUYHI CHUCTeMHU Oe3NeKH, L0 CTaJu MOBCAKAeHHUM siBulieM. Ilif
Yac [bOTo Mpolecy 6ioMeTpis AomoMoryia po3BUHYTH CUCTEMH MO-
6inpHux matexiB NFC, ki BUKOPUCTOBYIOTh JJOAATKOBY Oe3MEKY
JUi ayTeHTHiKanii miaTexis.

CrorosHi ckaHyBaHHSI Bi[OUTKIB masbLiB € GyAeHHICTIO, a
TexHoJIoTisl po3nizHaBaHHA oci6 Face ID € ii moganpmuM po3BUT-
koM. Apple He BizMoButacs Big Touch ID Ha kopucTb po3nisHaBaH-
Hs ocobu. KoMnaHisl nyaHye BOPpOBaAUTH JJATYUK BiIOUTKIB Masib-
LiB mij caMm ekpaH. [IpucTpiil MoXke BUKOPHUCTOBYBATHUCA B MOEJ]-
HaHHI 3 Face ID Ha mali6yTHIiX Mofenax iPhone 12 i HaBiTb MoXe
6yTH Ha Apple Watch)18s;

10) mobinbHa eaekmpoHika (CbOroAHI MU I10JHA KOHTAKTYE-
MO 3 KOpUCTyBayaMU 0e3[pOTOBUX HaBYIIHHUKIB, Takux sik Apple

186 HoBiTHi TexHoJIOTi], AKUMHU He3a6apoM Gy/ie KOPHUCTYBATUCS KOXKEH.
URL: http://novi-tekhnolohiyi.blogspot.com/2018/11/blog-post_6.html

187 15 HOBITHIX TexHOJIOTiH, IKUMU He3a6apoM O6yZe KOPUCTyBaTHCS
koxkeH. URL: http://brandstory.com.ua/15-novitnix-texnologij-yakimi-nezaba
rom-bude-koristuvatisya-kozhen/

188 Apple 3amaTeHTyBaJa peBosoLiiHY ¢yHKIi0 A iPhone 12. URL:
https://techno.znaj.ua/283997-apple-zapatentuvala-revolyuciynu-funkciyu-
dlya-iphone-12
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Bnaryta P. I., MoByaH A. B.

HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS
AirPods. [lpudyomy uwpo ifiero nepeitHsasun Samsung 3 Galaxy Buds,
Xiaomi 3 Mi Air 2, a Takox 6e3J1i4 Mofesiel Bif iHIIMX BUPOOGHUKIB.
[IpuMipoM, BUKOPUCTOBYIOTbCS HAaBYILIHUKH, Ki paxylOTb 4acTOTY
cepLieBUX CKOpPOYEHb, KOHTAKTHI JIiH3W, fKi BUMIpPIOOTh piBeHb
LYKPY B KPOBI, TOI110)189,

HopBesbka TesiekoMyHikaliiHa kommnanis Telenor i ozHa
3 HaWOUIBIMIKUX MI)KHAPOJHUX KOHCAJTUHIOBO-ayJUTOPCHKUX KOM-
naniit Deloitt ony6/ikyBa/iv CIMCKU FOJIOBHUX TEXHOJIOTIYHUX Tpe-
HAiB 2020 poky, gKi, Ha IXHI0O JYMKY, CTaHYTh MaCOBUMHU B HOBOMY
poui i yBilAyTb y 3BUYHE KUTTS 6araTbox JoJel, 30kpeMa:

* M0b6i/bHa Mmepedxca 5G. Deloitte mporHo3ye crnjeck nomnyJssp-
HOCTi KOMepLiMHUX MOGIIbHUX MepeX M'ITOTO MOKOJIiHHS, sKi MiJI-
JIAIITOBYBAaTUMYTbCS TiJi KOHKpPETHI NMOTpe6GH iX KOPUCTYBauiB,
3aJ/IeXXHO Bif BUAY AisiibHOCTI i mpodinto koMmnaHii abo opraxizarii.
BozgHouac ekcrepTH BCbOIO CBITYy HaroJIOWIyKOTh Ha MOTEHLIMHUX
BPa3JIMBOCTSAX I'ATOrO MMOKOJIIHHS, OCKiJIbKY NlepeBaraMu 5G Takox
KOPHUCTYBaTUMYThCS KiGep3J10UMHII.

I3 rpyaHa 2019 poky B mectu Mictax Ykpainy, a came B Kue-
Bi, Xapkogi, Ofeci, [JHinpi, Yepkacax i JIbBOBi, IBeACbKUM BUPO6-
HUKOM Bi/[[TOBiIHOTO 0GJIaiHAHHS CIIJIbHO 3 YKPAiHCBKUM MOGiJb-
HUM OIlepaTopoM Nepe6avyeHo TeCcTyBaHHS MOGIIbHOTO 3B’SI3KY
’'sTOro nokoJiHHsA. [IoBHOLiHHUKN 3anyck 5G B YKpaiHi miaHyeThcs
yepes TPU POKH;

o wmyyHuli inmesexkm. Deloitte BBaxkae, mo 2020 poky mpo-
Jaxi 4uIiB, AKi NPaLOOTh i3 TEXHOJIOTIAMU IITYYHOIrO IHTEJIEKTY,
CTAaHOBUTHUMYTb 06/iM3bko 750 MJIH WITYK HA 3arajbHy CyMy
B 2,6 muipa goJsiapiB. [lo 2024 poky npojaxi YMIIB 3i IITYYHUM
iHTeJIeKTOM CATHYTH 1,5 MJIpJ IITYK, IPU LIbOMY IXHSI BapTiCTb AJ1s
CIOXWBAYiB MOCTIHHO 3HMKYBAaTUMEThCS;

e cynymHukosull inmepHem. Deloitte BBaxkag, mo B 2020 poui
3poCTe KiJbKiCTb KOMMNaHiH, Ki NpONOHYBAaTUMYTh AOCTYN A0 iH-
TepHeTy 3i CYNyTHHUKIB. 3apa3 TakWX CYNyTHUKIB 6.iu3bko 200
OuikyeTbcd, o IXHE yncao 3pocte fo 700 3aBAAKU 3/ eLIeBIEHHIO

189 [1lo Apple 36upaeThbcst orosiocuTy Ha cBoeMy iPad Ta MacBook mogii
HactynHoro TwxHA? URL: https://upost.info/uk/
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3amyckiB Ha HU3bKY opbiTy - 3 18,5 Tuc. go 2,7 Tuc. goJjapiB 3a
Kijiorpaw;

* 3es1eHi mexHoo02ii. IHTepHeT peueil (Internet of Things), Be-
Jquki gaHi (Big Data) i TexHoJI0Tii IITYYHOTO iHTENEKTY JO3BOJISATD
OLIHWTH CIIO>KUBAHHS, 3HU3UTH IONUT | 3HAYHO CKOPOTUTH BUKHU-
[Y BYTJIEKHCJIOTO a3y, 3MEHIIUBIIY BUTPATH.

OcHoBo10 JJ151 6i3HECy, mepeBaxkHO B EBpPOCOI03i, CTaHe Iepe-
Xi/i Ha MOBHICTIO BiITHOBJIIOBAJIbHY €HEpPreTUKY. AHa/JITUKH BBaXa-
I0Th, 1[0 HA BeJIOCUIIEe/]] epecilaTuMe Jiefiajli Oiibllle KUTeNiB Me-
ramnoJticiB. Y Deloitte BBakaroTh, 110 BUCOKOTEXHOJIOTIYHI KOMITaHil
3aX04yTb CKOPUCTATUCA LIUM TPEHJOM i IOYHYTh YIIPOBA)KyBaTH y
BUPOOHUI[TBO BeJIOCHIIEIB TaKi mporecH, K 3D-ApyK, 3alMyThbCs
pPO3pO6KOI0 A0JATKIB i KapT, AKi onTUMaJbHO MiAINAYTH AJA i3qu
Ha BeJIOCUIIE .

[IporHo3yeThbca pi3KUM CIJIECK MONYJISPHOCTI eJIeKTPUYHUX
TEeXHOJIOTiM ¥ BUPOOGHUIITBI BesiocuIeiiB, 30KpeMa nepes6adyaeTb-
cq, mo y 2020-2023 pokax 6y/e npoaaHo noHax 130 MJIH eJleKTpH-
YHUX BeJIOCUIIE/iB;

e iHmepHem misi. MacoBe NMOLINPEHHS OTPUMAE TaK 3BaHUH
inTepHet Tin (Internet of Bodies). MeTbca npo rapkeTH i JogaTku
(nmepiiie MOKOJIiHHSA), SIKi He TUIbKA MOHITOPUTUMYTb pi3Hi Mokas-
HUKHU JIIOJCBKOTO Tija, ajle i caMOCTIMHO KOPUTyBaTUMYTb I10OKa3-
HUKU. CKaXKiMO, TOMIIM 3 iHCYJIIHOM, SIKi BUMiIpIOBAaTUMYThb LIYKOP Y
KpoBi i, fIKIO 1e MOTPi6GHO, aBTOMATUYHO BBOJAUTUMYThb iHCYJiH B
opraHisM (zApyre nokoJiiHHsA). TpeTe MOKOIHHA TaKHUX NMPUCTPOIB
NiJK/JI0YaTUMEeTbCS [0 MO3KY, 110 3ab6e3neYuThb 3'€HaHHA B pea-
JIbHOMY 4aci 3 BiAJa/leHHMMH KOMII'IOTepaMH, KyJAu HaJCUJaTh-
MyTbCA JaHi IPO YMMaJIo NPOLeciB B OpraHismi.

KpiM MoHiTOpUHTry 3710pOB’d, Taki JeBaliCM MOXYTb CIpPOC-
TUTH | migBUIIMTH Kibepb6e3neky. ¥ 2017 poui 6y/s0 po3pobseHO
MiKpO4YHI, IMIJIAHTYBaBUIM SIKWMU Mif WIKipy, MOXHa BiAYUHATHU
JiBepi, MPOXOAUTHU aBTOpHU3alil 3a pPoboYMM KOMI'IOTepoM abo
OIJIaYyBaTH NOKynKn190,

190 Kakue BbICOKHE TE€XHOJIOTMU CTAaHYT MAaCCOBBIMU B HOBOM TOJy U
BOUAYT B NPUBBIYHYIO KU3Hb MHOTUX JtoJel. URL: https://korrespondent.net/
business/web/4171621-5G-yy-e-velosypedy-tekhnolohycheskye-trendy-2020
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Bnaryta P. I., MoByaH A. B.
HogiTHi TexHonorii y po3cnigyBaHHi 3NMOYMHIB: Cy4acHWii CTaH i NpobneMun BUKOPUCTaHHS

Posrsisagatour npo6eMy 3acTOCYBaHHSI HOBITHIX TeXHOJIOTIN
Yy KpUMIHaJMICTUYHIN Ais/IbHOCTI, HAayKOBILi Ta MNPAKTUKU TaKOX
3BAXKAalOTh HAa MOMXJIMBOCTI BUKOPHUCTAHHSA MeToAy CdepUUHOI
NaHopaMH y KpUMiHaJicTU4YHIN ¢oTorpadii, mazeproro 3D-ckany-
BaHH$, CUCTeMM ONTHUYHOI Bisdyasizanii RUVIS Ta iHmMX cy4acHux
JOCATHEHb y rajy3i Hayku i TexHiku191,

30KpeMa, O/IHi€I0 3 HOBITHIX HAYKOBUX pPO3pPO6OK i3 BUKOPU-
cTaHHAM ¢oTokaMep € MeTo[ chepudHoi maHopamu. 3a Horo
JIOMOMOTOI0 MOXXKHa IIBHUJKO i TO4YHO 3adikcyBaTh Micle moAil
i, 3acToCOByIOUM cHeliajJbHe MporpaMHe 3abe3leyeHHsl, BUTO-
TOBUTHU Horo cpepuuHuit makert. Ilig yac meperssgy Takoro ma-
KeTy BUHHUKA€E BpPaXXeHHA NPUCYTHOCTI Ha Micli mofAil, OCKiJIbKU
cbepryHa nmaHopaMma Bifo6pakae MpoOCTip i3 MaKCUMaJbHUM Ky-
TOoM oxomieHHs (360° mo ropusoHTasi Ta 180° mo BepTHKasi),
3aBJSKU YOMY OTPUMYETBHCS MOXKJIHMBICTb NMOBHICTIO Bimo6pasuTu
HaBKOJIMIIIHIO 0OCTAHOBKY MICIfl, Y IKOMY BCTAHOBJIEHO LUPPOBY
doTokamepy92,

3apy6ikHi HAYKOBIi 3JiHCHIOIOTH YHCJIEHHI JOCJiPKeHHS,
CHpsSIMOBaHI Ha BJIOCKOHaJIEeHHS] MeTO/iB ieHTUdikanii 3a [JHK, 3a
BOJIOCCSAIM JIIOJAMHU, METOAIB JOCJiKEeHHs CJAiAiB KpoBi Ha Micui
noAil, cjifiiB NOCTpily Ha pi3HUX NepelKoax Touo193,

Ckaximo, 3D-Mozesb nasblisg BOGUTOI JIIOAVMHU GyJia BUKOPHC-
TaHa noJiniero CIIA a5 po36/0KyBaHHS HOro MOGIJIBHOTO TeJe-
¢dony. Cnigui BBaxkasu, o TesnedoH KepTBU Mir 64U AONOMOITH
3HAWTH BOWBLIO, 3/PKe B HbOMY MOTJIA 3ITMIIMTHCS SIKach $GOTO-
a6o aygioinpopmaris, sika HaBesia 6 MOJIIil0 HA CJIij] 3JI0YUHIIS.
CnouaTky ¢axiBLi nepeTBOPUJIM ABOBUMIPHI BiJOMTKU NaJbLiB Y

191 CemeHoB B. B., TepemkeBuu A. I. BukoprcTaHHa HOBITHIX TeXHO0JIO-
riil Ta JOCATHEHb HAayKU W TeXHIKU B KpUMiHajbHOMY NpoBagxeHHi. Kpumu-
HaJIUCTHKA U cyAeOHas skcieptusa. 2015. Bein. 60. C. 117-125; Henopaga A. C.
HoBiTHi TexHoJiorii B KpuMiHasicTuLi: 3D-ckaHyBaHHA NPH OT/AAL MicLd Mofil.
KpuminanicmuuHuti gicHuk. 2016. Ne 2 (26). C. 141-143.

192 CemenoB B. B., TepemkeBu4 A. |. BukopucTaHHs1 HOBITHIX TeXHO-
JIOTil Ta JOCSTHEHb HayKU U TEXHIKU B KpUMiHAJbHOMY NpOBajKeHHi. Kpumu-
Haaucmuka u cyde6Has skcnepmusa. 2015. Bein. 60. C. 117-125.

193 Science Magazine. URL: http://search.sciencemag.org/?q=forensic
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TpuBUMIipHi. Ko Komisi nanbus BjacHUKa cMapT¢doHa 6yJia roTo-
Ba, Ha Il MoOBepxHIO 6YJIM HaHeceHI HAUTOHIII apy cpibJa, 30/0Ta
i migi. lle 6ys0 noTpiGHO [JisT BiATBOPEHHSI eJeKTPONPOBiJHOCTI
MoJIi6HO A0 WKipH KKUBOI JIOAWUHHU. [lic/is IbOro KOIilo Masblif Me-
pefasu noJlinil AJ151 MPOJOBKEHHS PO3C/ilyBaHHA1%4,

[Moninis B ABcTpaJiii 3a gonomMorotw noprtaTuBHoro 3D-cka-
Hepa MOXe 3 BHCOKOI TOYHICTIO BiJHOBUTM KOMI'IOTEpHi Mo-
JeJli BHYTPILIHIX | 30BHIIIHIX CLieH 3/I04MHY. PeTeslbHe AOCiKeH-
HA Micllb CKOEHHSI 3JIOYMHIB Ha BigKpuTOMy MNOBiTpi (30Kpema
B IYCTHX JiicaX, Iedyepax Ta IHIIUX BeJUKHUX TEPUTOpiAX) 3a-
3BMYall 3ailiMae 6araTo 4acy. 3a JONmOMOroi «3eBejiesi», TaKOX
Bifjomoro sik ZEB1, mouinis Tenep MoXke Jierko OTpUMaTH [OCTyI
JI0 BOXXKOJOCTYIMHUX Miclb i 0oOMexeHOro mpoctopy, Je iHoxi
CKJIaZJHO BCTAaHOBUTH IpOMi3JiKke 06/1afjHaHHA JJi KaMmep i LiTa-
TuBiB. Ilify yac obepTaHHsA NpWJaJ, BUINYCKae JasepHi mpoMeHi
i 6esnepepBHO CKaHye HaBKOJIMUIHE cepefoBulle. Bin 3jat-
HUW BUKOHYBaTH Ginbiie 40 000 kazapiB y cekyHay. Ha Biaminy
Bif KOJIiICHUX MOOIIBHUX CHUCTeM, «3eBefied» MoKe 36UpaTu
JlaHi Ha cxoJiax i Ha mepeciuyeHill MICLeBOCTi, a TaKOX y paloOHax,
ae Hemae GPS195,

[Iporpamictu 3 YHiBepcutetry KopHesana (CIIA) HaBuuIu
HelipoMepexxy 3a ojiHi€el0 QoTorpadi€lo CTBOPIOBAaTH TOYHY
3D-mozmens o6anyusa JoauHA (3DMM). AITOPUTM CKaHYE CBIiT/IH-
HY, BiZipa3y » BU/IJIIE OCHOBHI pUCH 06JM4us (MPUMipoM, KiHYHK
Hoca). [loTiM BUpiBHIOE CKaHU 3a OpiEHTHpPAMH, AKILO MNOTPiGHO,
HIyKae 36iru B 6i6JioTeniloe,

194 Tlonuuust MoxeT pas6JyiokupoBaTh iPhone manbuem wiau Jjaudnom
yMepuiero Biaagenabua. URL: https://www.iguides.ru/main/ security/politsiya_
mozhetrazblokirovat_iphone_paltsem_umershego_vladeltsa_ili_litsom_s_pomo
shchyu_face_id/

195 CkaHep Bocco3JaeT cueHy mnpectymieHuss B ¢opmate 3D. URL:
https:// ribalych.ru/2014/03/03/skaner-vossozdayot-scenu-prestupleniya-v-
formate-3d/

196 AMepUKaHCKUe Y4€Hble Hay4YWIU HelpoceTh co3jaBaTb 3D-Mozenb
sauna no pororpadun. URL: https://pikabu.ru/story/ amerikanskie_uchyonyie_
nauchili_neyroset_sozdavat_3dmodel_litsa_po_fotografii 4674545
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Bnaryta P. I., MoByaH A. B.
HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS

AHraificbki BYeHi po3po6uiM MeToJ, MOBHOI aBTOMaTH3allil
nporecy ckaagadHa 3DMM-mogeneid. IX aJropuTM aBTOMaTHYHO
BUOYJIOBYE 3HIMKM 06JM4Y4Ysl OAHI€l JIOAWHU BiJNOBiIHO A0 iX
MpoCcTOpoBOi opieHTalil i HAa IXHili OCHOBi CTBOpPIOE TPUBUMIpPHY
Mo ienpbl97,

Xizep [pbtoi-Xar6opr crBopusia 3D-noptpetu 3 JHK, 3naiizae-
HUX Ha HeJoNaJIKax LIUTrapoK i »KyBaJibHiH rymui Ha Byuui. [locui-
noBHocTti JHK BoHa BBOAUTH y KOMI'IOTEPHY IpOrpamy, sika CTBO-
plo€ 06pa3 JAUHHU 3i 3pa3Ka.

3a3Buyail mij yac 1bOro nporecy BUJAEThes 25-piuHa Bepcis
aroauHu. [loTiM MoJenb po3ApyKOByOTh y 3D-opTpeTi B HAaTypa-
JIbHY BeJIM4MHY198,

KpumiHasnictuuna 3D-peKOHCTPyKIlis 06JUYYS JTAa€E 3MOTY
BCTAaHOBMTH 30BHIIIHICTb 0COOM 3a 3HaWJEeHMMH OCTaHKaMM1%9,
Hapasi TpuBaoTh JOCAiKEHHS 1100 MOXJIMBOCTEN BUKOPUCTAH-
H TPUBUMIPHOTO JPYKYBaHHS [/l PEKOHCTPYKIiI 06JMYYs 3a
KicTkaMu yepenaz0o,

CekBeHcep /IHK Hasae MOXKIMBICTD A0OCTIIKyBaTH 6GioJioriy-
Hi 3pa3Ku BUCOKOTO CTyneHd Jerpazauii. CborogHi mij yac reHoTH-
MOCKOMIYHUX JOCJi/PKEHb MepeBaXXHO BUKOPHUCTOBYETHLCA T€, IO
HasuBaeTbcs npodinoBaHHaM JHK 3a jgomomoroio TpacyBaHHS
JIOKa3iB, TaKUX sIK BOJIOCCS 200 3pa3KH LUIKipH.

Y BUnNajkKax, KOJIY 1ji 3pa3Ku MalOTh BUCOKUHU CTYIiHb Jerpa-
Jauii, 1oLiZIbHO 3a/JyyaTH TaKUM NOTY>KHUH IHCTPYMEHT, SIK CEKBe-
Hcep JJHK - BiH J103BoJIsie aHa/Mi3yBaTH cTapi KicTKK a60 3y6H, 1110-

197 Y4éHble JOGWINCh CO3J]JaHHSI MAaKCHMasIbHO peaMCTHUYHbIX 3D-
mopeeit nun. URL: https://apparat.cc/news/digital-human-face/

198 OpunHCKU# B. TexHoJsioruu GyAyLIOTO NMPOTUB KpUMHHaja. Litres,
31 cepm. 2019 p. URL: http://www.books.google.com.ua/

199 Gupta S., Gupta V., Vij H., Vij R, Tyagi N. Forensic Facial Reconstruc-
tion: The Final Frontier. Journal of Clinical and Diagnostic Research. 2015 Sep.
Vol. 9 (9).

200 Thimmesch D. 3D Printing Takes the Place of Traditional
Clay Modeling in Forensic Facial Reconstruction // 3Dprint.com: site /
3DR Holdings, LLC. URL: https://3dprint.com/20664/3d-printing-facial-
reconstruct/
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00U BU3HAYUTH KOHKPETHUH MopsAAoK HykaeoTuHux JHK sroqunum
Ta reHepyBaTu yHikasbHUl 3pa3ok [JHK. lle Moxe omoMOrTu BU-
3HAYUTH 0COOY SIK MOXKJIMBOIO 3/I0UUHIA20L,

JoHenaBHa 3Mmimani 3pasku JHK kinbkox oci6 yBakanucs
HeNpUJATHUMHU [AJs JOCTiP)KeHHS, OCKIJIbKA He 6yJI0 MOXJIMBOCTI
ix posapinutu. 'pyna gocnifnukiB i3 HoBoi 3enanaii pospo6usa
nporpamMHe 3a6e3nedyeHHs1, BifoMe sk STRmix, sike 103BoJIsIE BUOK-
pemutoBatd JJHK 10 4oTupbox oci6. 3apa3 TexXHOJIOTis HIMPOKO
BUKOPUCTOBY€EThCA y HoBil 3enangii Ta ABcTpainiizoz,

[Ipogaitninr JHK fgoBoJii akTUBHO BUKOPUCTOBYETBHCS IIiJ
yac po3c/aifyBaHHA 3J04MHIB, npu unbomy JIHK sronvHu 3a3nHae
BIJINBY HAaBKOJIMUIHBOTO CepeflOBHINA Ta XiMIYHHUX PEYOBHH, LI0
MOXKe 3Ha4YHO 3MeHUIUTH 11 ileHTUdikaliiiHui nepioa. BogHoyac y
BOJIOCCI JIIOJJUHU MIiCTSAThCS NMPOTEIHH, SAKi € CyTTEBO CTAGIIbHILIU-
MU Ta O6i/bLI €KOJIOTIYHO CTIMKUMHU.

Ax ycranoBuB ['nengion Ilapkep i3 koseramu 3 Lawrence
Livermore National Laboratory (CIIIA), yHika/ibHi TpoTeiHOBI Map-
KEePH y BOJIOCCI MOXKYTh BUKOPHUCTOBYBAaTHUCh pa3oM i3 mpodaiiiin-
rom JHK pusa inentudikauii mrogunu. Hapasi BusiBsieno 185 mpore-
iHOBUX MapKepiB, KOMOiHaIil IKMX 320€31€4YI0Th YHIKaJIbHUH 3pa-
30K, 32 IKUM MO>XHa BCTAHOBUTHU OJHY JIIOAUHY cepej, MiJlbiloHa.
YyeHi cno/iBaloThCcsl BJJOCKOHAJUTU CBili MeTOJ, Tak, 106U MOXKHa
0yJI0 BCTAHOBUTU KOHKPETHY 0CO0Y cepe/] yChOro HacesJeHHs 3eM-
JIi 1M1l e 3a OJJHi€X0 BOJIOCUHO10203,

3HayHUU iHTepec CTaHOBJIATh HOBITHI TEXHOJOTII, SIKi BUKO-
PUCTOBYIOTbCA B AakTuiockomii. Lli TexHoJiorii cnpsAMoBaHi Ha
pO3LIMpPEHHA MOXJIMBOCTEN 3 BUSBJIEHHSA NalNiJIAPHUX Bi3epyHKIB

201 Kreeger L. R, Weiss D. M. Forensic DNA Fundamentals for the
Prosecutor. Be not Afraid / American Prosecutors Research Institute; National
District  Attorneys  Association. Nov. 2003. III, 39 p. URL:
http://www.ndaa.org/pdf/forensic_dna_fundamentals.pdf

202 Steward I. New Kiwi crime tool unravels mixed DNA. URL:
http://www.stuff.co.nz/science/9577038/NewKiwi-crime-tool-unravels-
mixed-DNA

203 Parker G.]., LeppertT., AnexD.S. and others. Demonstration of
Protein-Based Human Identification Using the Hair Shaft Proteome. PLoS ONE.
11 (9): e0160653.2016. DOI: 10.1371/journal.pone.0160653
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Ha pi3HUX [TOBEpPXHAX, 30KpeMa i3 3aCTOCYBaHHAM pi3HUX TeMIlepa-
TYPHHUX i CBiT/IOBUX pexuMiB Toio. Tak, aHriidcbkuMu pipmamu
Polyciano Foster+Freeman, SUPERfume Foster+Freeman i Natural |
Foster+Freeman po3po6Jieni TexHosiorii 06KyproBaHHS CJifiB
dsyopecuupyoyuM peareHTOM, BHUKOPHUCTAHHS IiaHAKpUJIATy
i IK-pryopecrieHTHOTO JAKTUIOCKOMIYHOT'O MOPOLIKY.

Himenpkoto ¢pipmoro Nincha Attestor Forensics i aHrsiicbku-
mu o¢ipmamu TFD-2 Foster+Freeman i Crime-Lite Imager
Foster+Freeman 3anponoHoOBaHi Bij[IOBiTHO TeXHOJIOTil BUSIBJIEH-
HA CJHiAiB y KJIIMaTHUYHUX KaMepax y HHU3bKOTeMIepaTypHOMY
pexxuMi micssg 06poOKK NMOBEPXHI pO3YMHOM HIiHTiAPHUHY, BUCOKO-
TemJIoBOi OOGPOOGKM CJiZ[iB HAa ManepoBUX HOCISIX, a TaKOX CHU-
cTeMa HaniBaBTOMAaTU4YHOI'O I aBTOMAaTWYHOI'O MOJINIIEHHA KO-
cTi caifiB. Taki TexHoJIOTIT AAIOTh 3MOTY 3HAaYHO PO3IMIUPUTH HasIB-
HI MOXJIMBOCTI BUABJIEHHA MNaNlJIAPHUX Bi3epyHKIB Ha pi3HUX
NOBEpPXHAX, 30KpeMa Ha IMoJieTW/]eHi, WKipi, MeTasji, IiH-
miaacTi i T. m.20%

3a JO0IMOMOT 0l TEeXHOJIOTiH MarHiTHOro JJaKTUJIOCKONilOBaH-
HS Ta aBTOMAaTHYHOI JAKTHUJIOCKOMiYHOI ifeHTHiKamii TexHiku-
KpUMIiHaJIICTH, CyAMejeKCIIepTH Ta CHiBPOGITHUKY MOl MOXYTh
IIBUAKO U JIETKO MOPIiBHATH BiJOMTKH MaJbI[iB Ha MiCI[i 3JIOYUHY
3 pO3LIMPEHOI BipTyasbHOK0 633010 AaHUX. BukopucTaHHs Oe3-
KOHTAaKTHOIO [JaKTHUJIOCKOIIIOBAaHHA JlI0NIOMara€ JAoCJAiAHUKaM
OTPUMATH Ha Miclli 3JI0YUHY Bi/IOUTKHU MaJIbIiB BUCOKOI IKOCTi, 6€3
3a6py/IHEHH205,

Jocninauku i3 Laboratoire de Photophysique et Photochimie
Supramoléculaire et Macromoléculaire ([Tapux, ®paHuis) BBaxKa-
I0Th, 110 Cy4acHi 3aco6u 3J[iiCHeHHS JaKTUJIOCKOIMIYHHUX AOCJi-
JPKeHb OXOIUIIOITH JIIOMILMH — Kpallul, WBUALIWN i AelleBIIMA

204 CokosioBa O. A. HekoTophble HanmpaBJ/leHUS UCI0JIb30BaHUS WHHOBA-
LMOHHBIX TEXHOJIOTMH NpH TNOJyYeHUH AUarHocTuieckod MHGOpMaLUU O
yesioBeke. URL: https://cyberleninka.ru/journal/n/izvestiya-tulskogo-gosuda
rstvennogo-universiteta-ekonomicheskie-i-yuridicheskie-nauki

205 Automated Fingerprint Identification System (AFIS). TechTarget:
site. URL: http://searchsecurity.techtarget.com/ definition/Automated-
Fingerprint-ldentification-System

-60 -


https://cyberleninka.ru/journal/n/izvestiya-tulskogo-gosuda

MoHoepacpis
3aci6 BUSIBJIEHHSI MaJIOBUJUMUX CIiIiB pyK. 3aBAsAKU dJiyopeclieH-
THOMY OapBHHUKY - TepasvHY, 110 BXOJUTb [0 HOro cKjaafy, Ls
peyoBUHA J03BOJISIE «IIiACBiUyBaTU» BiJOMTKU NMaJblLiB HA HENIOPH-
CTUX a60 HaNiBIOPHUCTHUX MOBEPXHAX i 3a/IMIIAE CIiIU MPUJATHUMU
J0 Mo aJiblioro gocaimkenHsa JHK206,

Yueni 3 Sheffield Hallam University (Besnuka BpuTanisi) BBa-
JKalTh, U0 KypKyMiH - 1ie mojideHoJ, IKUM MIiCTUTbCI y KO-
peHi KypkyMH, MoxKe OyTH BHUKOPUCTAaHMH miJ dac Macc-
CIEeKTPOMETPUYHOTO JOCHI[PKEHHS | JONOMOITH y 3AiHCHEeHHI
aHasi3y MOJIEKYJSPHUX CKJIAJ0BUX BiJOUTKIB MaJbLiB, 1110, CBOEIO
Yyeprorw, MoXe JJOIOMOITH BCTAaHOBUTH TaKi JjaHi, AK CTaTb 0COG6H,
10 3a/IMIIKJIA BiIOGUTKY, Ta BUSBUTH Ha CJiJli 3a/IUIIKA HAPKOTHY-
HUX 3ac006iB207,

JocaigHunbka rpyna 3 Teesside University (Migsc6po, Be-
Jnvka bpuTaHist) BUHalIIa MeTO/, rinepcneKkTpasbHol Bizyasnizaunii
BUJMMO]I IOBXHUHU XBUJII, II[0 103BOJISIE BUABJSTH HaliMeHI ciau
KpOBI Ta BiZJOKpeMJIIOBATH iX BiJi IHIIUX IJIAM Ha Micyi nozil. locuri-
JHUKH BHUKOPUCTOBYIOTb KaMepy, 00JIa/[HaHy HaJIallTOBYBaIb-
HUM pifiKoKpucTaaiyHUM inbTpoM, 10 poOGUTH 3HIMKU Y Pi3HUX
JOBXHHAX XBUJIb i JJa€ 3MOr'Y BiJOKPEMUTHU CJIiJU KPOBi Bif, iHIINUX
mwisAM Ha Micui noaii. et MeTos He mepexnb6adae ¢i3UYHOro KOH-
TaKTy 3 AOCJIIPKyBaHUMU IOBEPXHAMH, 110 JO3BOJIUTb YHUKHYTHU
MOIIKO/PKeHHsI CJIiZ[iB Ta 00’ekTiB. Hapasi BueHi mpalioloTh HaJ
YAOCKOHAJIEeHHSIM IMPUCTPOI0 [UI BHU3HA4YEHHS KOHKPETHOIO
JHS YTBOPEHHS IJIIMM KpOBi, fIKII0 BOHAa BUHMKJIA BIPOJOBX
MicsILs208,

206 Coxworth B. New fingerprint-lifting compound could make life easier
for CSIs // NEW ATLAS: site / Gizmag Pty Ltd. October 29, 2013. URL:
http://newatlas.com/lumicyano-fingerprint-lifting/29582/

207 Gebel E. Analyzing Fingerprints With A Dash Of Turmeric // c&en:
Chemical & Engineering News: site. American Chemical Society. May 8, 2013.
URL: http://cen.acs.org/articles/91/web/2013/05/Analyzing-Fingerprints Da
sh-Turmeric.html?h=-519488094

208 Lj B., Beveridge P., O'Hare W. T, Islam M. The application of visible
wavelength reflectance hyperspectral imaging for the detection and
identification of blood stains. Science & justice. 2014 Dec. Vol. 54, Iss. 6. P. 432-
438.DO0I: 10.1016/j.scijus.2014.05.003.
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PeHTreHo-doToeseKkTpoHHa cnekTpockomisa (XPS) - TexHo-
Jioris, fika nepebyBae Ha 3aBeplla/bHIN cTafil po3pobKu U 103BO-
JIUTh «9YUTATH» «XIMIYHHMH MiAIHC» Ha BOJIOKHAX TKAaHWH i, BigIo-
BifiHO, ileHTUdiKyBaTH OAST 3/JI0YMHIA 32 HAUMEHIIMMHU MiKpOBO-
JIOKHAMH, 3a/IMIIEHUMH Ha Miclii mo/iiz09,

KpuMiHasnicTuyHe pajioByrieneBe AAaTyBaHHS CTaHOBUTH
CKOPUT'OBaHY TEXHOJIOTiI0 paZlioBYrJIeleBOro aHaJsli3y 3 ypaxyBaH-
HSM 36iJblIeHHS a60 3MeHIleHHs PiBHSA paAioByTrJ/eLio 10/I0 MeB-
HUX IOKa3HUKIB yNIPoA0BK ocTaHHiX 50 pokip210,

Mac-cniekTpoMeTpisi 3 JiasepHOW abJisAli€l0 Ta IHAYKTUBHO
MOB’sI3aHOI0 IJIA3MOI0 JI0TIOMArae A0C/iP)KyBaTH BUSBJIEHI HA MicITi
Mmo/iii YacTKU CKJIa MPAaKTUYHO OY/Ab-IKOr0 po3Mipy Ha piBHi Horo
aTOMapHOl CTPYKTypH, W0 Jla€ 3MOTY BCTAHOBUTH MNOXO/KEHHS
MIKpOCKOIIIYHUX YaCTOK CKJa Ha 0A4A31 3JI0OUMHLA Bij 3pas3kKiB, BU-
JIy4YeHUX 3 Miclg nogiizil,

MarHiTHO-pe3oHaHcHa ToMorpadisa (MPT) sk pisHoBuja Me-
TOZy TPOMeHeBOl /iarHOCTMKHW € HaWOi/MbIl MepCneKTHBHUM
HaNpPsIMKOM JIJIsI OTPUMaHHs AiarHOCTU4YHOI iHopmariii 3a cyj0Bo0-
MeJUYHUX JoCcaimKkeHb. OCHOBHOIO ITlepeBarolo 3aCTOCyBaHHS TaKo-
ro MeTOJy € MOXJIUBICTb TPUBAJOTO 36epiraHHs 06’ €KTUBHUX pe-
3yJ/JbTaTIB AOCJIJX)KeHHH, 30KpeMa B eJIeKTPOHHOMY BHUIIAAL Kpim
TOro, 3a pesyJjibTaTaMd MPT MOXJIMBO BCTaHOBUTHU 3aKUTTEBUH
abo TOCMepTHHH XapaKTep KOJIOTHX, BOTHENAJbHUX Ta iHIIUX
MOIIKO/PKeHb HA TPYIi, BUABUTH reMaTOMHU (KPOBOBHUJIUBH), llepe-
JIOMM KiCTOK y Ba)KKOJOCTYNMHUX 3a 3BUYAWHOTO PO3THHY Tpyna

209 Strohmeier B. Chemical Characterization of Material Surfaces Using
X-ray Photoelectron Spectroscopy (XPS): The Perfect Complement to Electron
Microscopy Techniques. Microscopy and Microanalysis. Vol. 20, Iss. S3. P. 2062-
2063.DO0I: 10.1017/S1431927614012045.

210 Bulman Ph., McLeod-Henning D. Applying Carbon-14 Dating
to Recent Human Remains. National Institute of Justice Journal. Iss.
No. 269. March 2012. URL: https://www.nij.gov/journals/269/pages/carbon
dating.aspx

211 Dodds A.J., Pollock E.M. “Chip”, Land D. P. Forensic Glass Analysis
by LA-ICP-MS: Assessing the Feasibility of Correlating Windshield Composition
and Supplier: final tech. rep. URL: http://www.ncjrs.gov/pdffiles1/nij/
grants/232134.pdf
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MiclfX, SIK-OT B 006Js1acTi 06JiM44Ysi, TOJIOBYU, BHYTpIILIHIX OpraHiB
TOI0212,

®oTtorpadyBaHHS 3 aIbTEPHATUBHUM OCBITJIEHHSIM J0TIOMa-
ra€ BUSIBUTU YIIKOJKEHHS Ha TiJli MOTEpIJIOro 1ie A0 TOro, siK
BOHHU MNpOABJATbCA Ha wkipi. CrenjasbHa KaMepa 3 BUKOPUCTaH-
HSIM CUHBOTO CBiTJIa Ta moMapaH4yeBUX QiNbTpiB 4iTKO BKa3ye Ha
MiJKIpHI yIIKOXKeHHS, HeBUAXMMi HE036POEHUM OKOMZ13,

BogHouac, Ha aymKy Crenantoka P.JI. i Jlantu C.II., goBo-
JUTBbCA KOHCTATyBaTH Lie [0BOJIi HU3BKUM piBeHb BUKOPUCTAHHA
HOBITHIX JOCATHEHb KPUMIiHAMTICTUYHOI TEXHIKU B MPAaKTUYHIN Ais-
JIBHOCTI BiTYM3HSIHUX OpPTaHiB NpaBOMOPsJKY. 30KpeMa, BUeHi 3a-
3HayalThb, W10 JedKi HOBITHI rajysi 3acToCyBaHHA TeXHIKO-
KPUMiHAJICTUYHUX 3aC06iB i MeTo/iB, sKi ChOTO/Hi BBaXKaIOThCSA
aKTyaJIbHUMH 32 KOPAOHOM, NOKH 1110 He HAOyJIM HaJIEXKHOTO po3-
BUTKY B YKpaiHi214,

Ha Ham norusigz, BUBYEHHA NPAaKTUYHOIO JOCBiZly Ta Teope-
TUYHUX HANPAIIOBaHb 3apyOiKHUX KOJIET YMOMK/JIUBUTD IiIBULIEH-
HA IKOCTI KpUMIiHaJIICTUYHOI JislJIBHOCTI B HAIlliK KpaiHi.

212 CokosioBa O. A. HexkoTophble HanpaB/ieHUs MCIOJIb30BaHWS MHHOBA-
LMOHHBIX TEXHOJIOTMH NpH TNOJyYeHUH AUarHocTuieckod MHPOpMaLUU O
yesoBeke. URL: https://cyberleninka.ru/  journal/n/izvestiya-tulskogo-
gosudarstvennogo-universiteta-ekonomicheskie-i-yuridicheskie-nauki.

213 Becker W.D. 10 Modern Forensic Science Technologies. Forensic
Colleges: site. Sechel Ventures. URL: http://www.forensicscolleges.com/blog/
resources/10-modern-forensic-science-technologies

214 CrenaHmwok P. JI,, Jlanta C.II. HoBiTHi 3apy6i>kHi po3po6KHU Ta mepc-
MEeKTUBHI JOCH/PKEHHS y Trajy3i TexHiKo-KpUMiHalicTUYHOro 3a6e3neyeHHs
npoTuaii 3ounHHocTi. [Ipaso i 6esneka. 2017. Ne 2 (56). C. 96-101.
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Po30din 2

XAPAKTEPHUCTHUKA
TA ITPOBJIEMHW BUKOPUCTAHHA
HOBITHIX TEXHOJIOTII
Y PO3C/IIAYBAHHI 3/I09YUHIB

2.1. Komn’'ioTepHi 3acoou
6iomeTpuyHOIi ifeHTHPiKaLii 0cOOHU

By/ib-sike IpOTUNpaBHe [isiHHS 3aJUIIA€ B HABKOJUITHbOMY
cepeZloBUIli pi3Hi caigu. Y npolieci po3KpUTTA 3JI0MMHY BUHUKAE
3aKOHOMipHa HeOOXiHICTh YCTAHOBUTH 3a IUMH CJiJlaMU 3B’I30K
JIJMHY, IpeiMeTa YU iHIIOro 06’€KTa 3 PO3C/IilyBaHOIO MOJI€El0.
O/HUM i3 OCHOBHHX 3ac00iB BiJillyKaHHS iCTUHU B I[bOMY BUIIAJIKy
€ BCTAHOBJIEHHS TOTOXXHOCTI a60 ileHTudikanis1s,

TepMmin «igeHTHIiKALiA» MOXOAUTH BiJi JJATUHCBKOTO CJI0Ba
identificare - OTOTOXHIOBAaTH - i O3HA4Ya€ B NepekJajii «BCTAHOB-
JIeHHs1 36iry 4oro-He6y b 3 YNM-HEOY1b»210,

Bigomuit kpuminadict P. C. BesikiH Bu3Havae ifeHTudiKalito
sIK IpOLleC yCTaHOBJIEHHSI TOTOXHOCTI 06’€KTa a6o 0co6U 3a CyKyI-

215 XanukoB A. H., flkosen E. H., XKypaBsienko H. . I0puzaudeckoe, Tex-
HAYeCcKoe W WHQPOpPMaLMOHHO-aHaJUTHYeCcKoe obecleyeHHe OIepaTHBHO-
PO3BICKHOM AesATeJbHOCTH: yueb. nocobue / nof pen. A. H. Xanukosa. MockBa:
Opautundopm, 2010. C. 353.

216 CyjoBapb MHOCTpaHHBbIX cJOB. 14-e u3n., ucnp. Mocksa: Pyc. g3,
1987. C.183.
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HICTIO0 3arajIbHUX i NPUBATHUX O3HAK LIJIAXOM MOPIBHAJBHOIO iX
JOCJTiKeHH217,

Oco6uiMBa poJib ¥y KpuMiHasicTULi BiABOAUTBCA creliajizo-
BaHMM KOMIT'IOTEPHUM cHUcTeMaM ifeHTHdiKamil sroguHu. Li cuc-
TeMH JaloTh 3MOTY OTPUMYBATH ¥ aHa/i3yBaTH 3a JeKiJibKoMa B3a-
€MOIIOB’I3aHUMH NapaMeTpaMu iH$opMallito, 1[0 NPSIMO YH Oloce-
pPeAKOBaHO CIIPOMOKHA MPU3BECTU [0 PO3KPUTTS 3JI0OUUHY. 30Kpe-
Ma, OCTaHHIM 4aCcOM 3HAa4YHOTO MOIIMPEHHS B JAiIJIbHOCTI NPaBOOXO-
POHHHUX OpraHiB HabyJu iHGopMaIiHHO-MOIIYKOBI CUCTEMU GioMe-
Tpu4HOi ifeHTUdiKalii 0cOOH.

Biomempuuna idenmudgpikayia - e 3acib6 mnigTBepAKeHHS
0CO0OM; HaJIEXKHOCTI MacrnopTa Horo BJACHUKOBI LIJISXOM po3Mi3Ha-
BaHH4 i 3icTaB/ieHHs 6i0MeTPUYHUX AAaHUX (KOJbOPY OUel, MaJlloH-
Ka CiTKiBKM OKa, BiilGUTKIB MasbliB, reoMeTpii pykH, puc 06au44ust
TO1O), 1[0 3adikcoBaHi HOCIIMM LIMX JAHUX, i3 0OCOOUCTUMH JAHU-
MM BJIaCHMKa?218,

2.1.1. Kaacudgbikayia Haii6i1bw nowupeHux
Memodie idenmudbikayii oco6u

Haii6inibin momupeHi MeToau igeHTUdiKanii ocobu mofins-
I0TbCA Ha [IBi FPYNU: CTATUYHI i AUHAMIYHI.

CmamuyHi memodu TPyHTYIOTbcd Ha ¢isiosoriuniil (cra-
THUYHIN) XapaKTepUCTULLi JIIOJUHY, 30KpeMa:

1) idenmudbikayis ocobu 3a gidbumkamu naavyis. B ocHOBI
bOTO MeTOAy 6ioMeTpHUUHOI ijleHTUdiKaLil J1eXKUTh YHIKaJbHICTh
ManiJIspHOro y30py AUCTaNbHOI ¢asaHTu najblifd. I3 306paxeHHs
BiZiOMTKa maJiblisl, OTPMMAHOr0 3a JONOMOI0I0 ClleljjaJlbHOro CKa-
Hepa, GopMyeThbcd LMPPOBUM KOJ, AIKMH NOPIBHIOETHCA 3 eTaJo-

217 BenkuH P. C. KpuMuHanucTUuieckass 3HLMKJIONEUA: CIIpaB. I0OCO-
6ue. MockBa: BEK, 1997. C. 78.

218 KoHuenuiss CTBOpeHHS EAWHOrO JepKaBHOTO peecTpy Oi3uyHUX
ocib, 3aTBepAxeHa nocraHoBow Kabinety MinicTpiB Ykpainu Bizg 9 sivcronazga
2004 p. Ne 1500. Ogiyiiinuti gicHuk Ykpainu Big 26.11.2004. 2004. Ne 45. C. 25.
Ct.2972. Kop akty 30621/2004.
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HOM, 1[0 6yB chOpMOBaHUM paHillle ¥ 3HAXOAWUTbCS B 6a3i JaHUX
6iomeTpHyHOI cucTeMu ijleHTUDiKaIii219;

2) idenmudpikayis ocobu 3a gpopmoro 06auy4A. 3a LONOMOI0I0
KaMepH Ta CHeLiaJibHOr0 NMpOorpaMHOro 3abesmnedyeHHs Ha 300pa-
>KeHHI 06/IM4Ys BUAINAIOTBCS KOHTYPHU o4ed, OpiB, Hoca, ryd, ByX,
nig6opiaasa a6o iHii mapaMeTpu 06JMY4YSA BiJMOBiAHO 0 BUGpaAHO-
ro ajJropuTMy W BUPAxOBYHOTbCA BiAcTaHi MiXk HUMU. OTpuMaHe
300paKeHHsI NepeTBOPIOETLCS B IUdpoBy dopMy, sika 36epiraeTsb-
cq1 B 6a3i JaHuX i ciyrye eTasoHoM?220;

3) idenmudgpikayis ocobu 3a opmow pyKu TPYHTYETbCA Ha
po3mi3HaBaHHi reoMeTpii KUCTi pyKH, KA TaKOX € YHIKaJBHOIO
6ioMeTpHUYHOIO XapaKTEPUCTUKOIO 0COOU. Y IbOMY pasi OTPUMYIOTh
TpUMipHe 300pakeHHs KUCTi pyku (po3Mipu [A0JIOHI, IOBXKHUHY i
HUIMPUHY NaJbIiB, 3MiHY IX BUCOTH Ta KOHTYPHU CYTJio6iB), ke dik-
cyeThbes crnenjanbHo [133-kameporo 3 iHppayepBoHUM MijiCBiUeH-
HAM221;

4) ideumudpikayiss ocobu 3a xapakmepucmukamu okda. Oko
JIIOJJMHU Mae /Bi yHiKa/ibHI CK/Ia/0Bi: paiiyKHy 0060JIOHKY Ta CiT-
KIBKY, CTPYKTYPH fIKHUX Taki >k iHAUBiLyanbHi, K i 6yAb-aki iHmi
YaCTHUHM JIOJCbKOrO0 Tinaz22;

5) idenmudbikayis ocobu 3a po3mauly8aHHAM 8eH HA AUYbOBIll
cmopoHi dosoHi. 3a gomoMoroio iHGpayepBOHOI KaMepH NPOYH-
TYETbCSI MaJIlOHOK BEH Ha JIUIbOBiH cTOpoHi fos10HI a60 rpoHa py-
ku. OTprMaHe 3006pakeHHSI 06POOBJISETHCA i 3a CXxeMO po3Taly-
BaHHsA BeH popMyeThCcs IUPpPOBa 3ropTKa223;

219 Don Braggins. Fingerprint sensing and analysis. Sensor Review. 2001.
Vol. 21. Ne 4. P. 272-277.

220 Capa Mrioppeit. BuoMeTpus npoTuB Teppopusma. Jesosas Hedess.
URL: http://www.dn-weekly.kiev.ua

221 MapueHko A. UaenTudukanus no kuctu pyku. 3/IEKTPOHUKA: Ha-
yka, TexHosnoz2us. busnec. 2004. Ne 6. C. 18-19.

222 JloceB M., CuzmopoB B. MHTerpupoBaHHble GHOMETpUYECKUE CUCTe-
Mbl. KOHTpOJIb locTyna o pajyKHoi o6oJsiouke riasa. I/IEKTPOHUKA: Hayka.
TexHonozus. Busnec. 2004. Ne 6. C. 13-15.

223 Mopos A. 0. biomeTpuuHi TexHoJioril ifeHTUdiKanil JOAUHY, OTs],
cucteM. Mamemamuyni mawuHu i cucmemu. 2011. Ne 1. C. 39-45.
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6) idenmudbikayis oco6u 3a /JHK. EkciepTy BUKOPHUCTOBYIOTb
3HaiAeHi Ha Michi 3;0unHy JAHK kpoBi, ciepmy, mikipu, ciuHu abo
BoJioccs A ifeHTUdikanil 3sounHud. [JHK-ananis yBakaeTbcs
OJTHUM i3 Ha#HOGiJbII Zi€EBUX METOJiB PO3KPHUTTS 3JIOYHHIB, AKUU
JI03BOJISIE Mal>Ke 31 CTOBIJICOTKOBOIO BiporifHicTio ileHTUdiKyBaTH
0C00y 3J1I04UHIA | ePeKTUBHO JOBOAUTHU MOT0 MPUYETHICTD 10 CKO-
€HHS MpPOTHUIpaBHUX Ail. KpiMm Toro, 3a monomoroto JIHK-aHanizy
MOXKHa edeKTHBHillle pO3IIYKYyBaTH 6e3BiCTH 3HUKJIUX 0OCib i BCTa-
HOBJIIOBAaTU 0COOM HEBMNi3HAaHUX TPYMIB, iAeHTHPIKYBaTH >XepTB
aBTo- i aBiakaTacTpoo.

[omimenua JHK-npodinie Ak inenTudikoBaHux, Tak i Hei-
JNeHTUIKOBAHUX 0Ci6 /10 IEHTPAIbHOr0 06J1iKy FeHETUUHUX 03HAK
JIIOAVHU Ja€ 3MOTY BHUSBUTU 3B'SI3KM MK Pi3HUMHU 3JI0YMHAMH.
Coigy 6iosioriYHOTO MOXO/KEHHS, BUJIYYeHi Ha Micli mofil, BUKO-
PHUCTOBYIOTH AJIS1 TOTO, 06 YCTAaHOBUTH HMOBIpHICTh BUIIAIKOBOTO
30iry reHeTUYHUX O3HAK OCOOM 3 TeHETUYHHMH O3HaKaMH CJIifiB
6ioJIOTiYHOTO TOXO/KEeHHSI ab0 BHUKJIYUTH MOXKJIUBICTH IOXO-
JDKEeHHS IUX CJIi/TiB BiJl KOHKPETHOI 0CO0M224,

JAunamiuni memodu 6GiomeTpuyHoi ifleHTUIKAIl IPYyHTY-
I0TbCS HA TMOBEJiHKOBIN (JWHAMIUHIN) XapaKTEpPHUCTHUIL JIIOJAUHU.
Lle, 30kpema:

1) idenmudbikayis 3a pykonucHum novepkom. Jlo uudpoBoro
KOJly MOXXe BXOAUTH iHpopMaris rpadiyHuX mapaMeTpiB migmnucy,
yac MmiAnucy Ta JAUHaMika HaTUCKaHHS Ha MOBEPXHIO, Ha AKiW e
MiANKC BUKOHYETbCA. 1 peasisalil iboro MeToAy 3aCTOCOBYOTh-
¢l pi3Hi NJ1aHIIETH, NIJIOCKI eKpaHu225;

2) idenmugbikayia ocobu 3a 20.10com. 3a JJOMOMOTOI0 Pi3HUX
KOMOiHaLil 4aCTOTHMX i CTAaTMYHUX TOJIOCOBUX XapaKTEPUCTHK
dopmyeThbea Ko ifeHTUiKalii. 3a HOAANBIIOT0 BXOJKEHHSI B CUC-
TeMy BiJI0yBa€ETbCS NOPIBHAHHS «roJioCiB». MeTo/, 1a€ 3Mory ifjeH-
TUQIKyBaTH 0COOY Ha 3HAYHIM Bi/[CTaHi226;

224 ExcnepTHa cneyjaabHicTb 9.5 «MoJsekynsipHO-reHeTHYHI JocCai-
JkeHHsi». URL: https://dndekc.mvs.gov.ua/

225 Mopos A. 0. BiomeTpuuHi TexHoJsorii izeHTUIKaLil JIOAUHY, OTJS],
cucreM. MamemamuyHi mawuru i cucmemu. 2011. Ne 1. C. 39-45.

226 Tam caMo.
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3) idenmudpikayis 3a kaasiamypHum novepkom. Jlns 3aiic-
HeHHA ifeHTHdiKallil BUKOPUCTOBYETbCSA KOMIT'I0OTEpHA KJIaBiaTypa
Ta NeBHe KJ4YoBe €10BO. OCHOBHa XapaKTepUCTHKA, 3a SKOIO
$OpMyETHCS eTaOH, - Ile IUHAMiKa Habopy KJIF0UY0BOI0 CJ10Ba227,
MyabTuMofanbHi  GiomeTpuuni  cucremu  (Multimodal
Biometrics) MOXXyTbh OXOILIIOBAaTH SIK CTaTHU4Hi, Tak i JUHaMi4yHi
MeTOJH, 1[0 J03BOJISIE OJHOYACHO iileHTHdiKyBaTH 0co6y 3pa3y 3a
KiJlbKOMa 6i0MeTPpUYHUMU NTapaMeTpPaMHU.

2.1.2. Xapakmepucmuka
6ioMempu4HUX NPoi3HUX dOKyMeHmie

BioMmeTpito 0oco6u sK OCHOBHY TexHoJiOTilo ifeHTH]ikalrii
6yJsi0 3ampoBajkeHO HoBooOpJsieaHCbKOIO YroAow micasA MNOAiN
11 BepecHsa 2001 poxky y CIIA, ii ydyacHukamu crtand 188 kpaiH
CBiTY?228,

OpHiero i3 akTya/IbHUX IP06JIEM CbOTOJIEHHS € BBeJIEHHS Ha-
[[ioOHAJIPHUX TOCBif4YeHb (MacnopTiB) rpomMajsH. [loHas cTa KpaiH
YBOAATH Tak 3BaHi 6iomMeTpuuHi nmacnoptu (ID cards). biomeTpuu-
HUM MacnopT BiJipi3HAETHCSA Bi 3BUYANHOr0 THM, LII0 B HHOT'O BOY-
JIOBAaHUM creljaJIbHUH 4YuIl, IKUH MiCTUTh ABOMipHY ¢oTorpadir
HOro BJIACHHMKA, a TAKOX Horo JaHi: mpi3Buile, iM’s, no 6aTbKOBI,
JlaTy Hapo/pKeHHs, HOMep MacnopTa, AaTy Moro BUayi Ta 3akKiH-
YyeHHS TepMiHy Aii. Takox Ha yuni MicTUTbCA 6ioMeTpuyHa iHpOp-
Mallifl: CKaH CiTKiBKH OKa, BiIOMTKH NajblliB TOIIO.

[li eseKTPOHHUMU a60 GiIOMETPUYHUMU MPOIZBHUMH JIOKY-
MeHTaMM PO3yMIiIOTbCA BCi JJOKYMEHTH, [Ki J03BOJIAI0OTh IlepeTHHA-
TH JepKaBHUN KOPJIOH (TPOMaIsIHChKI, C1yxK00Bi Ta AUNJI0MATUYHI]
NacrnopTH, Bi3W, MocBiAYeHHs 0co6H, 0cob6U 6Ge3 TrpoMajsHCTBA,

227 Mopos A. 0. biomeTpuuHi TexHoJioril ifeHTHdiKaLil JIOAUHY, OTAs],
cucreM. MamemamuyHi mawuru i cucmemu. 2011. Ne 1. C. 39-45.

228 bjomeTpuyHi nacnopTtu: KiHug enonmei He BugHo. URL:
http://www.bbc.co.uk/ukrainian/politics /2012 /06/120531_biometric_passpo
rt_future_sd.shtml
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Oi>KeHIsl, 103BOJIM HA NOCTifiHe MPOXKUBAHHA TOIO), Ta A0 SKUX
BMOHTOBAaHO €JIEKTPOHHUM HOCiH GioMeTpudyHOiI Ta iHIIOI iHOP-
Malii - Mikpoununz29,

[IpakTuuHo «ID cards» 3 imeHTHUdiKALIHHUM YHUIIOM JAIOTh
3MOry BMICTUTH TakKuM o6¢cAr iHopMalliil, AKUHA YMOXKIUBJIIOE ijie-
HTUOIKyBaHHS 0co6u. BioMeTpuuHi TexHoJorii, Taki K po3mizHa-
BaHHs JIIOJWHU 3a BiIGUTKaMHU MasbliB, J0JI0OHEH i ry6, palyx-
HOI0 000JIOHKOI0 OKa, 32 $OpMOI0 r0JIOBY, OJIOCOBUMM JAaHUMH,
3/laTHi 3HAYHO COPOCTUTH MOLIYK 3JI0YMHIiB230.

[luTaHHA 360py, BUKOPUCTAHHS Ta 0GPOOKH GioMeTpHUYHUX
JaHUX B YKpaiHi pery/oeTbcd HU3KOW HOPMAaTUBHO-IPaBOBUX
aKTiB, a came:

¢ [lUBiIILHUM KOZlEKCOM YKpaiHU;

e 3akoHOM YkKpainu «Ilpo EAuHUN Jep:kaBHUM JeMorpadiy-
HUW DEeECTp Ta JOKYMEHTH, L0 NifTBEPKYIOTb POMaZAAHCTBO
YkpaiHy, n0oCcBiAuy0Th 0CO0Y 4H 1i clieljia/iIbHUN CTATyC»;

e 3aKOHOM YKpaiHu «IIpo 3aXUCT IepCcoHaJbHUX JAHUX»;

¢ 3akoHOM Ykpainu «IIpo iHpopmaniro»;

¢ 3aKoHOM Ykpainu «[Ipo nmpaBoBU# cTaTycC iHO3eMIIiB i 0Ci6
0e3 rpoMaJiSTHCTBAY;

e 3akoHOM YKpainu «IIpo GixeHIIiB Ta 0cib, IKi MOTpebyOTh
Jl0JJaTKOBOT0 ab0 0COBJIUBOTO 3aXUCTY»;

e [lo/10>)keHHSIM PO HalliOHa/IbHY CUCTeMy GioMeTpHUYHOI Be-
pudikanii Ta ifenTudikanii rpomaasH Ykpainu, iHo3eMIliB Ta 0ci6
6e3 rpoMajJisiHCTBA, 3aTBepAXKeHUM nocraHoBow KabineTy MiHicT-
piB Ykpainu Big 27 rpyans 2017 p. Ne 1073;

o [HCTpYKIiEl0 Mpo nopAgok dikcallii 6ioMeTPUYHUX AAHUX
(mapameTpiB) iHO3eMILiB Ta o0ci6 6e3 rpoMajsgHCTBa MOCaJO0-
BUMH ocob6amMu JleprkaBHOiI MirpauniiiHoi cayx6u Ykpainu, ii
TEePUTOpPia/IbBHUX OPraHiB i TepuTOpiaJbHUX MiAPO3AiaiB, 3aTBep-

229 biomeTpu4yHi nacnopTu: KiHug enomei He BugHo. URL:
http://www.bbc. co.uk/ukrainian/politics/2012/06/120531_biometric_passpo
rt_future_sd.shtml

230 3axaposB B.Il., Pygewmko B.1. Ilpo6siemu inpopmaniiHoro 3a6esmne-
YeHHS IPAaBOOXOPOHHHUX CTPYKTYp: HaBYaJbHO-NIPAaKTUYHUH MOCi6HUK. JIbBiB:
JIsBJIYBC, 2007. C. 32.
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MxeHoro Haka3oM MBC Ykpainu Big 23.11.2018 p. N2 944 Ta 3apee-
cTpoBaHor B MiHicTepcTBi woctunii Ykpainm 17.12.2018 p. 3a
Ne 1428/32880.

30kpeMa, 3BaKalOul Ha BMMOTU EBPOCOI0O3Y 100 BIPOBa-
JOKeHHs1 6ioMeTpUYHHMX NacnopTiB AJig HajaHHA Ge3Bi3oBoro pe-
UMy Ajs ykpainniB Ta ICAO o0 060B’I3KOBOr0 Mepexoay Kpa-
TH-yJieHIB opraHizayil Ha BUKOPUCTAaHHA MALIUHO34YUTYBAJIbHUX
Npoi3HUX JAOoKyMeHTiB23l, BepxoBHa Paga Ykpaimm 20.11.2012 p.
npuiHsaaa 3akoH Ykpainu «[lpo EauHuil JepkaBHUM JeMorpadiy-
HUW pEeeECcTp Ta JOKYMEHTH, U0 NiJTBEPKYIOTb POMasAHCTBO
YkpaiHy, nocBiJuyr0Th 0c00y 4H I creniajJbHUN CTAaTyC»232, AKUM
3alpoBa/PKeHO B YKpaiHi JOKYMeHTH, ;0 6E3KOHTAKTHOTO eJIeKT-
POHHOTrO HOCis fIKUX BHOCUTbCA iHdopMalis cTOocOBHO GioMert-
PUYHHUX MapaMeTpiB 0cobH, JAoJaTKoBUX (dakysbTaTUBHUX) 6io-
MeTPUYHUX JAHUX, a TAKOXK JaHUX 00 3a0e3MeYeHHs] 3aXUCTY
inpopmariii.

BignoBigHo A0 m. 2 ¢T. 3 3a3HaYeHOro 3aKOHY, 6iomMempuyHi
daHi — 11e CyKyMHICTB JJaHUX PO 0Cco0y, 3i6paHUX Ha OCHOBI ¢ikca-
ii il XxapaKTepUCTHK, [0 MAIOTh AOCTAaTHIO CTAOUIBHICTh Ta iCTOT-
HO BiJIpi3HAIOTBCA BiA aHaJOTiYHUX MapaMeTpiB IHIIMX 0Ci6
(6iomeTpuuHi maHi, napameTpu — BianudppoBaHUM migNUC 0co6H,
BifundppoBaHUH 06pa3 o6sny4s ocobu, BignudpoBaHi BiAGUTKU
MasbIiiB pyK)?233,

B Vkpaini 3 noyaTky odpopMJieHHS 6iOMETPUYHUX JJOKYMEH-
TiB i3 ciyna 2015 poky odopmiaeHo mnoHaxa 3,7 MaH ID-kapTok

231 33 mporHosaMu MixHapoHoi opranisaunil nuBinbHOI aBianii ICAO
Lo 2014 poky Maibxke Bci macnmopTu y cBiTi 6yayTb 6iomeTpuuHuMu. URL:
http://www.dmsu.gov.ua/uk/home/716-za-prognozami-mizhnarodnoji-
organizaciji-civilnoji-aviaciji-isao-do-2014-roku-majzhe-vsi-pasporti-u-sviti-
budut-biometr ichnimi.html

232 TIpo €xuHUM Aep:xaBHUM AeMorpadidyHUM peecTp Ta LJOKYMEHTH, L0
i TBEP/KYIOTh TPOMAJIIHCTBO YKpaiHH, NOCBiA4yOTh 0cO0y 4M 1i crnenjaib-
HUHM cTaTyc: 3akoH Ykpainu Big 20.11.2012 Ne 5492-VI. 'oaoc Ykpainu Bin
05.12.2012. Ne 231.

233 TaMm caMmo.
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MoHoepacpis
i moHazx 15,6 MJIH macmopTiB rpoMaZiiHUHA YKpaiHU AJs BUI3Ly
3a KOpJloH234,

Catif, 3a3Ha4mMTH, 1o 1ie B yepBHi 2006 poKy MiHiCTpU BHYT-
pILIHIX cIipaB, IOCTULIL i reHepaJibHI NPOKYpOpU KpaiH «BiCIMKH»
BUCTYIIMJIA 3a BiJIpalOBaHHA €JUHUX KpPUTePilB [0 [OKyMeH-
TiB i3 6ioMeTpUYHUMHU AaHUMU. OCOOJIMBY yBary NpufijieHO MHU-
TaHHIO 3a0e3MedyeHHs] CyMiCHOCTI cucteM igeHTudikalii JoKyMeH-
TiB HOBOTO NOKOJIIHHA, L0 3acCBiJ4yl0Th 0C06y, Ta iX B3aEMHOrO
34MTYyBaHHAZ3,

Haii6inpm BijoMuMu B €Bpomni npaBujaMu € JlupeKTHBa
95/46/€C €poneiicbkoro [lapiamenTy i Pagu «Ilpo 3axuct ¢izuy-
HUX 0Ci6 mpu 06po6Ili MepcoHaJbHUX JAHUX i PO BiibHe MepeMi-
IIeHHA Takux JaHux» Big 24.10.1995 p. a takoxk GDPR (The
General Data Protection Regulation, 2016/3arajibHUi perjaMeHT
3aXUCTY JAHUX /IS EBPONENChKUX JlepXKaB-uJeHiB), KU 3acToCo-
BY€ETbCA 3 25 TpaBHs 2018 poky. Opranisauii, aki He € wieHamu €C,
noTpamisawTh nig Airo GDPR, kosv BoHU 06p06JISII0Th TepCOHAIbHI
JaHi cy6’ekTiB aHux E€C.

Y kpainax EBponeiicbkoro Cor3y BOpoBa/[XKeHHs B 06ir mpo-
i3HUX [OKYMEHTIB 3[iMCHIOETbCA Ha mifcTaBi [IpaBus i3 3axofiB
Oe3neku Ta OGioMeTpuyHoi aBTeHTUiKalil, NMPUUHATUX Pajorw
€pporn 13.12.2004 p. 3a N2 2252/2004, BigmoBigjHO A0 SKUX
yci HOBi macmopTé €C NOBHMHHI 6YTH MaUIMHO3YHUTYBAJIbHHUMHU
i maroTh oxomtoBaTu 3 2006 poky udpoBi dotorpadii BiacHUKa
i 32009 poky - Biz6uTKM nasnbLiB. biomeTpruyHa iHpopmanis 36e-
piraeTbcs Ha yuni (eJleKTPOHHUM HoOCiH iHdopMaliii) B macnopTi i B
HallioHaJIbHUX 0a3ax JlaHux, 30KkpeMa B llleHreHcbKil iHpopMarriii-
Hi#t cuctemi II (SIS I1)236,

Y kBiTHI 2019 poky EBponap/iaMeHT CXBaJIUB CTBOPEHHA OJI-
Hiel 3 Haulb6inpmux y cBiTi 6ioMeTpuyHOi 6a3u jJanux Common

234 BioMeTpHyYHi nacnopTy B YKpaiHi HabyBawTh JeAaJi 6iyblioi mony-
aspHocti. URL: https://dmsu.gov.ua/news/dms/5295.html

235 PyKOBOAMTEJIM NIPABOOXPAHUTENbHBIX OPraHOB «OCbMEpPKU» BbICKa-
3a/1MCh 32 BbIPAaGOTKY e€/JUHbIX KPUTEPHEB K JJOKyMeHTaM C GMOMeTpUYeCKUMHU
JaHHbIMU. [IPAUM-TACC. 2006.06.19. URL: http://www.bit.prime-tass.ru

236 Tmocapiit PASOS. URL: http://novisa.com.ua/ua/glosariy-pasos.
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Identity Repository (CIR), npusHayeHol JJis 00’€AHAHHS 3aMMCiB
noHa/, 350 MJIH 0ci6237,

Aemenmudikayis - 1e mpoleAypa BCTAHOBJEHHS HaJeX-
HOCTi KopHcTyBaueBi iHdopMauii B cucTeMi mpej siBIEHOTO HUM
inenTudikaTopa?3s. [HINMMHU cI0BaMHU, aBTeHTHUPiKallig — 1e Iax
yCTaHOBJIEHHS BiporigHocTi iHpopMaliii, npea’siBJeHOI KOPUCTyBa-
yeM y pasi 3BepHeHHs HOro o CUCTeMHU Ta BIAKPUTTA HOMY J0CTY-
1y, SIK1[0 BiH Ma€ Ha 1ie npaBo239,

CrorogHi B kpaiHax €Bpony, [3paini Ta CIIA Hait6inbm no-
IIUPEeHUMH € JBa cnocobu 6GiomMeTpuuHoi aBTeHTH®ikanii: 1) 3a
BiIGMTKaMM NasbliiB; 2)3a JBOMIpHUM 300pa)KeHHSAM O06JIUYYH.
BiomeTpuyHa aBTeHTH}iKallis 32 BilGUTKaMU NaJIbLiB BBAXKAEThCSA
HaMl6iJbLI TOYHOIO, a 32 ABOMIPHUM 300paXKEHHAM 00JIUYYS MOXKe
3aCTOCOBYBATUCS HABITh HETJIACHO.

KpiM BHcokol HaliHHOCTI, Ha KOPUCTb LIUX CIIOCOGIB GioMeT-
puyHOl aBTeHTHUiKalil TaKOX CBITYUTH MOXKJHBICTb IX BUKOpPHUC-
TaHHS MPAKTUYHO B KOXHIiW KpaiHi. ¥ pasi BificyTHOCTI B Til 4u
iHIIiM KpaiHi 6a3u JJaHUX 11[0JI0 MPOI3HUX JOKYMEHTIB, /XKepesioM
MOpIiBHAJIBHUX 3pa3kiB A Bepudikanii um  igenTudikarii
npeJ’'siBHUKIB NPOI3HUX JAOKYMEHTIB MOXYTb CJAYTryBaTH HasBHI
6a3u JaHUX KpuMiHa/ibHOI iHopMallii, B IKMX MiCTATbCA i BigOUT-
KU MasbliB, i ABOMipHI 306paxeHHs 06/JUYYA 0Ci6, MPUYETHUX [0
BUYMHEHHS NPaBOINOpPYIIeHb. 3a3HadyeHi cnocobu 6GioMeTpU4HOI aB-
TeHTUdiKauii 3acTocoByoThcsl y Bennkob6puTaHii, 13paini, JlaTsii,
Moazosi, Himeuunni ta CIIA. 3 yepBHa 2009 poky B I'penii Ta ®in-
JISHJIT 3anpoBa/pKeHo 6ioMeTpUYHY aBTeHTHUIKaLlilo 3a BiAOUTKa-

237 EU votes for common identity repository with biometric data of non-
EU citizens. URL: https://www.medianama.com/2019/04/223-eu-votes-for-
common-identity-repository-with-biometric-data-of-non-eu-citizens/

238 JIpo 3aTBepAxeHHs1 [IpaBus 3a6e3nedyeHHsl 3axUCTy iHbopmawii B
iHpopmaniiiHux, TesekoMyHikaliiHux Ta iHdopManiliHO-TeseKoMyHiKa-
LiHUX cucTeMax: mocTaHoBa KabGiHeTy MiHicTpiB Ykpainu Bix 29 6epe3Hst
2006 p. Ne 373. Ypsadosuii kyp’ep Biz 18.04.2006. Ne 73-74.

239 KoHuenuiss CTBOpeHHs E€JAMHOTO JepKaBHOro peectpy oisuu-
HUX 0cib, 3aTBepJpkeHa MocTaHOBol KabGiHeTy MiHicTpiB YkpaiHu Bij
9 nucronaza 2004 p. Ne 1500. OdiyitiHuili sicHuk Ykpainu. 2004. Ne 45.
C.25. CT.2972.
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MM TasbliB, a B Yexii - 3a BifOUTKaMM maJbliB i 3a ABOMipHUM
300paKeHHAM 0614240,

Po3mMpeHHs NMPaKTUKW 3aCTOCYBaHHs 6ioMeTpUYHOI aBTeH-
Tudikauii B kpaiHax EBPOCOI03y MOB’A3YETHCS i3 3aIPOBA/XKEHHAM
000B’s13KOBOI 6ioMeTpu4HOi aBTeHTHikalii iHo3eMmIliB (Herpo-
MajsaH €EBponelcbkoro Coro3y) B OTPUMaHHI HUMH LIEHTeHCb-
KHX Bi3.

[IpakTka 060B’sI3KO0BOI 6GioMeTpu4yHOi aBTeHTHpiKalii
iHo3eMIIiB MiJ Yac oTpMMaHHsA HUMHM Bi3 abo Npu B'i3Ji HA Tepu-
Topito KpaiHW HasiBHA y Besuko6puTtanii, I3paini Ta CIIA. Tak,
y Benuko6puTaHii ckaHylOTbcA [JecATb MNaibliB, B [3paini-
quille BKasziBHi, a B CILIA - Ak BkasiBHi (IyHKTHU NPOIYCKY 4yepe3
Jlep>)XaBHUM KOPJ0H), Tak i JAecaTb (JUIJIOMAaTH4YHI YCTaHOBU
3a KOP/IOHOM).

Y Hal6iNbLUIMX NMYHKTaX NepeTHHY Jep>kaBHoro kopAoHy Hi-
MeY4YMHHU PYHKIIOHYIOTh NiJIOTHI MPOEKTU 3 NepeBipKU BJIACHUKIB
Bi3 3a BiAGUTKAMM NaJbIiB i JBOMipHUM 306pa*KeHHSIM OO0JINY-
4ys (mpoekT BioDev).

Y pamkax npoekty «Trusted Traveler» («HaailiHuii Manzapis-
HUK») Y HaAWGIIbIIUX NYHKTaX MEPeTUHY [AEeP:KaBHOIO KOpJOHY
Besvko6puTaHii  3iMCHIOETBCA JOJATKOBUH KOHTPOJIb  OCib,
sKi B'DK/KalOTh Ha TepUTOpir0 Iliel KpalHH, 3a paily’kHOI 0060-
JIOHKOK oKa. Y HiMeuuuHi 1e#l croci6 6ioMeTpU4HOI aBTEHTHU-
¢ikanil 3acToCOBYyETHC B MiXKHapOAHOMY aepomnopTy M. PpaHk-
bypt24l, Takuil KOHTPOJIb MOKe 3JiMCHIOBAaTHCA JIMIIE [JIacHO,
aJsie, Ha BiMiHy BiJ nepeBipKH 3a BiAOUTKAMU NaJbliB, BiH HE BU-
KJUKa€E B 0COOM, L0 MepeBips€eThbCs, acolialid 3 mnepeBipkoro
MOTEHLIHHUX MPAaBONOPYLIHUKIB, TOMY CIPUIAMAETHCS HEI0 3HAUYHO
crnokiiHie.

Ak 3a3Havanocs, 34ilicHeHHs1 6ioMeTpUYHOI aBTeHTHUdiKanil
MOXKJIUBO 3aBJSKU BUKOPHUCTAHHIO CreliajJbHUX HOCIiB iHpopMa-

240 MoBuaH A. B., MoBuaH /I. A. 3apy6iXHUN [JOCBiJ, 3acTOCyBaHHS 6io-
MeTpu4HOI ifeHTHdiKanil JitoJUHY ¥ npOoTUAil TpaHCHALiOHAIBHIN 3/I0UMHHO-
cTi. BicHuk JlyzaHcbko2o depicasHoz2o yHieepcumemy 8HympiwHix cnpas imeHi
E. 0. flidopenka. Jlyrancek, 2009. Ne 1. C. 180-181.

241 TaM caMmo.
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Lil - MIKpOYMUIIiB, YMOHTOBAHUX Yy Ti YW IHIUI MPOI3HI JOKYMEHTH.
3a3BHUYail Ha MIKpOYMII 3alMCYIOTBHCSA BiJlOMOCTI PO MPOI3HUH [0-
KYMEHT, MPO BJAaCHUKA MPOI3HOTO JOKyMEeHTY, 6ioMeTpHUYHi JaHi
BJIACHHKA MPOI3HOT0 JOKYMEHTY YU [OCUJIAHHA Ha Micue ix po3Mi-
LIeHHd V BiANOBIiIHiH 6a3i faHUX.

Jusa mepeBipku 3a 6iOMETPUYHHMMHM XapaKTepUCTHKAMU
0ci6, 1Mo B'DKAXKAIOTHL HAa TepUTOPil0 KpaiHH, BUKOPHUCTOBYHOTHCS
Taki 6a3u JaHUX:

- 6iomeTpuyHoi iHdopmanii (Besmmko6purtanisa, [peuis,
[3painb, Hopgeris);

- KpuMiHasnbHOI iHdopManii (Hanpuksiaz, Automatic Finger-
prints Identification Systems - aBToMaTu30BaHi cucTeMu ieHTUDI-
Kanii BifouTkiB nanbuiB (Koaym6is, Himeyuynna, CIIA));

- 6ioMmeTpuyHOi i KpuMiHasbHOI iHPopmMmanil (JlaTisg, Pin-
JSHJIA).

BUpi3HAIOTL TaKi OCHOBHI IlepeBaru BIPOBa/pKeHHs Maclop-
TiB i3 6iomMeTpuyuHOW iHPOpMarii€ro:

- BUKOPHUCTAHHA 3aXUILEHUX [IePCOHAJIbHUX JaHUX NiIBUILYE
JIOBipy [0 [JOKyMeHTa 3 0OKy iMMirpanidHux i NpUKOpPJOHHHUX
CIIYXO0;

- UM JOKyMEHTOM He MOXHa CKOPUCTAaTUCA CTOPOHHIN
JHOAUHI;

- HOBUH MACHOPT /03BOJISIE NiBUIIUTH ePEKTUBHICTb 6OPO-
TH6OU 3 TEPOPU3MOM | HE3AaKOHHOIO Mirpanierz42,

[linkpecaumo, mo nifpo6uTH 6ioMeTPUYHHUHI NACIOPT yKpaH
CKJIaZiHO. 30KpeMa, BHYTPIIlIHI CTOpPiHKM 6ioMeTpHUYHOrO MacnopTa
YKpalHy 3aXUILal0ThCs BOASHUMU 3HaKaMU 3 rep6oM i 306pakeH-
HSMM Ha iCTOpHUYHY TeMaTUKy (BiJ TPUIJIbCbKOI KYJbTYpH, CKid-
CbKOI IeKTopaJi 710 nepiux pokiB HesasexHocTi). KpiM Toro, A/
3axXUCTy 3aCTOCOBYIOTbCSl KOBTO-OJIAKUTHI BOJIOKHA, AJis 6isbLIol
HaAiMHOCTI BOJSIHMMM 3HaKaMH NpoAyO6JibOBaHI HOMepH CTOpi-
HOK, Ha ApyTii CTOpiHLi YepBOHUM KOJIbOPOM HaJIpyKOBaHO HOMep
nacrnopra.

242 3axaposB B.Il., Pygewko B.1. Ilpo6siemu inpopmaniiHoro 3a6esmne-
YeHHS1 IPaBOOXOPOHHUX CTPYKTYP: HaBYaJbHO-NPAKTUYHUH NOCIGHUK. JIbBiB:
JIbBJIYBC, 2007. C. 33.
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CTopiHKa 3 JaHUMHU BJIAaCHUKA MICTUTb 300paxkeHHs, sIKi BU-
JUHO JIMllle MiJj TeBHUM KyToM. HeMoxuinBo nipo6uTtu i came ¢poro,
aJke BOHO BUKOHAHO 3a [JONOMOTOI JIa3epHOr0O TIpaBiloBaHH4,
a indopmariis Ha esieKTpoOHHOMY Hocii 3amMppoBaHa. YU CKOHCT-
pyHoBaHUH TakK, L0 3a COpPOOU BiAKpimJieHHa BiH NPOCTO NMpPUNH-
HUTb IpaLoBaTUZ43,

Cuctemu 6iomeTpuyHoOi ifleHTUdiKalii yTBopeHi i3 1eHTpa-
JIbHOI 6a3¥ JJaHUX | T0JIbOBUX TepMiHaJiB. ba3u gaHUX NpU3HaveHi
s 36epiranHa ¢oTorpadiil, peecTpanii eeKTPOHHUX BiAOGUTKIB
NasbliB i 10J10HB, ifeHTHdiKaLiiHOrO MOLIYKY 32 6ioMeTpUYHUMU
JaHuMM, MoGinbHOI aBTOMaTtu4HOI ifgeHTHdikanil. [losboBuUi
TepMiHa/1 - Lie MOpPTAaTUBHUM 6JIOK GioMeTpuyHoOl ifeHTUiKa-
uii, 3’¢HaHUI 3 LEeHTpaJbHOW 0a3010 JJAHUX KaHaJaMH pajio-
3B'A3KyZ44.

Y 3B’A3Ky 3 NpPOCTOTOO NepeBipKM BifNOBiAHOCTI 06JUYYs
npej’ssBHUKa JBOMipHOMY LM(GPOBOMY 300paskeHHIO odiliiHOro
BJIACHMKA IIPOI3HOTO JOKYMEHTa Clelia/IbHi NpUIajy A/ KOHTPO-
JII0 1i€l 6ioMeTpUYHOI XapaKTEePUCTUKH 0COOH IepeBaKHO He 3a-
CTOCOBYIOTbCS. BogHo4ac [ nepeBipku Npen siBHUKIB NPOI3HUX
JIOKyMEeHTIB 3a BifjoMTKaMHu NasblliB y Besuko6puTanii, I3paini,
CHIA, y nyHKTax mepeTUHY KOpJIOHY EBpPOCOI3Yy 3aCTOCOBYHTHCS
crneniajibHi CKaHepU245,

Cnip 3ayBaKWTH, 1110 3a BeCb Iepiof 3aCTOCyBaHHS 6GioMmeT-
PUYHUX TEXHOJIOTIH CTBOPEHO BEJHKY KiNbKiCTh MPUCTPOIB (Aak-
TUJIOCKOIIIYHUX CKaHEPiB) OTpHMaHHSA NMaNiJIIpHUX Y30piB MasbliB
PYK JIIDJWHU 3 BUKOPUCTAHHSIM Pi3HUX TEXHOJIOTIH, ajie 6araTboM
i3 MX CKaHepiB MpUTaMaHHa OJ/lHA HEraTMBHA OCOOJIMBICTbL — He-
MOXJIMBICTb BU3HAYWTH NPUPOJHE IMOXOKEHHS 06’€KTa CKaHY-

243 OcobeHHocTH OuoMeTrpuudeckoro mnacmoprta. URL: http://vesti-
ukr.com/ infografika/81796-osobennosti-biometricheskogo-pasporta

244 Tlonunekckue Orailo Moyydyu/sv HOBble CpeCTBA GUOMETPUYECKOMN
naeHtudukauuu. Biometrics.ru.  14.02.2006. URL:  http://www.civil-
identification.info

245 MoBuaH A. B., MoBuaH /I. A. 3apy6ixkHUN [JOCBiJ, 3acTOCyBaHHS 6io-
MeTpu4HOI ifeHTUdiKanil JitoJUHU ¥ npOTUAil TpaHCHALIOHANBHIN 3/I04UHHO-
cTi. BicHuk JlyzaHcbko2o depicasHoz2o yHieepcumemy 8HympiwHix cnpas imeHi
E. 0. flidopenka. Jlyrancok, 2009. Ne 1. C. 183.
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BaHHs, TOOTO BiZIpi3HUTH cHpaBKHIM NaniispHUi y30p naJjblis Bif,
wTyyHoro (Mynsxky). OTxe, icHye UMOBIpHICTb MPOTU3aKOHHOTO
BUKOPHUCTAHHA MNalJIAPDHUX Yy30piB OJHIEl JIIOAWHHU, OTPUMaHUX
i3 6yab-AKUX NpeJMeTiB, iHIIOW0, 110 JJa€ 3MOry NMEeBHUM 0co6GaM
inenTudikyBaTu cebe Ak iHuy JsaroAuHy. 30kpeMa, y 2002 poui
ANOHCHLKUH KpunTorpad i3 HalioHasbHOrO yHiBepcuTeTy Mokora-
mu L. ManymoTo ony6JiikyBaB pe3yJbTaTH CBOIX AOCIiKeHb PO
Te, IK BiH i3 BUKOPUCTAHHAM >KeJaTUHY | MJIaCTUKOBOTO IIa6JI0HY
BUT'OTOBUB MiAPOGIeHUH nasielb, AKUU YCHIIIHO «ITPOXOJAUB» Yepes
CKaHep y YOTUPbOX BUIMA/KaX i3 M’ ATUZ46,

®axiBIli BBaXKalOTh, 1110 € CKAHEPH, SIKi BUABJIAIOTD OibINICTD
MyasKiB. JloBoJli edeKTUBHUMU BBaXKalOTbCsl ckaHepu ¢ipm Lu-
midigm (CIHA) i NEC (Anonis). OguH ckaHep BUKOPUCTOBYE Gara-
TOCIIeKTpaJibHe BUIIPOMIHIOBAHHA, AKe NPOHUKAE MiJ WKIipy, a iH-
MM BUKOPUCTOBYE He TiJIbKU 300pakeHHs BilOMTKa majbls, a U
MaJIlOHOK BEH.

Y ckanepax koMmmnaHii «CoHza TexXHOMOMKI» /I 3aXUCTY Bif
MyJIsKiB BUKOPUCTOBYETbCA BUMIp MyJibcy. KpiM Toro, ciif ypaxo-
BYBaTH, L0 3a HaKJaJ@aHHA Ha NaJjielb MYJSDKHUX IJIIBOK Pi3KO
3HUXKYETHCS OCBIT/IEHICTB247.

Excriept y cdepi indpopmarifinoi 6e3nexku M. Pomxepc npoBis
eKCIepUMEHT, TiJ] Yac sIKOro cripo6yBaB «3/aMaTH» JaKTUIOCKOMi-
yHui mMoayJsb Touch ID cmapTdona iPhone 6. biomeTpuuHuii cka-
Hep iPhone 6 BMoHTOBaHMH B KHONKY Home, /19 HOro BUKOpHUC-
TaHHS HeoO6XiZHO momepejHbO CTBOPUTU pe3epBHUM Ko imeHTH-
dikarii i BBeCTH 3pa3Kku BiIGMTKIB THUX MaJbIliB, 32 JOIOMOTOH
SIKUX KOPUCTYBa4d po36JI0KOBYBaTUMe TesiedOoH.

Jnsa «3nomy» Touch ID Pomxkepc cdotorpadysaB BijoUTOK
nasblisl BjaacHuka iPhone, noTiM 06po6uB ¢otorpadito B «poTo-
1oni» — MiAYUCTUB i iHBepTYyBaB 3a KOJIbOPOM. BifTak oMy 3Haz0-

246 MuxaityioB M. A. [Ipo6sieMa uieHTUPUKALIUM JUYHOCTU BBIXOJUT 32
npejesbl, onpejesseMble NpeJMeTOM KPUMHUHAJIUCTUKU. YyeHble 3anucku
Taspuueckozo HayuoHanbHo20 yHusepcumema um. B. H. Bepnadckozo. Cepus
«lOpuandeckue Hayku». Tom 20 (59). Ne 2. 2007. C. 156.

247 BuomeTtpus 2013: nopa 0TKa3bIBaThCs OT 6AHKOBCKUX KapT. MeuTa?
URL: http://habrahabr.ru/post/174397/
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OuJKncA IUIiBKa i Jla3epHUM NpUHTEpP i3 PO3/iJIbHOKW 3JaTHICTIO
1200 dpi i ToBcTUM mIapoM ToHepa. [lepes TUM, IK HPHUKJIACTH
«3JIiMok» 10 KHONKM iPhone, Ha manepoBy Komito BiA6UTKa HaHO-
CUTBCSL JIaTEKCHE MOJIOYKO ab6o 6inuil crosnsspHuil kiei. [logioHy
TexHiKy Pojepc 3acTocoByBaB AJsis1 06X0Ay CKaHepa G6e3leKU
iPhone 5s.

Excnept 3’sicyBaB, mo Touch ID apyroro mnokoJiiHHS
HaJilHIIWN, HiXX opUriHasibHUN MoAyJb iPhone 5s. Y Hboro 6i/b1I
BUCOKa pO3/iJbHa 3JaTHICTb i Luplie 06/1acTh CKaHyBaHHs. Buro-
TOBJIEHUH 3JIIIOK IOBUHEH OYTU 6i/blI TOBCTUM, 106U He MPOCTY-
naB yyxuit najnenp. Kpim Toro, Heo6xifiHa 6isb1l yiTKa poTorpadis
NaniJIspHoOro y3opy.

O06iliTu 3axuct iPhone 6 y goMalHiXx yMoBax NpaKTU4YHO
HeMoxJuBo. Croci6 «3noMy» Touch ID nHabGaraTo ckaagHimIMu
3aCTOCOBYBAHOrO JJjI1 0OMaHy CKaHepiB «CHJIIKOHOBOTO» 3JIiMKa
nasblid, TOOTO BiA 3BHYANMHUX MiJPOOOK cKaHep cMapTdoHA
3aXUIIeHUNZ48,

BojHouac € TakoX opraHisaliiiHi MeToau 60pOTb6OU 3 MyJIs-
KaMU:

no-nepuie, Heo6XiJHO BCTAHOBJIIOBAaTH CKAaHEPHU 3a MOXKJIU-
BOCTi B y6JIiYHUX MiCISX;

no-dpyze, sl IJATDKHUX CUCTEM 3aCTOCOBYBATU cCHelliasb-
HUM CKaHep, Je BUKOPUCTOBYETbCA IOJBiliHe NpHUKJIaJaHHA
NaJsblisl, IPUYOMY, BApPYre CKaHep HifKa3ye, IKUN caMe mnaJjelb IMo-
TPiOHO JOK/IACTY;

no-mpeme, BUKOPUCTOBYBAaTH TaK 3BaHUU «TPUBOXXHUH INa-
Jlellb» — Moro NoTpibHO NPUKIAZATH Nifi NIPUMYCOM, y pe3yJibTaTi
paxyHoK Oyze 3ab6JIOKOBaHMM i cuUrHaj TpPUBOTM HaAilijie NmpaBo-
OXOPOHLSIM.

Jua HagidHoOCTI M 60poTHOM 3 MOMHJKOBUMH CIIpalib-
OBYBaHHSAMHU 06OB’SI3KOBO CJIiJl BUKOPUCTOBYBATH JBa Masiblii. [Tif
Yyac NpoBeJleHHS Mi>)KHAapOJHUX TECTIB, Zie BiOUTKHU OYJIK OTpHUMaHi
3a JIONOMOTrO0 ONTUYHHUX CKaHepiB, 3adikcoBaHa UMOBIpHiCTb Mmo-

248 O6HoBJsieHHbIH Touch ID B iPhone 6 ciioxxHee B3710MaThb, 4YeM CKaHEDP
oTtneyaTkoB iPhone 5s. URL: http://www.macdigger.ru/iphone-ipod/touch-id-
2-v-iphone-6-slozhnee-vzlomat-chem-skaner-otpechatkov-iphone-5s.html
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MUJIKOBOTO CHpalbOBYBaHHS NPUOGJIM3HO Ha PiBHI OJHa MOMUJIKA
Ha TUCAYY BUNA/JKIB, 32 BUKOPUCTAHHA [IBOX NaJbLIB — 0/HAa IOMH-
JIKa Ha MiJIbMOH BUIIaIKiB.

BigmosigHo fo IlynaHy 3axofiB i3 CTBOpeHHS CUCTEMU KOH-
TPOJItO iHO3eMI[iB Ta 0Ci6 6e3 IPOMaASHCTBA, IO B'IK/IKAITh Ha
TepuTopilo YKpaiHy, 3 ¢ikcyBaHHSAM iXHiX GiOMETPUYHHUX AAHUX,
3aTBep/KeHoro po3nopsampkeHHs M Kabinety MinicTpiB Ykpainu
Big 12 6epe3ns 2008 p. N2 439-p, 3xaificHeHO BIpOBaKeHHsS Oio-
MeTPUYHUX TEXHOJIOTiH B iHTerpoBaHy MixBifoMuy iHdopMariiiHo-
TeJIeKOMYHIiKallillHy cUCTeMy 100 KOHTPOJIIO 0Ci6, TPaHCHOPTHUX
3aco6iB i BaHTaXiB, SIKi IepeTUHAIOTD JlepP>KaBHUU KOPJAOH (cUCTe-
Ma «ApkaH»), i y BianoBiaHi Bijomui cuctemu?4?. 3a indpopmariero
Jlep>xaBHOI NPUKOPAOHHOI CIy»KO0M YKpaiHu, [/ 06CIyroByBaHHS
MacaXXupiB i3 6iOMeTPUYHMMU MACHOPTaMU TEXHIYHO J10006J1aHA-
Ho 157 nyHkTiB mnponycky Ta 3 KIIBB Ha agMiHicTpaTUBHIA Mexi
3 TUMYacoBO OKYyNoBaHoO TepuTopieo AP Kpum. Ycboro o6s1asHa-
Ho moHaj 1200 po6oumx Micub i JOYKOMILJIEKTOBAHO OiJbII SIK
400 aBTOMAaTH30BaHUX PO6GOYMX MICIb CKaHepaMH BiJIOUTKIB
nasbliB. KpiMm Toro, posropuyTo moHaj 320 HOBUX pOOOYHX MiCIb
Ha | Ta Il niHiax KOHTpoJ/tO, a TakoXK noHax 420 y 3a/li3HUYHHUX
MYHKTaX MPOMycKy?250,

Hakazom MBC Ykpainu Big 24 kBiTHA 2019 p. Ne 310 3aTBep-
xeHo [lopsjok ¢ikcallii 6ioMeTpUYHUX JJAHUX iHO3EMIIIB Ta 0Ci6
6e3 rpoMajsiHCTBA Mij Yyac NPUKOPAOHHOIO KOHTPOJIIO B MYHKTaX
nponycky (myHKTax KOHTPOJIIO) yepe3 Jep)KaBHUH KOPAOH Ta
y KOHTPOJIbHUX NMYHKTaX B'I3Ay-BUi3/ly, a TaKOX 3AiliCHEHHS Npo-
Ba/PKEHHS y clipaBax Npo aZMiHicTpaTUBHI NpaBONOpyLIeHH25L,

249 [Ipo 3aTBepKeHHd [lnaHy 3axo/iB i3 CTBOpEHHS CUCTEMU KOHTPO-
J10 iHo3eMIiB Ta oci6 6e3 rpoMaZsHCTBA, 110 B'DKAKAOTL Ha TEPUTOPIIO
YkpaiHy, 3 pikcyBaHHAM iX 6iOMeTPUYHUX JAHUX: po3nopsKeHHs Kabinety
MinicTpiB Ykpainu Bij 12 6epe3nst 2008 p. N2 439-p.

250 lep>KNpUKOPAOHCAYK6a Mpe3eHTyBasa cucteMy ¢ikcauii 6iomeT-
pUYHHUX  JlaHUX iHo3eMIiB Ta oci6 6e3 rpomazsHcTBa. URL:
https://dpsu.gov.ua/ua/news/ Derzhprikordonsluzhba-prezentuvala-sistemu-
fiksacii-biometrichnih-danih-inoze mciv-ta-osib-bez-gromadyanstva/

251 Tlopsapok dikcanii 6ioMeTpUYHUX JAaHUX iHO3eMIiB Ta 0ci6 6e3 rpo-
Ma/JIHCTBA MNifl Yac NPUKOPAOHHOI0 KOHTPOJIIO B IYHKTaX NPOMYyCKy (MyHKTax
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https://dpsu.gov.ua/ua/news/%20Derzhprikordonsluzhba-prezentuvala-sistemu-fiksacii-biometrichnih-danih-inoze%20mciv-ta-osib-bez-gromadyanstva/
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2.1.3. Oco6ausocmi 6npo8adHceHHs
i BUKOpucmMaHHs 6ioMmempu4HUX cucmem
idenmudpikayii oco6u

Po3nizHaBaHHSI 3a J0NIOMOr0I0 GiOMETPUYHHMX TEXHOJIOTIH
nepe/i6avyae NOPiBHSHHA paHillle BU/IiJIEHOr0 6i0MeTPUYHOTrO 3pas-
Ka 3i 3HOBY OTpUMaHUMHM OioMeTpUYHUMHU JAaHUMU. PoGoTa Bcix
6ioMeTpPUYHUX CUCTEM 3aCHOBaHA rOJIOBHO Ha TUIIOBOMY aJIlOPHUT-
Mi, IKUI y3araJbHEHO MOKHa BiJo6pa3UTH TakK:

-3anuc - Qi3UYHUN ab0 MOBEJiHKOBHUM 3pa3oK 3amaM’siTo-
BYETbCA CUCTEMOIO;

- 8udizneHHs1 wWab/I0Hy - yHiKasbHa iHpopMalis BUAINAETbCA
i3 3pa3ka i cTBOpIOEThCSA OioMeTpUYHUHN 111a6JI0H;

- nopigHsIHHS1 - 30epeXeHUH 3pa30oK MNOpPIBHIOETbCH 3
MOJlaHUM;

- 36i2/He36i2 - cucTeMa BUDIlYe, UM 36iraloTbcs 6ioMeTpUIHI
3pasKH, i yXBaJIlOE pillleHHS.

[IppHUMN POGOTH CUCTEMH 3aCHOBAaHHM Ha CcIelliaJIbHOMY
aJropyuTMi nepeBefileHHS 300paxkeHb y IUbpoBUN dopMaT, MpHU
[[bOMY 3/JiHCHIOETHCS NMPOTPAMHUH MOIIYK 06/M4y4s B Kagpi i Bu-
3HAYEHHS XapaKTepPHUX O3HAK KOro 6y/J0BU — TaK 3BaHUX «pemnep-
HUX TOYOK» (dopMa ouel, BUWIHIi, IIMPUHA NepeHiccs, ry6 ToIo).
Y pe3y/sbTaTi KoXKHe 06JIMYYsl ONMUCYEThCS YHIKAJbHOI CYKYIIHic-
TIO NMapaMeTpiB, MPUYOMY HaBiThb i3 HE3HAYHUM MepebiJbIIeHHSIM.
Jns ineHTHdikamii 3 BUCOKMM CTyleHeM TOYHOCTi JOCTaTHBO GJIU-
3bKk0 40 XapaKTepUCTHK, TOAI K CUCTeMa 3aJa€ JeKiJbKa THUCAY
o1[iHOYHUX mapaMeTpiB. PoTorpadis Ta HMbPOBHUHN oNHC 06IUYYSA
3aHOCATbCA B 0a3y [JaHUX, Y Kl y nmoJajblioMy 3AiHCHIOETbCS
nomyk2s2 (puc. 1).

KOHTPOJIIO) 4epe3 Jep:KaBHUN KOPAOH Ta y KOHTPOJBHUX NYyHKTax B'i3fy-
BUI3/y, @ TaKOX 3/iMCHEeHHs NMPOBa/PKEHHs y cIOpaBax Npo aAMiHiCTpaTUBHI
npaBonopyuieHHs: Haka3 MBC Ykpainu Big 24 kBiTHA 2019 poky Ne 310. URL:
https://zakon.rada.gov.ua/laws/show/z0496-19?lang=en

252 TuB.: 3apopoxHbi 10. A. [lpo6seMbl MHPOpMaTHU3aLUK OPraHoOB
BHYTPeHHUX Jiel. BicHuk JlyeaHcbkozo depicasHozo yHisepcumemy eHympiul-
Hix cnpas. 2007. Ne 2. C. 221-222; BoukoBuii O. B, 3BoHok €. 0. BipTyanbni
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http://it-crime.at.ua/publ/%20pitannja_ord_ta_%20kriminalistiki/zbirnik_materialiv_konferenciji_%20u_khmelnicku_%202010_roku/3-1-0-3
http://it-crime.at.ua/publ/%20pitannja_ord_ta_%20kriminalistiki/zbirnik_materialiv_konferenciji_%20u_khmelnicku_%202010_roku/3-1-0-3
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- yugposuil «gideonomik» (okpeMuil pparmeHT y BUIJISAAIL
Meniadaitny a6o BimeocurHas, SKUA HaJXOAUTb y peXUMI
on-line)254,

[lepcieKTUBHUM JJIs1 ONEPAaTUBHO-PO3LIYKOBOI ieHTUdiKa-
1ii BBaXKa€eTbCsl BUKOPUCTAHHSA BifieoindopmMaliii 3 kamep crnocTe-
pekeHHs1, BCTAHOBJIEHUX Ha BYJIMLSX Ta IHIIKX Micuax (cymepmap-
KeTH, KpaMHHIIi, pUHKH, GaHKIiBCbKi YCTaHOBH, OOMiHHI NMYyHKTH
BaJIIOTH, BOK3aJ/IM, CTAHLIl Ta BarOHM MeTPOIOJiTeHy, aepoNOpPTH,
CcTaZioHH, ciopTUBHI koMmiiekcy, A3C, po3BaxasbHIi 3aKaaju, pec-
TOpaHM, HaBYaJIbHI 3akJyazy, odicu ¢pipm Toio), Bifeokamep 6aH-
KOMaTiB, aBTOMOGIJIbHUX BiJleOpeECTATOPIB TOLIO.

Ca1if 3a3HAYMTH, 1110 Y HUHIIIHIX yMOBaxX NPOTHAII 3J1I04HHHO-
cTi Ta TepopusMy 6ioMeTpuyHa imeHTHOIKaLis 3a 306paKeHHS
06JIMY4sl ONMHUJIACA Ha NepuioMy Micli cepef TexHoJoril po3mi-
3HaBaHHsA o0ci6. Po3nisHaBaHHA 06JIMYYsT BUKOPHUCTOBYETHCS [,
yac BUJA4i JJOKYMEHTIB, L0 3aCBiJYyIOTh 0COOY, a TAKOX 4YacCTO
3aCTOCOBYETHCA Y MO€EJHAHH] 3 iHIIMMU 6i0METPUYHHUMHU TEXHOJIO-
rigsMu, SK-0T po3mi3HaBaHHSAM 3a BifjoUTKaMu maJjibIliB. Po3misHa-
BaHHS 0CO6U TaKO0X 3AiMCHIOETbCS B aepONopTax 3a NPOXOKEeHHS
MUTHOI'0 KOHTPOJIIO LUIJISIXOM MOPiBHSIHHS NMOpPTpeTa y 6ioMeTpuy-
HOMY NACHOPTi 3 06JIUYYSIM 0COOH BJIaCHUKA.

Y 2017 poui kommnanisa Gemalto, 110 cnerjianisyeTbcsi Ha po3-
pob6kax y cdepi nudpoBoi 6e3neku, npeacTaBUIa HOBY CHUCTEMY
MPOXOJPKEHHSA KOHTPOJIIO [ aeponopTy iMeHi Ulapasa pe o
y [lapmwxki Ha 6as3i TexHosioril posmizHaBaHHsA o0ci6. 30KpeMa,
Le pilleHHs OyJio poO3po6JEeHO [Jisi TIOCTYIOBOrO IEPEXoay
Bii CkaHyBaHHS i po3Mi3HaBaHHA BiJOMTKIB Na/jbLiB A0 po3mi3Ha-
BaHHA 0Cib.

YrponoBx OCTaHHBOTO JEeCATUJIITTSA aJifTOPUTMaMH aBTOMa-
TUYHOTO pO3Mi3HAaBaHHsA 06/MYy4Ysl LjikaBuUaucs ¢axiBLiB y ramysi
6iometpii. Hanpuksaza, OpenFace - 1je iHcTpyMeHTapi#l i3 Bigkpu-
THUM KOJIOM, 1110 6a3yeThbcs Ha aiaroputMi FaceNet s aBToMaTHy-

254 3anopoxkHbii 10. A. Tlpo6sieMbl UHbOpPMATU3ALUU OPraHOB BHYT-
peHHUX Jes. BicHuk JlyeaHcbkozo OepicasHoz2o yHigepcumemy 6HYMPpIWHix
cnpas. 2007. Ne 2. C. 223-224.
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Hoi ifeHTudikanii o6auyus, crBopeHoro Google2ss. Bin 6yB po3po-
6J1IeHUH Ta PO3MOBCIO/PKEHUH SIK porpamMHe 3abe3neyeHHs 3 BiJK-
puTUM KoAoM BpenzgoHoM AMocoM y JociifHULBKIA rpyni Satya
B yHiBepcuTeTi KapHeri MessioHa?5¢. 'osioBHI nepeBaru OpenFace
MOJIATAIOTh Y TOMY, L0 BiH, He MOTPeOYI0YM 3HAYHUX JIHOJCHKUX
pecypciB, IpoJieMOHCTPYBaB BUCOKI OKa3HUKU Ha eTasoHi Labeled
Faces in the Wild (LFW)257,

OpenFace mMoxe 6yTH yCHiLIHO 3aCTOCOBAaHUM y KpHUMiHaJIic-
TUI, 30KpeMa /JiJI1 po3Mi3HaBaHHSA 06JIMYYS MiJJ03pIOBaHUX Y 3J10-
YUHax i jsrojieH, sski 3HUKIM 6e3BicTu. KpiM Toro, oro Mo)kHa BU-
KOPHCTOBYBATH /i ifeHTUIKaIi]l TpymiB.

O Hak »k0/leH i3 3alIpONIOHOBAHUX MPOEKTIB IOKH 110 He 3MIr
HaJlaTHU pe3yJbTaTH, AKi MOXHa NOPIBHATH 3 PYYHUM pO3Mi3Ha-
BaHHSAM 00JIMYYS JIIOJUHMN 258,

BiomeTpuyHy ineHTHdiKaI1i0 32 PopMOIO 06/UYYA YACTO BU-
KOPHUCTOBYE NoJiLisl. Y kpaiHax EBPOCOI03Y CYBOPO KOHTPOJIHETHCS
NpaBOMIpHIcTB I 3acTocyBaHHs. [IpumipoM, y 2016 poui «iroguHy B
KaleJsoci», Ky 6yJlo 06BUHYBauYeHO y BYMHEHHI cepil TepakTiB y
Bptrocceti, BUKpU/IK caMe 3aBJSIKH MPOrPaMHOMY 3a0e3Ie4YeHHI0 3
iHTerpoBaHoOl0 cUCTeMOI0 posmnizHaBaHHA oci6 PBEP. 2017 poky
noJtinia IliBgeHHOTO0 Yeibcy BUKOPUCTOBYBAJIA LI0 TEXHOJIOTIIO Mij
yac ¢inany Jliru yemnioniB YEDA.

3rigHo 3 iHpopmMariero HaykoBoro KypHany Keesing Journal
of Documents and Identity 3a yepBenb 2018 poky, BUKOPHUCTAHHS
JpOHiB, 006/JafjHaHUX aepodOTO3HOMKOI, Ja€E 3MOTry 3acCTOCy-
BaTH pO3Mi3HaBaHHsA OCi6 Ha BeJIMKMUX IJIOWAX MiJ, Yac MacoOBUX
3axoAiB. /lesiki 0€3MiJIOTHUKH MOXYTb NEepeHOCUTH (OTOKamMepH

255 Schroff F., Kalenichenko D., Philbin J. FaceNet: A unified embedding
for face recognition and clustering. IEEE Conf Comput Vis Pattern Recognit;
2015 Jun 8-10; Boston (MA). 2015. P. 815-823.

256 Amos B., Harkes ], Wang]., etal. OpenFace models. GitHub
[Internet]; 2016 [cited 2016 Jan 27]. URL: https://github.com/cmusatyalab/
openface/tree/master/models/openface

257 Fydanaki A. & Geradts Z. Evaluating OpenFace: an open-source
automatic facial comparison algorithm for forensics. ] Forensic Sci. 2018. Ne 33.
P. 202-209.

258 TaM caMmo.
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Barolo o 10 kr, ki MOXYTb pO3Mi3HATH MNOTEHLiWHOIO 3JI0-
yuHLOA Ha BigctaHi 800 metpiB 3i 100-meTpoBoi BucoTu. Ilpu
[[bOMY 3B’I30K i3 Ha3eMHUM NyHKTOM yIPaBJiHHSA He MOXHa Nepe-
XOMUTHZ5,

Y pamkax peasizanii nporpamu «besneuHe micto» B Kueni
HanepeAo/iHi yeMnioHaTy €Bponu 3 ¢yT6osy 2012 poky B YKpaiHi
BBeJleHa B eKCIJIyaTallil0 aBTOMaTU30BaHa CUCTeMa LieHTpaJi3oBa-
HOTO VIpaBJ/iHHA HapsAaMu NaTpyJbHOI cayx6u «LIYHAMI», saka
OXOILIIOE: TeoiHPopMaliiHy cucTeMy (eJeKTPOHHY KapTy MicTa);
cucteMy cynyTHukoBoro GPS-mosuuioHyBaHHs i MOGIJIBHOTO KO-
MyHiKal[iiHOTrO 06JIa/IHAHHS; CUCTEMY BiJle0CIOCTEpPeXKeHHSs; CUC-
TeMYy KOJIEKTUBHOTO Bi/IoGpaskeHHs1260,

CroroaHi B KueBi BcTaHOB/IeHO 6J1IM3bKO 7 THC. Biieokamep:
Ha 06’eKTax colliaibHOI iIHGpaACTPYKTYpH MicTa, y 1leHTpi MicTa i Ha
aBTOMOGIIBHUX MocTax 4epes3 JlHinmpo. CMapTKaMepu MaloTh CBiH,
3a3jjasieriib 3anporpaMoOBaHUM ClieHapiil iHIUMAEHTIB, 3a BUHUK-
HeHHs SIKMX CUCTeMa aBTOMAaTHUYHO iHQOpPMY€E CUTyalliiHUI [[eHTp,
10 [J03BOJIsIE 3a0e3MeYUTU ONepaTUBHY peaklilo BiJNoBiAHUX
CITy 06261,

«Hama npaBooxopoHHa cucTeMa NOTpebye BHPOBAKEHHS
HOBITHIiX TexHoJoTii. Hapasi Mu Macmtabyemo nporpamy «besmne-
YyHe MiCTO» Ha TepUTOpit0 BCiel fepkaBU. BoHa Bxe npaioe B Ma-
piynoui, Kuesi ta [ninpi. OcHoBa ii Aif/IbHOCTI — 3aCTOCYBaHHA
cydyacHol iHpopMaIliiHO-KOMITIOTEPHOI CUCTEMH, KA HAJAE MOXK-
JIUBICTb 11iJI0JI0GOBOT0 MOHITOPUHTY OIEPAaTHUBHOI 0OCTAaHOBKH.
Haiui kamepu MOXKyTbh TPUBaIMM Yac MpaLloBaTH 6€3 eJIeKTPOXKUB-

259 YMHBIN GeMCKOHTPOJIb: KaK TEXHOJIOTHS pacliO3HABaHUS JIML, MeHs-
et mup. URL: https://psm7.com/technology/umnyj-fejskontrol-kak-texnologi
ya-raspoznavaniya-lic-menyaet-mir.html

260 Miniuis 3gaTHa 3a6e3N€YUTH TPOMAJCBKUN MHOPSJOK MiJ 4Yac
€BP0-2012. URL: http://mvs.gov.ua/mvs/control/main/uk/publish/article/
445545.

261 Ha Bysimusax KueBa 3’saBasTbcsas 600 HOBUX KaMep BiJleo crnoctepe-
)keHHs. URL:  https://hromadske.ua/posts/na-vulicyah-kiyeva-zyavlyatsya-
600-novih-kamer-videosposterezhennya
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JIeHHs], y HiYHUH 4yac Ta 3a 6y[b-KHUX IOTOAHUX YMOB», — 3a3Ha4Ya€
A. ABakoB262,

Y 2019 poui ®enepanbHe 6topo poscaigyBanb (PEP) CIIA
Or0JIOCUJIO MPO YCHILIHUM 3aNMycK B eKCIJyaTalilo CUCTeMU po3i-
3HaBaHHS HoBoro nokoJiiHHsA Next Generation Identification (NGI),
sKa 36upae, 06pobJsie i ifeHTUdiKYe 300parkeHHs 004U, pai-
JY>KHY 000JIOHKY O4Yel, TaTyIOBaHHSA Ta BiIOGUTKY MasbLiB.

OcHoBHOI0O ocobauBicTio NGI € Te, 10 BOHa aBTOMaTHYHO
OTpUMYEe i 06po6ssie GioMeTpuuHi AaHi 3 KaMep BimeocmocTepe-
»KeHHs y Bcill kpaiHi. CucTeMa BUABJAE YHiKaJbHI pUcH 06J1M4Ys
Tiel uu iHIIO1 JitoJMHM | 36epirae ix y 6a3i JaHUX.

Y posciigyBaHHi 37104MHy NGI MoXxe NpoBeCTH IIBUJKUN
aHasli3 306pakeHb i BUSIBUTH 3/10BMUCHUKA. [IpuMipoM, 3a fonoMo-
roto NGI B cepniHi 2019 poky BJasocs 3aTpMMaTH BiJlOMOro Laxpas
Hina CrtamMMepa, SKHMi nepexoByBaBCA Bijj IPaBOOXOPOHHUX Opra-
HiB i cnencnyx6 CILIA ynpo 0B Y4OTUPHAALSATH POKIB.

NGI mae 3aminuTu cucremy IFAIS (iHTerpoBaHa aBToMaTH30-
BaHa cucTeMa ifleHTUdiKanil BigouTKiB manbiiB). Akmo B IFAIS
36epirayivcs TiABKM BiIGUMTKHU NasbliB, AKi 36HMpaarcs NpaBoOOXo-
POHHUMM OpraHamH, CUJIOBMMH BIJOMCTBaMM 1 opraHisauisimu
3 MiJIBUILEHUM piBHEM CeKpeTHOCTi, To B 6a3y AaHux NGI norpan-
JTh e U poTorpadii 3 mocBifueHb 0co06H, pO6OYUX MPOMYCKIB Ta
IHIIUX JOKYMEHTIB.

Bbasa ganux NGI y>ke mictutb noHaz 100 MJIH OKpeMHUX 3allu-
ciB, fiki MOB’A3YI0Th BiAOUTKU NaJsbliB JIIOAWHH, A0JOHb, CKaH ii
paiiy>kHoi 060JI0HKH 0Ka, 6ioMeTpii ocobu 3 ocobrcTor iHpopMa-
ni€eto (AoMalIHsA ajipeca, BiK, IpaBOBUM CTATYC)263,

[Tonpu Te, caMe MOJIMBOCTi CUCTEMHU 3 pO3Ni3HABAaHHSA 0Ci6
CIOPUYMHAIOTh Halb6iNbLy KPUTHUKY cepej, IpaBo3axUCHUKIB. Pak-
THUYHO Oy/[b-fIKa KaMepa BiJleocriocTepeKeHHs1 3 JI0BOJIi BUCOKOIO
pO3AiNbHOI0 3[aTHICTI0O MOXKe 6YTH BUKOpPUCTAHA [JIJIsi HErJIACHOTO

262 URL: https://www.kmu.gov.ua/news/arsen-avakov-nam-neobhidno
-vprovaditi-suchasni-tehnologiyi-v-pravoohoronnu-sistemu-nashoyi-krayini

263 @BP zamycTusio rao6ajbHyl0 cUcTeMy pacnosHaBaHus jul. URL:
https://www.gazeta.ru/tech/2014/09/16_a_6216693.shtml
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300py AaHUX PO rPpoMa/isH, 30KpeMa THX, XTO HiKOJIM He MaB Npo-
6J1eM i3 3akoHOM. KpiM Toro, ckaHyBaHHs1 npodiJiB KOpUCTyBadiB
collia/IbHUX Mepex 3JaTHe HaJaTH clielcay:x6aM MiJbHOHU fKic-
HUX CBITJIMH.

Y ®BP cTBepmkytoTh, 10 npoeKT NGI mpoiioB 0puguiHy
€KCIIepTU3y Ha npeaMeT BiJIIOBIJHOCTI aMepUKaHCbKUM 3aKOHAM
PO 3aXUCT NPUBATHOTO XUTTHA. OHaK BiZOMO, 1110 B 6araTbox Kpa-
inax, 3okpema CllA, € HacTiIbKM 3aceKkpeyeHi NMpPaKTUKUA 360py
inpopmMmariii cnencayx6amy, 1m0 HaBiThb iHpopmalis mpo came ix
iCHYBaHHS € CEKPETHO0264,

Moninis Kwuralickkoi HapopgHoi Pecny6siky TakoX BHUKO-
PHUCTOBYE CUCTEMY po3Mi3HaBaHHSA 0OCi6 A1 pO3ILYyKY i 3aTpUMaHHSA
MilO3pI0OBAaHUX Y BYMHEHHI 3/JI04MHIB. 30KpeMa, HelloJaBHO 3a
JIOTIOMOT0I0  CUCTEMH KOMII'IOTEpPHOTO po3mi3HaBaHHA  oci6
6yJio BHidHaHO B 60-THCIYHOMY HATOBIIi 4YOJIOBiKa, SKOTO IMi/l03-
PIOIOTb Y CKOEHHI eKOHOMIYHHUX 3/104MHIB. IloJjiilia noBigoMuia,
10 NiZ{03pI0BaHOTr0 3BaTH Ao, BiH NpHUixaB i3 JPY>KUHOIO i Jpy3MHU
B Micto HanbyaH Ha koHIuepT mnon-3ipku /xeki YyHa, fie i OyB
3aTpUMaHUH.

Y 6epesHi 2019 poky Ha 3a/i3HUYHINA cTaHIii B MicbKOMY
okpy3i WkeHwkKOy moJinisg 3aTpuMana 33 ocobu 3a Mifo3pow B
Kpazikni aiteit, Bredi 3 micug JATIl i BukopuctaHHi panbminBux
JoKyMeHTIB. [losiielicbKi BUKOPUCTOBYBAJIU Cliellia/ibHi OKYJISIpU
3 BMOHTOBAaHUM y HUX MPUCTPOEM, SIKi MOXYTb BUAaBaTU iHop-
MalLlilo PO MePex0Koro — JOCTATHBO MPOCTO HA HbOTO MOJAUBUTUCA
(puc. 2).

Y cepnni 2019 poky Ha dectuBasi nuBa B l{uHjao mosinis
[llanpyHa 3a [AOMNOMOrOK LHUX TEXHOJIOTIH 3aTpumasia 25 mifo-
3pIOBaHUX.

Kurtaii nifjupye B po3pobKax TeXHOJIOTIH po3nisHaBaHHA
oci6 3a JONOMOrOK0 IITYYHOrO IHTeJNeKTy i peryjaspHo Hara-
JY€E CBOIM TrpoMajifgHaM, L0 CXOBAaTUCA BiJ MNoJinii, gka Mae
Yy CBOEMY pO3MNOpPs/PKEHHI Taki TexHi4Hi 3aco6u, MNPaKTUUYHO

264 HoBasl cucTeMa paclo3HaBaHUS JIML U OGUOMETPUYECKON HJeHTU-
¢dukanuu OBP rorosa k skcmyatauud. URL: http://habrahabr.ru/company/
nordavind/ blog/236993/
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HeMOXJUBO. KuTalicbka BJaja CTBepAKy€, 110 B KpaiHi cTBo-
PIOEThCS HaMbi/bIIa B CBITI Mepexka KaMep BifleocnocTepeskeHHsl.
HuHi BXe mnpaiorTh 6Ju3bko 170 MJH KaMep 30BHILIHbOIO
croctepexeHHs, 10 2020 poky miaHyeTbCcd BCTaHOBUTHU 600 MJiH
Bizleokamep26s,

)

2 ;;))))))))\,,

Puc. 2. [las kumaticbkoi noaiyii po3po6uu okyasipu
3 MexH0.1021€10 pO3Ni3HABAHHS 0Cib.
®omo: medium.com

Y Besauko6puTanii 3 2012 poky i€ 3aKOHOAABCTBO, sIKe pe-
TYJII0€ POOOTY 3 KaMepaMH BYJIMYHOIO CIIOCTEPEXEHHS, a TaKOXK
36epexxeHHs Ta AocTyn A0 iHpopMauii. TexHoJs0risl po3nisHaBaHHS
oci6 BUKOPHUCTOBYEThCSA B bpuTanii 3 2016 poky, 30kpeMa y JIoH-
JIOHi i HaceJleHUX MMyHKTAax HABKOJIO HbOT'0 BCcTaHOBJIeHO 500 THcsAY

265 Pacmo3HaBaHue JIMIL: ToyeMy B KuTae He CKpBbITbCA Jaxe
B 60-ThicsiuHOM Tosine. URL: https://www.bbc.com/russian/news-43751391
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Bimeokamep. 3 jsita 2019 poky TexHoJioriss po3mi3HaBaHHS 0OCi6
po3mnoyaJsia npaiBaTy B aeponopTy XiTpoy.

Y 3aco6ax MacoBoi iHpopmaliii peryisspHo 3'BasAI0ThCS GOTO
i Biieo mio3pOBaHUX Y Pi3HUX 3JI04MHAX — i3 BYJMYHUX BiJleoKa-
Mep. Ckaximo, 15 BepecHs1 2017 poky Axmej XaccaH BJIAILTYBaB
BUOYX Ha cTaHIlil MeTpo «[lapcoHc-rpiH» — moJinis 3yMiza BcTaHo-
BUTH Bci Horo fii Toro gHs.

Takox 3a Z0NIOMOTOI0 BifleokaMep moJinisa izeHTUdikyBasa
«Osekcanppa IletpoBa» i «Pycnana BoumipoBa», IKUX BBaXKalOTh
BUKOHABISIMU 3aMaxy Ha KOJIMIIHBOIO CHiBPOGITHUKA POCIMCbKUX
cnencayx6 Cepris Ckpumnasns B Coicoepi.

29 TtpaBHa 2019 poky miJ 4ac CyZJO0BOTrO IpPOLECY, Y AKOMY
po3CaifyeTbc TepakT Ha JIOHAOHCBKOMY MOCTY 3 4epBHA
2017 poky, cJaifCTBO INOKasaJ0 He TiJIbKM MiHIBEH, Ha AKOMY
nepecyBajucsd HalaJHUKM, aje 1 IXHI IeperoBopu Hale-
penoHiZ66,

EdekTHBHICTh 3acTOCYyBaHHA CHCTeM 6iOMeTpUYHOI ileHTH-
dikanii B mpaBOOXOpOHHINW [AisIBHOCTI 3aJIeXXUTh BiJi 6araThbox
yuHHUKIB. Tak, moJinia rpadcra Jlectepmup (Benukobpurtanis)
3adBuUJIa Npo ycliliHe BOpoBaZpkeHHs cucteMu NeoFace komnanii
NEC. [To3UTUBHUH pe3yJbTaT I[bOI0 eKCIIePUMEHTY 00YMOBJIEHHUH
BUCOKOIO SIKICTIO 300paXkeHb y 6asi JaHUX NOJiLeHCbKOro ymnpas-
JIiHHS TpadCTBa, B IKiH HAa MOMEHT yIPOBAa/PKEHHS CUCTEMU 36epi-
rasiocst 92 tuc. 3anuciB. [l dopMyBaHHs 1iel 6a3u 6ys10 MpUAGAHO
creljajapHe IporpamMHe 3a6e3neyeHHs.

BosHouac JIOHIOHCBKI MOoJliLledCcbKi BBaXKalOTh, 110 3a 306pa-
>KeHHSIM, 3HATUM y BYJIMYHUX yMOBax, NPOBOAUTH ifeHTUiKaLi0
HabaraTo ckJajHille i epeKTUBHICTB ii iCTOTHO 3HMXKYEThCA. AKI0
B aeponopTax fAKiCTb 300pa*keHHs JOBOJIi BUCOKA, TO BXe B Cylep-
MapKeTax MOXYTb CcliocTepiratucs 360i. PesysibTaT po3nisHaBaHHS
MOXKe OYTH HeraTUBHHM, SIKIIO KaMepa He MeramikcesbHa, OCBIT-
JIeHHsI KOMIIPOMicHe, pakypc 3OMKU He GpOHTa/IbHUY, a Ha 3a/-
HbOMY IJIaHI € JpKepeJia CBiTJIa.

266 CucTeMa pacrno3HaBaHus Jull. Kak oHa pa6oTaeT Ha npuMepe Mock-
Bbl U JlongoHa. URL: https://www.bbc.com/russian/features-48478959

-87 -


https://www.bbc.com/russian/features-48478959

Bnaryta P. I., MoByaH A. B.
HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS

CuctemMu po3ni3HaBaHHSA 3a 306paKeHHSM 0C06H, 1110 3HaX0-
JISTbCSl HA 036POEHHI JIOHJIOHCBHKO] M0JIiLii, 32 miBTOpa poKy po6o-
TH 3yMiJK iAeHTUIKyBaTH Jie[ib AecITOK po3lyKyBaHux. [s mo-
PIBHSAAHHSA: IITATHI JIOHAOHCBHKI PO3Mi3HaBayi yNi3HAIOTh YIPOLOBXK
TWXKHA [0 NiBTOPHU COTHI JiloZel. Y po3clifyBaHHI Tak 3BaHUX «JIO-
HJIOHCBbKUX 6yHTiB» (cepneHb 2011 poky) ofuH i3 cynepposnizHa-
BauiB 3ymiB ynizHaTu 180 oci6, y Toi yac sk cucreMa 3ymina 3Hai-
TH JIAIIEe OJUH 36ir267,

3apa3 y BeJIMKHUX MicTaxX NPaKTUYHO He 3a/JIMILMUJIOCH Miclib,
SKi OMUHUJIKCA 1032 MOJIEM 30py OJiHi€l abo JAeKiJbKOX KaMep -
MOJIieNCchbKi i MyHIUNaAbHI KaMepy Ha BYJMLSX | MJolaX, IpUBa-
THi CUCTEeMHM BifileocniocTepekeHHsI B KpaMHULSX i Kade, Bijleopeec-
TpaTOpHU B aBTOMOOGi/AX, kaMepu cMapTdoHiB, Google Glass Ta iH-
MUX MOAIOHUX Tra/PKEeTiB — 4acTo 33 HaMHU MOXYThb CIIOCTepiraTu
KiJibka 06’€KTHBIB O/lHOYacHO. AKI0 A0AATH A0 Lboro QyHKIii
po3mi3HaBaHHSI 0OCi6 y colfiaJibHUX MepekaxX i MPOCYHYTi chucTeMUu
BiZleoaHa/MITUKU — OTXKe, MaiXke KOXKEH Hall KPOK 3alUCYETbCS
i aHasi3yeTbcA.

KoxxHa aisi mopomxye npoTuzito, i BifHeJaBHA OJUH 3a Of-
HUM T0YaJid 3'SIBJSTHUCA MPOEKTH, MeTa SIKUX — 3aXUCTHUTHUCA Bij
TOTAJIBHOTO CIIOCTEPEXKEHHS a60 Xo4ya 6 MPUBEPHYTH yBary cycli-
JIbCTBA J10 i€l mpo6JieMHu.

Hanpuxksnaz, Icao ETiazeH, npodecop Tokikicbkoro HaijioHa-
JibHOTO iHCTUTYTY iHPopMaTHKY, i CeltiTi ['oci, npodecop TexHoM0-
rivHoro yHiBepcuTeTy Tokio KorakyiH, NpomnoHyIOTb HOCUTHU OKY-
JIIpY, B fAKi BMOHTOBaHi iHppauepBoHi cBiTM0Ai0AM. IXHE CBiT/MI0
HeBU/JUMe [JIs1 O4el, ajie OibLIiCTh KaMep YYT/AUBI B GJIMKHBOMY
iHppayepBoHOMYy SAiana3oHi. YBiMKHeHi CBiTJIOAiOAU CYTTEBO
YCKJIQIHIOIOTh po3Mi3HAaBaHHS 0co6U ab0 HaBiThb MEPETBOPIOIOTH
WOro B pO3NJIMBYACTY MJIAMY CBITJIa.

Hb1o-MOpKCBKUM XyA0KHUK | Xakep AzfaM XapBi B CBOEMY
npoekTi CV Dazzle 3 fonomororw 6i6.1ioTeku OpenCV i ckpunTiB Ha
Java i Processing nizi6paB kisnbka BapiaHTiB 3auicok i Makisky, ki
3HAYHO YCKJAJHIOKTb PoOOTY aJrOpUTMIB po3Mi3HaBaHHA oOCi6.

267 MHeHHUsI PAaBOOXpPaHUTeJEd O Pacno3HABaHUU JIUL, Pa3AeUJInCh.
URL: http://www.secnews.ru/digest/ 21049.htm.
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3a fanuMu Jlep:kaBHOI C/y»K6U CTaTUCTUKY, B YKpaiHi Jiulle
B METPO BIPOJOBXK POKY MEPEBO3UTbHCS 726 MJIH nacakupisB (KuiB -
504, XapkiB - 215, /IHinpo - 7), 1/ nepeBe3eHHs NacaKUPiB BUKO-
puctoByeTbcst 1190 BaroHiB MeTponositeny (KuiB - 824, XapkiB -
321, lninpo - 45)270,

[lonpu Te, 3a OCTaHHI AeCATUNITTSA 341HICHEHO HU3KY TepOpHU-
CTUYHUX aKTiB y MeTpomnoJiiTeHi HaHGIIbIIKUX MicT CBiTy. 30KpeMa,
25 jmunug 1995 p. Ha craHuii MeTpo B HeHTpi [lapmka BUOYXHYB
ra3oBuil 6ajioH, HAUMHEHUH I[BIXaMH, - BiciM JIoJeil 3arvHyJd
i 117 6yau nopaHeHi. Y pesyJsbTaTi TepakTy 3 rpyaHs 1996 p. -
yeTBepo 3aru6.siux, 100 mopaHeHUX.

20 6epes3Hst 1995 p. TepopuUCTH 3 PAJUKATBHOTO PyXy «AyM
CiHpikbo» Ha M'ATH CTaHIiAX TOKIMCHKOrO METPO 3acTOCyBaJu
OTPYWHHUU Tra3 3apuH. Y pe3y/bTaTi rasoBoi aTaku 3arvHYyJIO
12 oci6, 5,5 THC. OTpUMa/IK OTPYEHHS.

Ypauui 7 sunuaa 2005 p. y JIOHJOHCBKOMY METPO 3 iHTepBa-
joM B 50 cek. cTasucsg TpU BUOYXH, yepe3 TOAUHY CMEpPTHUK
niziipBaB aBTOOYC. Y pe3ysbTaTi TepakTiB 3arWHYJIH 52 JIIOAUHHY,
700 oTpyMMasy NOpaHEHHs.

Y MOCKOBCBKOMY MeTPOIIOJITeHI CKOEHO 8 TepOpPUCTUYHUX
aKTiB, miA yac akux 116 oci6 3arunHyJ10, 419 - mopaHeHo. 11 kBiTHA
2011 poky Ha ctaHnil MeTpo «;KoBTHeBa» B MiHCbKY CKOEHO TepoO-
PUCTUYHHUH aKT, Yy pe3yJbTaTi gkoro 15 swojei 3arunyso, 203 -
MopaHeHo027L,

3 orsngAy Ha Te, L0 aepoNOPTH, BOK3aJH, CTaHLii MeTpo-
NnoJIiTeHy € MicieM MacoBoro nepeGyBaHHSI JOJeH, NMpobseMu
cBOo€vyacHOI imeHTHUdiKalil TepopUCTiB i BUOGYXOBUX MPUCTPOIB €
Ha/j3BUYallHO aKTyaJIbHUMU B Cy4acHUX yMoBax. OpHum i3
HanpsMiB MiJBUILEHHS 0Oe3leKd MacaXUpPiB € 3aCTOCYBaHHS Cy-
yacHUX OioMeTpHyHMX cucTeM. [lomibHi cucTeMM Bxe BIpPOBAj-
KYIOTbCs B aeponopty Xitpoy (BesmkobpuTaHis), aeponopty imeHi
JxoHa Kenneni (CIIA) i B iHIIMX TPaHCIOPTHUX By3JIaX.

270 TpaHcnopT i 3B’s130K Ykpainu - 2015: craTucTuuHui 36ipHUK. KuiB:
JepxaBHa cayx6a cTaTUCTUKU YKpainy, 2015. C. 181.

271 TepakTbl B MOCKOBCKOM MeTpO: JJIMHHas uctopus B3pbiBoB. URL:
http://www.chuchotezvous.ru/social-disasters/24.html
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BiomeTrpuyHa iHdopmarliliHo-nolIyKOBa cucTeMa Bigeocro-
CTepeXXeHHs [l03BOJIIE B aBTOMAaTUYHOMY peXHMi NPOBOAUTHU
inenTudikarito B moTowi Jroei, 3AilicHIOIOYN NepeBipKy oTpUMa-
HUX 300pakeHb 3a 6a3aMU JJaHUX OCib, ki mepe6GyBalTh y po3Iy-
Ky. Buziineni 306paxkeHHs 0cib nepefjaloThCsl HA CEPBEPU pO3Mi3Ha-
BaHHA (AKi MOXyTb O6YTU fIK JIOKaJbHUMH, TaK i BifJajJeHUMHU), B
SIKUX 3[JiIHCHIOETbCSI MUTTEBA, 32 YaCTKU CEKyH/JHU, nepeBipka 306-
paxkeHb 0ci6 i3 ¢oTorpadisaMu po3lyKyBaHUX TEPOPHUCTIB, 3J0-
YUHIIB, MPABOMOPYIIHHUKIB. ¥ pasi moibHocTi $oTO306parkeHHs
JIIOJMHY, 3HATOI BileOKaMepol0 B HATOBII, 3 PO3IIYKyBaHOI 0CO-
6010, CMCTeMa CIOBIllla€E B YCTAaHOBJIEHOMY NOPSJKY YIIOBHOBaXe-
HUI NPaBOOXOPOHHUU OpraH, KUH 1 yXBaJlO€ pilleHHs W00 MO-
Ja/IbIIUX OllepaTUBHUX 3ax0AiB. TaKMM YMHOM, CUCTeMa BUpillye
Taki 3aBJlaHHS: PO3Mi3HAaBaHHS 0Ci6 y MOTOIIi JIto/iel, MOIIYK 0Cib y
BiJleoapxiBi, mouyk oci6 y 6a3i gaHux, 110 MicTUTb GOTO306paKeH-
HA Ta IepCOHA/IBHI AaHi?72,

3okpeMa, y yepBHi 2017 poKy po3mnovasucs nepiui BUIPoo6y-
BaHHS CUCTEMHU PO3Mi3HaBaHHA 0cCi6 y Kijbkox aeponopTtax CIIA.
[Tacaxxupam aBiakomimanii Jet Blue Airways, 1o crana iHiniaTopom
€KCIIepDUMEHTY, He JJ0BeleThCs HaBiTh JjicTaBaTH CBOI MAaCOOPTU Ta
iHIII JOKYMEHTH, 106U OTPANUTU HA 6opT JiTaka. HoBil cucremi
JIOCTaTHbO TJISTHYTH Ha 06/1M44s J0Jel, 11106 nepeBipuTH iX yepes
6a3u JJaHUX CIYX0 6e3MeKU i 3apeecTpyBaTH Ha peic?73,

OpHi€o 3 KJIIOYOBUX MPo6JeM y BIPOBA/PKEHHI Ta eKCILTya-
Tanii cucreM 6iomeTpuuHOi izeHTUdiKaLii 32 306paxkeHHAM 0CcO6U
€ CKkJaAHi yMoBU pob6oTu. Ha edeKTUBHICTb po6OTH ajJropuTMiB
inentudikanii, a, oTke, i Ha ePeKTHUBHICTb MOLIYKY B MOTOL JIO-
Jlell, 6e3nocepe/lHbO BIJIMBAlOTh TaKi YWHHUKH, $SK YMOBH
ocBiT/IeHHa (piBeHb | pIBHOMIpHICTB), pakypch ocib, sKicTb
KOHTPOJIbHUX CBITJIMH, IIBUJAKICTB, WIJIBHICTb, HAIPSIMOK MOTOKY
JII0JIed i HU3Ka iHIIHUX.

2012 poky sinoHcbKa koMmnaHia «Xitaui Kokycaih EnekTpuk»
npeAcTaBU/a CACTEMY 3 KaMepOl MPUXOBAHOI'O CIIOCTEpEeKEHHH,

272 «CoBa-Buzeonotok». URL: http://www.ladacom.ru/ site/node/18
273 Kak yMmHeer nosaunus. URL: https://www.kommersant.ru/
doc/3390024

-01-


http://www.ladacom.ru/
https://www.kommersant.ru/%20doc/3390024
https://www.kommersant.ru/%20doc/3390024

Bnaryta P. I., MoByaH A. B.

HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS

110 /103BOJISIE 06PO6JIATH 6a3y AaHUX V 36 MJIH 0cib 3a 1 ceKyHAy.
Cuctema 06’efHye 0cib, ki moBepTarThcs B Mexax 30 rpagycis
i MaroTh MiHiMaJbHUH po3Mip Ha 306pakeHHi 40 Ha 40 mikcesiB.
Ile momomarae BHUSIBUTH 3JIOBMUCHUKIB, yni ¢oTorpadii 3aHeceHi
B 6asy JJaHuX 0cib, AKi 3HaXOAATbCA B PO3UIYKY274,

Y pamkax mixHapogHol koH¢epennii World Robot-2015 y
[lexini (Kurait) BimbOyJsacs mpeseHTalis Tpbox 60H0OBUX POGOTIB
KUTaNWCbKOr0 BUPOOGHUIITBA, MPU3HAYEHUX JJs1 60POTHOU 3 Tepo-
pusmoM. OiMH i3 HUX BUKOHYE QYHKIiI0 XiMika-po3BigHUKa i came-
pa. B lioro 060B’s1I3KM BXOJUTb BUSIBJIEHHSI OTPYWHUX | BUGYXOBUX
pPEeYOBHH, Tic/Is Yoro BiH HeraliHo nepejae iHpopmMalliro BilicbKOBO-
CAyxK00BLUAM cllenniapo3fiiiB. IHKMNE po60T 3aliMaTUMeETbCS YTU-
Jli3anjielo BUSBJIEHUX 6oenpunaciB. BiH BaXuThb JulieHb 12 Kr
i Moxe TpaHcIOpPTyBaTHCA Ha ciiuHi 6iiga. OcHOBHe oro npU3Ha-
YeHHs1 — JIOIOMOra B iHAWBIAyalbHUX MicigxX. ¥ pa3i BUHUKHEHHS
«rapsiYuX» CUTyalill 3a chnpaBy GepeTbcsl TpeTiH po6OT-GOElb,
KWW OCHAILleHWH 30pO€0 HEBEJMKOTO KaJiOopy i rpaHaTOMeTOM.
[3 cyyacHHMHM mpUIijIaMy, pOGOT 3MOKe 3HUILYBATH TEPOPHUCTIB Ha
JaJsieKilt BigcTaHi.

Po3po6HukoM po6oTiB € kommaHis 3 Xap6ina HIT Robot
Group. Cepe/i NOTeHIITHUX MOKYMLiB 60MOBUX POGOTIB — MeKiHChbKa
noJtinis. Habip i3 Tppox MamuH Moxke o6iliTuca B 1,5 MyH roaHiB
(235 THc. jo1apiB)?7s.

OkpeMuii TUI pOGOTIB JloNOMAarae moJiIlii oIiHIBaTH 06CTa-
HOBKY B YMOBax Jiy>ke MOraHoi BUAUMOCTI, NIpUMipoM, B abGCOJIIOT-
Hill TempsBi. [lepes TUM, Ik HampaBUTU Haps/J NOJilLil B TEMHY
KBapTHUPY, A€ MOXYyTb XOBaTHCS Mil03pI0BaHi, aKTUBYIOTb po6oTa
Throwbot XT (goBxuHa - 36 cM, Bara - 0,5 kr, mymMm - JidileHb
22 nB).

3aB/IKM CHeljiaJIbHid ONMTHYHIA CHUCTEMi BiH JO3BOJISIE Olle-
paTopy, W0 CUAUTH 3a NYJbTOM YIPaBJAiHHSA, YITKO 6a4UTH Te, 110

274 Kak ymHeer mnoJuunus. URL: https://www.kommersant.ru/
doc/3390024
275 B Kurae co3anu TpHUO 60€eBbIX po6oTOB. URL:

https://rg.ru/2015/12/ 07 /robot-site-anons.html
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HeJOCTYIIHO JIIJCbKOMY norgany. Lle icToTHO cnpollye npoBeseH-
HSI pU3MKOBAHUX MOJIileMChbKUX oneparinz7e.

OpHiewo i3 mepefoBUX y NPOTUAII TepOPU3MYy € TEXHOJIOTiA
3BOPOTHbO-PO3CIIHOTO PEHTTEeHIBCHKOI0O BUIIPOMiHIOBaHHA
(3PPII). ¥ BukopuctanHi TexHoJiorii 3PPIl peHTreHiBchbki npomeHi
Bif /pKepesia He MPOXOAATH Kpi3b 00’'e€KT, a BifiouBarThcs. 06'€KT
He MOTPi6GHO NMPOCBiYyBaTH HACKPi3b, TOMY MOXHa BUKOPHUCTOBY-
BaTU BUIIPOMIHIOBAHHA 3 IHTEHCUBHICTIO Ha KiJIbKa piBHIB HUXKYe,
HIX 32 IpOHMKaw4oro. /lo pe4oBUH i3 MaJol0 aTOMHOK Macolo Ha-
JieXXaTb BUOYXOBi i HAPKOTUYHI pe4YOBUHHM, CIMPTOBMICHI piguHH,
TKaHUHU Tina JoauHy. lle fae 3Mory Jsierko igentTudikyBaTu npu-
XOBaHi opraHiuHi MaTepianu a6o JitoJeH, AIKi MOXKYTh CTaHOBUTHU
3arposy 6e3merniz7’.

[lepeHocuuit pamap «[osorpad» mpaioe 3a JOMOMOTOIO
Ha/IKOPOTKHUX pafioiMny./bciB Ha 4dactoTi Bifg 1 go 4 I'Ty, nponyc-
KalouH ix yepe3 6yAb-sKi MaTepiaau Ta npuiiMarouu BiGUTUH cur-
HaJi, i BUABJIAE pyX Ha Biactani fo 6,5 M. [IpucTpiit Mae HeBenUKi
rabapuTi i Bary 4,5 Kr, BUTPUMYE NaJiHHA Ha GETOH i3 BUCOTHU 1 M
i Moke BUKOpPUCTOBYBATHCs 3a TeMnepaTyp Bia -20°C mo +50°C.
«[onorpad» 3gaTHUM po3ni3HaBaTU pPyX Kpi3b Lieray, 6eToH, Aepe-
BO, TiIlC, TJIMHY, CYXUHM I'PYHT i IITYKaTYpKy, TOJIOBHE — 06U MaTe-
pias He MicTUB BOA U278,

Kommnanis Technische Universitat [Imenau (®PH) cTBopusia B
2017 poui yHiKaJbHHUA BUCOKOYYTJMBUH KOMIAKTHUU MNpUIAL,
SKWM [103BOJIIE 3 BUCOKUM CTyINleHeM JleTasisalii crnocrepiratu
Kpi3b nepemkogu. PO3po6GHUKHU NPUCTPOI0 CTBEPKYIOTh, 110 BiH
Jla€ 3MOTry 3arJisHyTH 3a 6eTOHHI ¥ LerysiHi cTiHu 6araToMeTpoBoOi
ToBIMHU. PaxiBli KOMIaHii MepeKoHaHi, 10 iX «BCEBUJIOYE OKO»
JIONIOMO>Ke B NOJILEeNCbKUX i pATYBaJbHUX ONepalifX, a TaKoX y
60poTb6i 3 TepopusaMoM. OHAaK HOBUHA NPO CTBOPEHHS «BCEBU-
JII0U0ro» MPUCTPOI0 He BUKJIMKAJAa 0COGJIMBOTO 3aXBaTy y rpoMa-

276 Kakux po60OTOB HCIIOJIb3YIOT NOJULeckie U3 pa3Hbix cTpaH. URL:
https://ubr.ua/ukraine-and-world /power/kakih-robotov-ispolzuut-
policeiskie-iz-raznyh-stran-417564

277 URL: http://www.rosscan.com/orri

278 URL: http://jre.cplire.ru/jre/jan12 /3 /text.html
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JsiH. baraTo xTo Mo60ETHCA, 0 NPUJIAJ HiMellbKOI KoMMaHii Mo-
»Ke OYTHM BUKOPHUCTAHUH He TiJIbKM MPAaBOOXOPOHLSAMHU Ta PATYBa-
JIbHUKaMH, aJjie i TepopuCcTaMHy, 3J10iIMH, KOMepPLiHiHUMU areHTa-
MU, CiIBPOBITHUKAMU MOJTITUYHOTO HATJ/IALY, 3604eHIAMH i TpoCTO
HeaJleKBAaTHUMH 0Cc06aMm279,

Bupnanus USA Today noBigomuio, 1110 mpakTUYHO BCi aMmepu-
KaHCbKi CHencay:k6u JJi1 BUSIBJEHHs JiloJed BcepeAuHi Oyai-
BeJib 3aCcTOCOBYIOTh pagap RANGE-R, BapTicTb IKOro CTaHOBUTH
6 TuC. fosapiB. B onuci npuiajy 3a3Ha4ya€eThCs, 10 3allaTeHTOBAHA
L-3-TexHoJioris cTyniH4YacToi YyacToTu 6e3nepepBHoi xBuJi (SFCW)
i BJIaCHI aJITOPUTMHU BUABJIEHHS METH JO3BOJIAIOTh paZapy Nparo-
BaTH, IK BUCOKOYYTJUBUH AeTeKTop pyxy [omiepa, xo4ya amepu-
kaHUi npoaawTb RANGE-R gk TunoBui aBTopaznap?280.

®isukn MaccayyceTCbKOro TeXHOJIOTIYHOTO  IHCTUTYTY
(MTI) npuaymanu B 2016 poui, K 3a JOINOMOIroK 3BHYAMHOIO
Wi-Fi-nepesaBaya MoxHa crnioctepiraTy Jilofiedl Kpisb cTiHU. BueHi
BIIEBHEHI, 1[0 HOBA TEXHOJIOTiSl 3HaZ0OOUTHCA CIelCIyXK6aM i mpa-
BOOXOPOHHHUM oOpraHaM. TexHOJIOTid @palloe BeJbMU IPOCTO:
Wi-Fi-mapumipytusatop nepegae dvepe3 cTiHy Wi-Fi-curnany,
sKi BifJOMBAIOTBCS Bif MpeMeTiB i OBEPTAIOTHCS, BiZjoOpaXkarouu
KapTHHKY Ha eKpaHi koMm'ioTepa. [loTiM ydyeHi «HasaurtyBaau»
MoaudikoBaHi mnepesaBayi Ha pO3Mi3HABAHHSA JIIOJACBKUX CHJIY-
eTiB, a INoJaJjblle IMOJIMNIIeHHd aJIropuTMy IpHU3BeJo [0 TOro,
110 MaplIpyTU3aTOPW HAaBYMUJIMCA BU3HA4YaTH TOYHMUU 3picT i Bary
JIIOIUHU 281,

HogiTHili pagap-cTreHoBizop P0-900, po3pob6/ieHHN TPyIIOoo
KoMmmnaHif «Jloruc-I'eoTex», 3aTHUH BH3HAYaTU Miclle3HaXO/KeH-
HA JIOJUHY, fIKa pyXa€TbCd, Ha BiAcTaHi fo 21 M, npu LbOMY BiH
«6aYMTh» Kpi3b KijJbKa LierJIIHUX ab0 6eTOHHUX CTiH 3arajbHOI0
TOBIIMHOIO A0 60 cM. lle 103BOJIsIE 3 6e31eYHOi BifCcTaHi BUSBUTH
TEPOPUCTIB He TiJIbKU BCcepeAuHi Oy/iBesib, ajie i Ha HaWAaIbIIO]

279 HeMenkue pa3paboTYUKU U306pesH YCTPONUCTBO, KOTOPOE BUAUT
ckBo3b cTeHbl. URL: http://nalatty.com/hand-made/nemeckie-razrabotchiki-
izobreli-ustrojstvo-kotoroe-vidit-skvoz-steny/

280 URL: https://svpressa.ru/society/article/173166/

281 TaMm caMmo.
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ixHbOMy 6011i, BU3HAUUTHU TPAEKTOPiIO pyXy, a 60MOBUKIB, 1[0 CTO-
ATb HEPYXOMO, paZiap BUABUTD 3a JUXaHHAM. BogHovac cTeHOBi30p
Jy»Ke KOMIAaKTHHUM, 0ro Bara He epeBUILIYE KijlorpaMma282,

[Ipodecop B.OBYHMHCHKMH 3a3HAYa€, W0 Ha MOYATKY
XXI cToniTTa obJsialiTOBaHA TOTaJlbHA CUCTEMA CIOCTEPEKEHHS 3a
JIIDJMHOIO, IKa NepecIiilye JUTHUHY i JOpOC/IOTO, 2KUBOTO 1| MepTBO-
ro. OfiHa piy, KoJ1 /pKepesa iHpopmMallii icHyBasiv oKpeMo, B pi3HUX
opraHax i opranizanigx, i iHia, KoJu iIX MOXHa 3i6paTH BOEJUHO,
MpoaHasi3yBaTH i ckyiacTu iHGopMaliiHUK TOPTPeT JoAUHH. Taka
yHiKaJIbHa MOXXJ/IMBICTb 3’siIBUJIacd 3i CTBOPEHHSIM HOBIiTHiX iHdop-
MaLiHHUX TEXHOJOrIH, 1[0 6a3yI0ThCs HA eJEeKTPOHHUX LUPPOBUX
NPUCTPOAX, AKi 3A4iMCHUIN peBoIoLii0 B 360pi BCix JaHUX 3aBASAKU
CHUCTEeMI CIIOCTepexeHHd 3a JIIJHUHOI0, IPUYOMY TAEMHO BiJ Hel.
[0 iHpopmariito MoxkHa epejaTH 6e30MJaTHO ab60 MPOAATH, y TON
yac 9K /mpKepesa Iiel iHopmanii - mpuBaTHi 0co6M - HaBITh
He NiZ03pIoThb NPO Lel npouecss,

HuHi apceHasn 3aco6iB CTeXeHHSI OXOIJIIOE MPAKTHYHO BCi
MOXJIUBI croco6H ifeHTHdikalii Ta cynpoBoay JIOAWHU: Bij Kja-
CUYHUX CKaHepiB BiIOUTKIB NaJ/bLIB i palay>kHOi 000JI0HKH OKa /10
TeIJIOBOI CUTHAaTYPU KOHKPETHOI JIIOJUHU 1 MIKPOCKONIIYHOT0 NIUJLY,
10 PO3MUJIOETHCS 3 6E3MIJIOTHUX JITAJIbHUX anapariB i CBITUTbCS
B [IPOMEHAX pajapis.

3okpeMa, komnaHis Voxtel rotye npoaykT mifg Ha3BO0
NightMarks. Lle mpo3opa piguHa 3 KpUXiTHUX HaHOKPHUCTAJIYHUX
KBaHTOBUX TOYOK Ha OCHOBI ceseHifgy Kaamito. Takuil MaTepian
3[laTHUY NorJiMHaTH yabTpadiosetose (200-400 HM) abo iHppaye-
pBoHe (700-1600 HM) BUNpOMiHIOBaHHS, a OTIM epeKTUBHO Nepe-
JlaBaTH eHeprilo Ha cllellia/ibHi HAHOKPUCTaiuHi JroMiHOdOpH, AKi
CBiTATHCA AK y BUAUMii (400-700 HM), Tak i B 6/1mkHIN iHPpavep-
BOHIiN o6JacTi cnekTpa. JlocTaTHbO HAHECTH TaKy PiJUHY Ha OJAT
abo wWKipy JiloJUHU (OPOCTUM PYKOCTHUCKAHHSIM, 3a JOMOMOTOI0

282 B Poccuu pa3pabGoTaH MOPTATHUBHBIA pajap, «BUASILLUI» CKBO3b
crenbl. URL: http://vegchel.ru/index.php?newsid=29609

283 OpumHCckud B. TexHosioruu GyAyloro NpoTUB KpUMHHaua. Litres,
31 cepm. 2019 p. URL: http://www.books.google.com.ua/
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Bri/IA a6o iHmWKM crnoco6oM) - i 6e3MiJIOTHUN PO3BIAHUK 3MOXKe
HaJiHO BiJCTEXKYBaTH SICKpaBYy MiTKY 3 BEJIMKOI BiJicTaHi284,
daxipui Sandia National Laboratories pospo6uau RFID-
MITKH, AKi 3[jaTHI pearyBaTy Ha paZioJoKalilHUN iMIy/bC i 3 BU-
COKOI0 TOYHICTIO BHU3HAYaTHU Miclle po3TallyBaHHS 06G’€KTa cTe-
>KeHHA. HanpukJiaz, 3BM4aliHi Y4y, SKi BAKOPUCTOBYIOTBHCA B Kpa-
MHULAX, MalOTh AAJBHICTL Ail B Kibka MeTpiB, a y RFID-MiTOoK
Bix Sandia paziyc go 20 kM. Oco6sauBicTI0 TexHOJIOTii € BHUCOKA
NIPUXOBAHICTb: MITKU «BIATYKYIOTbCS» TIJIbKU IiCJA ONPOMiHEHHS
cnenjaJbHUM pajiiosiokaliiHuM iMnysabcoM. IlogioHi RFID-ynmnum
MO>XHa BUKOPHUCTOBYBAaTH He TIJIbKU [IJI ONIEPAaTUBHOTO CTEXEHHS
3a JIIOABMHU | aBTOTPAHCIOPTOM, a M K NPeBEeHTUBHUM 3axif i3
KOHTPOJII0 3a 36p0O€l0, BUOYXOBUMH NPUCTPOSIMU Ta HAPKOTHUYHU-
MU 3ac06aMuz85,

TexnoJsiorig komnanii Tracer Detection Technology nepezn6a-
Ya€ BUKOPUCTAHHSA YHiKaJbHUX 3alaxiB, [0 103BOJISIIOTh 6€310MU-
JIKOBO BUJIJIMTH IIYKaHUM 06’ekT i3 HaToBmy. PaxiBui kommaHil
BUHAWLUIM cneliaJbHUN nmapadiHOBUN oJiBelb, HANOBHEHUH Nep-
¢dTOpBYyT/IEpOJaMHU— TEPMIYHO CTAOITBHUMU CIIOJYKaMH, SIKi BUKO-
PHUCTOBYIOTBCS TOBCIOZHO: BiJi BUPOGHUIITBA XOJIOJUJIBHUKIB [0
nap¢ymepii. [lapy nepdTopByrIeposiB MOXKYThb BiiCTeKyBaTHCS 3a
JIONIOMOTOI0 Pi3HUX JAATYHUKIB, IK-OT ra30Boro xpoMmarorpada. Jloc-
TaTHbO NMPOBECTHU OJIiBLEM IO 06’EKTY CTeXEHHS — i BiH YIIPoJ0BXK
KiJIbKOX TOJIMH BUJIJIATHME clielidPiuHUM, HEMOMITHUN AJIs JIIOJ-
CbKOT0 HOCa apoMaT286,

Kommanis Photon-X po3po6ussie TexHoJsorito 3D-mojesnio-
BaHHS 06JIMYYS JIIOJUHU 32 KiJIbKOMAa 3HIMKaMM 3 ONTUYHUX i iHO-
payepBOHUX KaMep 6e3misioTHUKIB. CreljjajbHe IporpaMHe 3abes-
MeyeHHs JJa€ 3MOTy CTBOPUTH JleTaIbHUH MPodisb roioBU JIOAUHU

284 OpuuHCckud B. TexHosioruu GyAylioro NpoTUB KpUMHUHaua. Litres,
31 cepm. 2019 p. URL: http://www.books.google.com.ua/

285 TeXHOJIOTUM CJEXKHU: KakK wuJaeT oxorta Ha Jwoged. URL:
https://zoom.cnews.ru/rnd/article/item/tehnologii_slezhki_kak_idet ohota_na_l
yudej

286 OpuuHCcKuU B. TexHosioruu GyAyloro NpoTUB KpUMHHasa. Litres,
31 cepn. 2019 p. URL: http://www.books.google.com.ua/
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3a [J0OMOrOI0 MYJIbTUCHEKTPaJbHUX [AATUYMKIB 1 aHaslizy pyxy
JUbOBUX M’sA3iB. HoBa cucTtema [03BoJUTH ifleHTUdIKYBaTH JIIO-
JUHY B HaTOBI i cympoBoxkyBaTH ii 6e3 HeoOXiJHOCTI BCTAaHOB-
JIeHHs Oy/ib-IKMX MasKiB. 3p03yMijio, ONTUYHI CEHCOPU HE MOXKYTh
CTEXUTH 32 JIIJWHOI BCcepearHi OyAiBJi, MpoTe BOHU 3/1aTHI Jier-
KO 3HaWTH i1 HAaBiTh Ha BeJIeJIIO/JHIM Byl BEJIUKOTO MicTa287,

Jocnignvky 3 OkchopAchbKOro yHiBEpCUTETY 3a MiATPUMKHU
DeepMind i NVIDIA po3po6u/iu MallMHHUIN aJrOPUTM YUTAHHSA 1O
ry6ax LipNet. Ha BigMmiHy Bif HfaBHHUX aJITOPUTMIB YUTAHHSA MO
ry6ax, LipNet posnizHae He cioBa okpemo, a ¢ppasu i nponoauuii
IiaKoM. Sk MpoAeMOHCTPYBaJy BUNPOOYBaHHSA NMporpaMu Ha 6asi
nJanux GRID, ii TouyHicTh gocsarae 93,4%. 3a faHUMU pO3POOHUKIB,
ne Ha 40% nepeBullye cepeHiM pe3y/bTaT J0JeU 3 NOPYLIeHH -
MU CJIYXY, SIKi BAKOPUCTOBYIOTh YUTAHHS 0 ry6ax y NOBCAKAEHHO-
My XUTTi K MeToJ kKomyHikamii (52,3% TouyHocTi). MamuHHe
YHUTAHHA 10 ry6ax Ma€ BeJIMYe3HUH MOoTeHI[iaJ /1Jisi BUKOPUCTAHHSA
B 60poTb6i 3i 3/710YMHHICTIO: po3mi3HAaBaHHA MOBU B rajaciu-
Bill o6cTaHOBLi, 6ioMeTpuyHa ifeHTHUdiKaNisA i pecTaBpanis aygio-
3anucip28s,

Crencayk61 i MpaBOOXOPOHHI OpraHU pi3HUX KpaiH CBIiTY
JlaBHO BUKOPUCTOBYIOTb MpOrpaMi, fIKi 3a pyxaMu ry6, llesen
i M'93iB 06/IMYYS JIIOJMHU MOXYTb PO3Mi3HATH CJOBA, siKi BOHa
BUMOBJIsIE. AJle iHTOHAalil Ta eMoliliHa CKJIaZ0Ba TaAKUM IporpaMam
O6y/JIM He JOCTYINHi. BUKOpHCTOBYIOYM BHCOKOIIBUJKICHY KaMmepy,
10 POGUTH TUCAYI KaJpiB ¥ CEKYHAY, JOCAiIJHUKAM 3 YHiBepcHUTeTy
Bacega B Tokio BAaJsiocsi 3po6UTH 3aNMC HABITh HAMMEHUIUX KOJIH-
BaHb MOBEpPXHi MKipU 06JUYYA i MM JIOAWUHHU, SIKHUMH CyIpOBO-
JDKYIOTbCS 3BYKH, fKi BUXOJSATh BiJi TOJIOCOBUX 3B’s30K. [licas
3MOMKH crelliajsizoBaHa KOMI'TepHa I[porpaMa, 3acHOBaHa Ha
CKJIAJIHUX QJTOpUTMax, IepeTBOpWU/IA 3HATI KOJIMBAHHA WIKIpH
B rojioc JwouHU. Ilpy 1npoMy 30eperysiucs He TiJIbKM 3MICT,

287  TexHOJIOTUM CJEXKM: KaK wujaeT oxora Ha Jwojgeid. URL:
https://zoom.cnews.ru/rnd/article/item/tehnologii_slezhki_kak_idet ohota_na_l
yudej

288 B Okcdopie HAyIUJId HelpoceTb YUTATh MO ry6aM C TOUHOCTBIO
93%. URL: https://apparat.cc/news/lip-reading-ai/
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a ¥ Bci iHTOHanil, w0 BHU3HAYalOTh eMOIljiliHe 3a6apBJeHHS
MOBH?289,

[ npoBelieHHs ONEepaTUBHUX | NOLIYKOBUX 3aXOZiB Mif-
po34inn moJinii BUKOPHUCTOBYIOTb TaKOX peHTTeHOTeJeBi3iiHi
KOMILJIEKCH, JOTJISI0BI BileOKOMIIJIEKCH, TOPTAaTUBHI MeTaloeTe-
KTOpH, CKaHepH, KOMOGIHOBaHI AOrJisAA0Bi NPUCTPOi, MOIIYKOBi pa-
JioMeTpH TowO. Y 60poThOi 3 «IOLITOBUM» TEPOPHU3MOM HAMOIIbII
4acTO BUKOPHUCTOBYIOThCS CTalliOHApHI peHTreHoTe eBi3ilHi ycTa-
HOBKY, MOPTAaTHUBHI peHTreHOTeJeBi3iiiHI yCTaHOBKM, HACTi/JIbHI
PEHTTeHOTeJIeBI3ilHI yCTAaHOBKY, SKi J03BOJISIIOTh OIJISAAATH i BU-
SIBJIATH BUOYXOBI Ta iHLI NoTeHIiHO HeGe3neyHi pe4yoBUHU B Oa-
raxi, sucrax, 6aH/epo/IsX, KOHTelHepax, y 3aJUIIeHUX CyMKaX,
akeTax TOILO.

[lif yac BuABJEHHA 3HApAAb 3JI0YMHY Ta IHLIMX NpejMe-
TiB «MOJBIMHOT0» MPU3HAYEHHS MOXYThb 3aJlydaTHUCS CHeliaJbHi
TexHi4Hi 3aco6u. Hanpukiaz, A5 po3nisHaBaHHS BHUOGYXOBHX pe-
YOBUH BUKOPUCTOBYIOTbCA PY4YHi JeTEKTOPH, AKI BUABJIAIOTDb CJAiAU
BUOYXOBUX PEYOBHH: 30KpeMa, aHai3aTopu NapiB BUOYXOBUX pe-
YOBUH, JIeTEKTOPH TOAMHHUKOBUX MeXaHi3MiB, Habopu crpeis. ¥
3B’fI3Ky 3 MOLIMPEHHSIM OCTaHHIMM pPOKaMHU IJIaCTUKOBOI BUOYXiB-
KM, sika GpaKTUYHO He Mae€ 3alaxy, Halb6iibll ePpeKTUBHUM CIOCO-
60M ii BUSBJIEHHS], KPiM MapKyBaHHS, € MOIIYK iHIIIUX KOMIIOHEHTIB,
1110, 3a3BUYaH, 3aCTOCOBYIOThCS y BUOYXOHEOE3MeYHUX MOCUIKAX, —
6aTapel, AeTOHATOPIB, MPOBOAIB TOILO.

OpHuM i3 HaJiHHUX CIOCOGIB BUSIBJEHHS BUOYXOBHUX i Jie-
SIKUX HAapKOTHYHHUX PEYOBUH € 3aCTOCYBaHHA CJAYKO0BUX COOaK,
3JaTHUX PO3Mi3HATH Ti YU IHIII peJMeTHU | ped4OBUHH 3a IX 3a1axo-
BUMHM CJiJaMHU.

JocnigHuku 3 YHiBepcuTeTy BalmMHITOHA B aMepUKaHCBHKO-
My CeHnTt-Jlyici Ha 3amoBaeHHss BMC CIIA nepeTBOpOHOTh KOMax
y Ki6opriB, SKUX MOXHa 3acTOCOBYBaTHU [Jisl IMOIIYKY BHUOY-
xiBKM. BcTaHOBJIEHO, 10 capaHa MOXe ileHTHdiKyBaTHU KOHK-
peTHi 3amnaxy, ki ii HaBYW/IMA BUABJATHA HaBITb 32 HAdABHOCTI

289 Jlyqimiue TEeXHOJIOTUU YTEeHUs YyKUX MbICJIEH. URL:
https://www.dsnews. ua/future/luchshie-tehnologii-chteniya-chuzhih-mysley-
05112014144700
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MoHozpagpis
CTOpOHHIX 3amaxiB. Komaxu-kibopru MOXyTb OyTH Oijibld
epeKTUBHUMH, HDXK pOOOTH, TOMY L0 BOHHM BUKOPHUCTOBYIOTH
YUMaJIO MPUPOJHUX AATUUKIB, TOJi sIK HaBiTh HaWGiJbII mepe-
JOBi MiHiaTIOpHI XiMiYHi IPUCTPOI BUKOPUCTOBYIOTH JIMIIE KiJbKa
JATYUKIB.

A6V nepeTBOPUTH 3BHUYAMHY capaHy B NPUCTPIH 3 MOLIYKY
BUOYXiBKM, iHXKEHEPH IJIaHYIOTh IMIJIAHTYBaTH B IXHIA MO30K
esiekTpoAu. Ha mpuiiMaui 3aropsTUMeTbcsl YepBOHUU CBiTJ0Ai0A
3a HasIBHOCTi BUOYXOBUX PEYOBUH, a 3eJieHe CBITJIO CUTHaJsi3yBa-
THMe IpPO BiJCYTHICTb 3arpo3u. JloC/HiJHUKH IJIaHYIOTb HaHeCTH
TaTYIOBAaHHSA Ha KpUJa KOMax 3a ZI0IOMOror 6ioCcyMicHOTroO IIOBKY,
3[laTHOrO [IepeTBOPIOBATH CBITJIO B Telo. Jlazep JOIOMOXe ole-
paTopy KOHTpoJtoBaTH Jii kibopra: ¢okycyBaHHS Ha JiBOMY KpHUJi
3abe3neydTh pyx KoMmaxu BJiBo, i HaBmaku. [lepenbadaeThbcs,
mo kKoMmaxa QYHKI[IOHYBaTHUMe TaK caMo, sIK AUCTaHIiIHO KepoBa-
HUH ApoH?2%0,

2.1.5. Oco61ueocmi npogedeHHs
KpumiHaaicmu4Ho20 aHaaizy xodu

Y cynioBiil KpuMiHasiCTHUIi 3aCTOCOBYIOTh KPUMiHAJICTUUHUIN
aHaJi3 xoau. Xo/ia BU3HAYAETHCA AK CXeMa pyXy, 1110 BUKOPUCTOBY-
€TbCA MiJ yac pyxy oco6u?91, lle nukaiyHa aKTUBHICTb, fIKa JIeTKO
3HIMA€ETHLCA Ha BiJleo, HAaBiTh 3JjaJIEeKy.

OckiZlbKM B IpOoMaZiCbKMX MicLifIX HaceJleHUX NYHKTIB ycTa-
HOBJIEHO BeJIUKY KIJIbKICTb KaMep BiJleoCloCcTepexeHHs, 3pocTa-
I0Th IIaHCHM OTPHMMAaTH BiJ€OKaZpH 3JIOYMHIIB YU MiJ03PIOBAHUX,
sIKi mepecyBaloTbcs mimKU. KpuMiHalicTUYHUN aHasti3 Xoau 3/71e6i-
JIBLIOTO BUKOPHUCTOBYETBHCH, SKLIO BiJleoMaTepiaid He MICTATh
6ioMeTpUYHUMX Mifika3ok A ifeHTudikanii. [IpucyTHicTb, BigcyT-

290 OpumHckud B. TexHosioruu GyAyloro NpoTUB KpUMHHaua. Litres,
31 cepn. 2019 p. URL: http://www.books.google.com.ua/

291 Birch I, Vernon W., Walker J., etal. Terminology and forensic gait
analysis. Sci Justice. 2015; 55: 279-284.
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HICTb YU pO3Mip 03HaK, MOXiAHUX BiJ XO4U 3JI0YUHIA YU NiL03PIO-
BaHOr0, MOXYTb CJyryBaTH Joka3oM. OfHak MeTOoAu KpUMiHasic-
TUYHOTO aHaJli3y XoJu Illle He 3JaTHi Ao imeHTudikauii. Tomy pe-
3yJIbTAaTH aHa/i3y X0AU BUKOPUCTOBYIOThHCA JIMIIE AK MIATBEpIKY-
BaJIbHUM J0Ka3292,

CynoBo-MeIMYHUM aHaJIi3 X0/l 3aCTOCOBYETHCA SIK MiATBEP-
JPKyBaJIbHUM 0Ka3 y KpUMiHaJIbHUX PO3CJilyBaHHSAX HU3KU KpaiH:
30KpeMa, y Besmkob6puTaHii - 6isbiie 15 pokis293, y Jlanii - moHaf,
10 poki294.

Y HaykoBiH JiiTepaTypi 3alponoHOBaHO pi3HI mNiAxXoAH
JI0 KpUMiHaJiCTUYHOTO aHafdidy xoAu. Tak, KOMI'IOTEpHUN aHa-
JIi3 Xo4W ToOJIATaE y PO3pobli ajJropuTMiB aBTOMAaTH30BaHOIO
po3Mi3HaBaHHsI XOJW 3 BifleomaTepiasiB2?>. He BuMarawuu >o/i-
HOro a60o 06MeXeHOro BTPYyYaHHS KOPUCTYBaua, aJTOPUTM 064HC-
JIIOE 0COBJIMBOCTI XOAM Ta MOPIBHIOE IX MiXK 3JI04MHLEM 1 migo3-
pHOBaHUM.

Y MeTopax, 0 I'PYHTYIOTBCA Ha CIOCTepirayax, aHaJiTUKU
XOJU CUCTEMATUYHO OLIHIOIOTH HAABHICTH YU BiJCYTHICTb NEBHUX
O3HaK XOJY Ta NOpPIBHIOIOTH iX MDK 3JI0OYMHLEM | Mifgo3proBa-
HUM. OCTaHHIW MiJXiJ, 3aCTOCOBYBaBCS y KiJIbKOX KPHUMiHaJbHUX
crpaBax2%,

292 Nina M. Van Mastrigt, Kevin Celie, Arjan L. Mieremet, Arnout C. C. Ruifrok
&Zeno Geradts. Critical review of the use and scientific basis of forensic gait
analysis. ] Forensic Sci. 2018; 33: 183-193.

293 Birch I, Gwinnett C., Walker J. Aiding the interpretation of forensic
gait analysis: development of a features of gait database. Sci Justice. 2016; 56:
426-430; Bouchrika I, Goffredo M., Carter ], etal. On using gait in forensic
biometrics. ] Forensic Sci. 2011; 56: 882-889.

294 Larsen P. K, Simonsen E. B., Lynnerup N. Gait analysis in forensic
medicine. ] Forensic Sci. 2008; 53: 1149-1153.

295 Bouchrika I, Goffredo M., Carter ], etal. On using gait in forensic
biometrics. ] Forensic Sci. 2011; 56: 882-889; Nixon MS, Bouchrika I, Arbab-
Zavar B, et al. On use of biometrics in forensics: gait and ear. Eur Signal Process
Conf. 2010; 44: 1655-1659.

296 Larsen P.K, Simonsen E.B., Lynnerup N. Gait analysis in forensic
medicine. ] Forensic Sci. 2008; 53: 1149-1153; Larsen P.K,, Simonsen E.B.,
Lynnerup N. Gait analysis in forensic medicine. SPIE-IS&T. 2007; 6491.
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30J10TUM CTaHZAPTOM BUMipOBaHHSA xoau € 3D-aHanis pyxy
B JabopaTopii2?’. lIBUAKICTP XOAU € BaXXJIUBUM YUHHHUKOM, LI10
BIJIMBA€E Ha KyTH CyrJjio6a. 36i/bleHHs MBUAKOCTI X041 CyIPOBO-
JOKYETbHCSI 3HAYHO 30i/IbIIEHUM 3rHHAHHSAM, ajle 3MeHIIeHHSIM po3-
TMHAHHA y CTerHi Ta KoJiHi. ¥ KoJiHi 3Ha4HO mocuioThes dasza
M03uLii 3rMHaHHS Ta 30BHIIIHE O0GepTaHHs, a TAKOX MiJlOIIOBHE
3rMHaHHA rojeHocrona. MiHiMasbHe o6GepTaHHA Ta3sy Ta KOCOO-
KiCTb 3HAYHO 36i/bIIYETbCAZ%8,

Y KpHMiHa/JiCTUYHOMY KOHTEKCTI CIIOCTEpPEXeHHd 3a XO-
Jl0I0 BUKODUCTOBYETbCA He JJAd NpAMOro po3Ni3HaBaHHA, a
JUIA MOpIBHAHHA BWHHOIO Ta IMifo3proBaHoro. KpumiHasicTuy-
HUH aHaJi3 X0JM Ha OCHOBI criocTepirayiB OXOIJIIOE CUCTEMATUYHY
OLIIHKY HaABHOCTI 4Y¥ BiJCYTHOCTI IEeBHUX O3HAK XOJU 3 BiJeo-
MaTepiaJis.

Y 6inbIIOCTi BUNAAKIB aHATITUKUA XOAW OTPUMYIOTh BiJ I1O-
JIILI 3alIMTaHHA, Y4 MOXKYTb O3HAKU XOJH, dKi CIIOCTepirarwTbcs y
3aMMTYBaHUX (3JI0YMHIS) Ta MOCUIANbHUX (MiI03pIOBaHUX) Kaj-
pax, HaAXO/IWJIH Bii OHUX i THX 3Ke a60 pi3HUX 0Cib.

[IpumipoM, ypanui 20 sunHa 2016 poky B Kuesi, Ha po3si By-
aunpb BorgaHa XmenbHULbKOro Ta IBaHa ®@paHka, BUOYXHYB aBTO-
M006isb, y IKOMy nepebyBaB BifjoMuil kypHajicT [laBso lllepemert
(aBTOMOGIIL HaJIeXXaB KWOro IUBIIBHIM APYXKHHI, CliB3aCHOBHUIT
BUZIaHHSA «YKpaiHcbka npaBga» Oseni [Iputyai). Bin momep Big pan
MaiKe Bifipa3y micjis BUOYXY.

3a aHUMHU CJiJCTBa, BUGYXIBKY IiJj aBTOMOGi/b lllepemeTa B
HiYy Nepesi yOMBCTBOM 3aKJIaJIM YOJIOBIK i ’KiHKa — BOHU NOTpaNuIn
Ha 3allMCH KaMep BiJleoCcrocTepexeHHs.

BpuTaHCbKUH ekcnepT-KpuMiHajict npodecop I. bipy, akui
cniBOpanoe 3 noJiledcbKUMU SIK CBO€EI KpaiHu, Tak i 3apybixoKs,
3filicHIOE 6s1M3bK0o 30 aHasi3iB xoAu Ha pik. CamMe 10 HbOTO HaJil-
IOB 3aMUT BiJ yKpaiHCbKUX CHENCIyK06 i3 MpoXaHHAM BU3HAYUTHU -

297 Bouchrika I, Goffredo M., Carter ], etal. On using gait in forensic
biometrics. ] Forensic Sci. 2011;56:882-889.

298 Bejek Z., Pardczai R, Illyés A,, et al. The influence of walking speed on
gait parameters in healthy people and in patients with osteoarthritis. Knee
Surgery, Sport Traumatol Arthrosc. 2006;14:612-622.
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XTO TNOTpanuB B OG’EKTUBU BifieokaMep y MaTepiajiax y crpasi
[llepemeTa2°.

12 rpynHa 2019 poky kepiBHULTBO HauionanbHoi mosinii
Ykpainu npoBesio 6pudiHr, Ha AKOMY OTOJIOCUJIO PO 3aTPUMaHHS
nifo3proBaHux y B6UBCTBI [laBsa lllepeMeTa. 3a Bepci€to cificTBa,
caMme AHjipiit A. Ta H0uia K. 3aknanu BU6YXiBKy mif aBTO KypHaJic-
Ta. lle miaTBepAuaM excnepTH KHUIBCbKOTO HayKOBO-AOCJiAHOTO
IHCTUTYTy Cy[JOBUX €KCIIEPTH3, a TaKO0XX He3aJIeXXHUW eKClepT
I. Bipu (Ivan Birch). BupimanbHoto 11 BUCyHEHHS 0GBUHYBau€eHb
A.iK. ctasa came ekcriepTusa xoau300,

2.1.6. Oco61usocmi idenmudpikayii ods2y
3a donoMo2010 2/1U6G0K020 HA64AHHS

ChoroHi MeTo/[1 po3Mi3HABaHHSA 0GJIMYYS € TEXHIYHO BUMO-
[JIMBUMHY, IX BAXXKO 3aCTOCYBAaTHU Ha NPAKTHUII i BOHU He 3aBXAU
Jlal0Th OGaXKaHi pe3ysbTaTH, 0COGJIMBO KOJH 306paXKeHHsI OTPUMY-
I0TbCA B HeiZlea/lbHUX yMOBaX, KOJIU fIKICTb BiZle0 HeJOCTaTHbO
BHUCOKa ab0 06JMY4Ys JIOAUHU NpUKpUTe3?l, Jlnsa BUpilmeHHs wLiel
npo6JsieMy Ta MiJBUIEHHS €PEeKTUBHOCTI ¥ TOYHOCTI BHSIBJIEHHS
0cCi6, sIKi CTAHOBJIAATH ONEepaTUBHUH iHTepec, y4eHi NPOBOAUIIH 10C-
JIiPKEeHHS, CIIpsIMOBaHi Ha po3po6Ky 6iOMETPUYHHUX MEeTOAIB, fKi
CIIUPAIOTHCA HA TaKi XapaKTepUCTHUKH, K BiIOUTKU MajblliB, Bide-

299 URL: https://kp.ua/incidents/654930-mahystr-byolohyy-ekspert-
po-pokhodke-chto-yzvestno-ob-anhlyiskom-analytyke-yz-dela-sheremeta

300y pouBctBi lllepemeTa ass fectabinizanii cutyauii B Ykpaini nigos-
proroTh yyacHukiB ATO i kappgioxipypra. URL: https://gordonua.com/ukr/
publications/-u-vbivstvi-sheremeta-dlja-destabilizatsiji-situatsiji-v-ukrajini-
pidozrjujut-uchasnikiv-ato-i-kardiohirurga-golovne-1479185.html

301 Jain A. K, Klare B, Park U. Face recognition: Some challenges
in forensics. IEEE International Conference on Automatic Face & Gesture
Recognition and Workshops; 2011 March 21-25; Santa Barbara, CA: IEEE
Press; 2011; p. 726-733.
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MoHoepacpis

PYHKH J0JIOHB i rosioc302. OfHaK y BUNAAKAX, KOJU 6i0MEeTPUYHUX
JlAaHUX HEMAa€, 3arajlbHUM aTpUOYTOM J[Js TOJIeTHIEHHS MpPoLecy
inenTudikarii ocié € ogsr.

TpafuuiliHO OAAT YAacTO CAYTry€eE BArOMUM HAa0UYHHUM [ 0Ka30M,
AKWN BUKOPHUCTOBYETBHCA He JiMLIe JAJf ONMUCY JIOJeH, ane i A
BU3Ha4YeHHs oco6ucToi iHpopmarii, Takoi K Bik, cTaTh i coniajib-
HUK ctatyc. OcTaHHI JoCHipkeHHsI MiJKPECaI0ITh BaXK/IUBICThb
O4Ary [Jisl BCTAaHOBJIEHHSl MiJJO3pIOBAaHUX i BUsABJIEHHs 6e3BiCcTH
3HUKJIMX 0Cib. KpiM Toro, posmisHaBaHHSI oJsATy MOxe OYTHU JyXKe
epeKTUBHUM, SIKIIO HAEThCA NPO Bifeo B pexXUMi peasibHOTO 4acy,
30KpeMa, 3 KaMep BiZle0CIIoCTepeXXeHHs, Jie JeTalli 04Ary MOXYyTb
O6yTU BUKOPUCTAHI [IJ1s1 TOYHOT'O BUSBJIEHHS MiJl03pIOBAaHUX 3JI0YU-
HIIiB a00 3HUKJIHX 6e3BicTn303,

Hanpukiaz, y TepopucTUYHOMY Hanaji B BocToHI y KBiTHI
2013 poky posnisHaBaHHA OAATY BUKOHAJIO KJIKYOBY POJIb Y BUSB-
JIeHHI mifosproBaHuX. be3nocepeAHbo Micjad Hanaay moJinis mpo-
BeJla PO3CJilyBaHHA Ha OCHOBI YMCJI€HHUX CBiJYEHb XXepPTB Tepak-
Ty, 106 OCTAaTOYHO BHU3HAYUTH JBOX Mi/[03PIOBAHUX 3JIOUMHI[IB K
opartiB TamepsiaHa ta /lxxoxapa llapHaesa. [lix 9ac po3sciigyBaHHs
LbOr0 3JIOYMHY MOJILiA Hajajla POMajfCbKOCTi JeTaJbHUK OIUC
OJiSATY, IKWUM HOCWJIM MiJI03PI0BaHI, MIOMPOCUBILHU CBiJIKIB 3BEPHYTUCH
Jlo moJtinii, K10 BOHM 6a4yMJ/Id KOTOCh, XTO BifioBifjae onucy. Ypa-
XOBYIOUH 1110 moJito, P. ®epic, P. Bo66iTT, JI. BpayH Ta iH. BUC/I0OBJIIO-
I0Tb NPUIYLIEHHS, 0 po3c/aiAyBaHHA MorJio 6 6yTH lie edeKTUB-
HilllMM, SKOHW B MOJIiL{i 6yJ1a cucTeMa MOIIYKY, siKa ClelialbHO po3-
po6JieHa /11 po3Mi3HaBaHHSA aTPUOYTIB (IPUMipOM, 0/SITY) 3 BUKO-
pPUCTaHHAM HasiBHUX KaJPiB BiJleocrniocTepexkeHHA304,

302 Hossain M. A., MakiharaY., Wang]., etal. Clothing-invariant gait
identification using part-based clothing categorization and adaptive weight
control. Pattern Recogn. 2010;43:2281-2291.

303 Chen Q. Huang]., FerisR,, etal. Deep domain adaptation for
describing people based on fine-grained clothing attributes. IEEE Conference
on Computer Vision and Pattern Recognition; 2015 Jun 7-12; Boston, MA, USA:
IEEE Press; 2015; p. 5315-5324.

304 Feris R, Bobbitt R, Brown L., etal. Attribute-based people search:
Lessons learnt from a practical surveillance system. International Conference on
Multimedia Retrieval; 2014 Apr 1-4; Glasgow, UK: ACM Press; 2014; p. 153-160.
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Kpim Toro, ifenTudikaiisa oasary Moxxe A0NOMOITH 6aTbKaM
3HAMTH CBOIX AiTeH, sIKi 3aryOUJIUCH y MICIfIX BEJIMKOT0 CKYMTYeHHS
JII0Ziell, NIpOCTO BMKOHABLIM aBTOMAaTU30BaHMUM MOLIYK HA OCHOBI
KOHKpPeTHHMX 03HaK 3a JI0IIOMOrol KaMmep cnocTtepexxkeHHs. Ckaxi-
MO, KL10 3HUKJIA JUTHHA HOCKJIA YePBOHE NaJIbTO i CUHIN pIOK3aK,
aBTOMaTH30BaHa CHCTeMa lLlykaJja 6u Julle BiANOBiAHICTL Ha oc-
HOBI IIUX JeTanemns305,

HuHi po3nisHaBaHHSA 0JATY LIMPOKO CIPUHMAETHCS SIK OAUH
i3 HalCKJIaAHINX NPUIOMIB Bi3yaJlbHOTO JOC/i/XKEeHHS, 10 NpU-
BEPTAE yBary 4YUCJAEHHUX [JOCTIAHUKIB TJIMOG0KOro HaBYaHH:300,
['1n6oKe HaBUYAHHSA - Ije MiJKJIaC MAIIMHHOIO HaBYaHHS, 1110 BUKO-
PUCTOBYE IITY4YHI HEMPOHHI Mepexi JiJIg TakuX 3aBJaHb, K Bi3ya-
JIbHe po3ni3HaBaHHA. Jloc/i/pkeHHs po3Mi3HaBaHHA OJATY Ha OCHO-
Bi HEHpOHHOI Mepexi YacTo 30cepe/KyThbCs Ha KJacudikallisx
MoAu abo BUSBJIEHHI OAATy LLISAXOM 06pOOKU BiZieo 3 KaMep CIo-
CTepeKeHHs.

Ha nymky M. Begeui, 3. 'epazca ta E. Ban Efika, noku wo ine-
HTUOIKaIis oAAry B peXxuMi peajbHOro 4acy 3 BUKOPHUCTAHHSIM
CHUCTEM BifieocniocTepexeHHsl 3a/IMIIAETbCA AyXKe CK/IaJHOI Yepe3
TpyJHOLL, MOB’A3aHi 3 [JOCATHEHHAM HaJiMHOr0 BUSIBJIEHHS Ta
NpeJiCTaBJeHHs aTPUGYTiB oary307,

BosaHouyac daxiBusgM-KpuMiHajicTaM /loci He BUCTadya€ Ha-
JMIMHUX IHCTPYMeHTIB A ifeHTUdIKaIil 0Ty, 110 CTBOPIOE MPO-
6/7ieMd B mpolieci po3ciaifyBaHHA. 300paxkeHHsI Pi3HUX HapsAiB
BUKOPUCTOBYIOThCS SIK JaHi JJI1 HaBYaHHSI KOMITlI0Tepa JJIs iJleH-
Tudikauii Jrojeit Ha OCHOBI aTpUOYTIB OAATY.

305 Bedeli M., Geradts Z.&Eijk E. Clothing identification via deep
learning: forensic applications. ] Forensic Sci. 2018;33:219-229.

306 Lao B., Jagadeesh K. Convolutional neural networks for fashion classi-
fication and object detection [cited 2016 June 26]. Available from:
http://cs231n.stanford.edu/reports/BLAO_KJAG_CS231N_ FinalPaperFashion-
Classification.pdf; Yang M., Yu K. Real-time clothing recognition in surveillance
videos. 18th IEEE International Conference on Image Processing (ICIP); 2011
Sept 11-14; Brussels, Belgium: IEEE Press; 2011; p.2937-2940; LiF.F,
Karpathy A., Johnson]. CS231n: Convolutional neural networks for visual
recognition; University Lecture; 2015.

307 Bedeli M. Geradts Z.&Eijk E. Clothing identification via deep
learning: forensic applications. ] Forensic Sci. 2018;33:219-229.
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2.1.7. OpeaHizayitivi 3acadu
68Npo8aadHCEeHHs bioMempuU4HUX cucmem
idenmudpikayii oco6u

Ycmix omepaTUBHOI'O pO3Mi3HaHHA NpeAMeTiB, BUKpPaJEeHUX
3a BYMHEHHs 3JIOUMHIB KOPHCJAUBOI CIPSIMOBAHOCTI abo THX,
AKi He3aKOHHO IepeMillyloTbCcl 4Yepe3 MUTHHUH KOPJOH, 3ajie-
KUTb BiJj HassBHOCTi B ONepaTHBHUX MpaliBHUKIB npodeciiHUX
HaBUYOK, NOB’'SI3aHUX i3 MPOBeAEHHSAM OIVISAJIIB, OOLIYKIB i crocTe-
peXXeHHAM.

Jlo nOKyMeHTiB-00’€KTiB ONepaTUBHOTO PO3Mi3HAHHS CJij
BiflHecTH Jinlie Ti 3 HUX, SKi MalOThb OYEBU/JHUHN 3B’S30K i3 MpaBo-
NopyLIeHHs MU (HaNpHKJaJ, OAHO3HAYHO HaJslexaThb MiJj03poBaHo-
My, MICTSTbh SIBHi O3HAaKd Mi/[poOKH, MO3HAYeHi CUTHaJiTUYHUMH
peyoBHHAMHU TOIL0), @ TAKOK BUSIBJSIOTHCS U OLIHIOIOTHCA eMIipu-
YHUM LJIAXOM. BaXK/IMBO onepaTUBHE pO3Mi3HAaHHA IPOLIOBUX 3HA-
KiB i [iHHUX NamnepiB, [0 MAIOTh 03HAKH MiAPOOKH.

3BakarouM Ha Te, WO mpolec ifeHTUdiKanii mepexbadae
BCTAHOBJIEHHSI TOTOXXHOCTI HEBiIoMOro 06’eKTa BiJloMOMYy Ha mifc-
TaBi 36iry o3HaK, GyAb-IKOMy (OT03006paKeHHI0, 10 OGpaTuMe
y4acTb y mporieci 6ioMeTpHUYHOro BIi3HAHHS, MOBUHHI 6yTH BCTa-
HOBJIEHI YHiKa/IbHI aTpUGYTH. ¥ 3B’A3Ky 3 MM (OTO300parKeHHs
nepe/; BUJIVIEHHAM YHiKa/IbHOI iHpopMariil /1 cTBOpeHHs 6ioMeT-
pUyHoOro 1mwab6JioHa (mpolec KOAYBaHHS) 3aHOCUThCS 10 iHTerpoBa-
HOT0 OaHKY JJaHUX i3 060B’I3KOBOIO NMPUB’A3K0I0 JI0 KaTeropiiiHOro
00’eKTa 06J1iKy308,

Ak 3acBiguye aHasi3, OiAbLIICTD CHUCTEM, 110 BUKOPH-
CTOBYIOTb 6ioMeTpHU4Hi TexHoJorii, PyHKI[iOHAJbHO OOMeXeHi
BUKOHAaHHSIM 3aBJaHb iAeHTUdikauii abo Bepudikauii o6’ekra,
6e3 MOXJMBOCTI OTpUMaHHA 6iabll NOBHOI iHpopManii npo
06’eKT aHaui3dy. lle 3Ha4YHO 3HMXKY€E ePeKTUBHICTb BUKOPHUCTAHHA
MOJIiIGHUX CUCTEM.

308 3amopoxkHbii 10. A. Tlpo6sieMbl HHbOPMATU3ALUU OPraHOB BHYT-
peHHUX Jes. BicHuk JlyeaHcbkozo OepicasHoz2o yHigepcumemy 6HYMPpIWHix
cnpas. 2007. Ne 2. C. 225.
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Bepudikalliss yMoxJIMB/IIOE NOPiBHAHHSA [ABOX ¢$oOTO306pa-
»KeHb i3 MeTO BU3HAYeHHA CTyIleHd CX0XOCTI i BiAOBiAl Ha 3aMu-
TaHHA «BH fiilicHO TOH, 3a Koro cebe BUAAETE?».

OfHUM i3 nepcreKTUBHUX HaNpsAIMiB BUKOPUCTAHHS CUCTEM
6iomeTpuyHoi ineHTUdiKaLil 0cO6U € 3dilicHeHHS NOWYKOBUX 3aX0-
die y kibepnpocmopi. Alke conjiaibHi Mepexi — ILie BeJIM4e3HUM ap-
xiB oM ppoBaHUX 3006paKeHb, AKi 3a3HAIOTb KOMIT'IOTEPHOI 06p06-
KU 32 JI0NOMOTOoI0 BiAnoBigHux cucteM. [Ipu npoMy 06’€KTOM JOC-
JIi/pKeHHs1 Moxke GYyTH He TiIbKM 306paXkeHHs1 KOpPUCTYBaya, a Ta-
KOX 0co6H, siki 6y 3adikcoBaHi Ha mepeHbOMY YU 33aJHbOMY
IJ1aHi 306paXKeHHs.

Matouu 306pakeHHs1 0COGH, sIKa CTAHOBUTb ONepPaTUBHUMN
iHTepec, 3a AonoMorow GiomeTpii MOXKJIMBO BCTAaHOBUTH ii Miclje-
3HaXO/KeHHS, 3B’SA3KH, ab0 xoya 6 HANPSAMOK AJ MOJAJIbIIOrO
MoLyKy309.

Juis  yperyyoBaHHA 3a3HaueHUx npobseM KabGiHeTom
MiHicTpiB Ykpainu cxBaseHo KoHyenyiw /[lepaicasHoi yinbogoi npa-
B800XOPOHHOI Npo2pamMu 8CMAHOB/IEHHS CYYACHUX cucmeM 6Ge3nexu,
3acmocy8aHHs 3aco6i8 308HIUHLO20 KOHMPOJ0 (chocmepeiceHHs)
ma weudkozo peazysaHHs Ha nepiod do 2016 poky310.

BignosigHo fo Ili1aHy 3axodis i3 sukoHanHsa Konyenyii peai-
3ayii depycasHoi noaimuku y cdepi npodisakmuku npagonopyuieHs
Ha nepiod do 2015 poky3!l, nepen6ayeHO BCTAHOBJIEHHSI CUCTEM
Bi3ya/IbHOTO CHOCTepeXeHHS 3a AOTPUMaHHAM NpaBONOPALKY Ta

309 Boukosuii O. B, 3BoHOK €. O. BipTyasnbHi conjanbHi Mepexi Ak Jxe-
pesiia omepaTUBHO 3HAYMMOi iHpopMaril Asa migpo3AisiB KapHOTO PO3IIYKY
MBC VYxpainun. URL: http://it-crime.at.ua/publ/pitannja_ord_ta_kriminalistiki/
zbirnik_ materialiv_konferenciji_u_khmelnicku_2010_roku/3-1-0-3.

310 [lpo cxBasieHHs Konuennii /lep>kaBHOi LiJIbOBOI NpaBOOXOPOHHOI
NporpaMy BCTAHOBJIEHHSl Cy4aCHUX CHCTeM 6e3leKH, 3aCTOCyBaHHSA 3acob6iB
30BHIIIHBOTO KOHTPOJIIO (CMOCTepexeHHs) Ta WIBHUJAKOrO pearyBaHHs Ha
nepiog no 2016 poky: posnopsgxeHHss Kab6iHety MiHicTpiB Ykpainu Big 6
jgwotoro 2013 p. Ne 51-p. Ypsidosuii kyp’ep. 2013. Ne 29.

311 [Ipo 3aTBep/XeHHS IJIaHy 3ax0/iB 3 BUKOHaHHA KoHuenuii peaui-
3aLii gep:kaBHOI NoJIiTUKKU Y cdepi MpodiNakTUKK MpaBONOpyIlIeHb Ha mnepiof
o 2015 poky: noctaHoBa Kab6inety MinicTpiB Ykpainu Bij 8 cepnus 2012 p.
Ne 767. Ypsidosuil kyp'ep. 2012. Ne 159.
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MoHozpagpis
3abe3neyeHHsAM Ge3MeKUd TPOMaJIsiH ¥ TPOMAJICbKUX MICIfIX, 30Kpe-
Ma MiclsIXx MacoBOro nepeGyBaHHSI HaceJleHHs Ha 06’€KTax 3asis-
HUYHOrO, MOBITPSAHOTO TPaHCHOPTY Ta 3yNHMHKAaX TrpoOMajCbKOro
TPaHCHOPTY.

Ha Hamy gyMKy, y paMKax BUKOHaHHA /Jlep:kaBHOI LiJIbOBOI
NPaBOOXOPOHHOI IporpaMy Heob6XiiHO 3A4iMCHUTH 3aX0AU 3a TaKH-
MM NIPiOPUTETHUMH HaNPAMaMHu:

1) opeaHizayitiHo-npasosuli:

- nifiBUIlleHHS eeKTUBHOCTI ympaBJ/iiHHS Ta [isJIbHOCTI i3
3anobiraHHs TePOPUCTUYHIN 3arposi HIIAXOM yHeceHHs 3MiH 10
3aKOHOJaBYMX | HOPMaTHBHO-NPABOBUX aKTiB y cdepi mpoTuaii
TEepOpHU3My 3 MeTOI ONTHUMizauii cTpyKTyp cy6’eKTiB 60poThOU 3
TEepOpPU3MOM | MiZiBUILEHHA BiJNOBIAAJBHOCTI 3a CTaH L€l Aidib-
HOCTI KepiBHUKIB yCiX piBHIB yIIpaBJ/iHHA;

- IpUHHATTA perioHaJbHUX NpOrpaM yCTAaHOBJIEHHS cydYac-
HUX cHCTeM 6e3IeKH, 3aCTOCYyBaHHSA 3ac06iB 30BHIIIHBOI'0 KOHTPO-
Ji1o (crocTepexeHHs1) 3 eJleMeHTaMU aHAJIITHYHOI 06po6KHU iHOP-
Mallii;

- dopMyBaHHS OopraHisaliliHOl CTPYKTYpPU CUCTEMHU JlepKaB-
HUX OpraHiB 3ab6e3NeyeHHs] aHTUTEPOPUCTUYHOI 6e3MeKH, 1110 BXO-
JISThb 10 CKJAAY Cy6 €KTIB 60pOTHOU 3 TEPOPU3MOM, PO3MO/LT iXHIX
byHKIiH;

- KOMILJIEKCHe 3a6e3NeyeHHs] UTTELISJIBHOCTI CKJIaJ0BUX
(cTpyKTypHHUX eJleMeHTiB) cucTeMU: KaApoBe, piHaHCOBe, MaTepia-
JIbHe, TeXHiYHe, iHpopMariiiHe TOIIO;

- miIrOTOBKA CUJI i 3ac06iB cucTeMu [0 ix 3acTOCyBaHHS 3Ti-
JIHO 3 MPU3HAYEHHSIM;

- po3po6J/IeHHs cTpaTeril Ta naHyBaHHsS KOHKPETHUX 3aX0-
JIiB 11[0/10 3a6e3Me4yeHHs] aHTUTEPOPUCTUUHOI 6e3MeKH;

2) opeaHizayiiiHo-mexHiYHU:

- CTBOpPEHHsI CHUCTEM BiJleoclocTepe)xeHHsI 3 eJleMeHTaMHU
aHaJiTU4HOI 06po6KHU iHopMalii 3a LleHTpaJbHUMH, KPUMIHOTEH-
HO aKTMBHHUMM Ta JIIOJAHUMU MICISIMU MICT; ¥ 3aKpUTUX 06’€EKTax
(cynepMapkeTH, HaBYaJIbHi 3aKJafiy, BOK3a/H, aeponopTH, CTafio-
HU, CIIOPTUBHI criopyy, cTaHLii Ta BAarOHW MeTpPO; 3a CTAHOM TpPaH-
CIIOPTHHUX KOMYHiKalii);
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- opraHisaljis CcUCTEMU BIiJICTEXKYBAaHHS pPyXOMHUX O06’€K-
TiB i3 BUKOPUCTAHHAM [JI06a/JbHOI CHUCTEMU MO3ULIOHYBaHHS
(GPS);

— BCTAQHOBJIEHHSI CUCTeM 6e3IeKU Ha 06’€KTax TPaHCIOPTHOI
iHppaCTPyKTypH LIISIXOM PO3TOPTAHHSA NPH BXOJi B MACAXKUPCHKY
30HYy CTaHIiH MeTpOMOJIiTEHY, 3a/Ji3HUYHUX BOK3aJIiB AOTJ/SAA0BOI
30HU;

- YIIPOBa/>KeHHA B JifAJIbHICTb Y4eproBUX YacTHUH opraHiB Ha-
LioHaJIBHOI MOJIiLiT anapaTHO-NIPOrpaMHUX KOMILJIEKCIB;

- opradisarnisi cucteM nu$pPoOBOro pajiio3B’s13Ky Ta MPOBOJO-
BOTO 3B’SI3KY;

- opradisanis ka”aJjiB nepejayi JaHux (6e3MpPOBOJOBUX -
WI-FI, WI-MAX, 3G, 4G; npoBoIOBUX Ta ONTUYHHUX)312,

[lifcyMOBYyIO4YH, 3a3HAaYMMO, L0 BUKOPUCTAHHA Cy4aCHUX
indopMalifiHO-IOIYKOBUX cUcTeM ifeHTUdikanil ocobucTocTi
MOKe 3HAYHO CIPOCTHUTH MOMIYK Ta iJeHTHdiKallil0 3/J04YUHIIIB
I TepopucTis.

2.2. Cnoco6u i MeTO AU
30MpaHHs, AOC/IiJ»KEHHS, OLiHKM Ta BUKOPUCTAaHHSA
nudpoBUX (eJIEKTPOHHUX) AOKa3iB

2.2.1. [loHamms KomMn'omepHoz0 3/104UHy

TepMiH «Kibep30uyuHHICTE» (cybercrime) mgoBoJii 4YacTo
BXXMBA€ETbCA MNopsAA i3 AediHiniero «koMm'roTepHa 3J/I0YMHHICTB»
(computer crime). ByBae, w0 Li MNOHATTS BUKOPUCTOBYHIOTHCS
K cuHOHIMM. BignmoBigHo g0 3akoHy Ykpainu «Ilpo ocHOBHi
3acaau 3abe3neyeHHs Kibep6Ge3neku YkKpaiHu», KiGep3/104UH
(komn’tomepHuil 3104UH) - ye cycniabHO Hebe3neyHe 8UHHE JisTHHS

312 [IpoexTt Konuenuii /lep>kaBHOI porpaMy BCTAHOBJIEHHSI Cy4aCHHUX
cucteM 6Ge3neKH, 3aCTOCyBaHHsS 3aco6iB 30BHIIIHbOIO KOHTPOJIIO (CHoOCTepe-
>KeHHs) Ta LIBUJKOIr0 pearyBaHHs.
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Yy Kkibepnpocmopi ma/a6o 3 iio2o BUKOpUCMAHHAM, 8i0nogidaibHiCMb
3a sike hepedbayeHa 3aKOHOM YKpaiHu npo kKpumiHaabHY eidnosida-
JbHICMb Ma/a6o ke 8U3HAHO 3/104UHOM MINCHAPOOHUMU 302080pa-
MU YKpainu313,

3rigHo 3 po3gisiom XVI KpuMiHanbHOTO KOZeKcy Ykpainu, no
3JI0UUHIB y cdepi BUKOPUCTAHHS €JIEKTPOHHO-00YUCII0BATbHUX
MaliuH (KOMI'IOTEPIB), CUCTEM i KOMIT'IOTEPHUX Mepex abo Mepex
eJIEKTPO3B’A3KY BXOAATh:

* HeCaHKILiOHOBaHe BTPY4aHHS B pOGOTY eJeKTPOHHO-064MC-
JIIOBAJIbHUX MallWH (KOMIT'I0TepiB), aBTOMaTU30BaHUX CHUCTEM, KOM-
IOTEPHUX Mepex ab0o Mepex esleKTpo3B’a3ky (cT. 361 KK Ykpaiuu);

* CTBOpPEHHS 3 METOK BUKOPUCTAHHS, PO3MOBCIO/IX)KEHHS a60
36yTy WIKiJJUBUX NPOTrpaMHUX YW TEXHIYHUX 3ac00iB, a TaKOX
ix posnoBcro/pkeHHs a6o 36yT (cT. 361-1 KK Ykpainun);

e HecaHKIioHOBaHi 36yT ab6o po3moBcloKkeHHs1 iHdopmarlii
3 0OMEXEeHUM JIOCTYIOM, sika 30epiraeTbcsi B eJleKTPOHHO-064KC-
JIIOBaJIbHUX MalllMHaX (KOMIT'I0Tepax), aBTOMaTU30BaHUX CUCTEMAX,
KOMIT'I0TEPHUX Mepekax abo Ha Hociax Takoi iHpopmarii (cT. 361-2
KK Ykpainu);

e HeCaHKIIIOHOBaHi [ii 3 iHpopmaljieto, sika 006PO6JIAETHCS
B €JIEKTPOHHO-00YMCII0BAJIbHUX MalllMHaxX (KOMIT'l0Tepax), aBToO-
MaTH30BaHHUX CUCTeMaX, KOMII'IOTEpPHUX Mepexax abo 36epiraeTbcs
Ha Hocigx Takol iHdpopMaliii, BuMHeHi 0c06010, sIKa Ma€ MpaBo A0C-
Tymy g0 Hei (cT. 362 KK Ykpainu);

* IOPYLIEHHS NPaBUJ eKcIIyaTalil eJeKTPOHHO-064YHCIII0-
BaJIbHUX MalIMH (KOMIT'IOTEPIiB), aBTOMAaTHU30BAHUX CHUCTEM, KOM-
'I0TEPHUX MepeX YU Mepex eJIeKTPO3B’s13Ky ab0o MOpsSAKY YU Ipa-
BUJI 3axucTy iHdopMmaliii, ska B HHUX 00poO6JIOETbCS (CT. 363
KK VYkpainu);

* IepelIKO/X)KaHHSA poO6OTi eseKTPOHHO-06YHCII0BAIbHUX
MaluH (KOMIT'I0TepiB), aBTOMaTU30BaHUX CHUCTEM, KOMIT IOTEPHUX
Mepexx YU Mepex eJeKTPO3B’s3Ky LIJISIXOM MacOBOTO PO3MOBCIO-
JDKeHHS TOBiIOMJIEHD eJIeKTPO3B’A3KY (cT. 363-1)314,

313 [Ipo ocHOBHI 3acaju 3a6e3nedyeHHs KibepOe3nekyd YKpaiHU: 3aKOoH
Ykpainu. Bidomocmi BepxosHoi Padu Ykpainu. 2017. Ne 45. C. 42. Ct. 403.

314 KpuMiHaibHUM KoJlekc YKpaiHu: 3akoH Ykpainu Big 5 kBiTHsa 2001
p. Ne 2341-III. Bidomocmi BepxosHoi Padu Ykpainu. 2001. Ne 25-26. Ct. 131.
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OpHuM i3 cy6’ekTiB mpoTUAil Kibep3/o4YUHHOCTI B YKpaiHi
€ migpo3naisim  kibepmnoJinii. 30KpemMa, OCHOBHHMM 3aBJaHHSAM
JenaprameHTy KkibepnoJinii HanionanbHoi mouinii  Ykpainu
€ y4yacTb y $opMyBaHHI Ta 3abe3mnedyeHHi peaJizauii aepkaBHOI
MOJIITUKY WOA0 3amob6iraHHs Ta NPOTH/ii KpUMiHAJILHUM IpaBo-
NOpYLIEHHSIM, MEXaHi3M MiIr0TOBKY, BUMHEHHS a60 NPUXOBYBaHHSA
SAKUX TepelbadyaE BUKOPHUCTAHHS €eJIEKTPOHHO-00UYUCII0BATbHUX
MaliuH (KOMI'IOTEpPIiB), CUCTEM i KOMI'IOTEPHUX Mepex i Mepex
eJIEKTPO3B’A3KY.

[IpumMipoM, y BepecHi 2019 p. nosinelcbKi JlenapTaMeHTy Ki-
GeprioJiiil BUKpUJIK XaKepa, AKUM 33 4Yac CBOET 3JI0OUMHHO] JTisl/IbHO-
CTi OTPUMaB HeCAaHKLIOHOBAaHUH JOCTYI JI0 TUCAY CepBepiB MOCT-
paxaanux i3 6isbi Hixk 100 kpaiH cBiTy. OTpuMaHi iIHCTpyMeHTH
BiH BUKOPUCTOBYBAB fIK JJIsl IPOAAXKY AAaHUX, TaK i /11 OTPUMaHHA
JIOCTYNy /0 6aHKIBCbKMX aKayHTIB i MaaTihxHUX cucteM. s 3a1y-
YeHHS KJIIEHTIB 29-piyHUM )KUTeJNb XapKoBa po3MilllyBaB Ha CIelli-
aJli3oBaHUX caliTax i popyMax oroJiomleHHs MPO NPOJAXK JOCTYIIB
Jl0 BifiasleHuX cepBepiB. [/ onJlaTy TaKUX NOCJAYT BUKOPUCTOBY-
BaJIUCA eJIEKTPOHHI MIaTixHi cucTeMu315,

Takox kibepmnoJiieficbKi BUKPUIU 3JI0YMHHY I'PYIy 3 I'SITU
0ci6, AKi BIPOJOBX OCTAHHIX IBOX POKIiB CTBOPIOBAJIY i pojiaBaiu
B Mepexi IKiAJNBI TexHiuHI 3ac06H, MPU3HAYEH] /11 HECAHKI[io-
HOBAHOI'0 BTPy4YaHHs B po6OTY CUCTeM IOCTa4aHHS Ta 06JIiKY cIo-
KUTOI esleKTpoeHepril. Hajaui wi anmapaTHi KOMILJIEKCH HaJIALUTO-
BYBaJIMCSl i BUKOPUCTOBYBa/IUCS [Jis1 6JI0KYBaHHS po6GOTU mpole-
copa eJIeKTPOJIIYMJIbHUKA, ¥ pe3yJbTaTi 40ro eHepronocradasibHi
MiIMPUEMCTBA 3a3HABaJIM MIiJbHOHHUX 30UTKiB. /[l 36yTy
LUX NPUCTPOIB OpraHi3aToOp 3JI0YMHHOI TIPyNH CTBOPUB OKpe-
MUK iHTepHeT-CaWT. 3aJieXXHO BiJi BHUAY eJIeKTPOJiYMIbHUKA
BapTiCTb KOXKHOTO TaKOTro TexHIYHOro 3acoby KoJjuBajacs Bij

315 Ki6epmouJtiliss BUKpU/a 3JIOUMHHY I'PYIy Y CTBOPEHHI NpUIaJiB s
6JI0KyBaHHs po6oTu JiunabHukiB. URL: https: //www.npu.gov.ua/news/
kiberzlochini/kiberpolicziya-vikrila-zlochinnu-grupu-u-stvorenni-priladiv-
dlya-blokuvannya-roboti-lichilnikiv/
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MoHozpagpis
3 mo 15 Tuc. rpuBeHb. OTOX, 3JI0BMUCHUKH 3apOOHIM MOHA[
OJIMH MJIH TPUBEHB316,

11 BepecHsa 2019 p. mif yac npoBeseHHs B Kuesi popymy
«Cellebrite User Forum Kyiv 2019» ¢axiBui kommnanii Cellebrite
i JlabopaTopii komm'toTepHoi KpumiHajsictuku EIOC posnoBiau
y4acHUKaM KoHdepeHIii mpo cBOi HampalloBaHHA i NOAITUIMCS
nepeJOBUMU NMPAKTUKAMU OCTAaHHIX JOCATHeHb LUPPOBOI KpUMi-
Ha/IiCTUKHU. Y CydyacHUX YMOBax GOpOTHCH 3 KOMI'IOTEPHOIO 3JI0-
YUHHICTIO Jep»aBi caMOCTIMHO BaXKKO, aJjP)Ke TEXHOJIOTii po3BUBa-
I0TbCA ILOXBUJIMHHU, @ 3JIOYMHI IOCTIMHO BAOCKOHA/IIIOTH CBOI
CXeMH, 111061 MaKCUMa/JbHO MPUXOBaTH caifu. Huni 3sounHLi npu-
NUHAITh KOPUCTYBAaTUCA aHAJOrOBMMHU KaHajlaMH 3B’s3Ky i kJja-
CUYHUMM MicusgiMu Ay 36epexxeHHs: iHopmanii. Jegani dacrime
BOHHU BHUKOPUCTOBYIOTb XMapHi cepBicu 36epexeHHs iHPopmanii
i aby30cCTilKi XOCTUHIY, IKi He KOHTPOJIIOIOTHCS 3 GOKY JepKaBH.

ToMmy s kiGepnodinii BaXKJIMBO BUKOPHUCTOBYBATH CydyacHi
BUCOKOTEXHOJIOTIYHI iHCTPYMEHTH JJIsi OTPUMaHHSA J0Ka30Bol 6a-
34. 3aBJASKHM CHiBIpalli 3 NPUBAaTHUMU OpraHizaimisiMu KibeproJi-
LleICbKUM BJA€ETbCA OTPUMYBATH JlaHi, AKi B 10AaJIbILIOMY BUKOPH-
CTOBYIOThCA SIK IMPOBi Aoka3u. Kpim Toro, 3a JonoMoroto sikicHOi
aHaniTUKU HanjioHasbHa MoOJIiliss OTPUMYE He TIJIbKH JI0Ka3u Mpo-
TUIPABHOI AiSJIHOCTI, 2 1 BUABJISIE HOBI 3JI0YUHU317.

2.2.2. lonamms yughposux (es1eKmMpoHHUX) d0Ka3ie
32i0H0 i3 3aKOHOdaecmeoM YKpaiHu.
Xapakmepucmuka i sudu yugposux dokasie

BignosiagHo no ct. 84 KIIK Ykpaiuu, dokazamu 8 KpumiHa-
JbHOMY npoeadiceHHi € GaKTU4HI JjaHi, OTpUMaHi y nepejbaye-

316 KiGepmoJiiLlis BUKpWJA XakKepa y 3JaMi Oiiblie JBOX THUCAY
koMmn'roTepiB ykpainuiB. URL: https://www.npu.gov.ua/news/ kiberzlochini/
kiberpolicziya-vikrila-xakera-u-zlami-bilshe-dvox-tisyach-komp-yuteriv-ukraj

317 Jlns mpoTuAii cydacHiil 3JJ0YMHHOCTI MPaBOOXOPOHI MOTPeGyTh
sAKiCHUX iHCTpyMeHTIB peBepcHoi iHxeHepil. URL: https://cyberpolice.gov.
ua/news/sergij-demedyuk-dlya-protydiyi-suchasnij-zlochyn-nosti-pravooxoro
nczi-potre i-
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HoMy 11uM KojekcoM mopsiiky, Ha HificTaBi IKUX CJAIJYMN, OPOKY-
pop, CAifuuit cyans i Cys yCTaHOBJOIOTh HAsABHICTD YM BiCYTHICTD
¢dakTiB Ta 06CTaBUH, L0 MalTb 3HAuYeHHs [Jis KPUMiHaJbHOTO
MpOBa/PKEHHA Ta NiJJIAraloTh J0Ka3yBaHHIO.

[IpouecyaJlbHUMHU [pKepeslaMU [0Ka3iB € NOKa3aHHA, pe4OBi
Jl0Ka3y, JOKYMeHTH, BUCHOBKM eKclepTiB318.

Y 2017 poui 0 TpbOX NpoliecyalbHUX KozeKciB (LuBiibHOTO
NpouecyajbHOro Kojgekcy YkpaiHy, ['ocnofapcbKoro npouecyasib-
HOT0 Kozekcy YKkpainu Ta Kogekcy agMiHICTpaTHBHOIO CyJlOYMHC-
TBa YkpaiHu) 6yJia BBeJleHa HOBA IJIaBa, siIka po3LIKpHIa MOXK/JIUBO-
CTi CTOpIH y cnipaBi, — eJIEKTPOHHI JOKa3H.

KpuMinanbHUl TpolecyaJbHUN Kogekc YkpaiHu i Kogekc
Ykpainu npo aAgMiHiCTpaTUBHI IPaBONOPYLUIEHHS IHCTUTYTY €JIeKT-
POHHUX [l0Ka3iB He OTpUMaJIH.

Takuil BUOIPKOBHUHM MiAXiJ BUK/IWKAE MOJUB y HAYKOBIIIB
i MpaKTUKIB 3 OrJgAy Ha HafABHIicTb y KpuMiHanibHOMY KOJeKCci
Yxpainu posginy XVI «3ym0unHHu y chepi BUKOPUCTAHHSA €JIEKTPOH-
HO-00YUC/IIOBAJILHUX MallMH (KOMIT'IOTepiB), CHCTEM Ta KOMII'I0-
TEPHUX MePeX i Mepex eJIeKTPO3B’sA3Ky», a4 TaKOXK HasABHICTb Bij-
MOBiZJa/JIbHOCTI 32 He3aKOHHI /il 3 eJleKTPOHHHUMMU rpoiuMa (cT. 200
KK Ykpainu) a6o 3a maxpaicTBO, BUMHEHE MNUISIXOM He3aKOHHUX
onepariil 3 BUKOPUCTAHHAM eJIEKTPOHHO-064YMC/II0BaJbHOI TEXHIKU
(ct. 190 KK Ykpainu).

TuM made, 1o 3J04uHU y cdepi Kibepbesneku BijHeAaBHA
3HAYHO NOIIMPHUINCA3T,

Hugposumu (enekmpoHHuMuU) dokazamu € iHbopMallis
B eJIeKTpOHHIN (uudposii) ¢opmMi, sska MicTUTBL AaHi npo obcTa-
BMHM, L0 MalTb 3HA4YeHHs JJA CHOpaBH, 30KpeMa eJIeKTPOHHI
JIOKYMEeHTH (TeKCTOBI JJOKYMeHTH, rpadiuHi 306pakeHHs], IJIaHHY,
doTorpadii, Biseo- Ta 3ByK03anucu ToI0), Be6-CaliTH (CTOPIiHKH),

318 KpumiHa/ibHUH npouecyanbHul Kogekc Ykpainu. URL: https://zakon.
rada.gov.ua/laws/main/4651-17

319 EnekTpoHHI Aokasu B cygoBiil mpaktuni. URL: https://sud.ua/ru/
news/publication/138970-elektronni-dokazi-v-sudoviy-praktitsi
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MoHoepacpis

TeKCTOBI, MyJIbTUME/iiiHI Ta ToJIOCOBi MOBiJOMJIEHHS], MeTaJaHi,
6a3u JJaHuX 1 iH1i BiloMOCTi B eJ1IeKTPOHHIN dopmi320,

3a3HaueHi JaHi MOXyTb 306epiraThcs Ha NOPTATHUBHUX
NPUCTPOsAX (KapTax mam’sTi, MoGiIbHUX TesedOHAX TOLIO), Cep-
Bepax, CHUCTeMaxX pe3epBHOr0 KOMilBaHH{A, IHmMMUX Micuax
36epexXeHHs1 JJaHUX B eJIeKTpOHHIA ¢opmi (30Kkpema B Mepexi
[HTEpHET).

Oco6.ausocmi yugposozo (es1ekmpoHHO20) 00KaA3y MOJSATal0Th
y TOMY, 1[0 BiH € MPUXOBaHUM (fIK BiOMTKHU mnasbliB a6o JHK);
JIETKO TMepeTHHAE KOPAOHU HOPUCAMKLI]; Moxke OyTH 3MiHEHUH,
MOIIKO/PKEHUH ab0 3HUILEHUN; MOKe OYTH BpasjUBUM, YYTJIMBUM
Jl0 yacy.

Hudgposuii (enekmpoHHUll) JOKA3 XapaKTEPU3YETbCS TAKUMHU
03HaKaMM: HEMOXJIUBICTI0O 6e3nocepefHbOr0 BUSIBJEHHS JIIOAU-
HOowW Ha ¢i3MYHOMYy piBHI; HecTilKicTIO; 3MiHOIO a60 3HUIIEHHAM
y npoleci 3BUYaHHOI eKCIUIyaTalii NPUCTPOI; MOMJIUBICTIO
KOIliloBaHHs 6€3 BTPaTH SIKOCTi.

3azanbHUMU npuHYyUnamu pobomu 3 yugposumu (eaeKmpoH-
HuMmu) dokazamu €: kBasidpikoBaHe NOBOJKEHHS; NOCTIHHUH mepe-
IJiA[, i OHOBJIEHHA NpPOLEAYpP, METOAIB Ta iIHCTPYMEHTIB; BUKOPUC-
TaHHs HaJIe)XKHUX NPOLEAYp, METOAIB Ta iHCTPyMeHTIB; 3a6e3re-
YeHHS JONYyCTUMOCTI [UPPOBUX J0Ka3iB; 3a6e3MeyeHHs] HaJeXKHO-
cTi uudpoBUX JJ0KA3IB.

Bujiamu 11upoBUX (eJIeKTPOHHHUX) /10Ka3iB €:

- JIOKA/bHI caidu: cliiu NpsIMOTO BILUIMBY; JJOKa3u onocepe/-
KOBaHOTO BILJINBY; BUKpUBJIEeHHs iHopManii; 3HUIeHHs iHdopMa-
uii; 6JiokyBaHHA iHopMaLii; BiACYTHICTH JOCTyNy; NOPYLIEHHS
KoHOIiAeHIiIHHOCTI; MopylIeHHS pO60TH KOMIT'I0TEPa;

- MepexcHi caidu: JaHi mpo KopuUCTyBaya (KOHTAKTHI JaHi,
ajpeca, TesedoH, iM's Tol0); AaHi npo noBigomJieHHs (HOMep Te-
Jsedony, sor-paiaun peectpauii JocTyny A0 THUX 4Yd iHWIHKX iHOp-
MaliiHUX CUCTEM);

320 TocnojapcbKuil MpolecyalbHUN KoJeKc YKpaiHU: 3akoH YKpaiHu
Big 06.11.1991 Ne 1798-XII; LuBinbHUM mOpouecyaJbHUN KoJeKC YKpaiHuy;
3axkoH Big 18.03.2004 N2 1618-1V; Kopekc agMiHICTpaTUBHOIO CyAOYMHCTBA
Ykpainu: 3akoH Big 06.07.2005 Ne 2747-1V. URL: https://zakon.rada. gov.ua/
laws/term/40260
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- esilekmpoHHa iHgopmayisa: uudpoBi GoTo3060paKeHHS; Bi-
JIEOKOHTEHT; TEKCTOBI JJOKYMeHTH; Beb6-caliTu (CTOpiHKM); MeTaja-
Hi; 6a3¥ JaHUX.

BigmoBigHo 1o 4. 2 cT. 96 I'lIK Ykpainy, eneKTpoHHI J0Ka3u
MOJIal0ThCs B OpUTiHaJi abo B eJIEKTPOHHIN KoIlii, 3acBigueHil ese-
KTpPOHHUM 1upoBuM nignucom (ELIT)321,

[IpumipomM, 14 arotoro 2019 p. Benuka [lasaTta BepxoBHoro
Cyny, neperssifaroud chnpaBy Ne9901/43/19 (I11/9901/43/19),
yxBasuaa, o came ELIl € rosnoBHUM pekBisuToM Takoi popmu
MIOJlaHHA eJIEKTPOHHOTO J0Kas3y.

BiACYTHICTb TaKOro peKBi3UTy B €J€eKTPOHHOMY JOKYMEHTI
BUKJIIOYAE MiJCTaBU BBaXKaTHU WOr0 OPUTiHAJBHUM, a OTKe, HaJlexK-
HUM [I0Ka30M y CIipaBi3ZZ,

21 rpypaHa 2019 p. BepxoBuuii Cyg y ckaagi koserii cyj-
ZiB KacaniiHoro rocrnozapcbkoro cyAy B paMKax CIpaBH
Ne 910/12245/19 (EAPCPY Ne 86504091) pmocnigpkyBaB mnu-
TaHH{ 110/]0 abTEPHATUBU NOJAaHHS 1030BY/CKApTU B €JIeKTPOH-
HOMY, a He B allepOBOMY BUTJISI/li Ta HASABHOCTI/BiJICYyTHOCTI eJiek-
TPOHHOTO M PPOBOrO Mi/MHUCY.

[IponiecyasbHi JOKYMEHTH B eJleKTPOHHIN popMi MaroTh no-
JlaBaTUCSl YYaCHUKAMM CIpaBU [0 Cyy 3 BUKOPHUCTAaHHAM E€AUHOI
cynoBoi  iHpopMalliiHO-TeJIeKOMYHIKaI[iHHOT CUCTEMU IIJISAXOM
3anoBHEeHHSA GOPM IpolecyaJbHUX AOKYMEHTIB BiAmoBiZHO J0
[TonoxxeHHs: mpo ExuHy cyoBY iHpopMarLiiHO-Te/IleKOMyHIKaliiHy
CHUCTEMY.

HazacunaHHS y BCTAaHOBJIEHOMY MOPSIAKY MPOLLEeCyalbHUX J0-
KYMEHTIB B eJIeKTPOHHOMY BUIVISJi INepef6ayaEe BUKOPHUCTAHHS
cepBicy «EJeKTpOHHUH CyJ», PpO3MillleHOMYy 3a I[OCHJIaHHAM
https://cabinet.court.gov.ua/login, 3a yM0BH mNomnepeAHbOI peeCT-
panii odinifiHoi esnekTpoHHol agpecu (EsiekTpoHHOT0 KabiHeTy) Ta

321 TocmojapcbKUM mpolecyalbHUH KoJeKc YkpaiHu: 3akoH
Ykpainu Bix 06.11.1991 Ne 1798-XI. URL: https://zakon.rada.gov.ua/laws/
show/1798-

322 Yxpana Big 14.02.2019 Ne 9901/43/19 BepxoBHoro Cyny. Benuka
[ManaTa. URL: https://verdictum.ligazakon.net/document/79883385
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3 060B’I3KOBUM BUKOPUCTAHHSM TAKOH 0COGOI0 BJIACHOTO €JIeKT-
POHHOTO HiJNUCY.

10 BepecHsa 2019 p. BepxoBuuii Cyn y cknaagi KoJerii
cyaaiB  KacaniiHoro aiMiHicTpaTMBHOTO CyAy B paMKax
cnpaBu N2 640/1374/19, aaMiHicTpaTUBHE  NpPOBA/PKEHHS
Ne K/9901/16734/19, K/9901/19224/19, K/9901/19231/19
(EAPCPY Ne 84134028), yiTko BKa3as, 1110 IpoljecyalbHi JOKyMeH-
TH, 10 HaJAIMULIM A0 cyAy i3 3acTocyBaHHSIM cepBicy «EnekTpoH-
HUU CyJ», BBAXKAIOTbCA TaKMMH, L0 NOJaHi 3 BUKOPUCTAHHAM BJla-
CHOTO eJIEKTPOHHOTO MiJnucy323,

YuMasio JUCKYCiH CHpUYMHSE NMUTAHHA 100 HEoOximHOCTI
ELII y pa3si noganHa o cyAy [0Kas3iB eJIeKTPOHHOIO JIMCTyBaHHS.
Panime cysu He BBaXKa/Id NOLITOBI NOBIJOMJ/IEHHA eJ1€eKTPOHHUMU
Jl0Ka3aMHU Ta He BUMaraJ/iv 3acBifjuyBaTy ix 3a fonomororo ELII.

OpHak y Ilocranosi BepxosHoro Cyay Big 27.11.2018 p. ko-
Jierid cya/iB 3a3HayuJia, 0 BUCHOBKHU CYAIB LI0J0 HEHaJIeXXHOCTI
pPO3JpYyKIBOK eJIeKTPOHHOIO JIMCTYBaHHS CylepedyaTb MpUIIACAM
cT. 8 3akoHy Ykpainu «IIpo eleKTpOHHI JOKYMEHTH Ta eJIeKTPOH-
HUH JOKyMEHTOO0GIr», OCKIJIbKY CUJIa eJIEKTPOHHOTO JOKyMEeHTa SIK
Jl0Ka3y He MOXe Oy TH 3arepeyeHa BUHATKOBO Yyepes Te, 1[0 BiH Mae
eJIeKTpOHHY GOopMy Ta [0AATKOBO He HiATBEPKYETbCSA NOKa3aMu
CBiZiKiB (y4aCHUKIB JTUCTYBaHHs)324,

JloBoJIi 4acTO CTOPOHU MOCUJAKThLCSI Ha iHdopMmamino i3
coujaJIbHUX MepeX OINOHEeHTa fAK JoKa3. 3a3BUYald CyAu BUKO-
PUCTOBYIOTb Taki Ao0Ka3u. [IpuMipoM, HeraTMBHI BHCJIOBJIIOBAHHSA
y Twitter cTasu nificTaBoro JJs pilleHHA Npo BifMOBY y BU3HAHHI
no3uBaya bi>keH1eM ab0 006010, IKa MOTpebye AOAATKOBOTO 3aXH-
cty (IloctanoBa IlllocToro anesisniiHOro aAMiHICTPATUBHOTO CyAy
BiA 19.03.2019 p. y cipaBi N2 826/18174/16).

323 AnbTepHATUBA NOJAHHS MO30BY/CKapru B eJIeKTPOHHOMY, a He B
nanepoBomy Burasgi. URL: https://alibi.dp.ua/1218-alternativa-podannya-
pozovu-skargi-v-elektronnomu-a-ne-v-paperovomu-viglyadi

324 EjleKTpOHHI Jj0Ka3u B CyAi: BUpilleHHS Npo6JieM J0Ka3yBaHHS YU
noje s danbcudikani. URL: http://kdkako.com.ua/elektronni-dokazi-v-
sudi-virishennya-problem-dokazuvannya-chi-pole-dlya-falsifikaciy/
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B yxBani AnensuiiiHoro cyay M. KueBa y  copasi
Ne 757/16817/16 Bix 17.05.2017 p., CipOCTOBYIOYH JJOBOAM Bifo-
BiZjlaya npo MOro cCKpyTHe MaillHOBe CTaHOBHILE, CyJ, MOCJaBCAd Ha
pO3ApYKIBKY 3 HOro couiajbHOI Mepexi, 3 fAKOi BOAYAETHCH, 110
BiAMOBiZja4y 6araTo NoJ0POKYE.

Posrzigparouu cripaBy Npo CKacyBaHHA pilleHb lleHTpasb-
Hoi BuGopuoi kowmicii (cmpaBa Ne855/35/19), cyx mnociaBcs
Ha Bigomocti 3 odiuiiiHoi cropinku I[lpesuzeHta YkpaiHu
y Facebook325,

2.2.3. [Ipucmpoi, saKi Modxcyms 36epicamu
yugpposi (es1ekmpoHHi) doka3u

KoMmn'toTepHa cucTeMa MiCTUTh amapaTHe Ta Ipo-
rpaMHe 3abe3nedyeHHs, sKi 06pO6GJSIOTb JaHi i OXOIUIIOIOTH,
30KpeMa:

1) koHmeliHep, IKUW MICTUTb IJIATH, MiKPONPOLIECOPH, KOPC-
TKUH JUCK, IpUCTpoi naM’ATi Ta inTepdeiicHi miakmodeHHs;

2) moHimop abo eideoducneli;

3) npucmpoi 36epizatHs daHUX:

- scopcmki ducku (SCSI, SATA, IDE, xopcTki JUCKH HOYTGY-
KiB, IDE 40-koHTakTHu#, 2.5 IDE 44-kouTakTHuil, IDE 3’€¢qHaHHA
JUIs JKUBJIeHHs 1 nmepegayi ganux, Serial ATA (SATA), SCSI HD 68-
koHTaKTHUH, SCSI IDC 50-KOHTaKTHHUMN);

- 308HiWHI Hcopcmki ducku (3.5 «KOPCTKUH AUCK»; 2.5 «Kop-
CTKHUH JIMCK»; Mepe)KeBUH 3ammaM TOBYBaJIbHUN PUCTPii);

- 3HiMHI Hocil (puckeTH; Zip-AucKY; KOMHAKT-Auck; Digital
Versatile Disc);

- pnew-Hakonuyyseaui (3BUYaiiHi Quent-Hakonuuysadi; USB
2.0; USB 3.0; USB Type C; inmii Buau ¢Jieni-Hakonu4yBaviB);

325 EneKTpOHHI J0Kasu B CyJi: BUpilleHHS Npo6JieM JoKa3yBaHHS
yu noJie aas panbcudikaniil. URL: http://kdkako.com.ua/elektronni-dokazi-v-
sudi-virishennya-problem-dokazuvannya-chi-pole-dlya-falsifikaciy/
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- kapmu nam’ssmi (Smart Media (SM) kapTa; Secure Digital
(SD); wmini-HagiMiHOI 1MPpoBOi KapTH; MikpoHaxailHOI 1KUPpoBOI
KapTH; KOMIAKTHI QJielI-KapTH);

4) nopmamueni npucmpoi (fani a6o nudpoBi Joka3u MOXKYThb
O6yTU BTpadeHi, KO He MiJTPUMY€EThCS KUBJIEHHS; AaHi abo nud-
POBi 0Ka31 Ha JAefKUX NPUCTPOsIX, AK-OT MOOiIbHI TesedoHU abo
cMapTdOHHU, MOXKYTb OYTH Nepe3anucaHi abo BuaseHi, KoJu npu-
CTpilt 3a/IMIIA€ETHCS YBIMKHEHUM; MO6ibHI Tesieponu i cmapTdoHU
MOXYTb MaTH NporpaMHe 3abe3NeyeHHs], IKe MOXe OYTH aKTUBO-
BaHO BififiajieHo);

5) nepudgpepiiini npucmpoi (knaBiaTypa i Mulla; NPUHTED;
ckanep; Mikpodonu; USB xa6u i FireWire; Be6-kaMmepu; yuTaui kap-
TH nam’sti; VolP npucTpoi);

6) iHwi npucmpoi (cTpiukoBi HakomuyyBayi JaHUX; 06Jaj-
HaHHA [UId CHocTepexeHHs; nupoBi ¢oToamapaTH; Bifeoka-
Mepy; 1uubpoBi ayaiopekopnepu; LUpOBi BiJleopeecTpaTopy;
MP3-m1eepy; CynmyTHMKOBI aypio, BijjeopecuBepH, KapTU [JO-
CTymy; BifleoirpoBi mNpucTaBKY; TapHITypa KOMII'HOTEPHOIO
yaTy; KJaBiaTypa, muiia, i Bizeo (KM) mepemukad o6MiHy; ciM-
KapT-pifep; mnpuiiMauy [/06ajbHOI CUCTEMHU MO3ULiIOBAaHHSA
(GPS); 3uuTyBaHHA BiIOUTKIB BEJMKOr0 NaJbII0; I0BiKOBUH
MaTepiasu);

7) komn’romepHi mepedci (MepexxeBUN KOHLEHTpATOp; Mepe-
’KeBa KapTa HOYTOYKy i MepexeBUU Kabesib; |[HTepHeT-MoJleMU;
MepexeBUI KOMyTaTop i 6JI0K »KMBJIEHHS; 6€3/ipOTOBI TOYKH J0C-
Tymy; 6e3pOTOBHUI MepeXeBUil cepBep; 6€3APOTOBI KapTH i Mpu-
cTpoi; 6esaporoBa kapta Jus I[IK; 6esaporoBuil USB-npuctpiii;
CIpsIMOBaHa aHTeHa Ji/1g 6e3/IpOTOBOI KapTH).

KopucHuMu [ po3ciaiilyBaHHS J0Ka3aMHd MOXYTb OyTH
06’eHaHi B MepexXy KOMI'IOTepH 3 NiJK/IIYEHHMMH A0 HUX NpH-
CTPOSIMH, a TAKOX JaHi, Ki BOHU MICTATb, a caMe: MporpaMHe 3a-
Ge3rnedyeHHs; AoKyMeHTH, poTorpadii, paisiu 306pakeHb; MOBiJ10-
MJIEHHsI eJIEKTPOHHOI NOLITH Ta J0JaTKH; 6a3u AaHux; piHaHCOBa
iHpopmMariisi; icropis BigBiAyBaHb IHTEpPHET-CTOPIHOK; dalIU Kyp-
HaJliB OJiH, JIOTHM YaTiB, CIIMCKH Jpy3iB; AaHi, 110 36epiraoTbcs Ha
30BHIIIHIX NPUCTPOsX. FK A0KA3U TaK0XK MOXKYTb OYTH BUKOpPUCTA-
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Hi: ¢yHKUIT i MOXK/JIUBOCTI NPUCTPOIB; 6yab-sika iHpopmalia ixeH-
TUdikallii, MoB’si3aHa 3 KOMI'IOTEPHOI0 CHCTEMOI; KOMIIOHEHTH i
3’elHaHHS, 30KkpeMa [HTepHeT-nipoTokoay (IP) Ta agpecu sokasnb-
Hoi Mepexi (LAN), moB’s3aHi 3 KOMIT'I0TepaMu i TPUCTPOSAMH; Ha-
JIAlITyBaHHA TPaHC/IALIN; agpecd KapTU LOCTYIy A0 cepelloBHULIA
(MAC) a6o mepexxeBoi kaptu (NIC).

2.2.4. OpzaHizayiiiHo-mexHiuHi oco6.1u8ocmi
NoOwyKy i eu/s1y4eHHs
e/1IeKMpPOHHO-064UC/AI08A/1bHOI MeXHIKU

CyyacHUH CBIT HEMOMJIMBO YSIBUTH 6e3 II0XBUJIUHHOIO 3a-
CTOCYBaHHSl KOPUCTYBayaMHU INPUCTPOIB €eJIeKTPOHHO-06YHUC/IIO-
BaJsibHOI TexHiku (EOT), cMapTdoHiB, po3yMHHUX rOJMHHHUKIB TOIIIO.

Came ToOMy mpaniBHUKM HarnioHanbHOI mojinii MawmTh
BOJIOZITH aKTyaJIbHUMH 3HaHHSAMU mmonao BuAiB EOT, ocobsuBo-
creil 1l BUKOPHUCTAHHS, HAsSIBHOCTI MOXJIMBOCTeH 3HATTS iHOOp-
MaLii 3 eJeKTpoHHUX iHpopMaLiHHUX CcHUCTeM, 06CAry Ta xa-
pakTepuctuku iHdopmManii, mo nepemaetbcsa 3 EOT Ha 30BHilHI
cepBepH.

Hapasi Jiuine Hal6ibIn NiAroTOBJIEHI MPALiBHUKH ONEpaTH-
BHUX i Caifuux migpo3AisiiB MarTh JOCTaTHIA piBeHb HAaBHUYOK i
JlOCBiZly, 1[06U CIJIaHYBaTH, HiroTyBaTH, IPOBECTU Ta 0POPMUTH
pe3yJbTaTH Takux 3axoAiB mojo EOT 6e3 ydyacTi cneniasicTiB y
rasysi Komm'roTepHo-TexHiuHOi ekcrnepTtu3u HJEKI], mpuBaTHUX
eKCIIepTHUX YCTaHOB, Clellia/lbHUX areHTiB abo iHcnekTopiB /lena-
pTaMeHTy KibepmoJilii.

3a BJIaCHUKOM Ta OCHOBHUM KOPHUCTyBayeM MOXJIMBUH pO3-
nozin EOT, BianoBizgHO, Ha:

1) ocobucmy, a6o nepconasnvHy EOT, 30kpema: TesedOHHU;
cMapTQOHH; TNJAHUIETH, eJIeKTPOHHI KHWXKKH; GPS-HaBira-
TopHu, GPS-Tpekepu; doToamapaTu; MepexeBi poyTepu; mnepco-
Ha/ibHi KOMI'toTepu (HOYTOYKH, AECKTOINH, MOHOOGJIOKH); BiJleo-
peecTpaTopy;
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2) mepedcegi Hakonuuysaui iHgopmayii, sk dactuau EOT -
dnemHocil iHpopMalii; kapTu mam’saTi mini-, microSD; 30BHimIHI
HAKONUYyBa4l MarHiTHUX AUCKIB; ONTUYHI JUCKU; MarHiTHi CTpu-
MepHi kacetu LTO;

3) aimanvHi OpoHu;

4) cninvHy EOT, a caMe: cepBepu Beb-[0JaTKiB, 6a3 JaHUX,
cniibHUX GallJIOBUX CXOBHUIL; CEpBEPU yNpaBJ/iHHA 3arajbHoi cuc-
TeMHU [OCTYyNy A0 MpPUMillleHb, 3araJlbHOI OXOPOHHOI CUTHaJi3alLlii,
BifileocnocTepexxeHHs; cepBepu odicHoi TesedoHil; cepBepu cucteM
eJIeKTPOHHOTO JJOKyMEHTOOGIr'y Ta CHiJIbHOTO MJIaHyBaHHSA 1 KOHT-
poJIIO 32 CTaHOM BHUKOHAHHf; MepexeBe MaplIPyTU3y4ye, IPOK-
cyloue 06J1aHaHHs, 06/1aHAHHSA BipTyaJbHUX NPUBATHUX Mepex
(VPN).

[lepeniveni npuctpoi EOT B3aeMojiloThb Mixk co6or0 4yepes
06MiH JJaHUMHU CTaHJAPTU30BAHUMHU i 3arajibHOBIJOMUMH MPOTO-
KoJlaMH (TeXHIYHUMH npaBuiamMu) ¢i3uyHUX i BipTyaJlbHUX KaHa-
JIiB nepenaadi iHpopmariii, 30kpema:

e WiFi - mporokos mnepefayi nudpoBUX AAHUX pajioKa-
HaJlaM¥;

¢ GSM - cTaHzapT A/ MO6iIBHOTO UPPOBOTroO CTiIILHUKOBO-
ro 3B’SI3KYy;

* Bluetooth - TexHoJsorist 6e34poTOBOrO Paiio3B’A3KY;

« Ethernet - mpoTokos nepeadi udpoBUX AAHUX JPOTOBU-
MU KaHaJlaMH;

¢ [R-TexHos0TiAA 6€3APOTOBOrO 3B’A3KY i3 BUKOPHUCTaHHAM
iHppayepBOHOTO BUIIPOMiHIOBAHHS;

¢ GPS - cTanpapT nepejavi JaHMUX CyMyTHUKOBOTO 3B’I3KY;

* USB - npoTokoJ nepefadi JaHUX yepe3 YHiBepcaJbHY TOC-
JIIOBHY LIKHY.

KoxxHUH npuCcTpili, 3a/1eXHO0 Bif HAABHOCTI Ta KiJIBKOCTI Me-
pexxeBux iHTepdelciB s B3aeMoJii, Mae cBoi ifeHTHUdiKaTOpHU.
HaiiBigomimiumu i3 Hux €: [P-agpeca, MAC-aapeca, IMEI-Homep,
MepexeBe iM’s1 xocTa (hostname /netname).

Orssap npuMilleHHsI 3 METO0 BHUSBJIEHHS KOMII'IOTEpPHOI TeX-
HiKH, eJIEKTPOHHUX NPUCTPOIB i HOCIIB iHpopMaIiii po3noyrHaeTbCs
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i3 Bi3yasibHOr'0 MOLIYKY, 3a SIKOr0 0COGJIMBA yBara NpUAIJISETbCA
nif'eIHAHUM 10 NPHUJIAJIiB APOTaM eJIeKTPOXKUBJIEHHS Ta Mepexe-
BUM JIPOTaM.

Oco6uiMByYy yBary cjif, OpuAiJIsTH CyYaCHUM NepCOHaJbHUM
NPUCTPOSM, MeXaHi3M 6JIOKyBaHHA fIKUX Nepefbavae ifeHTHdika-
L[i0 KOPUCTyBaya 3a NapaMeTpaMu 06/1M4us (cMapTdOHHU Ta MJaH-
LIeTH) — TaKi OpUCTPOI NOTPiGHO OrJIAATH MaKCMMalbHO 06epex-
HO Ta miA KyToM 0 $poHTa/bHOI (IepefHbOI) KaMepH, 3 METO
YHUKHEeHHs 6JIOKyBaHHS.

BoaHovyac noTpi6HO BU3HAYMTH CTYMNiHb 3apsAy 6aTapei BU-
SIBJIGHOI'0 NPHUCTPOI0 3 METOI0 3abe3nedyeHHs Horo JOCTYMHOCTI
B p036JI0KOBAHOMY CTaHi.

OxpeMo ciif 3adikcyBaTH HasBHICTb Ha NPUCTPOSAX, IO
OTJIAZIAl0ThCsA, iHpopMaLii 1of0 pe3epBHUX Komilt ¢aiiiB Ha
Biija/leHNX XMapHUX CXOBUILAX, a TaKOX OOGJIKOBUX 3aluCiB
KOpHCTYBaya y xMapHux cxoBumiax: g 10S - we ICloud, gus
Andriod - 1ue Google Drive. 3a BUABJEHHS I€pPCOHATbHUX
KOMI'IOTepiB mepej MOYATKOM IX OLJISAY CJij, YIIeBHUTHCS, W10
NepcoHaJbHUN KOMI'IOTep (HOYTOYK UM JECKTOI) He 3a6JI0OKOBa-
HUU MapoJieM.

fkimo HOyTO6YK po36/I0KOBaHUH, CJ1ij 0Apa3y NepeKOHATUCS:
Yy He 3amylleHo INporpaMu BiAjajieHoro yrpaBJliHHS epPCOHANb-
HuUM KoM 'torepoM TeamViewer, RDP, SSH; yu He 3amymjeHo npo-
rpamMu mupyBaHHA AaHUX abo JIOTYHHUX AMCKIB; YM He BiJj0yBa-
€TbCA 3aBaHTaXKeHHS1/BUBaHTaKeHHs dailiB Ha BigzjaneHi cepse-
pu i3 pomoMorow BebG-6pay3epiB, abo nporpamu kiieHTiB File
transport protocol.

Omicsia caifi mepeBipUTH HAABHICTb IHCTaJIbOBAHUX NIPOTPaM
s BimBimyBaHHsA Be6-caitTiB Mozilla Firefox, Microsoft Explorer,
Microsoft EDGE, Opera, Google Chrome, Apple Safari.

TakoX HeOOXiIHO MepeBipUTH HASBHICTh iHCTAJbOBAaHHUX
nporpam AJjs neperJisiiy OTpUMaHUX i BiICHUJIKU BJIaCHUX €JIeKT-
POHHUX MOWITOBUX MoBifoMaeHb Microsoft Exchange, Apple Mail,
TheBat, Mozilla Thunderbird.

Cnif mepeBipUTH HasIBHICTb iHCTa/IbOBAaHUX Mporpam AJjis
00MiHY MUTTEBUMH moBifomyaeHHsAMHU Telegram, Skype, Viber,
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WhatsApp, Jabber, a Takox nmporpamMu cuHxpoHi3aunii i3 cmapTdo-
Hamu Ta maHweTtaMu [0S [Tunes. [lig yac BUsIBJeHHS MepeXeBUX
poyTepiB Halmepie ciif 3’scyBaTH, UM i €fHaHI 0 HBOTO Iep-
COHaJIbHI KOMI'I0TepH, cMapTPOHM, IMJIAHIIETH abo iHIUI eseKT-
POHHO-06YHC/II0Ba/IbHI 3aC06H.

2.2.5. Cnoco6u i memodu 36upaHHs1, 00CAI0HCEHHS,
OYiHKU, OKYyMeHMy8aHHs ma 8UKOPUCMAHHSA
yugposux (es1eKkmpoHHUX) doOKa3ie

OcHOBHI NpUHIUIU Po6OTH 3 UGPOBUMU (eIEKTPOHHUMH)
JOKa3aMH [0JIATAIOTh ¥ TAKOMY:

1) HeoGXifHO 3a6e3MeYUTH IIJIICHICTh BifjiopaHoro MaTepia-
JIy Ta 36epexxeHHs icTopil Horo nepefayi nisixoM 6e3nepepBHOroO
IHCTPYMEHTAJIbHOTO KOHTPOJIIO 33 BUJIYYE€HHS JJAaHUX;

2) HeoOXi/IHO JOKYMEHTYBaTH 6yAb-aKi Jil, 1Ki BUKOHYIOTbCS
o0 nMdpoBUX (eJeKTPOHHUX) /0Ka3iB, I[OOU He3aJieXXHa TPETs
CTOpOHA MOIJIa, MOBTOPUBIUM Li Jii, OTpUMATH aHaJOTIYHUH pe-
3yJIbTAT;

3) HeoOXiJlHA MiATPUMKA cheliajicTiB, sKi MOBUHHI MaTH:
cneniasibHi 3HaHHA 1 AOCBiA y BiAnoBiAHIN cdepi; JocBig i HABUUKH
MOBO/KEHHSA i3 nudpoBUMHU KepesaMH iHbopMallii; po3yMiHHS
JOCJIiPDKYBaHOT'0 MUTAHHS; HeoOXiAHI NpaBOBi 3HAHHS; BiAnoBiAHI
KOMYHiKalliliHi HaBU4YKHU (1110 JO3BOJISIOTH IM JIaBaTH YCHi Ta MUCh-
MOBi NOSICHEHHS); AOCTaTHi i He06XiAHI MOBHI HaBHUYKH; NMPaBOBI
MiZcTaBy [Jid 3a/ly4YeHHs Y IIpoLecyaabHi Aii;

4) akuo nmig yac orsaA4y He NPUCYTHI crnenjaicTy i3 uudpo-
BUX /Kepes iHpopmMaril, To ocobu, AKi BUKOHYIOTh caiadi aii Ha
Michi orssay/o61uyKy, IOBUHHI BOJIOAITH HEOOXiAHMMU 3HAaHHAMU
JUIsl BUSIBJIEHHS i 360py /10Ka3iB;

5) opranu i ocobu, siki BelyTb po3ciaifyBaHHs, 3060B’s13aHi
JOTPHMYBATHCA 3aKOHOJABCTBA, 3araJbHUX KPUMIiHaJiCTUYHHUX
i mpouecyanbHUx NpuHLUMIB. [ Toro, mob6u po3yMHO 3aJj0Ky-
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MeHTyBaTH BiZloMocTi 3 [udpoBuUX [Kepesi, NOTPiIGHO BpaxoByBaTH
¢dyHKIiOHA/NBHI 0COGJUBOCTI TEXHOJIOTIHM, 3 BUKOPUCTAHHSAM SIKUX
ix 6yJ10 CTBOpEHO, 36epeKeHo, IepeJaHo TOILO.

Oco6JIMBOCTI  BXHUTTS  ONEPATUBHO-TEXHIYHUX  3aXOJiB
i HerslacHUX caiguux (Po3UIYKOBUX) AiM 3 nudpoBUMU (eJEeKTPOH-
HUMH) IOKa3aMH:

1) 3uamms iHgopmayii 3 mpaHchopmHux mesekomyHikayiii-
HUX Mepedc — TIOJISITA€E y CliocTepexkeHHi Ta ¢ikcanil 3micty iHbOp-
Malii YHIOBHOBaXXEHUMU OllepaTUBHUMHU i pO3/is1aMu:

- 3a aJjpecoro B Mepexi nepejayi JaHUX i3 KOMyTali€l0 NaKe-
TiB (IP-azipeca B Mepexi IHTepHeT);

- 3a anapaTHOI aZipecolo MPUCTPOIO, IPUELHAHOIO [0 Mepe-
*kHoro cepejioBuia (MAC-aapeca);

- 3a aZ|pecolo eJIeKTPOHHOI NIOLUTH;

2) s3uammas iHgopmayii 3 eaekmpoHHUX iHPopmayiliHux cuc-
meM — ToJiATa€ y BUsBJeHHI i gikcaril BijoMocTeH, 1m0 MicTAThCA
B eJIeKTPOHHIN iHpopMauiliHiil cucTeMi nisixom:

- 6e3nocepesiHborO0 (Qi3UYHOTO) JOCTYIY;

- BigzaneHoro (MporpaMHOro) NpOHUKHEHHS.

OfHUM i3 porpaMHUX NPOAYKTIB, 110 JONOMarae OTpuMaTH
BiZJoMOCTi 111010 BJIacCHUKaA JloMeHy (caiiTy), ioro IP-agpecu Ta ni3-
HaTHCA, Jie po3MillleHO cepBep i3 cailToM (xocTiHr a6o Colocation),
€ nporpama IP-Tools.

KpiMm Toro, y Mepexi IHTepHeT € 6e3KOIITOBHI cepBicH, 3a
JIOOMOTOI0 SIKUX MOXKHa OoTpuMatH iHopmarlito oo pecypcis
Mepexi (caiTiB) (SmartWhois, Mod IP City To1o).

Jns BcraHoBJsieHHs [P-azjpecu cailTy, JjoMeHHe iM’sl SIKOTO
BiZjoMe, MO>KHa BUKOPHUCTATU nporpaMmy Ping, mo BXOJUTb y KOM-
miekT Windows.

Jua oTpuMmaHHa iHpopMauili npo Tpadik iHiniaTop Ha-
NpaBJisie poBalJiepy yXBajy CJAiA40Oro CyAji npo 3HATTA iHOp-
Mauii 3 TexHIYHUX KaHa/iB 3B’f3Ky, KOMI'IOTEpPHHUX CHUCTEM Ta
iHIIMX TeXHIYHUX 3ac06iB, a TAKOXK 3aMUT Ha OQilliHHOMY GJIAHKY
3 rpudom.
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[IpoBaiizep camocTiiiHO 3zilicHIOE TiAroTOBKY iHopMauii
npo 34icHeHi 3'€AHAHHSA BiINOBIAHO /0 BUMOT 3aMUTy i HanmpaBJsie
BiZIOBiAb iHiLiaTOpY 3ax04y.

3akpimieHHs1 nudpoBux (eJeKTPOHHUX) JO0KasiB, ofepka-
HUX y pe3yabTaTi nepeabadyeHux KIIK Ykpainu caiguux (pos-
MIYKOBUX) Aid 4YM HerJIaCHUX CJaiguux (po3lyKoBUX) Aid, BU-
KOHYETbCS 3 JIOTPUMAHHSM IMEeBHUX BUMOT 0 dopMmu i 3MmicTy,
30KpeMa:

- mpotuecyajsbHe 0popMIIeHHS NMPOTOKOJIIB, 3a/y4eHHs Clie-
IiasicTa, MOHATHUX, VKUTTS 3aX0[liB i3 HaJIe)KHOTO 36epeKeHHs
nUuPpPOBUX HOCIIB IaHUX;

- 3MiCcTOBHe HamoBHeHHs1 iHdopmailil, sikicHa Ta KijibKicHa
CKJIaJIOBi, IOBHOTA O/lep>KaHUX BigoMocTel.

B okpeMuX CliJUUX AiX y4acTb OHATHUX He € 060B’A3K0BOIO,
IpOTe BOHA HaJa€ GiJblIO] BAroMOCTi Olep:KaHUM J0Ka3aM.

Y Mexax dikcanii eJleKTPOHHUX [OKasiB CJiJ OpieHTYBaTH
CJiT90T0 HA 3aCTOCYBaHHA HOCIiB iHopMallii, AKi He MOXKYTb 6YTH
IIOBTOPHO Ilepe3alycaHi.

ExcnepTrsa Mae BUpillyBaTHM NWTAHHA L[0J0 HasABHOCTI B
€JIEKTPOHHHUX J0Ka3ax O3HaK CTOPOHHBOI'O BTPY4YaHH{, L0 pery-
JroeTbed Bignosigaumu HopMamiu KIIK Ykpainu:

* OTJIS1]], OOILUYK, CJAITYMN eKCIIepUMEHT TOIIO - Y paMKax CJi-
Auux Aid, BianoBigHo Ao cT. 104 KIIK YkpaiHu, cynpoBOKY€ETbCA
M03HayKaMU aTpUOYTiB, 3a3HAUYEHHSAM JiXKepeJl MOX0/PKEHHS JaHUX
i 06’eKTiB;

* Y paMKax HerJIaCHUX CJ1iuux (po3imyKkoBux) Ail (Bianosiz-
HO 710 CT. 246-275 KIIK Ykpainu);

ey pe3ysbTaTi NMPOBELEHOr0 eKCIepTHOr0 KPHUMIiHaJiCTH4-
HOTO0 J0CJiKeHHS.

KpumiHasnicTuuHe JoCaikeHHsI — 1le OCHOBHUHM HampsiM Ji0-
KyYMEHTYBaHHA eJIeKTPOHHHUX J0Ka3iB. KpuMiHasmicTU4HUH NpoLec
XapaKTepU3y€eETbCA TAKUMU CTAZliIMU:

1) 36upaHHs  iHopmayii - CyNPOBOKYETBHCS  MOMIT-
KaMU aTpubyTiB, 3a3HAYEHHAM /pKepes MOXOMKEeHHs [JaHUX
i 06’eKTiB;
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2) docaidxceHHs1 ekchepmamu - Tiepejibavyae 34YUTYBaHHSA
ii 3 HociiB, AekoAyBaHHA Ta BUJIyYeHHs HeoOXifjHol iHdopmMauii,
110 CTOCYETHCA CIIPABY;

3) aHnani3 iHgpopmayii — aHaNi3yeETHCS /11 OTPUMaHHS Bifno-
BiZilell Ha mocTaBJ/IeHi eKclepTy YU CHeLialicTy 3alUuTaHHS;

4) opopmaerHs1 pesysbmamie - odOpMJIeHHsI pe3yJbTaTiB
JOCJIDKeHHA | aHaJi3y y BCTaHOBJIEHUH 3aKOHOM i 3po3yMinii
dopmi 10KyMeHT (BUCHOBOK).

TexHiuHa peasizanis JoKyMeHTYBaHHA Ta ¢ikcaril esekT-
POHHHUX JIOKa3iB 3AiHCHIOETbCA HLIAXoM: ¢ikcanii BHUXiHOTO
KOy BeO-CTOpPiHKM; 3HOMKH BifleokaMepolo; BiZile03aXoIJIeHHS
€KpaHy.

OTxe, NpaLiBHUKU IPABOOXOPOHHUX OpraHiB MawThb
OyTH HajexxHo ¢GaxoBO MiJrOTOBJEHWMH, abu O6yTH B 3MO3i
epeKTUBHO Ta SIKICHO JOKYMEHTYBaTH NPOTHIpPaBHYy AisfJbHICTD
AK OKpeMUX IpaBONOPYLIHUKIB, TaK I OpraHi3oBaHUX 3JI0YUH-
HUX TPYIL

2.3. [IporpamHi Ta amapaTHi 3aco6u
AJIS JOCALAKEeHHA KOMIT' I0TePHOI TeXHiKHA
Ta NIPOrpaMHUX NPOAYKTiB

2.3.1. AnapamHi 3aco6u
MOGI/NIbHOI KpumMiHaaicmuku

KoMm'toTepHa eKcrepTH3a J0CTiPKYE BEJUKY KiJbKICTb pi3-
HOMaHITHUX IUGPOBUX MPHUCTPOIB i MKepes JaHUX. Y AOCTimKeH-
HAX MOXYTb BHUKOPHUCTOBYBATHMCH fK NpPOrpaMHi, Tak i anapaTHi
3acobu.

Po3riissHeMo Hal6inbll TNOUIMpeHI anapamHi 3aco6u
MOOGI/IbHOI KpuMmiHalicmuKu.

Cellebrite UFED Touch 2 - ue npoJayKT, SIKM{A CIIOYaTKy po3-
pobJIsABCS AJ151 pOOOTH B MOJIbOBUX YMOBax (puc. 3).
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Puc. 3. Komnuekc Cellebrite UFED Touch 2 05 docaidxceHHsA
KOMN'tomepHOi mexHiKu ma npo2pamHux npodykmie

KoHuenTyasbHO po3AiieHUH Ha Bi YaCTUHU:

o dpipmoBuii muanuet Cellebrite UFED Touch 2 (a6o UFED
4PC - nporpamuuit aHasnor Cellebrite UFED Touch 2, 1m0 BCTaHOB-
JIDETHCSA HAa KOMIT'I0oTep a60 HOYTOYK daxiBIis): BHKOPHUCTOBYIOThCS
TIJIBKM /11 OTPUMaHHA JaHUX;

o UFED Physical Analyzer - nporpamMHa 4acTHHa, IpU3Haye-
Ha JIJI aHaJ i3y JJaHUX, BUTATHYTHX i3 MOOIJIbHUX MPUCTPOIB.

KoHnemnuis BUKOpUCTaHHS o06JlafIHAHHA MepejdaydaeE, 1o
3a gonomoroto Cellebrite UFED Touch 2 daxiBerpb oTpumye aani
B MOJIbOBHX YMOBaX, a MOTiM y JlabopaTopii 3/1ilicHIOE iX aHaJi3 3a
nonomoroto UFED Physical Analyzer.

BianoBigHo, 1a6opaTOpHUM BapiaHT CTaHOBHUTH JBa CaMoOC-
TiHi nporpamui npoayktd UFED 4PC i UFED Physical Analyzer,
sIKi BCTAHOBJIEHI Ha KOMITIOTepi AociaifHuKa. lleld kKomIuiekc 3a-
6e3nevyye OTPpUMaHHS JaHUX i3 MaKCHUMa/bHO MOXJIMBOI KiJIbKOCTI
MOGIJIbHUX TPHUCTPOIB.
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[lig yac aHa/nizy 4YacTHHA JAAaHUX MOXe OYTHM BTpadeHa
nporpamoto UFED Physical Analyzer. ToMy peKOMeHAYETbCS
NpPOBOAUTH KOHTPOJIb NOBHOTHU aHali3y [AaHUX, 3JiHMCHEeHUU
Lli€El0 Mporpamorn326,

MSAB XR / MSAB XRY Field - anasnor npogykriB Cellebrite,
0 pO3pO6JISETHCA WIBEACHKOW KoMmaHielo Micro Systemation
(puc. 4). Ha BigMminy Bix mapagurmu Cellebrite, komnanis Micro
Systemation mnepej6ava€, o B OUJbIIOCTI BUMAJAKIB ixHi Mpo-
JYKTA BHUKOPUCTOBYBAaTUMYTbCS Ha CTAl[iOHAPHUX KOMIT I0-
Tepax abo HoyTOykax. /Jlo NpoAyKTy JoJaeTbcs ¢GipMOBUIA
USB-xab, SIKMA HA3MBAalOTb HA CJEHTYy «Ilaiba», Ta KOMILIEKT
epexiIHUKIB i AaTa-KabeJsiB I/ MiZIK/I0YeHHS Pi3HUX MOGIIbHUX
MPUCTPOiB327,

Puc. 4. Komnaexkc MSAB XR / MSAB XRY Field
04151 docaidceHHs1 Komn'tomepHoi mexHiku
ma npozpamHux npodykmie

326 UFED Touch 2. URL: http://aimtech.ru /catalog/155
327 MSAB XR/MSAB XRY Field. URL: https://www.msab.com/ prod-
ucts/xry/
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KomnaHis Takox nponoHye Bepcii MSAB XRY Field i MSAB
XRY Kiosk - amapaTHi NpoAyKTH, NpU3HA4yeHi [iJisi OTpPHMaHHSA
JlaHUX i3 MOGIIbHUX MPUCTPOIB, peasi3oBaHi y BUTJAAI IJIaHLIETA
i kiocky. MSAB XRY no6pe 3apekoMeH/AyBaB cebe 3a OTPUMaHHS
JlaHUX i3 3acTapiJiuX MO6GIIbHUX IPUCTPOIB.

BifHeqaBHA HaOy/ M MOMNYJSPHOCTI amapaTHi 3acobu AJs
npoBefeHHs chip-off (MeTos oTpuMaHHA JaHUX Ge3nocepeHbO 3
YUMNiB MaM’siTi MOGUIBHHUX MNPUCTPOIB), PO3pOo6JIEHI MOJbCHKOIO
koMmnaHielo Rusolut. 3a gomomororo 1bOro 06J1alHAHHS MOXHA
OTPUMYBATH [JaHi 3 MOIIKOKEHUX MOOGIIBHUX NPHUCTPOIB i mpu-
cTpoiB, 3ab6jokoBaHux PIN-kojoM a6o rpadiyHuUM mapoJieM.
Rusolut nponoHye Kinbka HabopiB ajanTepiB AJs OTPUMaHHA Ja-
HUX i3 IeBHUX MoJiesiell MO6ibHUX NPUCTPOiB. CKaxiMo, KOMILJIEKT
ajlanTepiB [ OTPUMaHHSA AAaHUX i3 YMIIIB MaM’sTi, AKi mepeBaXkHO
BUKOPUCTOBYIOThCSI B «KUTAWCbKUX TesjedoHax». OJHAK IIMPOKe
BUKOPUCTAHHSI BUPOOHUKAMU MOOGITBHUX NMPUCTPOIB IWIKPPYBaHHSA
JlaHUX KOPHUCTYBaya B TONOBHUX MOJleJ/ISIX IPU3BEJIO 10 TOrO, 110 Lie
006/1aZlHaHHA MOCTYNOBO BTpaya€ aKTyaJbHICTb. BuTartu pgaxi 3
YyWMa nam’sTi 3 Horo 0oMorox MOHa, ajle BOHU GyyThb Y 3allu-
¢dpoBaHOMY BUTJIALI3ZE,

2.3.2. I[Ipoepamui 3acobu
MOO0Ii/1bHOI KpuMiHaaicmuku

CnocTepiratour 3a po3BUTKOM MOOGIIbHOI KpHUMiHaMTiCTHUKH,
MOXKHa NMOOAYUTH, 110 B Mipy po3BUTKY QYHKLiIOHATBHUX MOMKJIH-
BOCTeM MOOITbHUX MPUCTPOIB BiIOYBAETHCA i PO3BUTOK IMpOrpam
JUIg 1X aHaunizy. ko paxime ciaigyi abo onepaTuBHI NpaliBHUKA
33/I0BOJIbHAJIMCS JaHUMU 3 TesiehoHHOI KHUTH, SMS, MMS, BUKJIH-
kaMy, rpagiyHUMHU i Biseodailsamy, To 3apa3 ¢axiBLiB NpocAThb
«BUTATTU» OIbIIY KiJIbKICTb JaHUX, 30KpeMa:

e [1aHi 3 NporpaM o6MiHy NOBiJOMJIEHHSIMY;

328 Kyiro4 Ha CTapT: Jiy4yllMe NpOrpaMMHble W ammapaTHble CpefCcTBa
JJIs1 KoMIbloTepHOU kpuMuHaiuctuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/
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e 1aHi 3 eJIEKTPOHHOI NOLITY;

e iCTOpIIO BiZIBiAyBaHHSA pecypciB Mepexi [HTepHeT;

e IaHi PO reoJIOKalilo;

e BUJlasieHi ¢ailiu ¥ iy BugaseHy inpopmaiiito To1o.

Yci ui BioOMOCTI MO>Ha BUTATTH CHeljiaJIbHUM IMPOTpaMHUAM
3a6e3neYeHHsIM.

«Mo6iabHUll KpumiHaaicm» - CbOroJiHi 0fHA 3 HaWKpal[ux
nporpam JiJis aHasli3y JAaHUX, OTPUMaHUX i3 MOGIIbHUX MPUCTPOIB.
[HTerpoBaHi neperJisifadi 6a3 ganux SQLite i plist-ghaiinie no3Bo-
JIIIOTh GBI TOCKOHAJIBHO AOCaikyBaTy neBHi SQLite-6asu aa-
HuX i plist-aiisu BpydHy.

CnoyaTKy mporpaMma po3pob6Jsacs [Jisi BUKOPUCTAHHS Ha
KOMIT'I0Tepax, TOMy BUKOPUCTOBYBATH ii Ha HeTOYyIi a60 MJaHLIeTi
(mpucTposix i3 po3MipoM ekpaHy 13 AoiMiB i MeHII) 6y/e HEKOM-
dopTHO.

OCo6/IMBICTIO NMPOrpaMu € KOPCTKa IMpHUB’s3Ka WLIAXIB, 3a
SKUMH po3TalloBaHi ¢aiiin - 6a3u AaHUx nojartkiB. To6To, AKIO
CTPYKTypa 6a3u JaHUX OYy/Jb-IKOi MporpaMy 3aJUIINIACT He3MiH-
HOI0, ajle 3MiHUBCA LUIAX, IKUM 0a3a JaHUX 3HAXOJUThCS B MOGi-
JIbHOMY NpHUCTpoi, «MoGiIbHUI KpUMiHAIICT» MPOCTO MPONYCTUTD
TaKy 6a3y AaHuX Oif yac aHanizy. ToMy gociipkeHHs Noi6HUX 6a3
JlaHUX JI0BEEeThCA MPOBOJAUTU B PyYHOMY PEXHUMi, BUKOPUCTOBY-
ouu dpansioBuil 6paysep «MobibHOTO KpUMiHaicTa» i JoMOMDbKHI
YTUIITU329,

TeHaeHIiEI0 OCTAHHIX POKIiB € «3MilaHHsA» (QYHKIioHaMy
nporpaM. 30KpeMa, BUPOOHUKH, AKi TpaJULiHHO pO3p006JIsS/IN NIPO-
rpaMu Jijisi MOGiJIbHOT KpUMiHATICTUKH, BIPOBAa/KYIOTh ¥ CBOI MPO-
AYKTU QYHKIiOHAJ, 110 Ja€ 3MOTY AOCJiXKyBaTH KOPCTKI JAUCKH.
BUPOGHUKHU KPUMIHa/NiCTUYHUX NpOrpaM, OpiEHTOBaHUX Ha JOCIi-
JDKEHHS JKOPCTKUX AUCKIB, A0Jal0Th ¥ HUX QYHKIiOHA/, HEobXi-
HUH JJis AOCJAiIP)KEeHHS MOOIIbHUX MPUCTPOIB. [ Ti, i iHWI AOoAAIOTH
dyHKIioHA i3 BUJIyYeHHS AAaHUX i3 XMapHUX CXOBUIIL TOLIO. Y Mij-
CYMKY BUXOJAITh YHiBepcaJibHi «1porpaMu-KoMb6aiiHK», 3a J0NOMO-

329 Kyo4 Ha cTapT: Jy4yllde NMporpaMMHble W amnapaTHble CpefCcTBa
JJIs1 KoMIbloTepHOW kpuMuHaiucTuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/
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rol SKWUX MOXHa 3/[iHCHIOBATH i aHaJ/i3 MOGUIBHUX MPUCTPOIB, i
aHaJIi3 XKOPCTKUX JUCKIB, 1 BUJIyYeHHA JaHUX 13 XMapHUX CXOBHUILL, i
aHaJiTUKY JaHUX, OTPUMaHUX i3 LUX JKepeJl.

Y nepeniky nporpaMm Ajsi MOGiJIbHOI KpUMiHaMICTUKU came
TakKi mporpamu nocifaioTs ABa Micusa: Magnet AXIOM - nporpama
KaHazAcbkoi kommanii Magnet Forensics i Belkasoft Evidence
Center - po3po6ka komnadii Belkasoft.

[li mporpamMu 3a GYHKI[iOHAJIBbHUMU MOXKJIUBOCTSIMHU LIOJ0
OTPHUMaHHS JaHUX i3 MOOGIIBHUX NPUCTPOIB Jeli0 MOCTYNAKThCs
NporpaMHUM | amapaTHUM 3aco6aM, ONMCaHUM Bulle. Ale BOHHU
Jlobpe 3AiHCHIOIOTH iX aHaJ/i3 i MOXyTh BHKOPUCTOBYBATHUCA [Jid
KOHTPOJII0 IOBHOTH BUJIyYeHHS Pi3HUX TUNIB JaHux. 06uBi npo-
rpaMHu aKTHBHO PO3BUBAIOTHCSA i CTPIMKO HApOLIYIOTh CBill QpyHKIIi-
OHaJ y oC/Ii/PKeHHI MOGITbHUX MPUCTPOiB330,

2.3.3. AnapamHui 6/10Kipamopu 3anucy

Tableau T35U - anapatHuii 6JokipaTop koMmmaHnii Tableau,
SIKUU J103BOJISIE 6€3MeYHO MiAK/IYaTH A0CTiKYyBaHi }KOPCTKI uC-
KM JI0 KOMIT'IoTepa JocaigHuka no muHi USB3 (puc. 5)331,

Puc. 5. AnapamHuii 6aokipamop Tableau T35U

330 Kyiro4 Ha cTapT: Jy4yllde NporpaMMHble W almapaTHble CpefCcTBa
JJIs1 KoMIbloTepHOU kpuMuHaiuctuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/

331 Tableau T35U. URL: https://siliconforensics.com/tableau-t35u-forensic.
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lleit 6s10KipaTOp Ma€e po3’eMy, fKi J03BOJIAIOTh MiJAKIIOYATH
Jlo HbOTO XOPCTKi AuckU 3a iHTepdeiricamu IDE i SATA (a 3a HasiB-
HOCTI NepexilHUKIB — 1 XKOPCTKiI AUCKUA 3 IHIUMMU TUIIAMU iHTep-
¢eiiciB). Oco6aMBicTIO 1IBOTO GJI0KipaTOpa € MOXJIHUBICTH eMyJisi-
uii onepanii «4uTaHHd-3anuc». lle GyBae KOpUCHUM Y Jo0CTi-
J[DKeHHI HaKoNW4yBayiB, 3apaXeHUX UIKIAJWBUM NPOrpPaMHUM
3a6e3neyeHHAM332,

Wiebitech Forensic UltraDock v5 - anapaTHui 6JioKipaTop
komnaHii CRU. Mae yHkuionan, aHasoriyHuil 6Ji0KipaTopy
Tableau T35U (puc. 6)333.

Puc. 6. AnapamHuii 6a0kipamop
Wiebitech Forensic UltraDock v5

JlonaTKoBO 1el 6JI0K MOXKHA 3’€IHATH 3 KOMIT'IOTEPOM JI0C-
JIiIHUKA 10 6i/bILIiN KiJibKOCTI iHTepdeiiciB. Akio 0 1boro 6J0Ki-
paTopa 6yJe MiAK/IIYEHO XKOPCTKUU AWCK, JOCTYIN A0 AAHUX Ha

332 Tableau T35U. URL: https://siliconforensics.com/tableau-t35u-
forensic-bridge.html

333 Wiebitech Forensic UltraDock v5. URL: https://www.cru-
inc.com/pro ducts/wiebetech/forensic-ultradock-v5-5/
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akoMy obMmexxeHuit ATA-naposeM, Ha paucmiel 6JoKipaTopa
3'aBUTHCA BiamnoBigHe moBimomseHHs. KpiMm Toro, y migk/atodeHHi
J)KOPCTKOTO [JIMCKa, 10 Mae TexHoJsoriuHy 3oHy DCO (Device
Configuration Overlay), us 30Ha aBTOMaTH4YHO G6yJe pPO036JIOKO-
BaHa /iJis Toro, abu ¢axiBellb Mir cKOMilOBaTH AaHi, 1110 3HaX0ASTh-
sl B HiH.

O6uaBa 6Jy0KipaTOpH 3alUCY SIK OCHOBHE MiJK/JIHOYEHHS BU-
KOPUCTOBYIOTb NiJIK/JI0YEHHS 10 KOMIT'I0Tepa JOC/AiAHMKA 110 LIKHI
USB3, mo 3a6e3nedyye KoMpOpTHI YMOBU POGOTH AOCJAiHHKA 3a
KJIOHyBaHHS 1 aHaJli3y HociiB iHpopmanii334.

2.3.4. [IpoepamHui 3aco6u
Komn’lomepHoi ekcnepmu3u

lle 15 pokiB ToMy 6e3nepeyHUMH JiifilepaMd KOMIT'IOTepHOI
ekcrnieptusu 6ysu nporpamu Encase Forensics i AccessData FTK.
Ix ¢yHKILiOHa/M IPUPOAHUM YMHOM JIOTIOBHIOBAB OJMH OZHOTO i Jia-
BaB 3MOI'Y OTPUMYBaTU MaKCUMaJIbHY KiJIbKICTb Pi3HUX TUIIB JAHUX
i3 mocaimkyBaHux npucTpoiB. ¥ Hawi JHi ¢yHKIioHanbHicTb Encase
Forensics 3Ha4yHO BiACTa€ Bif, MPONOHOBAaHUX CbOTOAHI BUMOT [0
nporpaMHoro 3abesneyeHHs AJ1s JOCTIKEHHS KOMIT'IOTepiB i cep-
BepiB mij ynpasaiHHAM Windows. Bukopuctanus Encase Forensics
aKTyaJlbHO B «HECTaHJApTHUX» BUMAJKax: KOJM HeoOXifHO JOCJi-
JDKYBAaTH KOMIT'0TepH mif yrpasaiHHAM OC MacOS a6o cepBepa mij,
kepyBaHHAM OC Linux, BUTATYBaTH JiaHi 3 paiiB piakicHux popma-
TiB. YMoHTOBaHa B Encase Forensics makpomoBa Ensripts micTUTb
BeJIM4e3Hy 6i6/1i0TeKy rOTOBUX CKPUITIB, peasli3oBaHHWX BUPOOHU-
KOM i eHTy3iacTamMu, 3a JONOMOIOI0 SIKUX MOXKHA 3JiMCHUTH aHaJi3
BEJIMKOI KIJIBKOCTI pi3HUX oNepauiiHux i paisoBUx cucTeM333,

334 Wiebitech Forensic UltraDock v5. URL: https://www.cru-
inc.com/produ cts/wiebetech/forensic-ultradock-v5-5/

335 Kuo4 Ha CTapT: JIyyllde NMporpaMMHble M annapaTHble CpeAcTBa
JJis1 KoMmnbioTepHod kpuMuHaauctuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/
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Access Data FTK naMmaraeTbcs niaTpuMyBaTU QYHKIiOHAb-
HICTh NPOAYKTY Ha HeoOXiAHOMY piBHi, ajie yac 06pO6KH HAKOIU-
YyyBauyiB 3HAYHO MepeBULIYE PO3YMHY KiJbKICTb 4acy, Ky MoOxe
JIO3BOJIUTH COOi BUTPATUTHU CepefHbOCTATUCTUYHUN ¢axiBelb Ha
nozibHe JoC/iJKeHHs.

Jlo oco6siuBocTent Access Data FTK cnip BigHecTu:

* MOIUYK 32 KJIOYOBUMH CJIOBaMH peasli30BaHUH Ha Ay»e BU-
COKOMY piBHi;

* aHAJIITUKA Pi3HUX KeHCiB, 110 [03BOJISIE BUSABJSATU B3aE-
MO3B’SI3KU B IPUCTPOSIX, BUJIyUEHHUX Y Pi3HUX CIIpaBax;

* MOJIMBICTb Ha/lalUITyBaHHA iHTepdelicy nporpamu nij cebe;

e mifTpuMKa dailiiB pigkicHux ¢opmartiB (nmpumipom, 6a3
naHux Lotus Notes).

Encase Forensics i AccessData FTK MoxyTb 06po6ssaTH
BeJINYe3HI MAacUBU BHUXIJHUX [aHUX, 10 BUMIPIOIOTBCA COTHAMH
TepabaiT33e,

Magnet Axiom € Ge3NepeyHUM JIiIepOM MPOTPAMHHUX 3aCO-
6iB s KoMI'loTepHOi KpuMiHasicTuku. Ll mporpaMa MmoKpHBaE
dYHKI[IOHAJIOM 1iJli CerMeHTH: MAOCHiXKEHHS MOGIJIbHUX IpPH-
CTpOIB, BUTAT i3 XMapHUX CXOBULI, BUBYEHHA MeXaHIi3MiB Imif
ynpaBJ/iHHAM onepauiiiHoi cucteMu MacOS Tomo. IIporpama
Mae 3py4yHud i ¢yHKIioHaNBHUM iHTepdelic, y skoMy Bce mif py-
KO0, 1 MOXe 3aCTOCOBYBAaTUCA JJI PO3CHAiAYBaHHA IHLUJEHTIB iH-
dopmariiHoi 6e3nekH, NMOB’SA3aHUX i3 3apaKeHHSM KOMITIOTepiB
a60o MOGIJIBHUX MPUCTPOIB IIKiJJMBHM NPOTPaMHUM 3abe3leyeH-
HsIM 260 3 BUTOKaMHU JaHux337,

AHanorom Magnet AXIOM e Belkasoft Evidence Center.
Belkasoft Evidence Center s03BoJiiE BUTATYBaTH i aHasi3yBaTH
JlaHi 3 MOGITBHUX MPHUCTPOIB, XMAPHUX CXOBHII i }KOPCTKUX JTUCKIB.
[Ipu aHanisi »KOPCTKUX AUCKIB 3/1iHCHIOETHCA BUJIYYEHHS JaHUX i3
Be6-6paysepiB, 4yaTiB, iHpopmanil nmpo XMapHi cepBicH, JeTEKTYy-
BaHH#A 3amnpoBaHuX GaiiB i po3iiiB, BUTAT QpailyiB 3a 3alaHUM

336 Kyro4 Ha cTapT: Jyyllde NpOrpaMMHble W allapaTHble CpefCcTBa
JJis1 KoMmnbioTepHod kpuMmunHaauctuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/

337 TaMm caMmo.
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pO3IIMPEHHAM, JAHUX IPO reoJsIOKalilo, eJeKTPOHHOI MOIUTH, Aa-
HUX i3 IJIAaTDKHUX CUCTEM i CoLjia/IbHUX MepexX, MiHIaTIop, CUCTeM-
HUX QalliB, CUCTEMHUX KypHaJliB To1[0. Ma€ rHyYKuil pyHKIioHAT
1010 BUJIyYeHHs BiJija/leHUX JaHUX.

[TepeBaru nporpamu Belkasoft Evidence Center Taki:

* IIUPOKUM CIIEKTP JAaHHUX i3 pi3HUX HOCIiB iHopMallii;

¢ BMOHTOBaHUH NeperJigaad 6a3 gaHnux SQLite;

* 36ip AaHMX i3 BiJjasieHUuX KOMITI0TepiB i cepBepiB;

e iHTerpoBaHuil QyHKLiOHAA LOJ0 MepeBipKU BHUSBJIEHUX
¢daitniB Ha Virustotal.

HeponikamMu nporpamMu € He3py4yHui iHTepdeic i Heoue-
BUJHICTD BUKOHAHHSl OKpeMHUX Jii B mporpami. /[lnsa edekTus-
HOTO BUKOPUCTAaHHS MNpOrpaMH Heo6XiJHO NPOWTH BiJMOBiJHe
HaB4YaHH338,

[loctynoBo puHok 3aBoiioBye X-Ways Forensics. OcobuBic-
Tio 1iel mBeluapcbKoi NMporpaMu € BeJMKa LIBUAKICTH 06pOOKU
JlaHUX (TMOpiBHSHO 3 iHIIKMMHU NporpaMaMH Iiiei kateropii) Ta onTu-
Ma/IbHUH QyHKI[iOHAJ, 1[0 3aJ0Bi/JIbHAE OCHOBHI mOTpe6u da-
XiBIfl 3 KOMIT'IOTepHOI KpuMiHasiicTuku. [IporpamMa Mae BMOHTO-
BaHUM MeXaHi3M, [0 J03BOJIIE MiHiMi3yBaTM XHUOGHOMO3U-
TUBHI pe3ysbTaTh. TOOGTO AOCHIAHUK, 3JiHCHIOIOYH BiJHOBJIEHHS
¢daitniB i3 xopctkoro aucka o6esarom 100 I'6, 6aunts He 1 T6
BifHOB/NeHUX ¢aiiniB (BeaMKa 4YacTMHA 3 SKUX € XHOHOMO3MU-
TUBHUMH pe3yJbTaTaMH, fIK lle 3a3BUYail BiJj0YBA€TbCA Y BUKO-
pUCTaHHI NporpaM BiJJHOBJIEHHs), a caMe Ti ¢aiiy, aKi peaJlbHO
6yJi1 BiJHOBJIEHI.

3a gonomoroto nporpamu X-Ways Forensics Mox1uBo:

¢ 3HAXO/JUTH U aHaJi3yBaTH JaHi eJIeKTPOHHOI IOLITH;

¢ aHaJi3yBaTH icTopito Be6-6pay3epiB, xkypHaiu OC Windows
Ta iHILIi CUCTEeMH] apTedakTy;

e BiAQiNbTPyBaTH pe3ybTaTH, 3aJUIINTH TiJIbKU IiHHI U ak-
TyaJIbHi BiIOMOCTI;

338 Kyiro4 Ha cTapT: Jy4yllMe NporpaMMHble W allapaTHble CpefCcTBa
JJis1 KoMmnbioTepHod kpuMuHaauctuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/
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e 10OyAyBaTU THMYACOBY LIKaJIy i NeperjssHyTH aKTUBHOCTI
B Ilepiof, 110 LiKaBUTh;

* pexoHcTpytoBaTu RAID;

e MOHTYBATH BipTya/lbHi JUCKHY;

¢ 3JiICHIOBATH IepeBipKy Ha HafABHICTb WIKiJJUBOrO MIpo-
rpaMHOro 3a6e3neyeHHsl.

lls1 nporpaMa fiy>e f06pe 3apeKoMeH/yBaJjia cebe y pydHOMY
aHaJisi >KOPCTKUX [HUCKIiB, BUTATHYTHX i3 BiJleopeecTpaTopiB. 3a
Jonomoro ¢yHkuioHanay X-Tension € MOXKJIMBICTD MiAKJ/II0YEHHS
B NIporpaMi Mo/yJiiB CTOPOHHIX PO3pPOOHUKIB.

Jo HeponikiB X-Ways Forensics ciif, BizHecTH: ackeTUUHHUN
iHTepdelic; BiAcyTHICTh NOBHOLIHHOrO BOYAOBAHOTrO MeperJsaaya
6a3 panux SQLite; Heo6GXiJHICTb I'IMOOKOrO0 BUBYEHHSI MpPOrpaMu:
BUKOHAHHS JAEsKUX [[id, HeOOXiJHUX [Jisi OTPUMAaHHSI MOTPiIGHOTO
daxiBIto pe3yJbTaTy, He 3aBXK/A1 04eBUAHO0339,

2.3.5. AnapamHui 3aco6u
8iOHOB./1eHHA 0aHUX

HuHi Ha puHKy gomiHye kommanis ACELab, sika BUpOG-
JIle amapaTHi 3acobu AJs aHasi3y, JiarHOCTHKMU Ta Bi/[HOBJIEHHS
KOpPCTKUX AUCKiB (koMmiiekcu PC-3000 Express, PC-3000 Portable,
PC-3000 UDMA, PC-3000 SAS) (puc. 7), SSD nakonudyBauiB (KOM-
miekc PC-3000 SSD), ¢sem-nakonuyyBadiB (kommiekc PC-3000
Flash), RAID (kommiekcu PC-3000 Express RAID, PC-3000 UDMA
RAID, PC-3000 SAS RAID)340,

JominyBanus ACELab Ha puHKY anmapaTHUX pillleHb i3 BigHO-
BJIEHHS JJaHUX 06YMOBJIEHO BUCOKOIO SIKICTIO MepesiiueHUuX NpoAyK-

339 Ksro4 Ha cTapT: Jly4yllide NporpaMMHble W allapaTHble CpefCcTBa
JLJIs1 KOMIIbIOTepHOM KpuMuHaauctTuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/

340 TexHoJsiorusl BoccTaHoBieHUs faHHbIX. URL: https://www.acelab.ru
/dep.pc/SCSltesterHDD.php
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TiB i giHoBow moJsiTukolo ACELab, sika He [103BOJIsSIE KOHKYpPEHTaM
YBIATH Ha Llell pUHOK.

HesBaxkarouu Ha BeJIMKY KiJIbKICTb pPi3HUX Iporpam BiJHOB-
JIeHHs, SIK IVIaTHUX, TaK i 6e3KOLITOBHUX, Ay>Ke BaXKKO 3HAUTU Npo-
rpamy, sika 6 KOpeKTHO i MOBHO 3/iMicHIOBasia BiITHOBJEHHS Pi3HUX
TUMIB ¢aitJiB y pisHOMaHITHUX PpalIOBUX cHCTEMAX.

5

Puc. 7. 3aci6 dasa aHanizy, diazHocmuku
ma 8idHo81eHH s Hcopcmkux duckie PC-3000 SAS

Tenep icHYIOTb TiIJIBKU ABi IPOrpamy, 10 MalOTh NPUOGIUIHO
O/lHAaKOBUH ¢yHKIiOHA/, sIKi AaloThb 3Mory Iie pooutu: R-Studio
i UFS Explorer. Tucayi mnporpaM BifHOBJEHHSI iHIIUX BUPOOG-
HUKIB ab0 He JOTAryIOTb 32 CBOIMHU (QYHKLiOHJIbHUMH MOX-

JIUBOCTSAMH [JI0 3a3HAYeHUX mporpaM, ab6o iCTOTHO mOCTy-
MarThcda iM341,

341 K04 Ha CTapT: Jy4yllde NporpaMMHble W allapaTHble CpefCcTBa

JJIs1 KoMIbloTepHOU kpuMuHanuctuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/
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2.3.6. Biokpume npozpamHe 3a6e3ne4eHHs

Autopsy - 3py4HU# IHCTPYMEHT AJisl aHaIi3y KOMI'IOTepiB
nif, yopaBiaiHHAM omnepanidHoi cuctemu Windows i Mo6GiibHUX
OPUCTPOIB MiJi ymnpaBJiHHAM omnepauniiHol cuctemu Android, mo
Mae rpadiuHuil iHTepdeiic. Moxxe 6yTH BUKOPUCTAHUH y PO3Caify-
BaHHI KOMIT'IOTePHHUX iHIIUJIEHTIB.

Photorec - ogHa 3 ninimux 6e3K0MITOBHUX NIporpaM s Bif-
HOBJIEHHA JJaHUX.

Eric Zimmerman Tools - KkoMIJIEKT 6€3KOIITOBHUX yTHUJIIT,
KO>XHa 3 SIKUX JJa€ 3MOTY JOC/i/>KyBaTU IKUHCh OKpeMU apTedakT
Windows. fk 3acBifjuusia TnpakTHKa, BUKopuUcTaHHA Eric
Zimmerman Tools mnigBuuiye edekTUBHiICTE po6oTH ¢axiBid
3a pearyBaHHA Ha IHIUJAEHT y «I0JbOBUX YMoBax». HuHi ui yrumi-
TH JOCTYNHi y Burasaji nakety nporpam Kroll Artifact Parser and
Extractor (KAPE)342.

2.3.7. JucmpuGymueu Ha ocHosI Linux

SIFT - Linux-ducmpu6ymue po3po6JieHn# i miaATpuMyBaHUN
KOMepLiliHOW opraHisaniero SANS Institute, Aka cnenianisyerbcs
Ha miaroroBui ¢axiBuiB y ranysi kibepbesneku i po3ciaifyBaHHi
innuaenTiB. SIFT MicTUTBH BeJIMKY KiJbKICTh aKTyaJbHUX BepcCid
0e3KOLUITOBHUX MporpaM, fKi MOXYTb OYTH BUKOPHUCTaHI fK
JJisl OTPUMaHHA JaHUX i3 pi3HUX [pKepes, Tak 1 A Ix aHasisy.
SIFT BUKOpPUCTOBYEThCA MifA, 4ac NpoBeJieHHs KommaHiero SANS
Institute HaB4YaHb i 1Or0 BMICT MOCTIMHO aKTyasi3y€EThHCH.

3py4HicTb POGOTH 3 LUM AUCTPUOYTHUBOM BU3HAYAETHCS
KOHKpPETHUM IHCTPYMEHTOM, i3 SIKUM [IOBOJAMUTBCS INpalloBaTH
JOCTIHUKY.

342 K04 Ha cTapT: Jyyllde NporpaMMHble W allapaTHble CpefcTBa
JJIs1 KoMIbloTepHOW kpuMuHaiucTuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/
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Kali Linux - yuikanpHu#t Linux-AucTpuGyTUB, IKUI BUKOPHU-
CTOBYETbCA GaxiBUSAMU [/ NPOBeJEeHHS ayAuTy 6e3neKH i po3cii-
AyBaHHs iHIuAeHTIB. Y 2017 poui BugaBHunTBO «Packt Publishing»
ony6.ikyBasio kuury lllusa B. H. [lapacpama (Shiva V. N. Parasram)
«Digital Forensics with Kali Linux», y gkili HaBOAATbCA MPaKTUYHI
[opajy Ipo Te, 4K NPOBOAUTU KONiIOBAHHA, JOCHIPKeHHA 1 aHai3
KOMIT'I0TEPIB, OKPEMUX HAKONMMUYYyBayiB, KOMil JaHUX i3 omepaTUB-
Hoi nam’sATi i MepexxeBoro Tpadiky 3a J0MOMOrow yTHJIT, 1110 BXO-
JASTh y I1el KOMILJIEKT343,

2.4. 0co6/IMBOCTi BUKOPUCTAHHSA
NPOrpaMHO-anapaTHOro 3acooy
AJISA AOC/iKEHHS MOOIJIbHUX MPUCTPOIB
Cellebrite UFED Touch2

[IpoaykTu koMmnaHii Cellebrite akTHBHO BUKOPUCTOBYIOThCS
MPaBOOXOPOHHUMM opraHaMu €Bponu Ta CIIA. Jlumens y JloH0HI
3a pik aHanizyeTbcs 6sM3bk0o 50 TUC. TesedOHIB 3a OMOMOIOI0
UFED.

ABTopu3oBaHuM napTHepoM Cellebrite B Ykpaini € komnanis
EIOC, a odiniinum guctpub’roTopom pimeHb Cellebrite B YkpaiHi,
Monposi, kpaiHax Kaskasy i Cepeanboi Asil - MbXHapojHa rpymna
komnaHiii BAKOTEK. BigHesaBHa B meHTpi yBaru KOMIT'IOTEPHHUX
KPUMIHaJICTIB MOCTa/IM METOAM OTPUMAHHA [JAHUX He Julle i3
cMapTQOHiB, HOYTOYKIB i AECKTOIIB, ajie i 3 XMapHUX CepBiciB, ki
CTalOTh Jefali BaXXJMUBIIMM /pxepesioM iHdopmMmauii, HeobxigHOI
i/ Yac po3c/aiyBaHHS 3J104MHIB344,

KomnaHia Cellebrite cnenianisyeTbc B ranysi oTpuMaHHSA
JaHUX i3 eJIeKTPOHHUX NpUCTpPoiB. Ha wmasbTU CBITOBOI INpecu

343 Kyo4 Ha cTapT: Jly4yllide NporpaMMHble W allapaTHble CpefCcTBa
JLJIs1 KOMIIbIOTepHOM KpuMuHaauctTuku. URL: https://habr.com/ru/company/
group-ib/blog/454672/

344 Ot B3sioma Her npuema. URL: https://ko.com.ua/ot_vzloma_net_
priema_120621
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BOHA NOTpanujia y 3B’A3Ky 3 F'YyYHUM IHIUJEHTOM OJU3BKO TPbOX
pokiB ToMy, ko1 PBP Hamarasocs oTpuMaTu B KoMmaHii Apple
iHcTpyMeHTH 414 3710MY iPhone 58S 3 onepaniiinoto cuctemoro i0S 9,
KW HajlexxaB OJHOMY 3 BHMKOHaBLiB TepakTy B CaH-BepHapgiHo
Caiieny ®apyky.

AreHTcTBO HalioHaJbHOI 6e3neku (AHB) CIIIA Bu3HasO, 110
He 3MOIJIO «3JIaMaTh» cMapTdoH Teppopucta, xoua AHB, 3a TBep-
JDKeHHSM KoJMuHboro areHta ExBapga CHoyzeHa, Moxe MpoOCy-
XOBYBAaTH HaBiTb BUMKHeHI cMapTGOHHU.

OpHak kKoMmaHig Apple DpUHUMIOBO BiiMOBHJIACh CHiB-
NpaLioBaTH 3 NPaBOOXOPOHHUMU opra”HaMu CIIA, akum posesocs
LIYKaTU eKcllepTiB [Js po36JiokyBaHHA iPhone Tepopucra. lle
KONITyBaJsIo iM GJIM3bKO OJJHOTO MJIH AoJapiB. OdiniiiHoro migTBep-
JDKeHHS1 TOro, fIK Lie OyJI0o peasi3oBaHO, HEMaE, ajle, BPaxOBYIOUHY,
mo B akTHUBi Cellebrite € cepBic a1 po36/i0KyBaHHSA cMapTQOHIB
JiHiiku iPhone, yBaXkaloTh, 1[0 caMe Ha paxyHKY L€l KoMmaHil oT-
pYMaHHA J0Ka3iB y 3raflaHil cnpasi3®.

Kommnawis Cellebrite 6ysia 3acHoBaHa B 1999 poni Buxignsamu
3 migposainie 8200 i Mampe Apwmii o6oponu I3painto, siki Bifgmo-
BiJlasin 3a pa/jioeIeKTPOHHY PO3Bi/IKY i KOMIT'IOTEPHY 6€e3MeKy.

Cnouatky kommaisi Cellebrite po3po6usa TexHoJsorito pe-
3epBHOTO KOMilOBaHHS JaHUX i3 TesiedOHIB, 3a JIOMOMOTOI SIKOI
cTBOpHOEThbCS disuuna komifg mam’aTi TesedoHy, WO J03BOJISIE
MOTiM BiJHOBJIIOBATH JaHi. 3a3HayeHa TEXHOJIOTisl 3aljikaBuJa CII0-
YaTKy NPUBATHUX JETEeKTUBIB, a Ii3Hille — IPaBOOXOPOHHI opra-
HU346,

Bigomoto mupokomy 3arasy komnadisi Cellebrite ctana micas
TOTO, SIK iTa/iACbKi MPaBOOXOPOHHI opraHu 3;j1amajy iPhone minan-
cbKoro 6GipskoBoro areHTa OJjekcanzapa bortdyepa. Botuep 6yB 3a-
TpUMaHUW micasg Toro, sik 28 rpyaHs 2014 poky #oro moapyra
MapTina JloBaTo 06J/iM/1a KHCJOTOK KOJUMIUIHBOTO HapeuyeHoro.
Cnigui migosprooBasy, 1o JloBaTo BUKOHyBajsa Haka3 boTyepa

345 Poccuiickie CUJIOBUKM 3aKyHaloT 000pyJoBaHUe [JJis1 B3J0Ma JIO-
6b1x Mogesielt iPhone. URL: https://www.bbc.com/russian/news-43298602
346 TaMm caMmo.
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i B MOMEHT 3JI0YHMHY MepebyBajla y HBOTO B MCUXOJOTIYHOMY
pa6eTBi. IcHyBana Bepcis, mo boTyep Bumaras, abu JloBaTo npuBo-
Juia B OyAMHOK iHIIMX YOJIOBIKIB i )KiHOK /151 CIiJIBHUX caJloMas0-
xicTcbkux oprid. KonuiHil HapeueHuil JloBaTo Take 3aMpolleHHs
BiIXWJIMB — MiCJI1 YOT0 Ha HbOTO 6yJ10 CKOEHO Hanaf,

OpHak boTyep 3anepedyBaB CBOIO BHHY, X04a JOKa3u MOIJIN
36epiraTucb y JUCTyBaHHI mnapu. IlizosproBaHuil 3asBUB, LIO
He MoXke po36JokyBaTd cBil iPhone i mokasaTu JiMcTyBaHHS,
OCKIJIbKU 3a06yB 3aXHUCHUU KOJ.

Bupiwuty npobJseMy caifyi AOPYyYUIU CYJLOBOMY €KCIEepTy
Marti Enidani, sxuii nepenas iPhone 5 i3 onepauiiiHoio cucteMoro
iOS 8, mo HanexxaB BoTyepy, y MioHxeHcbkuit odic Cellebrite, e
iPhone po36/0KyBanu 3a ABa AHi. 3’sacyBasocs, boTuyep «3a6yB» Koz
«5555». ¥ mojanbiomMy caifdi BcraHoBUH, 1o BoTtyep i JloBato
IJIaHyBaJKM OGJMUTH KHUCJIOTOIO i HaBiThb KacTpyBaTH Lie KiJIbKOX
3HalloMuX. 3a pe3yJbTaTaMU CYyJOBOIO PO3IJsAAY 3JIOBMUCHUKHU
OTpUMaJIM BUPOK 10 14 poKiB 036aBjeHHs BOJi347.

Ha cyyacHoMy eTani po3BUTKY HOBITHIX TE€XHOJIOTiM Ha TJIO-
6asibHOMY piBHI yacTka miatdopmu Android oxomnuitoe 87,8 %, Toxi
ak i0S 3ammae 11,5%. Ane 1e choiBBigHOIIEHHS 3HA4YHO
BiZIpi3HAETbCA B pi3HUX perioHax. 3okpeMa, y CIIA iOS HanexuTb
yactka 42,7 %, a B Kurtai - saume 8,2 %, Toai sk Android TyT
OXOIJIIOE 78,9 %348,

CaMe TOMy ChbOrofiHi 3HaYHA yBara HPUJIISAETHCI cMapTQo-
HaM, OCKIJIbKM BOHH NOCTIHHO CYNpPOBOJXKYHOTb CBOIX BJIACHMKIB,
36epiratour 3HayHi 06CArd JaHUX WIOAO0 iX Miclie3HaXO/KEeHHS],
JMcTyBaHHA, ¢poTorpadii To1o.

BojHo4ac HaBKOJIO HAc 36ibLIYETHCA Nepeslik «pPO3yMHUX»
npuctpoiB. lle i roauHHUKM, i aBTOMOOiN, i MapupyTU3aTOpH
Tolo0. BifgnoBifHO, 36iab11y€eThCA KinbKicTh ¢dopMaTiB iHpopMarii,
sIKa Ha HUX 36epiraetbcsa. OkpecieHe 3mymye ¢axiBiiB Cellebrite
MOCTiMHO NpaloBaTH HaJ PO3UIMPEHHAM QYHKI[IOHAJIBHOCTI CBOIX

347 PoccuiicKHe CUJIOBUKM 3aKyNalT 060pyJOBaHUe [Jisi B3JiOMa JIIO-
6b1x Mogesielt iPhone. URL: https://www.bbc.com/russian/news-43298602

348 Ot B3sioma Her npuema. URL: https://ko.com.ua/ot_vzloma_net_
priema_120621
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npuctpoiB. 3okpeMma, B apceHasi Cellebrite 3’aBusiocs pinieHHs
UFED Chinex cneniasibHO AJs1 aHai3y KUTaWCbKUX TesedOHIB, Ae
Hernepe/0auyBaHoO peasi3oBaHa cxeMOTeXHiKa mopTy microUSB349,

[IpaBoOXOpOHHI oprany YkpaiHy B CBOiM MpaKTUYHIN Jisl/ib-
HOCTI TaK0X BHUKOPHUCTOBYIOTb mpucTpoi Cellebrite, 30kpema,
MO6GiJibHe po6oye Miclie KpUMiHaIiCTUYHOI eKCIIepTU3H MOGIIbHUX
npuctpoiB «UFED Touch 2» BapTicTio 172 Tuc. rpH. PiyHa JineH3is
Juis po6ouoro micnsa «UFED Touch 2» kourtye 113 Tuc. rpH.

«UFED Touch 2» - 1ne nopTaTuBHUI anapaTHO-NpOrpaMHUMN
KOMILJIEKC [/l KPUMIHaJNICTUYHUX JOC/Hi[KeHb, AKUHA A€ 3MOTYy
OTPUMYBATH, AEKOAYBATH 1 aHali3yBaTHU [0Ka30Bi JaHi 3 pi3HUX
Mo/jiesied MOGiJIbHUX TPUCTPOIB.

3okpeMa, npuctpiit «UFED Touch 2» no3BoJse:

e BUJIYYaTH i JeKOAyBaTH JAaHi 3 06X040M 6JIOKyBaHHS NpPU-
CcTpoiB Ha 6a3i omeparniiHux cucteM Android, Apple, BlackBerry,
Windows Phone;

* OTPUMYBATH BUILHHUH OCTYH [0 MPUCTPOIO IIJISIXOM 06X0-
2y 1 BiJK/TIOUeHHSI CUCTeM GJIOKYBaHHS;

* Bi/[HOBJIIOBAaTH BUJlaJIeH] 3 IPUCTPOIB JaHi;

e nemrdpyBatu 6a3y fgaHux ictopii WhatsApp;

e OTPUMYBATH JaHi Ha JioriyHOMY piBHI (ZoAaTkH, mapodi,
MUTTEBI MOBiJOMJIEHHS, KOHTAKTH, SMS, MMS, efleKTpOHHY NOIUTY,
KaJleHJlap, MyJibTUMeJia, KypHa/Id BHUKJMUKIB, iHdopmarliro mnpo
Micle3HaxoAKeHHs TesiepOoHy 3 pi3HUMHU CUCTEMaMHU TOIL0).

[ «3/0My» He MOTpPiOHI creljiasibHi HaBUYKH - TiJIbKH
bisuyHuE gocTyn A0 NpuUCTporo i 4ac. [l «3/70My» 3acTapiiux
MoJiesied HeoOXifiHi JiiyeHi ceKyH M, Aeski Giibln cydacHi mMopeJi
MOXYTb «IPOTPUMATHUCA» KiJIbKa AHIB350.

Jliniiika Cellebrite Bkuto4yae niaTdopMu JJisi OTpUMaHHA Ja-
HUX y JIabOpaTOpPHUX YMOBaX, a TAKOX ONTHMi30BaHiI NMPUCTPOI
JUis onepaTUBHOI pob6oTu. Cellebrite npomnoHye iHCTpyMeHTH
KPUMIHQJIICTUKM 1 NaKeT aHaJiTUKH, NpPU3HA4YeHI JJd CHAiA4UX

3490t B3sioma HeT mpuema. URL: https://ko.com.ua/ot_vzloma_ net_
priema_120621
350 URL: http://z-city.com.ua/18-12-18-13-18.12.2018
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i ananitukiB. Tak, mianmeTr UFED Touch2 i nmporpamHe 3a6e3me-
yenHs1 UFED 4PC pekoMeHAyHOTbCS [JJis CTallioHapHUX Jiabopa-
Topiil. [lnanmer UFED Touch2 3 ycraHoB/ieHUM NpOTpaMHUM 3a-
Oe3neyeHHsIM BUIMYCKA€ETbcsl camocTiiiHo Cellebrite. [Ipuyomy ama-
paT AOCTYNHUM fIK Yy CTaHAAPTHOMY, TaK i B 3aXHUIIEHOMY BHUKO-
HaHHi. A UFED gnig BUulydeHHs JaHUX y BifiseHH] noJinii i B ymo-
BaxX ONepaTUBHOI pOGOTHU MPONOHYETHCA y BapiaHTax MOHO6JIOKa
UFED INFIELD, sikuii Mo»KHa 3acTOCOBYBaTHU B IpHUMillleHH], i KOM-
miaekty UFED TK, mjo BkJIIOYa€E 3axullleHUH HOYTOYK ciMelcTBa
Panasonic Toughbook i Basisy.

KommnaHis Cellebrite Takox Hamae cepsic CAIS s BusydeH-
Hs iHpopMauii i3 3a6si0k0BaHuX Apple iPhone. A6u ckopucTaTHcs
HUM, JOCTiIKyBaHUH cMapTPOH HeoOXiZJHO NepejaTH B CeEpPTH-
¢dikoBaHuit cepBicHuit neHTp Cellebrite.

B Ykpaini EIIOC cTana nepiuoro KoMepLiiHOW opraHisanielo,
B fIKil 6ysia opraHizoBaHa JslabopaTopis KiGeppo3scaigyBanb. 2007
POKYy BOHa B3siJ1a Ha 036poeHHs aHasizaTop Cellebrite UME Pro.

Y paMKax OJHOTO 3 HeJJaBHO BUKOHAHUX 3aMOBJIeHb daxiBIii
EINOC 3aificHuay BuJydeHHs JaHUxX i3 iPhone 7 3a momomoror
UFED, 1o flae 3Mory BiJHOBJIIOBAaTHU HaBiTh BUAAJIEHy KOPHUCTYBa-
yeM iHdopMaliito. ¥ pesysbTaTi paxiBIli oTpuMasu 6J1U3bK0 6,3 THC.
KOHTakKTiB. KypHas Buk/ukiB mictuB 11 106 a3BiHkiB i 967 SMS.
KisnbkicTb 06J1iIKOBHUX AAaHUX KOPUCTYBaya B Pi3HUX CAyXK6ax, 110
MicTATB JioriH 1 maposb, fopiBHIOE 26, mpouynTaHo 335 moBifoM-
JeHb y vyatax y Viber, WhatsApp Tomo. KinbkicTh BifjHOBJIEHHX
Micllb po3TalllyBaHHs CTaHOBUTb 5588, Mejia-KoJieKIlisl OXOMJIIOE
27175 306paxeHb i 1613 Bigeosanucis. BigHosiena indopmaris
npo 91 6e3apoToBy Mepexy i 10 mapouis.

J1s1 oTpUMaHHs Miclisl 3Hax0/»KeHHSI MOOGiJIbHOTO MPUCTPOIO
He 060B’A3k0BO MaTH JiaHi GPS. lle ycmimmHO po6UTHCA SIK Ha OCHOBI
a”asizy iHdopmMarlii mnpo migk/IOYeHHd [0 6a30BHUX CTaHLIN
MOGiJIbHOTO MpoBakepa, Tak i y 3oHax goctyny Wi-Fi, 6a3a akux
MOCTiMHO NOMOBHIOETHCS3L,

351 0t B3sioma HeT mpuema. URL: https://ko.com.ua/ot_vzloma_ net_
priema_120621
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3a pesyJsibTaTaMM ONUTYBaHHsA ¢axiBLiB i3 ranaysi komm'ro-
TepHOI KpUMiHaJiCTUKH, HAaWCKJAAHIIIMM 3aBAaHHAM B iXHiH po-
60Ti BBaXKA€EThCS MOJ0JAaHHSA GJIOKYBaHHS MOGIJNBHOTO TesjiedoHy.
CborogHi 3a momomorot pimeHb kommadii Cellebrite mMoxxiauBO
06iiiTu 3axuct 4172 MOOGIBLHUX NPUCTPOIB. Y CBOIM AiBHOCTI
KOMIIaHisi BUKOPHUCTOBYE MOCTiHHO MOMOBHIOBAHUN CKJIaJ, MO6iJIb-
HUx TesnedoHiB, 06cAr skoro gocar 25 Tuc. wt. Cepeld OCTaHHIX
JIOCSAITHEHb - peaJiizallisg 06Xo4y 3axuCTy s miaTdopm Ha 6asi
yuniB MediaTek MT6735 i MT6753. [logos1aHHS 6JIOKYBaHHSI MOX-
JIuBe AJ151 26 nonyJsspHUX MoAesied Motorola, nys Samsung S6, S6
Edge i Note 5, Google Pixel352,

[Tonpu Te, mwo Huawei BHKOpPHCTOBYE BJIacHI INpoLLECcOpPH
Hisilicon, B sKHX BMOHTOBaHO /I0BOJIi IOTY>KHUM 3aXUCT, eKCIIEPTH
Cellebrite 3morsin 3HaWTH croci6 o6idTH i HWoro. A A JiHiAKU
cMmapTdoHiB LG pospobsieHo 06Xijg 6GJioKyBaHHA Mozeni G5. Y
HaMOJMKYMX IJIaHAX BUPOOHUKA — BXiJ] y «pPO3yMHi» T'OJUHHUKU
Apple iWatch3s3,

HoBa moxuBicTh y siHiini Cellebrite - BUTATr mpuBaTHHUX
JaHUX i3 XMapHUX CepBiciB. Y Mipy 3poCTaHHA MOMYJAPHOCTI
coLliaJIbHUX Mepex Jfefani 6Ginpuie pisHoMaHiTHOI iHQopMauii
HAKOIMYYETbCA B aKayHTax IXHIX KOPUCTyBadiB. Y CTaHOBJIEHO, 1[0
6/1M3bK0 88 % i3 HUX YyXOJATh y IIi cepBicH 3a JOMOMOTOI0 CMapT-
¢doHiB i B cepeHbOMY BUTpavaloTh Ha 1ie 1 roJi. 43 xB. y AeHb. Tomy
iHpopmariisi, fika 36epiraeTbcsi B akayHTaX, MOXKe Cepilo3HO JoIo-
MOTTH B PO3C/IiyBaHHAX.

[ MpaBOOXOPOHHUX OPraHiB BaXKJWBO OTPUMAaTH LOCTYI
Jlo 06J1iKOBOTO 3aMuCy 3a pillleHHAM Cyy B Til KpaiHi, e MpoBo-
JUTbCA PO3CaifyBaHHA. ¥ pa3i NIO3UTUBHOTIO PIillleHHA CYAY € MOX-
JIUBICTb 3pOOUTH Lie 33 KJI04eM, IKUHU 36epiraeTbcsl Ha MObGiIIBHO-
My TepMiHaJi, abo JOOGPOBIJILHO OTPUMAHUH Bifi cCaMOro KOpHUCTY-
Baya. [Ipyyomy HewoZaBHO 6yJi0 Po3po6JEHO MeTO[ MOJ0JaHHS
JABodaKTOpHOI ayTeHTUIKaLll, AKIO0 BOHAa aKTUBOBaHa.

3520t B3sioma Her npuema. URL: https://ko.com.ua/ot_vzloma_net_
priema_120621
353 TaM caMmo.
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3a3BUYaill 4ac KUTTA KJO4Ya BiJAKpUTOI cecii BXoAy no
coniasibHOI Mepexxi ooMexxeHUH. [IpuMipom, s Facebook - 11e Tpu
Micsili, BOPOJOBXK SIKUX MOXHA yBIMTH B 0OJIKOBUU 3amuc AJs
ctBopeHHsa Horo 3HiMka. [laker UFED Cloud Analyzer B cBoiit
oCcTaHHiN Bepcil miaTpumMye poboty 3 26 mxepesamu (Gmail Ta
Facebook) i moxe BuTsAryBatu 13 kiitouiB i3 Android i 11 - i3 i0S354,

HarjioHasibHe aHTHUKOpyIIiiiHe 6l0po YKpaiHU y po3ciiny-
BaHHI KpHUMIHaJbHHUX I[PaBONOpPYLIEHb BHUKOPUCTOBYE KiJbKa
pimenn Cellebrite cimeiictBa UFED: 4PC, Infield Kiosk 2 i Touch 2.
Haii6inbi 3aTpebyBaHUMU € QYHKIII BUJIYyYEeHHS JJaHUX Ha piBHI
daitnoBoi cucrtemu i ¢isuyHOMY piBHI, OCKIZIBKM BOHM HAJAOTh
HalnoBHily A/ po3ciiyBaHb iHpopMalito.

Cepen ycmilmHO 3acTOCOBYBaHUX (YHKI[IH BiJ3HA4Ya€THCSA
MOJIMBICTb po60TH 3 pe3epBHOIO Komiewo iPhone (backup), 3aBas-
KA 4YOMYy BJA€ETbCA OTPUMYyBaTH JaHi 3 BIANOBIJHUX pe3epBHUX
Komi#i, sAki 36epiraroTbcsi Ha KoMm'ioTepaX. 3a iHopMaLi€w
ekcrnepris, 3actocoBylouu Moxyab UFED User Lock Code Recovery
Tool y mig6opi naposis cmapTdoHa, HeOOXiJHO BUKOPUCTOBYBATH
KaMmepy, sika QiKcye ycnilHy cnpo6y BBeIeHHs355.

[TakeT UFED Analytics n03BoJisi€ B CTUC/II TEPMiHK POBO/IU-
TH BCeGIYHMHM aHasli3 JaHUX, OTPUMAHUX y MeXaX pPIi3HUX KpH-
MiHaJbHUX MpaBonopyueHb. Tak, B aBTOMaTUYHOMY peXUMI
aHaJi3yeThCsA 3MicT GOTO i BiJleo 3 MIMPOKOTO CHEKTPY KIHYOBUX
MOHATh, BKJIIOYAIOUU 36p0I0, HAPKOTHUKH Tollo. A Ha mijacTasi
JILCTYBAHHS, Te0JIOKAIiHHUX JAAHUX i IHIIUX YUHHUKIB 6yAYIOTHCS
rpadikyd B3aEMHUX 3B'A3KIB QirypaHTiB y KiIbKOX po3caiay-
BaHHSAX356,

HanjioHanpHa moJiinisa YkpaiHu Tako» BUKOPUCTOBYE Y NIPaK-
TUYHIA JigJbHOCTI mporpaMHo-anapaTHi kommuekcu Cellebrite
UFED TouchZ Ultimate B Mexax onepaTUBHO-pPO3ILIYKOBUX CIpaB
i KpUMiHa/IbBHUX T[pPOBa/PKeHb Yy TPOBeJEHHI OIepaTUBHO-
TexXHIYHUX 3ax0[iB i HerJacHUX cJaiauyux (po3lyKoBUX) AiH 3i

354 Ot B3sioma HeT mpuema. URL: https://ko.com.ua/ot_vzloma_ net_
priema_120621

355 TaM caMmo.

356 URL: https://habr.com/ru/company/group-ib/blog/454672/
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3HATTA iHdopmMauii 3 esieKTpOHHUX iHPOpPMaIifHUX CUCTEM
i B Mexax KpUMIHaJBbHUX NPOBaJpKeHb IpU INPOBEAEHHI caif4ol
(posurykoBoi) Aail - orsisaay peui (MobGisbHOro TepMiHany Ta/a6o
SIM-kapTKH).

[Ipo6siema 6e3neku cMapTdoHiB Apple nmossirae B uuni Apple
Secure Enclave, axkuit Bignosizae 3a po6oty ¢yHkuiit Touch ID i
Face ID (pos36JiokyBaHHS 3a BiJOMTKOM MaJblisd i po3Mi3HABaHHS
oco6w). llel yun 36epira€ TokeHHW JJis po3MUPPOBKU MaM’sITi Te-
nedoHa i, BiANOBiAHO, OTPMMaBIIN JOCTYH [0 LIbOTO YMILY, MOXKHA
LIJIIXOM [lepe6opy BCTAaHOBUTH NOTPIOGHUN KOJ.

3axMCTUTU TNEepenucKy BiZi NMOTEHLiMHOIO 3JIOMy MOKHa,
BCTaHOBUBIIU J0LATKOBI 3aXMCHI KOJY B oJaTKax. ¥ MecceHxepi
Telegram, cka)xiMo, € MOXKJIUBICTb YCTAaHOBUTH JI0JAATKOBUM KOJ Ha
BXOJAl - B TaKOMy BHUINAaJKy Bci 4YaTU WUGPYHOTbCA BCepeAuHi
cMapTdoHa i OTpUMATH JOCTYI A0 JUCTYBaHHS HEMOXJIUBO.

HemopnaBHo y Cellebrite 3’1BUBc KOHKypeHT: 3a iHQoOp-
Mmauieto Forbes, amepukaHcbkuil craptan Grayshift npomnonye
JineHsito Ha 370M 300 cMapTdoHiB 3a 15 THCcAY JosnapiB (MLIEHD
50 ponapis 3a ogun cmapTdoH npotu 1500 y Cellebrite)357.

Bognouyac y 2019 kommnanis Cellebrite Bumyctuia HoBe
o6J1alHaHHA AJ1s 3/I0My MOGIJIBHUX MPHUCTPOIB. 3a TBEpKeHHSAM
KOMIIaHii, BOHO TrapaHTye AOCTYM [JI0 JaHUX Ha BCix Mozesax iPhone
Ta iPad i 6araTbox cMapTdoHax Ha maatdopmi Android. 3a3HaueHa
UFED Premium TexHoJiorisi 6y/ie J0CTylHa IpeJiCTABHUKAM MPaBo-
OXOpOHHUX opraHiB i3 11 kpaiH, 30kpema CIIIA, Kanaau i Benuko-
6puTaHil.

Buxing UFED Premium 6yJio Briepiiie aHOHCOBAaHO Ha 3aKPHUTIH
koHepeHIlii 3 MOGUIBHOI KPUMIiHAJiCTUKU B aMepUKaHCbKOMY
MepTa-Biu B nepmux yucaax dyepBHa 2019 poky. OdiuiiiHe no-
BiZlOMJIEHHS NP0 BUXiJ, TeXHOJOrii Ha PUHOK KOMMaHis ony6JikKy-
BaJia Ha CBOEMY caiTi 14 yuepBHa 2019 poky.

YTiM, eKkcriepTH CyMHiBalOTbhCs, L0 Ll TEXHOJIOTisl AiMCHO
JIOTIOMOXKe IIBUAKO 3JaMyBaTH ocTaHHi Mojeni iPhone i iPad, ski
3axulleH] ecTU3HAaYHUM napoJsieM. BoHU BBaXkaloTh, L0 MOAi6HI

357 URL: https://www.bbc.com/russian/features-45172681
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UFED Premium TexHo/OTil IPYHTYIOTbCA Ha BHUKOPHUCTAHHI
«eKCIJI0HTa» (Ypa3/JUBOCTi), 3HalZleHOTO B IporpaMHoOMY 3abe3ne-
yeHHi cMapTQoOHIB. Ypas3auBicTh, sAKa A03BOJISE NiAOUpaTH napoJi
JJIg MOGiNbHUX NpUCTpPoiB Apple, Gysa Blieplie BUKOpPUCTaHa B
npuctpoi GrayKey, BUIylLIeHOMYy aMepHUKAaHCbKOK KOMIIAHI€
Grayshifty 2017 poui.

Y Hau yac koMnaHii Ai3HaTbhCA TPO «CaabKi Miclsi» MO6ib-
HUX IJIaTPOPM i3 «HOPHOIro» PUHKY, [le TPUBAE TOPriBJs BpasJu-
BOCTSMH, AKi YMOXJIMBJIOIOTb OTPUMaHHA fgoctyny fo iPhone. Ko-
JIA NpO BPa3/MBICTb CTa€ BiJJlOMO, BUPOOHMKH MOOIJIBHUX MNpH-
CTpOiB OHOBJIIOIOTH omnepaliiiHi cucrtemMu. 3okpeMa, Apple BinHe-
JlaBHa HailiMae yuMaJsio ¢axiBuiB i3 kibepbe3neku, ski 3abesneyy-
I0Tb 3aKPUTTH NOAIGHUX Bpa3IUBOCTeN358,

2.5. TexHoJ10rii po3ni3HaHHS NOA(iI 3/I0YHUHY,
NIOB’sA13aHi 3 HAasABHICTIO B 0Ci0,
NPUYETHHUX A0 MOro BYMHEHHH],
3aCc006iB MOOIJIbHOTO 3B’ AI3KY

Po3nizHaHHA noAil 3/104MHY, NOB’siI3aHe 3 HasSBHICTIO B 0Ci6,
NMPUYETHUX JI0 HOr0 BYMHEHHS, 3aC06iB MOOGIIbHOTO 3B’SI3Ky, Ma€
MeBHi 0COOJIUBOCTI.

CtaHoM Ha 1 ciuas 2019 poky KinbkicTb a6OHEHTIB M0OGiJIb-
HOro 3B’s13KY B YKpaiHi craHoBuJa 53,934 MJH 0cib, KibKicTh abo-
HeHTIB IHTepHeT - 26,067 MJIH 0Cib, KiZbKiCTb a60HEHTIB 6e3Mpo-
BOJI0BOTO JocTyny B IHTepHeT - 20,024 MJIH 0Ci6359,

BignmosigHo 10 cT.8 3akoHy YkpaiHu «[lpo omepaTuBHO-
PO3ILIYKOBY [ifJIbHICTb», ONEPAaTUBHUM Mifpo3AilaM JAJs BUKO-
HaHHA 3aBAaHb OP/] 3a HasgBHOCTI nepejibayeHHUX 3aKOHOM MiICTaB
HaJIa€ThCA MpaBO 3HATTA iH$opMallii 3 TPAaHCIOPTHUX TeJEeKOMY-

358 URL: https://www.bbc.com/russian/news-48679883

359 B YkpaiHi CKOpOTHJIacs KiJbKiCTb aGOHEHTIB MOGiIbHOrO 3B’SI3KY.
URL: https://www.rbc.ua/ukr/news/ukraine-sokratilos-kolichestvo-
abonentov-1550582102.html
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HiKal[iiHUX MepeX, eJIeKTpOHHUX iHpopmauiiHux Mepex (m.9),
34iACHIOBATH YCTAaHOBJIEHHSl MiCLe3HaXO/JKeHHsl pajlioesleKTpOoH-
Horo 3aco6y (. 12)3¢0,

[lig 3Hammsam iHgopmayii 3 mpaHcnopmHux meseKoMyHika-
yiliHux Mmepedc po3yMieTbCs crocTepexkeHHs, Biibip i dpikcaris 3mi-
cty iHdopmarii ymOBHOBaXXEHUMH ONEpPaTUBHUMU MiJpo3AinaMu
i3 BUKODUCTAaHHSIM y BCTAHOBJIEHOMY 3aKOHOJAaBCTBOM MOPAAKY
BiMOBiAHUX TeXHIYHUX 3ac06iB, a TAKOX OJlep>KaHHS, MepeTBO-
peHHd i ¢ikcauia pisHUX BUAIB cMTrHAJIB, 1[0 NepeAalOTbCs KaHa-
JIaMHU 3B’SI3KY.

3HaTTa iHdopMalii 3 TPaHCIOPTHUX TeJeKOMYyHiKaliHHUX
Mepexx 3abe3neyye KOHTPOJb, KOHCIIpaTUBHE IepeXOlJIEHHS Ta
dikcarjito 3 BUKOPUCTAaHHAM TeXHIYHUX 3ac0o6iB TeslepOHHUX pO3-
MOB, 1110 NlepeaThCcsl 3ac06aMU CTallioHaApHOTO Ta pyxoMoro (Mo-
6i7bHOr0) 3B’A3Ky, @ TaK0X IHLIKX JJaHUX, KOTpi nepesjaloThbCs Ka-
HaJIOM 3B’sI3KY, 1110 KOHTpoJoeThcs (SMS, MMS, dakc, MogeMHUN
3B’5130K).

B yxBauJ1i ciifqoro cyAAi npo A03BiJ Ha BTPY4YaHHA y IpUBAT-
He CIiJIKYBaHHSA B LIbOMY BUIIA/JIKY J0/IaTKOBO MIOBHHHI 6yTH 3a3Ha-
yeHi ileHTH}iKalilHI 03HAKY, SIKi J03BOJIAATh YHIKAJIbHO ileHTU -
KyBaTH abOHEHTAa CIOCTEpPEeXeHHS, TPAHCIOPTHY TeJIeKOMyHika-
[iliHy Mepexy, KiHl|eBe 06/Ia/lHAaHHS, HAa SKOMY MOXe 3/iliCHIOBa-
THCA BTPY4YaHHA y IPUBATHe CHIJIKyBaHH, a caMe:

e HoMep aboHeHTa B TesiedpOHHIN Mepexi 3arajibHOro Kopuc-
TyBaHHs y dopMaTi: KoJ KpaiHU - KoJi 30HM abo omepaTopa — HO-
Mep aGOHEHTA B Mepexi;

* MiDKHapoJHUH ineHTUIKAIHHUNA HOMep MOGIJIbHOTO Tep-
mi"aay (IMEI);

* Mi>)XHAapoJHUH izeHTH}iKaLiiHUNA HOMep MOOiJbHOTO abo-
HeHTa (IMSI)361,

360 [[po omepaTUBHO-PO3ILIYKOBY JislJIbHICTh: 3akoH YkpaiHU Bij
18.02.1992 Ne 2135-XII. Bigomocti BepxoBHoi Pagu Ykpainu. 1992. Ne 22.
Cr. 303.

361 KpuMmiHa/ibHUM — mpolecyaJbHUA  KoZekc YkpaiHu. HaykoBo-
NpaKTUYHUNA KOMeHTap: y 2 T. / 3a 3ar. pex. B. f. Tauis, B. II. [moHky,
A. B. IlopTHoBa. XapkiB: [IpaBo, 2012. C. 389.
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3akoH Ykpainu «IIpo onepaTHBHO-PO3MIYKOBY AiJIBHICTbY,
HaJalyUd NpaBO ONEepPaTUBHUM MiIpO3JijiaM BXHUBaTU 3axO0/iB 3i
3HATTA iHpopMallii 3 kKaHa/IiB 3B’A3KY, HE MICTUTb HOPM, I1I0 PO3K-
PHBAIOTh CYTHICTb IPOBa/XKyBaHUX HUMHU [Jiid. BogHouac y 1. 3 noc-
TaHoBH [liieHymy BepxoBHoro Cyny Ykpainu Ne 2 Big 28.03.2008 p.
«[Ipo desski numaHHa 3acmocysaHHsl cydamu YKpaiHu 3akoHodascm-
8a npu dauvi 00380./1i8 HA MUM4ACOBE OOMENHCEHHS] OKpeMUX KOHCMU-
myyitiHux npas i ce0600 s00UHU | 2poMadsiHUHA nid Yac 30ilicCHeHHs
onepamugHo-po3wykosoi dissbHocmi, 0i3HaHHs | docydoeoeo caidc-
mea» 3a3Havya€eThCs, U0 3HATTA iHdopMallii 3 KaHa/IiB 3B’sI3Ky MO-
JISITA€ ¥ 3aCTOCYBaHHI TEXHIYHOIr0 06/1aZlHAHHS, sIKe Jja€ 3MOTY NPOo-
cayxoByBaTH, QiKCyBaTH Ta BiATBOplOBaTH iHdopMaliito, 1o nepe-
JlaBaJslacsl UM KaHaJjioM 3B’s13Ky. Taka iHopMauis Moxe MicTUTH
JlaHi AK Npo B3aeMO3’€/JHAaHHA TeJeKOMYHIKallilHUX Mepex, TakK i
mojo 3Micty iHdopmanii, ska Gysia mepefaHa KaHAJOM 3B’SI3KY.
[HIIMMU Cc0BaMHM, BiJIMOBIAHO [0 HAJAHOTO PO3’SCHEHHS OTPH-
MaHHsI YIIOBHOBaXEHUMHU ONEepaTUBHUMM Mifpo3Ainamu iHdopma-
1ii mpo 3’€/lHaHHSI aGOHEHTIB TeJieKOMYHiKallill HaBiTb 6e3 PO3K-
PUTTS 3MiCTy NOBifjoMJeHb, 3rifHO 3i 3MicToM 3akoHy YKpaiHU
«[Ipo onepaTHBHO-PO3LIYKOBY AifJIBHICTb», MOXe 3/iMCHIOBAaTHUCH
JIMIlLle 3a pillleHHAM CyLy362,

3HATTA iHpopMauii 3 TPAHCIOPTHUX TeJeKOMYHiKal[iHHUX
Mepex i3 MeTo KOHTpoJII0 Ta ¢ikcalii iHpopmanii, o nepeaaeTs-
cA 4yepe3 [HTepHeT Ta iHIIMMHU MepexaMH Nepefadi JaHUX, MOXKe
3/1iIHCHIOBATHCh 32 ijleHTU]iKalliiHUMU 03HAKaMU, aHAJIOTIYHUMHU
THM, 32 IKUMU INPOBOJUTbLCS KOHTPOJb 3a TeJePOHHUMHU PO3MO-
BaMU. 3HATTA iHPopMauii 3 kaHa/IiB 3B’A3Ky MOKe 3/iCHIOBATUCH
3a TAKMMU O3HAKAMU:

® 3a a/pecol0 eJleKTPOHHOI NOoWTH y ¢popMarTi «iM'a momrro-
BOI CKDUHBKM @ [OMEH.JOMeH BepXHbOTO piBHA» (AK-OT in-
fo@ssu.gov.ua);

362 [Ipo mesiki MUTaHHSA 3aCTOCyBaHHSA Cy/JaMU YKpaiHU 3aKOHOJaBCTBA
NpH Aadi J03BOJIIB Ha TUMYAcOBe 0OMeXXeHHS OKpeMHUX KOHCTUTYLiHHUX NpaB
i cBobox J0OAMHKM 1 rpoMaZssHUHA Wij 4Yac 3/ilfiCHEHHS ONepaTHUBHO-
PO3LIYKOBOI JislJIbHOCTI, Ai3HAHH4 1 J0CYyJ0BOrO C/IificTBA: ocTaHoBa [lienymy
BepxoBHoro Cyay VYkpainu 28.03.2008 Ne 2. URL: http://www.yurin
com.com/ua/legal_practice/?id=5096.
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* 3/ipecoro B Mepexi lepefiadi JaHUX i3 KOMYTaLli€0 MaKeTiB,
3okpema IP-agpecu pgnsa  w™epexi IdTepHer 'y  dopwmari
XXX.XXX.XXX.XXX (ckaxximo, 010.011.012.130);

e anmapaTtHoto agpecoro (MAC-azpeca) mpUCTpolo, MpUEAHA-
HOTO /10 MePEeXHOTO cepe/IoBUIIa3s3.

3a pesysbTaTaMu 3HATTA iHPopMalil 3 TpaHCIOPTHUX TeJe-
KOMyHiKaliiHUX Mepexx Moxe 6yTh 3adikcoBaHa iHdopmarig,
110 BKa3y€ Ha O3HAKUM KPUMIHAJIbHOI'O NpPABONOPYIUEHHS B JifAX
niZl03pI0BaHOr0, 06BUHYBAY€HOI'0, a TAaKOX BiZIOMOCTi NMpo NMpoTH-
MpaBHY [isJIbHICTb OKpeMHX 0cCi6, 1[0 KOHTaKTyBaJid i3 LIUMHU
ocob6aMU 4yepe3 KaHaJM TeJIeKOMYHIKalliliHOI Mepexi y MpoMiKok
npoBegeHHsa OT3.

3a pe3ysbTaTaMu MpOBeJeHHs 3HATTA iHdopMauii 3 TpaHc-
MOPTHUX TeJEeKOMYHIKalliIMHUX MepeX CKJAJAETbCA NPOTOKOJ, Y
AKOMYy 3a3Ha4aloThCA: Miclie i 4yac npoBefeHHd 1boro OT3, npaBoBi
mificTaBy 3/ilCHEHHs, OMUCYIOTbCS OTPUMaHi pe3yJbTaTH abo po-
3MMUPPOBYIOTHCSA OKPeMi eni3o 3ByKO3aIKCy PO3MOB, 1110 MiCTATb
indopmariiro, ska Ma€e 3HaueHHs A9 OP/] i kpuMiHaibHOTO MpOBa-
JPKEHHS.

3uATTA iHdopMalnil 3 TPAHCHOPTHUX TeJaeKOMYHiKaLlili-
HUX MepeX IOKJAJA€eTbCA Ha YINOBHOBAaXKeHI MiAposAaiiu opra-
HiB HanionasnbHoi nouinii, HABY, /IBP Ta opraniB 6e3neku. Kepis-
HUKH Ta MNpaliiBHUKHA ONepaTopiB TeJeKOMYHiKalliHHOTO 3B’A3KY
3000B’sI3aHi CHOpPUATH BUKOHAHHIO [ik 31 3HATTA iHbopMarii
3 TpPaAHCIOPTHUX TeJIeKOMYHIKalilHUX Mepex, y:KUBaTU Heo6-
XiIHUX 3ax0[iB L[0ZI0 Hepo3roJiolleHHs $aKTy NpPOBeJeHHS Ta-
KUX JIil Ta oTpumaHoi iHdopwmalii, 36epiraTu ii B He3MiHHOMY
BUTJISI 11364,

Yacrunal cT.9 3akony VYkpainu «Ilpo TesexkomyHikawii»
BKa3ye, 110 0XOPOHAa TAaEMHULI TeslepOHHUX PO3MOB, TeserpadpHoi
Y4 iHII0] KOpecnoHJeHIlil, [0 NepeAalTbCcs TEXHIYHUMU 3aco6aMu

363 KpuMmiHa/sbHUM  mpolecyaJbHUA KoZekc YkpaiHu. HaykoBo-
NpaKTUYHUNA KoMeHTap: y 2 T. / 3a 3ar. pex. B.f. Tauisa, B. II. ImoHky,
A. B. IlopTHOoBa. Xapkis: [IpaBo, 2012. C. 389.

364 KpuMiHasbHUM nponecyajbHUN KoZeKC  YKpaiHHU. URL:
https://zakonrada.gov.ua/laws/main/4651-17
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MoHozpadpis
TeJIeKOMYHiKanil, Ta iHpopmaliiiHa 6e3neka TeJleKOMYHiKaliiHUX
Mepex rapaHTyloTbcsd KoHCTUTyLi€l0 Ta 3akoHaMU YKpaiHMU365,
YpaxoBytouu BukaageHe, KIIK noknazae Ha kepiBHUKIB i nmpanis-
HUKIB onepaTopiB TesieKOMYHiKal[iHHOr0 3B’s13Ky 000B’SI30K CIPH-
SITMU BUKOHAHHIO [iK 31 3HATTA iHpopMalii 3 TpaHCIOPTHUX TeJie-
KOMYHIKalilHUX Mepex, YKMBAaTU HeoOXiHUX 3aXO/iB I1110JI0 He-
posroJioieHHs1 $aKTy NpoBeJeHHs TaKUX il Ta 3MiCTy OTpUMaHO1
inpopmMaliii, a Takox, i3 MeTO 3abe3NeyeHHs MOJJaJbIIOT0 BUKO-
PUCTaHHA Y KpUMiHAJbHOMY CYJOYMHCTBI, 36epiraTu OTpHUMaHy
indopmMariito B He3MiHHOMY BUTJISI/I.

Buuuit cnenianizoBaHuil cys YKkpaiHU y CBOEMY po3’sicCHeHHI
Bix 29.01.2013 p. Ne223-158/3/4-13366 3BepTae yBary CaiJuux
cynniB Ha Te, wo y KIIK mepen6adeHo fAekisibka ImpouecyaJbHUX
JiH, AKI MalTb NMEeBHY CX0XICTb. 30KpeMa, CTaTTAMU 263 Ta 268
KIIK nepen6avyeno taki HCP/I, sik 3HATTA iHPopMauii 3 TpaHCHOpT-
HUX TeJIeKOMYHIKaliiHUX MepeX Ta YCTaHOBJIEHHSl Miclie3Haxo-
JUKEeHHST pajiioesIeKTPOHHOTO 3aco6y BifmoBiAHO, a cT. 159 Ta m. 7
4. 1 ct. 162 KIIK - Takuil 3axij 3abe3nedyeHHS KPUMiHAJIbHOTO
NpOBa/P)KeHHA, 9K TUMYaCOBUH JOCTYI 0 JOKYMEHTIB, fKi 3HaXO-
JISThCS B oNepaTopiB i mpoBaliepiB TeJeKOMYHiKallill Ta MiCTATb
inpopmMmariito npo 3B’A30K, abOHEHTA, HAaJAHHS TeJIeKOMYHiKaIlii-
HUX TOCJIYT, 30KpeMa OTPUMaHHS NOCJYT, X TPUBaJICTh, 3MICT (BU-
xigHi ym BXijgHi 3’eiHaHHsA, SMS, MMS To1110).

Jlo3Bin Ha npoBenenus HCP/], nepen6avyeHux crartamu 263
ta 268 KIIK, Hagae caiguuil cyaas cyay anensniidHol iHcTaHIii,
Jl03BiJ1 Ha BXKUTTA [JiH, nepegbayeHux cT. 159 tan. 7 4. 1 ct. 162
KIIK, Hagae caiguuit cyaas cyny nepiuoi iHcTaHil.

KpiM Toro, TuM4acoBui A0CTyN HAJAETbCA A0 JIOKYMEHTIB,

AKI MiCTATB iHPOpMalLilo Npo 3B’s130K, abOHEHTa, HaZJaHHSA TeJIeKo-

365 [Ipo TesnexkoMyHikalii: 3akoH Ykpainu Big 18.11.2003 Ne 1280-IV.
Bidomocmi BepxosHoi Padu Ykpainu. 2004. Ne 12. Ct. 155.

366 [Ipo okpeMi NUTaHHA 3AIMCHEHHS CAiAYUM CyAJer0 CyAy amesiiiii-
HOI iHCTaHIL{I CyJ0BOr0 KOHTPOJIIO 32 JOTPUMAHHSAM IpaB, CBO60/, Ta iHTepeciB
0ci6 y KpuMiHa/JIbHOMY NPOBA/KEHHI: peKoMeHJALilH] po3’scHeHHs Buioro
crenjajsisoBaHOro CyAy YKpaiHU 3 po3rsay LMBIJIbHUX | KpUMiHa/JbHUX CIIpaB
Ne 223-158/3/4-13 Bij 29.01.2013. Kuis: BBCY, 2013. 12 c.
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MYHiKal[iHHUX NOCcayT (OTPUMaHHS MOCAYT, IXHIO TPUBAJiCTh, 3MICT
(Buxigni yu BxigHi 3’eaHanHs, SMS, MMS Touio), MapuipyTH nepe-
JlaBaHHS TOIIO0) i He Jal0Tb 3MOTHU BTPYTUTUCA Y IPUBATHE CIIIJIKY-
BaHH# (OTpUMATH AOCTYI /0 3MicTy iHpopMalil, iKka nepesacTbcs).
CratTamu 159, 162 KIIK nepenbadyeHo oTpuMadHs iHpopmarii npo
3B’A30K (30KpeMa INpO MicCle3HaXO/JKeHHsI paJioeseKTPOHHOTO
3aco6y), o BiOYyBcs B MUHYyJIOMY (MOcTdaKTyM), Ha TOM 4Hac siK
YCTAHOBJIEHHSl MicClle3Hax0/PKEHHSI paZioeJleKTPOHHOr0 3acoby
nepeabavae Jokasisanio (MOHITOPUHT) Miclle3HAXO/PKEeHHs pajiio-
eJIeKTPOHHOTO 3aco0y B peXuMi peasbHOro 4acy (To6To iHdpopma-
ifo npo Te, Aie nepebyBae BiANOBiAHUH 3aci6 HA MOMEHT CHoOCTe-
peXkeHHs 3a HUM )367.

JJisT BCTAaHOBJIEHHSI 0COOH, sIKa KOPHUCTYEThCS TepMiHAIOM
MOOGIJIbHOTrO 3B’I3KY, 1[0 CTAHOBUTb OTNIEPATUBHUU iHTepec, BU3Ha-
Ya€eTbCsA MOro TOYHEe Miclie3HaXO/pKeHHs 3a JO0MNOMOrOK MNeJIeHry-
BaHHS; BUKOPUCTaHHs KOMI'I0TepiB KoMmnaHii, ika HaJlae MoCJaAyry
MOOIZIBHOrO 3B’SI3Ky; 3 J0IOMOrOI0 aHaJi3y AaHUX PO CeaHCH
3B’I3Ky a60HEeHTAa 3 Pi3HUMH 6a30BUMH CTAHIIiSIMH.

MeTor0 3a3Ha4eHUX 3aXO/iB € BCTAHOBJIEHHS OPIEHTOBHOTO
Miclie3HaxXo/PKEHHS 0CO06H, IKa KOPUCTYETHCS TePMiHaAIOM, IIJISXIB
mixoAy Ta BigxoAy 3 Micus moAil MpUYeTHUX 0 3JIOYMHY 0Cib, Ha-
NPAMOK IX pyxy. ¥ pasi HaABHOCTI BUXiJIHUX [|3BIHKIB i3 BUKpaJeHO-
r0 YUY BJIACHOr'O TepMiHa/y Micjsi BYMHEHHS 3JI0UMHY BCTAaHOBJIIO-
I0ThCS 3B’I3KM 0COOH.

3a indopmauiero Scientific Reports, yueni MoxyTsb ifeHTUI-
KyBaTHU 0CcO0y HaBiTh 3a 06MexeHOI0 iHdopMalli€to 100 MepeMi-
uleHHsI MOo6iibHOTO TesiedpoHy. AHasli3 JaHUX [AOCTI[PKEHHS Ipo
nepeMimeHHs 1,5 MJH M0o6i1bHUX TesnedoHIB ynpoaoBx 15 MicsLis
3aCBi/[YMB, 1110 [J51 YHIKaJIbHOTO BU3HAYEHHS OJJHOTO KOPUCTyBaya

367 [Ipo okpeMi NUTaHHS 3JAIMCHEHHS CAiAYUM CyAJer0 CyAy anessiiii-
HOI iHCTaHLii CyZ10BOro KOHTPOJIIO 3a JOTPMMAHHSM IIpaB, CBOGO/ Ta iHTEpeciB
oci6 y KpuMiHaJIbHOMY NpPOB3/PKEHHI: peKoMeHAALiiHiI po3’scHeHHs1 Buioro
crelniasizoBaHOro CyZy YKpaiHu 3 po3r/saAy UUBIIbHUX | KpUMiHAJIbHUX CIIPaB
Ne 223-158/3/4-13 Biz 29.01.2013. Kuis: BBCY, 2013.12 c.

- 150 -



MoHoepacpis
Mepexi J0CTaTHbO 3HATU YOTHUPU MicClis, B IKUX BiH 3’SBJISIETbCA B
KOHKpeTHHH 4Yac 106U. 3a3HaYeHUH KpUTepiil J03BOJIUB A0CTiIHU-
KaM ycrimHo BnisHaTH 95 % oci6 i3 3arasbHOi BUGipK1368,

3 MeToro aBToMaTu3auii aHasizy iHdopmanii, oTpumaHoi
3a HacJiJKaMM MOHITOPUHTY MicCLl CKOEHHSl 3JIOYMHY, BUKODH-
CTOBYETbCAl CIeljjiaji3oBaHe MporpaMHe 3abe3reudyeHHs, 30KpeMa
OporpamMHi MOPOAYKTH, po3pobseHi kommaHigamMd i2 Limited,
Visual Analytics i Xanalys. Tak, Analyst’s Notebook - nporpamHuii
npoAyKT koMmadii i2 Limited, npusHadyenuit s a"anisy cucreMu

B3aEMOIIOB’I3aHUX OO’€KTIB i JUHAMIKHM MOCHIZOBHUX TMOAiH.
O6’exTH Ha JAiarpaMi MOXyTb OyTH NoJaHi He TIJIbKK AK HiK-
Torpamu, ajse U y Buraaai ¢otorpacdil, ¢ainis, ayzaio-, Bizeo-
3aIKCiB TOLIO.

BoiHo4ac o/iHi€I0 i3 aKTyaJbHUX NMPOOGJIEM € Te, 1[0 ONepaTo-
pu MOGiNBHOTO 3B’I3KY HE BBaXKalOTh CBOIMU 00OB’SA3KaMU MUTAH-
Hs i3 Ha/laro/pkeHHs TiCHOTO CMiBPOGITHULITBA 3 ONEePAaTHBHUMU
nigpo3aisiaMmu HanioHasnbHOI moJinii, He 3aBX/JAU MOBHOK MipoO0O
PO3KPHBAKTh YCi HASABHI MOXJIMBOCTI TeXHIYHOTr0 06JIaHAHHS JJIs
DPO3KPUTTS 3/I0YHHIB.

Cy4dacHi GPS-texHosiorii MOXXyTh JOMOMOTTH BUKOHATH IO-
myK TesaedoHy yepe3 CyNMyTHUK. 3AIHCHIOE 1ie CyIyTHUKOBA CUCTe-
Ma, 0 TMpale yepe3 clHelljaJbHy MNporpaMmy CTeXeHHs
(/gps/programma-slezhenija-za-telefonom) Ha Tesnedonax ¢pipmu
Nokia, iPhone, HTC i Ha pi3HMX omnepauiHUX cHUCTeMaX, SK-OT
Android. k1o cucTeMa cTeXeHHsI BAKOPUCTOBYETbLCS JJIs1 CIIOCTe-
peXXeHHs 3a JIIAbMH, TO ¥ 06’€KTa CIOCTEpPeXKeHHs 3 CO60I0 3aBX U
Ma€ OYTH ClielliaiIbHUN MPUCTPiN — nepcoHabHUUN GPS-Tpekep abo
Mo6isibHUH TesepoH ¢ipmu Nokia, iPhone, HTC i3 mizTpumkoio
dyukuii GPS a6o Ha cucteMi Android. OTox, Lielt MOGIIbLHUIN TeJie-
$OH nepeTBOPUTHCA HA CBOEPIAHUN «MasTYOK» 31 BCTAHOBJIEHOIO Ha
HbOMY CIleljjaJIbHOK MPOrpaMolo CIocTepeXeHHs. SIKI0 BUKOpUC-

368 YyeHble UeHTUPUIMPOBAJIM JIOAEN 110 epeMelleHUI0 ux Tesedo-
HoB. URL: http://lenta.ru/news/2013/03 /27 /mobility/.

-151 -


http://lenta.ru/news/2013/03/27/mobility/

Bnaryta P. I., MoByaH A. B.

HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS
TOBYBATH NPOTrpaMy CTeXeHHs JJif CIOCTeEPeXeHHs 3a JIIOJbMH, TO
MOGIJIbHUH TesieQOH JIerKO MOXKHA MOKJIACTH B nopTdesb abo Ku-
IIeHI0 00’€KTa, a AKI0 HeobxigHO GPS-cTexxeHHs 3a aBTOMOOiIEM,
MOGiIbHUN TesiepOH MOXKHA MOKJACTH B G6apjadyok. [licis BHU3HA-
YeHHS1 NPOrpaMoOl0 CTEeXEHHS TOYHUX KOOpAWHAT, Miclie3Haxo-
JOKeHHSl Ta WIBUAKOCTI iHpopMallisi HaJCUIAETbCSI Ha CepBep CUC-
TeMHM 3i 3a3/jaj1eriJib 3aJaHO00 epioJUYHICTIO.

[Ipodeciiinuit 3aci6 s NPOCAYXOBYBaHHS, SIKUM € IIpoO-
rpama ShadowGuard, [03BoJisie He TiJIbKU CTeXUTH 3a iHQOp-
Malji€lo Ha iHmwoMy TesedoHi, aje i ynpaBaaTH AesKUMH PyHK-
igsMU - OpuUMipoM, 6JIOKyBaTH BXiJHI i BuUxigHI moBigomJieHHS
Ta A3BiHKM3%9,

fx moBizmoMusio TypelbKe BUAaHHA Sabah, ronuHHuk Apple
Watch, sikuit 6yB Ha pyui cayaiBcbKoro »ypHaJjicra Jxxkamans Xari-
Ka/[ki, 3amiMcaB MOMEeHT Horo BOMBCTBA 2 X0BTHs 2018 p. y KoHCY-
sbcTBi CayaiBebkoi Apasii B CTam6y1i370.

Ayniozanucy, ski Apple Watch 3ailicHuan 3a crisikyBaHHSA
»KYpHaJIicTa B KOHCYJIbCTBI, 6yJIM aBTOMaTHYHO NepejaHi Ha cMap-
ToH, Akul XalkaHki 3aJULIIKB cBoii HapeueHil X. /lkeHri3 6i1s
BXO/Iy B KOHCYJIbCTBO, a Mi3Hillle 36epexeHi B iioro akayHTi B XxMap-
HoMmy cxoBuili Apple iCloud.

BoaHo4ac noBiJoMJISE€THCA, 1[0, BUABUBILM Mica8 CMepTi Xa-
mwkamki, mo Apple Watch Besnu gukTopoHHUM 3amuc, oco6H, sAKi
PO3MOBJISIJIM 3 KYpPHaJicTOM, CIpo6yBaju po306JIOKYBAaTH TOAMH-
HUK 32 JIOIOMOrOoI0 napoJis. 3roZioM iM 1ie BAaJIocs 3a JO0NOMOrolo
Big6ouTKa manbusa Xawkampki. CayaiBcbka po3Bifika HiIGUTO 3Morsa
BUJIA/IMTH Aesiki ¢paliyiy, ane He BCi - yacTUHA 3 HUX yKe OyJia 36e-
pexxeHa Ha iCloud371,

369 Pa3BUTHeE TEXHOJIOTUH CJIeXeHMs 3a COTOBbIMU aboHeHTaMU. URL:
https://www.spycry.com/Razvitie-tehnologij-slezheniya-za-sotovymi-
abonentami.html

370 BOUBCTBO Ccay/iBCbKOTO0 XKypHasicTa 3anucaB Horo roJuHHUK Apple
Watch - 3MI. URL: https://www.pravda.com.ua/new/2018/10/14/7195128/

371 TaMm caMmo.
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2.6. 3piliCHEeHHsI OlepaTUBHO-PO3LIYKOBUX 3aX0/iB
i HerylacHUX cigYuXx (PO3MWYKOBUX) Ail
y Mmepexi InTepHer

BinkpuTi mxepena indopmalii BBaXkaroTbCsd HaWGIbII 06Cs-
>)KHUMU 1 3aTpebyBaHUMU iHGOPMALiHHUMU KaHAIaMu372,

3a pe3yJibTaTaMM eKCIEePTHUX OLiHOK, pO3BiAyBabHI CIyXK-
6u 3 BigkpuTUX mKepes fo6yBawoTh Bixg 35 % mo 95 % possigza-
HuX. llle B 1947 poui BigoMmuii ananituk LPY lllepman KeHT, sikoro
B CIIA BBaKalOTh 3aCHOBHUKOM «aHaJITUYHOI PO3BiJKU», CTBEP-
JDKyBaB, 10 B MUpHUH 4Yac g0 80 % iHdopwmarii, HeobxigHOI A/
NPUUHATTSA pillleHHs, JOCTYNHI caMe 3 BiKpUTHX Mxkepes. llo6
JIOBECTHU CBOIO TOUKY 30py, lll. KeHT 3anponoHyBaB n’saTu npodeco-
paM €JbCbKOr0 YHiBepCcUTETY MiArOTYyBaTH 3BiT MpO CTaH 36poii-
Hux cua CIIA, yucenbHicTh 60HOBUX YaCTHH i 3'€JHAHb HE HIKYE
piBHA AuBi3ii, noTyxHOCTI BificbkoBo-Mopcbkoro ¢oty i 60iioBoi
aBianii (3 onmmcamu Kopa6uiB i siTakiB), BUKOPHCTOBYIOUH JIMILE
BiAKpHUTI Mxepesa iHpopmaril. 3a pe3ysbTaTaMu NPOBeJEHOI po-
6otu HaykoBuUi npexactaBuid L. KeHTy Tak 3BaHUU «EJBCHKUN
3BiT» Ha 30 cTOpiHKax i KiJibKa cOTeHb CTOPIHOK fojaTtkis. Ilpu
nboMy, 3a ouinkoro Ul. Kenra, npegcraBiaenuit 3BiT Ha 90 % Biano-
BiiaB AiiicCHOMY CTaHy BiHMCBK373.

[li3Hillle KOJIMIIHIN KepiBHUK PO3BiZlyBaJIbHOrO yNpaBJliHHA
MinicTepcTtBa 060ponu CIIIA C. YisicoH 3a3Ha4uB, 1110 A0 90 % po3-
BiZlyBa/IbHUX JJaHUX 6epyThCs 3 BiAKPUTHX i MOPIBHAHO BiAKPUTHUX

372 MunuH A. . Pa3Besika U ee HCNoJIb30BaHUE MPOTUB OpPraHU30BaH-
HOU mpecTynHocTH W koppynuuu B CHIA: yye6Hoe mocobue / A. f. MUHUH,
B. W.Ilonos, B. W. Kosnos, B.Il. KyBanaun. MockBa: MU MB/I Poccuu, 2000.
37 c.; OBuuHckuii C.C. OmepaTUBHO-poO3bICKHAass MHopManus / moj pea.
A. C. OByuHckoro, B. C. OBunHckoro. MockBa: UH®A, 2000. 367 c.; IlasTT B.
CtpaTternyeckasi pasBejika. OcHOBHble NpuHUUNBL MockBa: ®opym, 1997.
376 c.; fxoBen E. H. OcHOBbI MHPOPMALMOHHO-aHAJUTUYECKOT'0 0OecredeHust
ONepaTUBHO-PO3bICKHON [JleATeJbHOCTU: y4eb. mocobue. Mocksa: Llut-M,
2009. 464 c.

373 Doronin A. 1. Business Intelligence. M.: 0s-89, 2003. 384 p. URL:
http://www.fb2book.com/ ?kniga=6313&strn=1&cht=1(in Russian).
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Toxepes. | Tinbku 10 % - 3a paxyHOK po6GOTH IHIIMX BHUJIB
po3BigKuM374,

OcTaHHIM 4YacoM 3HA4YHOrO BIJIMBY Ha CYCIHiJibHE XWUTTHA
B Hamliil kpaiHi HaGysu ryobanbHi iHopMmauiliHi Mepexi (Haii-
nepie — Mepexxa [HTepHeT), siki oTpUMaiu B HayKoBil siTepaTypi
Ha3By «Kibepmnpoctip» (ciberspase)37s.

OkpeMi acmeKTH BXXWUTTS OINEPaTUBHO-PO3LIYKOBUX 3aXo-
JiB i HerslacHUX ciaigyux (po3uykoBux) Aill y kiGepmpocTopi
posrigjanuca B HaykoBux npaugax B.B.Areesa3’t, O.l10. by-
cos377, 1. 0. BopoHoBa378,  B.0.Tosny6eBa3’?, €.B. /leM ssHuyk389,

374 HexxpaHoB U. 0. KoHkypenTHasa pasBeska B Poccun. HexpanoB
Uropp HOppeBud - dyacTHBIM B3rsAj Ha mnpo6saemy. URL: http://analitir
us.blogspot.com.

375 lug.: lllenomenues B.Il. Oco6iuBocTi momyKy GpakTUUHUX JAaHUX
PO 3JI0YMHU Y KibepHnpocTopi 3aco6aMu oNepaTUBHO-PO3IIYKOBOI Ais/IbHOCTI.
[ll1ax¥ pO3BUTKY ONEpPaTUBHO-PO3IUIYKOBOI AIJIBHOCTI B Cy4aCHHMX YMOBAx:
MaTepiasu HayK.-mpakT. KoHO. (M. XapkiB, 28 suctomn. 2009 p.). Xapkis: XHYBC,
2009. 272 c; Mamnxai O. B. Bukopucranus kibepnpocTopy B OIepaTHUBHO-
po3mykoBiil aissibHOCTi. IIpago i 6e3neka. Xapkie, 2009. Ne 4(31). URL:
http://www.nbuv.gov.ua/portal/Soc_ Gum/pib/2009_4/PB.../PB-4_48pdf.

376 AreeB B.B,, AreeBa E.B. K Bompocy o mnoucke omnepaTUBHO-
po3bickHOU HHPopMaLuu B MHTepHeTe. KpuMuHoornyeckuit ;xypHaua OI'YIIL.
Mocksa, 2011. Ne 1 (15). C. 65-70.

377 Bycon 0. 10. OpraHizauis aHajxiTU4HOI PO3BiAKU SK CllelliabHUHN
Cy06’€EKT ONepaTUBHO-PO3IIYKOBOr0 MPOrHO3yBaHHA: aBToped. JUC. HA 3400y T-
TSl HayK. CTyNeHs KaH/,. opuf. Hayk: cnen. 21.07.04. Kuis, 2009. 20 c.

378 BopoHoB . A. TeopeTHueckre OCHOBBI HCII0JIb30BaHUS UHOpMa-
[MOHHBIX U NMOUCKOBBIX CUCTEM IJI0OGaJbHOW ceTH UHTepHET B onepaTUBHO-
po3bICKHOU AesaTenbHOCTU. Bichuk JIYBC im. E. O. [lidoperka. Jlyraucek, 2009.
Ne 1. C. 194-203.

379 Tony6eB B. A. UHpopMarimoHHas 6e30MacHOCTh: MP06JieMbl 60pbObI
¢ KubepupecTymieHUsAMU: MoHorpadus. 3amopoxbe: ['Y «3UI'MY», 2003.
336¢c.

380 luB.: [lemsaHuyk E.B. VHTepHeT Kak O0OGBEKT OIepaTHUBHO-
PO3BICKHOH AesiTesbHOCTH. MHbOopMaTH3anusa u uHdopMalmoHHass Ge3omnac-
HOCTb NIPaBOOXPaHUTENbHbIX OpraHoB: c6. TpyAoB XIII Mexa. Hayy. koHO. (25-
26 mas 2004 r., r. MockBa). MockBa: Akaj. ynp. MB/l Poccuu, 2004. C. 214-
216; Jlemanuyk E. B. MonuTopuHr cetv UHTepHeT Kak MeponpusTHe, IPOBO-
JIUMOe C I1eJIbI0 OJIy4eHHs ONepaTHBHO 3HAaYMMOM nHpopmanuu. CrneniajbHa
TeXHiKa y NpaBOOXOPOHHIN JianbHocTi: Martep. Il MikHap. HaykoBo-Ipak.
koH®. (22 TpaBHsa 2005 p., m. KuiB). Kuis: KHYBC, 2006. C. 171-178; [leMsiH-
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A. 1. loponiHa38i, 0. B. Manxasn38z, I. H0. HexkjanoBa383,
A. C. OBuuHcbKoro384, B. C.OBunHCbKOro38s, C.C.OBYMHCHLKOro386,
10. 10. OpsioBa3®?, A. JI. OcuneHka38s, M. M. [lepenenuisi38?,

yyk E. B. OnepaTuBHO-pPO3bICKHbIE MEPONIPUATHUS U METO/bl 10 BbISIBJIEHUIO U
npeceyeHUI0 MponaraHjbl uel TeppopusMa M 3KCTpeMusMa B ceTu HHTep-
HeT. UHbopmaTusanua v uMHPOpManMOHHAsA 06e30NacHOCTb MPABOOXPAHU-
TeJbHbIX opraHoB: c6. TpynoB XIII Mexn. Hayd. koHO. (25-26 masa 2004,
r. MockBa). MockBa: Akaz, ynp. MB/l Poccuuy, 2004. C. 189-192.

381 lopoHnH A. AHanuTHhyecKas pasBejka cpeAcTBaMu HHTepHeT.
URL: http://www.agentura.ru/dossier/russia/people/doronin/internet/.

382 3pilicHeHHs1 ONepaTUBHO-PO3IIYKOBUX 3aX0/iB LIJISXOM BUKOPUC-
TaHHsA KiGepnpocTopy: HaBY.-MPaKT. moci6. / M. M. [lepenesnung, O. B. Manxay,
B. B. Wlenapuk. Kuis: JI1 «Jpykapus MBC Ykpainu», 2010. 146 c.

383 HexxpaHoB M. 0. KonkypeHTHas passeska B Poccun. HexxpaHoB
HUropp  IOpbeBMd -  dyacTHBIA  B3rjaAx  Ha  npobsemy.  URL:
http://analitirus.blogspot.com.

384 OpynHcku# C. C. OnepaTUBHO-PO3bICKHAsE UHGopManus / moj pen.
A. C. OBuuHckoro, B. C. OBuuHckoro. MockBa: UHpa-M, 2000. 367 c.

385 [Tu.: OBunHCcKu# C. C. OnepaTHBHO-PO3bICKHAs HHPOPMaLUs / MO
pen. A.C.OBuuHckoro, B.C.OBuyuHckoro. MockBa: Mudpa-M, 2000. 367 c.;
OnepaTHUBHO-PO3bICKHAS e TeJbHOCTD: yueb. / nox pea. K. K. F'opssiuHoBa, B. C.
OBunHckoro, I'. K. Cunusosa, A. 10. lllymMmusoBa. 2-e U3z, fom. U nepepab. Mock-
Ba: UTH®PA-M, 2004. 848 c.

386 OBynHcku# C. C. OnepaTHBHO-PO3bICKHAsA UH$OpManus / moj pen.
A. C. OBuymuHckoro, B. C. OBunHckoro. MockBa: UHdpa-M, 2000. 367 c.

387 OpsioB 10. 10. 3acTocyBaHHSI onmepaTHMBHOI TeXHIKH B OllepaTUBHO-
po31yKoBii AisbHOCTI Mininii (Teopis i npakTuka): MoHorpadis. Kuis: Kuis-
CbKHUH Hall. YH-T BHYTpiwHix cnpas, 2007. 559 c.

388 Jlus.: OcuneHko A.JI. CeTeBasg KOMIbIOTepHasi NMPeCTYyNHOCTb: TEO-
pys 1 IpaKTHKa 60pb6bl: MoOHOrpadus. OMmck: U3x-BoOmck. akaza. MB/l Poccuy,
20009. 480 c.; Ocunenko A. JI. Bopp6a ¢ NpecTynHOCTbIO B IJ106aJbHUX KOMIIb-
I0OTEPHBIX CETSAX: MEXAYHAPOHbIM onbIT: MOHOTrpadus. MockBa: HopMa, 2004.
432 c; Ocunenko A.JI. OcymecTBieHre ONepaTUBHO-PO3BICKHBIX MepONpHUs-
THH TP PACKPBITHH CETEBBIX KOMIBIOTEPHBIX NpecTynieHud. UHdopmaTusa-
1y ¥ MHPOpManMOHHAsE 6e30NacHOCTh NMPAaBOOXPAHUTENbHBIX OPraHOB: €6
TpynoB XIII Mexa. Hay4. koH®. (25-26 masa 2004 r., r. MockBa). MockBa: Akaz,
ynp. MB/I Poccuy, 2009. C. 204-209.

389 [lepenenunda M. M. 3xilicHeHHs oNepaTHBHO-PO3LIYKOBUX 3aXOAiB
IIJIAXOM ~ BHUKOPHUCTaHHA  KibepmpocTopy:  HaB4.-pakT.  moci6. /
M. M. llepenenund, O.B. Manxai, B. B. llengpuk. Kuis: JI1 «/Jpykapua MBC
Ykpainu», 2010. 146 c.
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M. A. lloropenpkoro3?, B. Il llenomennena3?!, B.B. llleHapuka3??,
[. ®. Xapabeproma3?3, €. M. fAkoB1s3%4 Ta iH.

InTepHeT (Big aHrJ. Internet) - e BcecBiTHA cucTeMa B3aE-
M03’€/JHAHUX KOMIT'IOTEPHUX MePEX, 1110 'PYHTYETHCS HAa KOMILJIEK-
Ti IHTepHeT-npOTOKOIB. [HTEpHET CTaHOBUTH Pi3UUHY OCHOBY JJIsI
po3MilleHHs BesiM4ye3HoI KiJIbKOCTi iHpopMaliiHux pecypciB i moc-
JIYT, TAKUX SIK B3aEMOTIOB’sI3aHi rinepTeKkcToBi J0KyMeHTH BcecBiT-
Hboi maByTUHU (World Wide Web - www) Ta eyieKTpoHHa Io-
mrras’s,

Y BesnkoMy T/yMauHOMY CJIOBHHKY Cy4acHOI yKpalHCbKOI
MOBU TepMiH «|HTepHeT» MOSICHIEThCA SK YCeCBITHS acoljiaris
KOMII'IOTEPHUX Mepex, iIHTerpoBaHa MepexXHa MaByTHUHA, siKa CKJIa-

390 [Toropenpkuii M. A, [lleiomennes B.II. [loHATTs KiGeprnpocTopy sk
cepeJiOBHILA BYMHEHHS 3JI0YMHY. |HdopMaliiiHa 6e3neka JIIOJUHH, CyCHislb-
CTBa, AepxxaBu. Kuis, 2009. Ne 2. C. 77-81.

391 lus.: llenomeHues B.Il. Oco6iuBocTi noumyky ¢GakKTHYHHUX JAaHUX
PO 3JIOYMHHU y KiGeprnpocTopi 3aco6aMu 0NepaTUBHO-PO3IIYKOBOT JIisI/IbHOCTI.
[lly1AXy¥ pO3BUTKY ONepaTHUBHO-PO3LIYKOBOI AIAJIBHOCTI B Cy4acCHUX yMOBax:
MaTepiasu HayK.-mpakT. KoHO. (M. XapkiB, 28 suctomn. 2009 p.). Xapkis: XHYBC,
2009. 272 c; lllenomenues B.Il. OpranizoBaHa Ki6ep3J/IOYMHHICTB: 10 BHU3HA-
YeHHs MOHATTA. bopoTh6a 3 opraHi3oBaHOI 3JIOYMHHICTIO i Kopyniielo (Teo-
pia i mpakTurka). KuiB: MixBijoMYHUl HayKOBO-JOCJHIAHUN LIeHTP 3 mpobJeM
60poTHOHU 3 OpraHi3oBaHO 3JIOUMHHICTIO, 2009. Ne 21.
URL: http://www.nbuv.gov.ua/portal/Soc_Gum/bozk/21text/g21_09.htm;
[Moropenpkuii M. A, lllesiomennes B.Il. [loHATTS KiGepmpocTopy sK cepejio-
BUIA BYMHEHHSA 3JIOUMHY. [HPopmayiliHa 6e3neka aw00uHuU, cycninbemaa,
depacasu. Kuis, 2009. Ne 2. C. 77-81.

392 3pificHeHHs ONepaTHUBHO-PO3LIYKOBUX 3ax0/iB LIJISXOM BUKOPMC-
TaHHSA KiGeprnpocTopy: HABY.-MPAKT. noci6. / M. M. Ilepenenunis, O. B. Manxai,
B. B. lllenapuk. Kuis: JI1 «Ipykapusa MBC Ykpainu», 2010. 146 c.

393 JluB.: Xapa6eprou I. ®. BUKkopucTaHHs creliajJbHOI TEXHIKU 1100
NpOTUAIT 3104MHHOCTI B YKpaiHi: TeopeTuyHi, paBoBi Ta opraHisauiliHi acne-
KTU: MoHOTpadis. [JoHeubk, 2011. 234 c.; Xapabepiou U. KomnbeioTepHas npe-
CTYNHOCTb - TNpO06JeMbl NMPOTHUBOJENUCTBUS MPECTYNHOCTH B cdepe HOBUX
nHOpMaUOHHBIX TexHosoruK, 2006. URL: http//créme-research.ru.

394 fkoBen E. H. OcHOBbI HH$OPMaLlMOHHO-aHAJIUTUYECKOTO obecleye-
HHUS OIlepaTHBHO-PO3bICKHOM JlesATeJbHOCTH: yueb. mocobue. Mocksa: llut-M,
2009. 464 c.

395 [HTepHeT. Martepian 3 Bikineaii - BinbHOI eHnUKJIOmEAil.
URL: http://uk.wikipedia.org/wiki/InTepHeT.
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JAEThCA 3 pisHUX QiI3UYHUX HEOJHOPIJHUX KOMYHIKaliHHUX Mepex,
00’€JHAaHUX B €AUHY JIOTIYHY apXiTeKTypy396.

BianoBifgHO A0 NPOEKTY 3aKOHY NPO eJIeKTPOHHI KOMYHiKaLii
(Ne 2264 Big 15.10.2019 p.), IHTepHeT - 1e TrJI06aJbHA
KOMIT'IOTEPHA MeEpexa, 10 HaJlae pi3HOMaHiITHI KOMyHiKaliiiHi Ta
inpopMarliifdi mocayru i CkJaJa€ETbCA 3 MEHIIMX KOMITI'HOTEPHUX
Mepex, 00’'€JHaHUX i3 JOMOMOroK CTaHAApPTHU30BaHUX KOMYHiKa-
LiHHUX IPOTOKOJIiB, OCHOBHUM 3 SIKUX € |P - iHTepHeT-npoToK0./13%7.

3 po3BUTKOM |HTepHETY MOB’A3yI0Th MOLIMPEHHS TepMiHa
«kibepnpocTip» (cyberspace), niJi iIKUM pO3yMilOTb IITYYHE €JIEKT-
poHHe cepefoBUlle icHyBaHHA iHQopMaLifHUX 06’€KTIB y 1udpo-
Bilf ¢opMi, yTBopeHe B pe3y/ibTaTi QyHKIiOHYBaHHA KibepHeTHY-
HUX KOMIT'IOTEPHUX CUCTEM YIIpaBJliHHA Ta 06po6KH iHdpopMarii39s.

Y 3akoni Ykpainu «Ilpo ocHOBHI 3acajiu 3a6e3nedyeHHs Kibe-
pb6e3neku YkpaiHu» Kibepnpocmip BU3HAYAETBCA SIK CepefloBHILE
(BipTyanibHUH mpocTip), sike HaZa€ MOXJIMBOCTI A/ 3AiHCHEHHS
KOMyHiKanii Ta/a6o peasisarii cycniibHUX BiZHOCHH, yTBOpEeHe B
pe3yJsibTaTi QYHKIIIOHYBAHHSA CyMicHUX (3'€IHAHHX) KOMYHiKaIlil-
HUX cUCTeM | 3abe3neyeHHs eJIeKTPOHHUX KOMYHiKaliil 3 BUKopuc-
TaHHSAM Mepexi [HTepHeT Ta/ab0 iHIIMX rJ1I06aIbBHUX Mepex Mepe-
Jadi gaHux399,

TepMiH «ki6epnpocTip» € MOEAHAHHAM CJiB «Kibep» i «mpoc-
Tip». C/10BO «Kibep» (Bifg rpenpkoro kufep) o3Hauvae Had. I1ig npoc-

396 BeJTMKMM TJIyMauHUHM CJIOBHUK Cy4acHOi yKpaiHcbKoi MOBH / ymo-
pAz. i rosos. pex. B. T. Bycen. Kuis, Ipninb: BT®: [lepysn, 2004. C. 402.

397 [lpoexkT 3akoHy mnpo eJeKTpoHHI KoMmyHikanii (N2 2264 Bix
15.10.2019). URL: http://w1l.cl.rada.gov.ua/pls/zweb2/webproc4_1?pf3511=
67082

398 Jlup.: lllenomeHueB B.Il. OpranizoBaHa KiGep3/JI0YHHHICTb: A0 BU-
3HaueHHs1 NOHATTSA. bopoThb6a 3 opraHi3oBaHO 3JI0YMHHICTIO i KOpYyILi€0
(Teopis i npakTuka). KuiB: MixBiJoMUuli HayKOBO-AOCAIAHUM LEHTP 3 Hpo-
6J1eM 60pOTHOM 3 OpraHizoBaHow 3J04uHHIicTIO, 2009. Ne 21. C. 316; Ilorope-
ubkuit M. A, lllenomenueB B.II. TloHATTs kiGepnpocTopy fIK cepeoBUILA
BUMHEHHS 3JI0UMHY. [HpopmayiliHa 6e3neka n00UHU, cycninbemea, depicasu.
Kuis, 2009. Ne 2. C. 80.

399 TIpo ocHOBHI 3acaju 3abe3nevyeHHs Kibepbesneku YKpaiHu: 3aKoH
Ykpainu Bif 5 xoBTHa 2017 poky Ne 2163-VIII. Bidomocmi BepxoeHoi Padu
Ykpainu. 2017. Ne 45. Ct. 403.
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TOPOM pO3YMilOTb HeOOGMeXXeHY NPOTSKHICTb; BIIBHUU BeJIMKUU
npoctip, npoctopinb*%0. [IpoTe noaii y kibepnpocTopi Bi0yBarOTh-
cs1 He Ha $i3UYHUX AiISTHKAaX MiCI[eBOCTi, a y neBHOMY crienudiyHo-
My cepeJioBUILi. loCaiJHUKY BOAYAIOTh, 1[0 KibepnpocTip JOLiIbHO
pO3IJIsiJaTu caMe SIK «KiGepHEeTHUYHUHN MPOCTip», 110 CTBOPEHUM Ha
OCHOBI MPUHIMIIIB i MeTO/iB KibepHEeTHKN*0L,

Tak, TepMiH «KibepnpocTip» 4acTo BXHUBAMOTb K CUHOHIM
cioBa «lHTepHeT»*02, YTiM, Ha aymky M. A.lloropenbkoro Ta
M. II. lllejoMeHIIEBa, 3 KOO MU IOTO/KYEMOCS, KiGeprpocTip y
HaHO6iJbII MOBHOMY pO3yMiHHI peasi3yeTbCsl HA OCHOBI perioHasb-
HUX | IV1I06aIbBHUX KOMIT'IOTEPHUX Mepex (Hacamiepes, e IHTep-
HeT), Ha OCHOBI JIOKaJIbHUX iHpopMaLiiHUX Mepexx M0KHa FOBOpPH-
TH JIMIIE NIPO peaJiizaililo OKpeMHUX CerMeHTIiB KibepnpocTopy, a B
aBTOHOMHOMY KOMI'IOTepi BiZICYTHSI Taka O3HaKa KibepHnpocTopy,
sk iHpopMaIiiliHa B3aEMO/lisl Mi>k KOPUCTYBadyaMHy B peXXUMi peasib-
HOTr0 Yacy*03,

JloCiIHUKY PO3I/IsA/ialoTh KibepnpocTip fIK IeBHe cepefo-
BUILe: 1) opraHizoBaHe 3a JJ0NOMOrol0 NPUHIUIIB, METOAIB i 3aco-
6iB kiGepHeTHKH; 2) yTBOpeHe B pe3y/abTaTi QYHKIiOHYBaHHA Ki-
OGepHETHUYHHX KOMITIOTEPHUX CUCTEM YIpaBIiHHA Ta 06POOKHU iH-
dbopmarii*o4.

3rigHo 3i 3BiTOoM Opranizanii 06’eaqnanux Hauiit, 4,1 muapna
JIt0Jled y cBiTi nmifikytoueHi Ao IHTepHeTy. 3a AJaHMMU MixkxHapoJHO-
ro cor3y esnekTpo3B’sisky npu OOH, KijnbKicTh KopUCTyBauiB

400 BesIMKUH TJIyMayHUH CJIOBHUK Cy4acHOI YKpaiHCbKOIMOBH / yHOpPSA,.
i rosios. pex. B. T. Byces. KuiB, Ipninb: BT®: Tlepyn, 2004. C. 989.

401 /luB.: BeJIUKWHA T/IyMa4HUHM CJIOBHHUK Cy4acHOi yKpaiHCbKOi MOBH /
ynopsz. i rosnos. pea. B. T. Byces. Kuis, Ipninb: BT®: [lepyH, 2004. C. 427; Ilo-
ropenbkuit M. A, lllenomeHueB B. [1. [loHaTTs kibeprnpocTopy siK cepeloBUILA
BUMHEHHs 3/104MHY. [HQopMaliifiHa Ge3neka JIOJUHMY, CYCHIJIBCTBA, AeP>KaBU.
Kwuis, 2009. Ne 2. C. 78.

402 Yepusik JI. Internet u kubGepHetuka. URL: http://www.icfcstkiev.
uamuseumEP/cibernetic_r.html.

403 [Toropeubkuit M. A, lllenomennes B. [I. [loHsaTTs kiGepnpocTopy sk
cepe/loBUILA BUMHEHHS 3/104UHY. [HpopmayiliHa 6e3neka a0duHu, cycniabem-
ea, depycasu. KuiB: HauioHanbHa akagemis Cb Ykpainy, 2009. Ne 2(2). C. 80.

404 Tam camo. C. 78.
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[nTepHeTry 3pocna 3 25,8% HaceneHHs 3emui y 2009 poui gmo
53,6 % y 2019-my. HaiiBumuii BiAcOTOK KopHCTyBadiB CBiTOBOI
naByTHHU B €Bpomi (82,5 %), a HailHmkuui - B Adpuui (28,2 %).
Bes IHTepHeTy 3a/iuLIaeThCsA 6M3bKO 3,6 MJPA JoJel. binbiticts
i3 HUX MeLIKalTb y HallMeHII PO3BUHYTUX KpaiHax. Cepef >kiHOK
[HTepHeTOM KOopHUCTYI0ThCA 48 %, cepef; 40J10BIKIB — 58 %05,

YacTka JitoZiel, ki MaloThb AOCTYN A0 Mepexi IHTepHeT cepen,
JlopocJIoro HacejieHHs1 YKpaiHW, cTaHOBUTb 58 %, a Lie 6inblie
25,6 MJIH KopucTyBauiB. BifnoBigHo 10 gaHux peectpy HanioHasnb-
Hoi KowMicii, o 3/1iliCHIOE Ziep>KaBHe peryJloBaHHA ¥ cdepi 3B’ 3Ky
Ta iHpopmaru3sanii, Ha TepuTopii YkpaiHu npaijoe noHas 7 THC.
iHTepHeT-npoBakAepiB406,

BopHovac ciif 3a3Ha4MTH, 110 KOPUCTYBadaMu [HTepHeTy €
He JiMlIe 3aKOHOCJIYXHSHI IPOMajisiHY, a K 0co6H, 1[0 MaIOTh 3J10-
4yrHHI HaMipyu. KpuMiHa/IbHI CTPYKTYPU aKTUBHO BUKOPHUCTOBYIOTh
[HTepHeT A/ CiJIKyBaHHSA MK c06010, TOLUIUPEHHS CBOIX 3JI0UYHMH-
HUX ifjled (30epeMa TepPOPHUCTHUYHUX 1 EKCTPEMICTChKHUX) cepej
HaceJleHHSl, [Jis MOLIYyKy, 360py i NepejaBaHHS KpHUMiHaJbHOI
iHpopmarii*o7,

Y cy4acHuUX yMOBax KiGepHpocCTip TaK0X IIMPOKO BHKO-
PHUCTOBYETHCA 3JI0YMHLAMU (K Miclle BYMHEHHS NPOTUIPaBHUX
JisTHb i MicTUTBH caigu IXHbOI 3/JI04MHHOI AisgabHOCTI. Heobxin-
HICTb MOCUJIEHHS G0POTHOM 3i 3JIOUMHHICTIO y KibepmpocTopi BU-
Marae BiJi IPaBOOXOPOHHUX OPraHiB po3po6KU Ta BIPOBAKEHHS
B NPaKTU4YHY AiA/JBbHICTb HOBHUX ONlePaTUBHO-PO3IIYKOBUX 3aX0/iB

405 00H: 4,1 wminebAppa Jirofeil y cBiTi mifkiwodeHi Jo iHTepHeTy.
URL: https://www.radiosvoboda.org/a/news-oon-internet/30254946.html

406 PeecTp omepaTopiB, NpoBaiiZiepiB TesieKOMyHiKalili cTaHOM Ha
27.08.2019. URL: https://nkrzi.gov.ua/index.php?r= site/index&pg=55&la
nguage=uk

407 lu.: T'ony6eB B. A. UHPopManmoHHass 6e30MacHOCTb: NMPOGJIEMbI
60pbOBI ¢ KUbGepNpecTyeHUsAMU: MoHorp. 3anopoxbe: ['Y «3UT'MY», 2003.
336 c.; KomnbloTepHast IpecTyNHOCTb U KHGepTeppopU3M: COOPHUK HayYHBIX
crateit / noj pen. lony6esa B. A, PeikkoBa 3. B. 3anopoxsbe: LleHTp uccieno-
BaHUsS KoMObloTepHOU mpectynHoctH, 2005. Bein. 3. 448 c.; Ocunenko A. JI.
CeTeBasi KOMIIbIOTEPHASINIPECTYTHOCTb: TEOPUS U NPAKTHKA 60pbObI: MOHOTP.
Omck: U3a-BoOMck. akaa. MB/l Poccuu, 2009. 480 c.
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i MeTogiB, siKi 6 ypaxoByBaiu cnenudiky GyHKIioHyBaHHS Kibep-
IIpOCTOpY.

KibepssiounHHICTh B YKpaiHi cbOrofiHi € ofHi€l0 3 HANOIIb-
LIMX 3arpo3 HallioHaJibHiM 6e3neni B iHpopmaniiiHiit cdepi. Kibep-
IIPOCTip BUKOPUCTOBYETBHCA [Ji1 HE3aKOHHOI TOPTiBJi JIIOAbMHU,
HapKOTUYHUMU 3aco6aMM, 36pO€EI0, PO3NOBCIOKEHHS AUTAYO]
nopHorpadii, npoBeZieHHsI pi3HOI eKcTpeMicTCbKOi AiIIBHOCTI
(3okpeMa mpomnara’Zy HacWJbCTBA, }KOPCTOKOCTi, pacoBoi, Halio-
HaJIbHOI, peJiriiHoi HeTepnuMOoCTi), MNOpYyIIEHHS aBTOPCbKUX
IIpaB TOILO.

KinbkicTb 3/104MHIB, 1110 BUUHSAETHCSA y KibepmpocTopi, 3poc-
Ta€ NPOMNOPIIHHO KiJIbKOCTI KOPUCTYBadiB KOMIT'IOTEPHUX MEpPEXK.
3a ouniHkaMu IHTepnosy, WBHUAKICTb 3pOCTAaHHA 3JIOYMHHOCTI B
rJ100a/bHIM Mepexi [HTepHeT € HalGibIIOK NOPIBHAHO 3 iHITMMU
BUJAMU 3JIOUMHIB, 30KpeMa TOPTiBJIel0 HAPKOTUKAMHU Ta 36pOElo.
Y cy4yacHUX yMoBax Ki6ep3JIOUMHHICTh y»Ke BBiHILIA [0 Nepesiky
Hal6inbLI cepiO3HUX 3arpo3 i3 TUX, 3 IKUMHU JJOBOJUTHCS CTUKATU-
Cs1 TOJTiITii408,

Y nunHi 2019 poky [lenaptameHT Ki6epnoutinii HarionanbsHo1
nosinii Ykpainu Bifj3HauuB cBiit nepuiuii toBineit - 10 pokiB 6opo-
Tb6U 3 KiOep3JIOYMHHICTIO. YIPOAOBXK IbOro 4Yacy Kibepmostinil
BJIaJI0CS TPOBeCcTH 6Gisibiie 70 MKHApOAHUX cHelonepaniii Ta Bu-
KPUTH Gisblie 45 TUCAY 3/I09HHIB.

¥YTim, 11i TOKa3HUKHU He BiJo6pakaloTh peasbHy KiIbKICTh Ki-
6ep3/I0YKHIB, L0 XapaKTepHU3YITbC BHCOKOIO JIATEHTHICTIO, BU-
KOPUCTAaHHSIM HOBITHIX TeXHOJIOTiH, Cy4aCHUM allapaTHUM i npo-
rpaMHUM 3abes3ledyeHHSM; OpraHi3oBaHICTIO, MDbKperioHaJbHUMH
Ta MDKHAapOAHHWMM 3B’sI3KaMM; BUKOPUCTAHAM iHPoOpMaLilHUX pe-
CypciB, fIKi TepyUTOpiaJbHO PO3TALIOBaHI Y pisHUX KpaiHax40,

408 3yma JI. M. [IpoTHais Kibep3JI0UMHHOCTI ¥ 6aHKIBChbKil cdepi: cTaH,
npo6seMy Ta WUIAXW iX BUpilleHHs. [IpoTujis 3/04vHaAM, siIKi BUMHSIOTBCSA
3 BUKOPHUCTAHHAM KOMII'IOTEPHUX Mepex: Te3u AonoBifed MixHapos. Hayk.-
npakT. koHo. (M. CeBactonoub, 1-2 xo0BT. 2010 p.). Cymu: /IBH3 «YABC HBY»,
2010. C. 74-75.

409 Tam camo. C. 77.
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3-nmoMix ycix crenomnepaniii ki6epnouinii ciif Bii3HAYUTU
HaHGI/MbII pe30HAHCHI: NMPUINUHEHHS JisJbHOCTI MipaTCbKHUX OH-
JlaiiH-pecypciB fs.to Ta ex.ua, BUKpPUTTSA Liaxpaiicbkoi ¢iHaHCOBOI
6ipki «tradel2», 3aKpUTTA 3JI0YMHHOI GoT-Mepexxki ABAJIAHIIIL,
3aTpUMMaHHS 3JIOYMHIIB 3a po36ellleHHs HENOBHOJITHIX i momu-
pEeHHSI HUMH BiJINOBiJTHOTO KOHTEHTY B 3aKpUTik Mepexi [HTepHeT,
JIIKBiJia1lis HAW6IbLIOTO Y JApKHETI MalJaHUUKY 3 MPOJAXy Mep-
COHa/IbHMX JaHuXx — xDedic Tomo410,

[Moganpwii KpumiHasizanii KibepnpocTopy cnpusie HHU3Ka
XapaKTepPHUX 0COBJMBOCTEN «BipTYaJIbHOTO» CEpeOBUINA:

1) mpaxcHayioHaabHicms [HmepHemy (BifCYyTHICTb KOpP/OHIB,
MUTHHULb, TEPUTOpialbHa PO3’€JHAHICTD Iy N10AeM);

2) ysisHa aHOHIMHicmb Kopucmyeauie (kK iMeHa y Mepexi IH-
TepHET BUKOPUCTOBYIOThCS NCEBAOHIMU (HIKM));

3) HaasHicmb 3HA4HOI Kilbkocmi Kopucmyeauis, 10 KUX Jier-
KO MOXXHa J0BeCcTH CBOI ifel, opranisyBaTu ix [Jia IpOBeJeHHH
SAK0i-HeOyAb akii, opMyBaTH rPOMaZICbKy AYMKY, HABMHUCHO J€3-
indpopmyBaTH, 36upaTH iHpopmariio);

4) 3akoHOOaBYA HeapecyIH8AHICMb TAKOTO cepeoBUINa*!L,

3704nHHI rpyny, wo GopMyOThCs Y KibeprnpocTopi, xapak-
TEPU3YHThCSI 0COOJIMBUMU popMaMHU opraHisauii (MepexxHa CTPyK-
Typa, HasiBHICTb MiXKHAPOAHUX 3B’SI3KiB, BiJICYTHICTb MPSAMHUX KOH-
TaKTiB MK Y4aCHUKaMH TOLIO0) Ta yHpaBJ/iHHS 3 BUKOPUCTAHHSIM
3aKpUTUX KOMYHIKaLliMHHUX KaHa/iB. Y Takux rpynax, 3a3BUYay,
HeMae Jiifiepa, y4aCHUKH 0COOMCTO He 3HAaMoMi, a KoopAuHAaIlis [is-
JIbHOCTI 3/1MCHIOETBCS 3 BUKOPUCTAHHSAM MepeXHHUX TeXHOJIOTIM.
[liciga AOCATHEHHA 3JIOYMHHOI MeTH TaKi TPy MOXYTb IIBUJKO
po3nagaTucs abo NOMiTHO nepeby10ByBaTUCA*12,

410 Ki6epmoJinis Bif3Havyae cBiil nepiuit roBineit: 10 pokiB 60poTb6H 3
ki6ep3nounnHicTio. URL: https://www.npu.gov.ua/news/kiberzlochini/kibe
rpolicziya-vidznachaje-svij-pershij-yuvilej-10-rokiv-borotbi-z-kiberzlochinnis/

411 JlemsaHuyk E. B. Bopb6a ¢ npecTynjeHUssMU 3KCTPEMUCTCKOUN U Tep-
pPOPUCTUYECKON HaIlpaBJeHHOCTH, COBeplllaeMble C HCIOJIb30BAaHUEM CeTH
«WHTepHeT». Hayunsiit noptan MB/] Poccuu. MockBa, 2009. Ne 1. C. 99-100.

412 OcuneHko A.JI. OnepaTUBHO-PO3bICKHAs [eSTEeJbHOCTh B KUOEp-
NpPOCTPAHCTBE: OTBETHI Ha HOBble BbI30BbL. HayuHblll eecmHuk Omckoll akade-
muu MB/] Poccuu. Omck, 2010. Ne 2 (37). C. 39.
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Y cyyacHuX ymMoBax rJ106ajbHOI iHpopMaTH3allii cycniyibcTBa
Ha/J[3BUYalHO aKTya/JbHOIO CTa€ MpobJjeMa ifeHTHdikanii ocobu B
Mepexi [HTepHeT. UuMasio iHTepHeT-CallTiB A/ 3pYyYHOCTI KOpHUC-
TyBauiB 3aCTOCOBYIOTb cUCcTeMy ifleHTHUdiKallii 3 JomoMorow mpo-
neayp «peectpanisi/aBropu3sanis». Ilpo6ysieMa BUKOPUCTAHHSA
noAi6HOTO MexaHi3My ileHTUdiKalil KOpUCTyBaya NOJATa€ B TOMY,
o iHpopMarlis Npo KOpUCTyBaya HaJAETbCA JiMlle HUM, 6e3 mpo-
neaypu Bepudikanil. ¥ 6inbiocTi BUNagKiB KOpUCTyBadi B Mepexi
[HTEepHET BUKOPUCTOBYIOTh NCeBJJOHIMU (HiKH).

[Tonpu Te, noTpeba cycHisibcTBa B MiZiBUIIIeHH]I JOCTOBIPHOCTI
indopmaril BuUMarae po3po6ku MexaHi3MiB ifeHTudikaLil KOpH-
CTyBadiB y Mepexi. Y pea/lbHOMY KUTTi MU JIETKO MOKEMO OTpUMa-
TH iHpopMaliito Ipo ocoby, 3 KO MAEMO CIIpaBy: 3a 0COGUCTOTO
CMiJIKyBaHHA MU MO)XeMo cGOPMYBaTH YABJEHHS NpO JIOAUHY 3a
30BHIIIHIM BUIJISJIOM, 32 HEOOXiJHOCTI MU MOXXEMO BUMAaraTu 4u
NOTPOCUTH HAZATH HEOOXiAHI JOKYMEHTH, fIKi MiCTATb NepeBipeHy
indopmariiro. ¥ Mepexi [HTepHET TaKMX MOX/JIUBOCTEN y GibLIOCTI
BUIIQ/IKiB HEMAE.

Jns 3fificHeHHs JIaTHKHUX onepaliil 3a J0NOMOro Mepexi
[HTEpHET MOXYTh BUKOPUCTOBYBATHCSl CHCTEMH Ha OCHOBI 6aHKiB-
CbKHX KapTOK, CMapT-KapToOK, iHTepHeT-0aHKIHTY abo «eJeKTpOoH-
HUx» rpoiieil. Hal6inbm nonyasspHUMH MJIATDKHUMUA CHCTEMaMH,
AKI BUKOPUCTOBYIOTbCA B Mepexi IHTepHer, €: Western Union,
Money Gram, Hawala, WebMoney, Qiwi, PayPal, Q-Cash Toio.

€ 4 rpynu BioMocTeH, sKi HalO61MbII YacTo 3a3HAIOTh Hama-
JiB i3 BUKOPUCTAHHAM LIKIJJIMBUX IPOrpaM:

1) moctyn A0 pi3sHUX piHAHCOBUX omnepalii (OHJalH-0aHKIHT,
IJIATHKHI KapTKHY, eJIeKTPOHHI rpolli), iHTepHeT-ayKLioHiB TOIL0;

2) mocTyn A0 TOIITOBUX CKPUHBLOK, fAKi € yacTtuHow I[CQ-
aKKayHTIB, fIK i BCi 3Hali/leHi Ha KOMIT'I0Tepi aZjpecu eJleKTPOHHOI
MOLITH;

3) mapoJii, KOAW JOCTyNy Ji0 iHTepHeT-melKepiB, calTiB
TOILLO;

4) napouJii, KOAu 4,0 OHJIANH-Iirp#413,

413 fnnapoB P. M. UHdopMaLlMOHHbIE TEXHOJIOTUM U KOMIIbIOTEPHBIE
npecTymieHuss B ceTd HMHTepHeT. UHpopMaLMOHHbIe TEXHOJOTHH, CBSI3b U
3amuTta uHdopmanuu MB/l Poccun. MockBa: BHUU MB/] Poccuuy, 2012.
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BigHemaBHA criocTepira€TbCsA TeHEeHIisA 10 36i/bIIeHHS Ia-
XpaWCbKUX [ill y Mepexi [HTepHeT, 30KpeMa OTpUMaHHS NepcoHa-
JgbHOI iHpopmarnii (mapoJiiB, 6aHKIBCbKUX paxyHKiB a6o JaMmmiB i3
iHpopmarlii€elo mpo BJACHUKIB KpPeJUTHUX KapT TOLIO), LLISAXOM
PO3CHUJIKU eJIEKTPOHHUX JIMCTIB BiJl iMeHi 6aHKy, sIKi MiCTATb MOCHU-
JIaHHS Ha miZipo6JieHi caiiTy, 110 IMITYIOTh pOGOTY CIPaBXKHiX, — TaK
3BaHOro «imuHry». LlboMy clpUsIo CTpiMKe NOLIMpEHHs iHTep-
HeT-ayKI[ioHiB, «piHAaHCOBHUX MipaMiJ», BAKOPUCTAaHHS HeGaHKIBCh-
KHUX eJIeKTPOHHO-IJIATIKHHUX CUCTEM.

[IpyyoMy 1i calTH CX0Ki Ha CIPaBXKHi. 3a3BUYal TaKUU CAaUT
NPONOHYE 3apeeECTPyBaTUCA [ 3A4iHCHEeHHSA NIOKYNOK. 3a peecTpa-
1ii Heo6Xi/THO BBECTH CBOI /]aHi, a caMe — HOMep Ta iHLII peKBi3uTU
6aHKiBCbKOI KapTKH (KpiM KoAy), 3 AKOI B MallOyTHbOMY IJIAHYETb-
cAl 3AIMCHIOBATU MOKYIIKH.

Aute i calToM Takoi iIHTepHeT-KpPaMHHUILi MaCKyIOTbCS IIAX-
pai, TOMy NOKYNKH Ha HbOMY He 6yje. HaToMicTb Hafiije nosijo-
MJIEHHS], 110 TPaH3aKI{is HeMOXJ/INBA 3a eBHUX NPUUYMH (X maxpai
npyuAyMalTh 6e31i4). IHoAi NPONOHYITh CIPO6YBAaTH BUKOPHUCTA-
TH iHIIY KapTKy, AaHi K01 TeX MOTpamsioTh A0 maxpais. [licas
LbOTO Yy 3JIOBMUCHUKIB € Bcs iHpopMaliis 1040 KapTKH, 30KpeMa
CeKpeTHMH KO/, i axpai 3pa3y » 3a paxyHOK >XepTBU KYyNYIOTb
peasibHUAM TOBap, AKUH NOTIM MOXKHA peaJsli3yBaTH.

KpiMm Toro, ¢inmMHroBi caTh BUKOPUCTOBYHOTH JJis TOrO,
061 3aBOJIOJIITH aKayHTAMU XePTBH, OCKIJIbKY YMUMaJIo JIIo/ieH 3a
peecTpauil Ha pi3HUX cailTaXx BUKOPUCTOBYIOTb OJHI i Ti » JIOTiHU
Ta napoJi. ¥ nojanpmioMy maxpal BXOAATb y CUCTeMy Mif iMeHeM
*KePTBHU.

QIIIMHIOM € TaKOX BUIIQJKH, KOJU KOPUCTYBAyy BiJ iMeHi
6aHKy, Jie BiH 00CyTrOBY€EThHCS, HAJIXOAUTb MOBiJOMJIEHHS PO 3Mi-
Hy NeBHUX NPaBUJI | HeOOXiHICTb YBINTU B CBOI 6aHKIBCbKI HaJ1a1l-
TyBaHHSA [IJ11 BHECEHHA 3MiH. [lici 1jbOoro Aa€TbCA MOCUJIAHHSA Ha
HiIGUTO GAaHKIBCBKHUH, a HacnpaB/i ¢imuHroBui cat. llaxpai cro-
JiBalOThCS Ha Te, 1110 KOPUCTYBay 3a3BU4all nepei/ie 3a UM MOCU-
JIAaHHSIM i Ha ¢a/sbLIMBOMY CalTi 6aHKYy BBOAUTH CBil mapoJib i Jio-
rid. [loai6HMM BUA maxpalicTBa Hapasi 4acTo 3aCTOCOBYETHCA 111010
BJIACHUKIB cMapT¢OHIB A/ oTpuMaHHs iX ID i foctyny nmoTiM g0
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HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS
inpopmMariii Ha boMy TeJsiedoHi (aKayHTH, JOKYMEHTH, 6a3a HoMe-
piB Towl0). 3HOBY HAeTbCA NMPO BHECEHHs MEeBHUX 3MiH y HaJjall-
TyBaHH{, JJI1 4Oro HAaJCUJIAETBhCA NMOCUJIAHHA, Jie Lie HeobXigHo
3aidcHuTHA14,

HoBa cucteMa 60poTbOH 3 KOMIT'IOTEPHUM IIaXpalCTBOM Ha
OCHOBI 06CsXKHUX JJaHUX 6yJ1a po3po6JieHa B komnadii Visa. Ha Bif-
MiHy Bijj onepejHix cuCTeM BOHa BpaxoByBaJa A0 500 oco61uBoOC-
Tel KOKHOI TpaH3akKliii i aHasidyBasia Te, 1110 Bi0YBa€THCA 3 TOUHI-
CTIO 10 OKpeMUX 6aHKOMaTiB. 3a pik cucTeMa 3yNUHSE WaxXpanchbKi
MJIaTeXi Ha cyMy 6JIM3bKO 2 MJIp/J AosapiB CIIA41S,

OAuH i3 BeJIMKHUX aMepUKaHCbKUX OaHKIB MiJKJIOYUB 10 60-
poTbOU 3 mIaxpasMu cynepkoMmm’totep Watson, po3pobJsieHuil B
IBM. Cucrtema IBM, sika BUKOpUCTOBYE esieMeHTH Watson, aHasti3ye
MOTIK TPaH3aKILiil B peaJlbHOMY 4aci, OLIiHIOIYH Mif03PiJIicTh KOX-
Hoi 3 HUX. Ha o1iHKy, kpiM iHIIOTr0, BIJIMBAE icTOpis BiiHOCUH 6aH-
Ky 3 TOProBOI TOYKOI0, sIKa iHilitoBasia yroay. Yum Gisiblie 1max-
paliCbKUX TPaH3aKI[iil B 1i NOCAYKHOMY CIUCKY, TUM MEHIIIEe 0 Hel
noBipu. ¥ IBM cTBep/Kyt0Th, 10 cucteMa Ha 15 % 36inbmuaa Ki-
JIBKICTb BUSIBJIEHHX IIaxXpalCbKUX 3BepHeHb 0 6aHKy i Ha 50 %
3MeHIIW/a KiJIBbKICTh NOMMJIKOBUX CIpalbOBYBaHb. A CyMa, fAKYy
BJIAJIOCS 3aXMCTUTH BiJl maxpais, 3pocsia Ha 60 %*16,

Y 2017 poui aMepUKaHCbKI paBooXopoHLi, 30kpemMa PBP i
MoJIiIisl, 3ampoNOHYBaJIM HOBY KJacudikallilo iHTepHeT-3JI0UMH-
HOCTI], a caMe:

1) niatixxHe waxpaictBo. lle nomwupenuii B CIIA BUA 3.710-
YHMHHOCTI, KOJIU 3JI0YMHHI IpynHu (rosoBHO adpprUKaHChbKI U asiaTchb-
Ki) po3cHIal0Th JIMCTH, B IKUX IPONOHYIOTb KOPECIOH/eHTaM 3Ha-
YHIi CyMH rpoiueil. Ik yMoBa BUIJIaTH LUX rpolliel nepes6a4yaeTbCcs
3/iiCHeHHs NoNepe/HiX MJIaTeXiB, OB’ A3aHUX i3 OIJIATO0 IOPUAU-
YHMUX Ta iHIIKX NOCAYT JJIs 3[iHCHEHHS [IJIaTexy;

414 Pepopma nmosimuuu B AMepuke BpeMéH Tpammna. URL: http://zavtra.
ru/blogs/reforma_politcii_v_amerike_vremyon_trampa

415 «Bosblive AaHHbIEe» NPOTUB MoueHHUKOB. URL: https://www.com
pu terra.ru/183255/fraud-bigdata/

416 Tam camo.
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2) nonepenaHik BHecok. Jleasi yacTinie 3J1I04MHII MOCUIAIOTD
eJIEKTPOHHI JIUCTH, B IKUX YKa3yIOTh, 10 oiepKyBay KBaJidikoBa-
HUH PiHAHCOBOIO KOMIIaHi€E Ha OTPHMAaHHS MiJIbIOBOTO BEJHUKOI0
KpeAuTy abo BUrpaB 3Ha4YHY $piHaHCOBY NpeMilo;

3) couiasibHa iHXeHepis SK MiAKpiNJIeHHS eJIeKTPOHHOTO
maxpaicrBa. lled TuUn wwaxpaiicTBa BUKOPUCTOBYETHCS HPOTHU
IOPUAUYHUX 0Ci6, IKi MalOTh LIMPOKE KOJI0O KOHTPAreHTiB;

4) 61arofidHICTh AK 3JI0YMH. 3JIOYMHI JAefasi dYacrime
cTBOpIOIOTh GiKTUBHI 6J1arofikHi opranisauii. 3a3Buyaii nicis cep-
MO3HUX CTUXIHHUX KaTaKJIi3MiB;

5) maxpaiictBo Ha fAoBipi. HemoaaBHo B CIIIA pisko momu-
puJsIocs maxpancTBo Ha JoBipi. SKio paninie 1e Big6yBasiocs Tiab-
KU 4yepe3 eJIEKTPOHHY IOLITY, TO 3 CepeJUHH «HYJbOBUX» DOKIB
JeJalli akTUBHIlLlle BUKOPUCTOBYIOTbCA COLia/IbHI Mepexi;

6) BUTIK KOPNOPAaTHUBHUX JJAaHUX. Y OiAbIIOCTI BUMAAKIB Xa-
KepH 106yBalOTh KOPNOPATHUBHI JjaHi 32 JJ0IIOMOro0 MeTOAiB CoIli-
aJIbHOTO IHXXUHIPUHTY;

7) kapTKoBe 11axpaicTBo. Cepen ycix BUAIB iHTepHeT-
3JIOUMHHOCTI, CIIPSIMOBAaHUX NPOTH HaceseHHs, HAaWGiIbIIO]l KoY
B 2016-2017 pp. 3anofis/io KapTKOBe iHTepHeT-1axpanucTBo. 3ara-
JibHI BTpaTu HacesieHHs CLIA Bix nporo Bujy 1axpaiicTBa 3a JiBa
POKHM CTaHOBUJM NoOHa/ 1,1 MmupA fosapis;

8) iHTepHeT-3/I0OUNHHICTh MPOTH JiTeH, A0 SKOro BXOASTH
Oyib-SIKi BU/IU KiOEpP3JI0YHMHHOCT, 06'€KTOM SIKUX € JiTH*17,

Y cydyacHux yMOBax BUKOPUCTaHHA Mepexi IHTepHeT onepa-
TUBHUMU Ta CJAIJYUMU MiAPO3AiJaMU [IPAaBOOXOPOHHUX OpPraHiB €
HeoOXiJHOI YMOBOIO ycmixy y cdepi 60poTbO6U 3i 3JI0YMHHICTIO.
Takox cJiiJi Bi[pi3HATHU opraHisaniro 60poTb6H 3 Kibep3/104ruHaAMU
Ta opradisauito 37ificHenHs OP3 Tta HCP/] misixoM BUKOPUCTAHHSA
KibepnpocTopy, a/ike OCTaHHI MOXYTb MPOBOJUTHUCH SIK y ClipaBax
npo Kibep3JIoUUHY, TaK i y crpaBax Mpo 3JI0YMHU, BUMHEHI Y 3BU-
YallHOMY cepeJ0BULI.

Tak, ciifi 3a3HaYUTH, 1O POJIb ONlepaTUBHUX 1 CAiAYUX MiJ-
pO3/iJiB y nonepe/pKeHHI Ta pO3KPUTTI 3JI0YMHIB IIJIAXOM BUKOPH-

417 Pepopma nosnuuuu B AMepuke BpeMéH Tpammna. URL: http://zavtra.
ru/blogs/reforma_politcii_v_amerike_vremyon_trampa
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CTaHHs KibepnpocTOpy CbOroJHI He MOXXHA Ha3BaTH JOCTATHBOIO.
3/1e6i/IbIIOTO 1ie MOSICHIOETbCS OPaKoOM BiZMOBiAHUX cremiasicTiB
B ONlepaTHUBHUX 1 caiguux migposaisax HanioHanbHol mouinii, Aki
6 ofHOYacHO Masu npodeciiiHi 3HaHHS KOMIT IOTEPHUX TEXHOJIOTIH
Ta HABUYKH ONIEPaTUBHOI pO6OTH.

3BakalouM Ha BHKJIaJeHe, MOXXHA OKPECJUTH OCHOBHI HA-
npsMuU 8UKOPUCMAHHA Mepexci I[HmepHem:

1) BusIBJIeHHS 0Cib, fIKi CTAHOBJIATH ONlePaTUBHUM iHTepec;

2) NolllyK KOHKPEeTHHUX 0Ci6, ycTaHOBJEHHS iX ¢pisuyHoro mi-
CLie3HAXOPKEHHS;

3) Hanaro/)XeHHs1 HerJlacCHUX 3B'f3KiB i3 MOJajbIIUM yXO-
JDKEeHHSIM y 6e3nocepeiHid KOHTAKT;

4) mouryk BUKpaJleHUX pedeil Ta BCTAHOBJIEHHS MPUYETHUX
JI0 LIbOTO 0Ci0;

5) 3ailficHeHHA NCHUXOJIOT{YHOr0 BIUVIMBY Ha YYaCHUKIB KpH-
MiHaJIbHUX CTPYKTYP LULISIXOM BeJleHHs aKTUBHOI po60TH Ha dopy-
Max i yaTax*18,

[lonpu Ue, € HU3KA MpPo6JIEM, NOB'sI3aHUX i3 BUKOPUCTAHHIM
inpopmariii B Mepexi [HTepHeT:

— 3apeecTpoBaHi HENOOJWHOKI BUIIAJKH, KOJU COLiaJIbHI
Mepexi CHpUSIIOTh YYMHEHHI0 3JI04MHIB (Hampuk/aaj, ocoba
MOBiIOMJISIE B MepeXxi, 1[0 MoixXasa y BiIYCTKY, i B 11ei 4ac ii *KUTJI0
rpabyroTb)*19;

- colliaJIbHI MepexXi HecyTb NeBHY 3arposy lije W TOMY,
110 3JIOYMHLI TAaKOX CIIJIKYIOTbCS 4epe3 HUX, CTBOPIOIOTb 3aKPUTI
rpyny;

-y Mepexi MicTUTbcA 6araTo HeJOCTOBipHOi iHdopMauii.
Y 3B’sI3Ky 3 IUM JaHi, OTpuMaHi 3 [HTepHeTy, He0bOXiAHO 3icTaBs-
TH Ta NepeBipATH 3 BUKOPUCTAHHSIM ONepaTUBHUX 00JIiKiB Ta iH-
IUX Jxxepes iHpopManii.

418 BopoHoB U. A. TeopeTuueckue OCHOBbI UCIOJIb30BaHUs MHPOpMa-
LMOHHBIX U MOUCKOBBIX CUCTeM rJ06asbHOM ceTH WHTepHeT B omepaTHBHO-
pO3bICKHOU JesATenbHOCTH. BicHuk JIIYBC im. E. O. [lidopenka. Jlyrancok, 2009.
Ne 1. C. 200.

419 MBC pazuThb ykpaiHLsM o6epexHillle KOPUCTYBATUCS COLMepexa-
Mu. Tuxcdens. 12.05.2011. URL: http://tyzhden.ua/News/23957
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BUKPUTTS  3JIOUMHILS, SKAH aKTHUBHO BHUKOPHCTOBYE
KOMIT'IOTEPHI 3aC06H B MOBCSAKAEHHOMY KUTTI, 30KpeMa A1 JoCs -
THEeHHsI 3JIOUMHHUX 1iisied, moTpebye cMcTeMHOro aHamtisy iHop-
Mauii B iHpopManiiiHo-TesekoMyHiKaliiHUX Mepexax. s edek-
THBHOTO NOIIYKY Takoi iHpopmMalii 3ay4aroTbcs Taki pecypcu:

e cepsepu cayxco6u Whois, siki MictaTh iHPopMalio npo Ha-
JiexkHicTb neBHOI IP-ajipecu 10 KOHKpeTHOro NpoBaigepa*zo;

e enekmpoHHy nowmy (E-mail), mo 3a6e3nedyye 06MiH
NOIITOBUMM MOBiJOMJIEHHAMU 3 OyAb-IKUM aboOHeHTOM Liel
Mepexitzl;

e coyianbHl mepedxcl, AKi HaJJaloTb MOXJIMBICTb CHIJIKYBaHHA
KOpHCTyBayaM 3i cnopifHeHUMHU iHTepecamu. Cepej couiajJbHUX
Mepex JIiJepoM 3a KUIBKICTIO KOPUCTYBauiB 3aJIMIIAETHCS
Facebook - 2,2 MsipJ; akTUBHUX KOpHUCTYBauiB y Micsaub, Twitter -
335 MJIH aKTUBHUX KOPUCTYBAuiB y Mics1p42%;

e 6s102u (aura. blog, Bix «weblog», «MepexHuit KypHaa a6o
I0JIEeHHUK MOAii») — Be6-CaliTh, OCHOBHUU 3MICT KUX CTAHOBJISITh
3allUCH, 1110 € PEryJsipHO J0NOBHIOBAHUMHU, 300pakeHHs ab0 MyJib-
TUMe/ia*23;

e calimu 3HatiomMcmes - iHTepHeT-cepBepH, L0 HAZAIOTh KOPU-
cTyBauaM |HTepHeTy Hocjyru 3 BipTyasbHOr'O CHiJIKYBaHHS 3 iH-
IIMMU KOPUCTYBauaMmu+24;

* ge6-opymu — KJiac BeO-0/aTKIB /i opraHizarii crijky-
BaHH# Bi/iBiAyBauiB Be6-caTy*25;

eyamu (aHrJ. chat - po3moBa) - 3aci6 criJiKyBaHHSI KOPUCTY-
BayiB Mepexi B peXKHMi peajibHOT0 yacy*26;

* cepsicu IP-menegoHii, 10 HaJAlOTh MOCJAYTH 3 Nlepe/laBaHHsA
TesiepOHHUX PO3MOB abOHEHTIB 3a MpoTokoJsioM IP nuisixom 3acro-

420 Whois. URL: http://uk.wikipedia.org/wiki/Whois

421 EnextpoHHa némra. URL: https://uk.wikipedia.org/wiki/

422 KinbKicTb iHTEpHET-KOPUCTYBauiB nepeBuinuia 2 Minbapau: TCH -
OcTtanHi HoBUHY, 20.01.2012. URL: http://www.unian.net/ukr/print/480748

423 Byor. URL: http://uk.wikipedia.org/wiki/6.10r

424 OH-nalH_cayx6a_3HariomctB. URL: http://uk.wikipedia.org/wiki/
OH-J1aliH_c/1yx6a_3HaKOMCTB

425 Be6-¢opym. URL: http://uk.wikipedia.org/wiki/Be6-dopym.

426 Yat. URL: http://uk.wikipedia.org/wiki/4aT
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cyBaHHS iHQopMalilHO-Te/JleKOMYHIKalilHUX Mepex (oAHUM i3
HalnomupeHimux cepBiciB Takux nocayr € Skype)+27;

e cepsic YouTube, axuit HaZLA€ MOCAYTU BiJIeOXOCTUHTY KOPU-
cTyBayaM, fKi MOXyTb [0JaBaTH, NeperjsaJaTh i KOMeHTyBaTH Ti
4yM iHwi Bifeo3anucu (ayaurtopis kopuctyBadiB YouTube - Gisblue
1 Mapg)42s;

e aiindeuli cépeep (aHr.. file server) - 1je BUJjiJIeHUH cepBep,
NpU3HAYeHUN [ BUKOHaHHS QpalloBUX onepaliii BBeJeHH:-
BUBEJIEHHs, IKUM 30epirae ¢paiau 6yab-AKoro TUMy. 3arajoM Mae
BEJIMKUUM 06CAT JUCKOBOTO MPOCTOPY, peasizoBaHoro y ¢op-
Mi RAID-MacuBy A1 3a6e3nedyeHHs 6e3nepebiiHOl po60OTH Ta Mij-
BUILEHOI MIBHUJKOCTI 3alMCy Ta YUTaHHS JaHUX. 3apa3 GijablIicTb
indopmMariii 36epiraeTbcs He TIbKY Ha Ppi3UYHUX cepBepax, ajie i Ha
BipTya/IbHOMY cepBepi42°,

Y 2019 poui HalnomysasapHimuM  6pay3epoM  AJs
KoMI'toTepiB cTaB Google Chrome. Horo yacTka Ha pUHKY CTaHO-
BUTb 59,59 BigcoTkiB. [lpyry cxoaunky mnociB Internet Explorer,
SIKUW OTpHMaB 4acTKy B 16,84 %. YacTka Mozilla Firefox cranoBu1a
12,2 %, mo f03BoJIsIE 6pay3epy YTPUMYBATH TPETIO CXOAUHKY MiJI-
CYMKOBOTO pEUTUHTY*30,

MOHITOpPHHI coLiia/IbHUX CalTIB y Mepexi IHTepHeT Takox
Jla€ 3MOTYy IepeBipUTH HasgBHI a6o 3i6paTu HOBi BigomocTi mpo
KOHKpeTHY 0coby, oTpuMaTu ¢oTorpadii pisHUX pokiB ii KUTTH,
BUSIBUTHU 3B’SAI3KU (POJMHHI, APYXXHi, KOMepIiiiHi, 3/104KMHHI) Ta
KOHTAKTH, BCTAHOBUTHU Miclie nepebyBaHHS Ta po6oTu. [IpuHIun
GyHKIIOHYBaHHSA TaKHUX Mepex JI0IyCKae 3/iiCHeHHs1 6e3nocepe/-
HbOTO KOHTAKTY 3 KOHKPETHOI0 0C06010 a60 BUsBJIEHHS ii 3B's13KiB
3 iHImUMU oco6aMu. Llg JisJIbHICTD € HOBUM HalpsIMOM 3/1iliCHEHHS

427 Ckaptn. URL: http://uk.wikipedia.org/wiki/Ckaiin

428 YouTube. URL: http://uk.wikipedia.org/wiki/YouTube

429 @aitnosuii cepBep. URL: https://uk.wikipedia.org/wiki/

430 fkuit iHTepHeT-6pay3ep kpauie. Akuil BUGpaTH G6paysep AJs caab-
koro komm'totepa. OcHoBHiI mepeBaru Omepa. URL: https://beasthackerz.
ru/uk/kompyuter/kakoi-internet-brauzer-luchshe-kakoi-vybrat-brauzer-dlya-
slabogo.html
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MoHozpagpis
OP3, mo noTpebye po3pobJieHHs Ta BIPOBapKeHHs BiamoBigHOI
TaKTHUKH IX IpOBeJeHHS.

3asiexxHO BiJ, BUAY pecypcy i Horo npusHavyeHHs, peKBi3UTa-
MU MOIIYKY MOXYTb O6yTU iHAUBifyasbHUN HOMep abOHEHTa, BiK,
CTaTh, iM's1, pi3BHILe, ICEBAOHIM, HOMep eJIEKTPOHHOI MOLITH, Mic-
To abo KpaiHa NpoKUBaHHSA. [l0BOJII 4acTO BCTAHOBJIEHHS HaBiThb
daKTy BUKOPUCTaHHS [IEBHOI'O PECYpCy 0C060I0 MOXKe 3HA4YHO Hif-
BULIATH NOiHGOPMOBAHICTh ONepaTUBHUX NpalliBHUKIB Npo 06CTa-
BUHMU 3JI0YMHY, a TAKOX CIIPUATH OTPUMAHHIO JOJAaTKOBUX BilOMO-
CTeH, IKi CIPUAIOTb PO3KPUTTIO 3JI0YMHY, BUCYHEHHIO [0 aTKOBUX
Bepcili a60 CTBOPEHHIO JIereHAM B IIpolieci olepaTUBHOI PO3POGKH.
[lepeBipka JOMeEHHOTO iMeHi 3 BUKOPUCTAHHAM Pi3HUX IHTepHeT-
CaWTIB ZI03BOJIsIE BCTAHOBUTH, Ha YME iM'd 1 B AKil KpaiHi 3apeecT-
pOBaHUM calT431,

BiznTHOI KapTKOI0 KOMepLiiiHOI opraHizanii B IHTepHeTi € ii
KOpIIOPaTUBHUH CaliT, Ha AKOMY, 3a3BHUYak, po3mMileHa iHdopmaris
npo MicClle3HaXO/PKeHHsI M0CaZloBUX 0Ci6 i GaHKIBCbKI peKBi3uTH
oprasisaruii.

Po6oTy 3 iHbopMaIiiHUMK cUCTeMaMH, siKi 36epiraloTh 3Ha-
YHUHU ob6cAr iHpopmariii, moJiermymTh BOYA0BaHi nporpamMHi GpyHK-
1ii mMoIyKy KOHKpeTHOI 0co6H, BiZGOpy BCiX KOHTAKTIB, rpyn Apy-
3iB, yCTaHOBJIEHHS MEPIOUYHOCTI BifBi/lyBaHHS pecypciB [HTepHe-
Ty. BTiM, 0CHOBHMH HeJl0JIIK LIMX IpOrpaM MOJIAATa€E B TOMY, 110 BO-
H{ BTpavyalTb NeBHY KiNbKicTb kopHcHoI iHdopmarii, BigTak dop-
MYIOTb HENOBHY KapTHHY TOro, 1o BiZi6yBaeThbcsa. Kpim Toro, wi
NporpamMu rojIOBHO NMpH3HaudeHi A/ NoTpeb KoMepLilHUX opraHi-
3auill, a Ao cneuudikyd 3aBJaHb, WO CTOSATH Mepes NPaBOOXOPOH-
HUMH OpraHaMy, He a/JallTOBAHI.

Ha Bubip TakTUKM 3/iliCHEHHS NOLIYKOBUX 3aX0/iB Y Mepexi
[nTepHeT BIJIMBaE:

- HEOOXiZIHICTb 3a/y4yeHHs CHeliaJbHUX MO3HAaHb y Tasysi
iHpopMaIiiHUX TeXHOJIOTiH 3a mpoBeieHHs OP3;

431 AreeB B.B.,, AreeBa E.B. K Bompocy o mnoucke onepaTHBHO-
po3bickHOU HWHbopManuu B UHTepHeTe. KpumuHoaozuueckuli scypHaa OYIIL
MockBa, 2011. Ne 1 (15). C. 65-70.
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- iCHyBaHHA «iHTeJIeKTYaJIbHOI» NPOTUJIl PO3KPUTTIO 3J10-
YHUHIB i3 60Ky 0ci6, AKi X yYUHUIY;

- 3HaYHUU 06CAT AaHUX (B eJIeKTPOHHIH ¢opwmi), ki Heo6-
XiZIHO oNpanoBaTH MiJ 4ac pO3KPUTTA 3JI0YUHY;

- nediuuT yacy i JMHAMIYHICTh 06CTAaHOBKU*32,

OkpeMo cJif 3a3HA4YWTH, L0 NPAaBOOXOPOHHMM OpraHawm,
30KpeMa opraHaM HanioHasbHOl moJilii, y Cy4acHUX yMOBax
He CJIiJ BUKOPUCTOBYBATH |HTepHeT Jiulle K LOAATKOBE JKepeJio
inpopmariii.

Ha naw norssi, #oro MoxkHa 3ajy4aTH SIK clieljia/ibHU{ 3a-
ci6 3AiiCHEHHSI MCHUXOJIOTIYHOTO BIJIMBY Ha YYacHHUKIB KpUMi-
HaJIBHUX CTPYKTYP LJISIXOM BeJleHHsI aKTUBHOI po60TH Ha popyMax
i yaTax.

[HHOBaLIMHOIO TEXHOJIOTiE€I0 MOIIYKY BUKpaJeHUX pedueil Ta
BCTAHOBJIEHHSI MPUYETHHUX 10 L[bOTO OCi6 € BUBUEHHS NMPOMO3UIiK
iHTepHeT-KpaMHUIb Ta aykKuioHiB. [lomyk AOLiIbHO NOYMHATH
3 BUSIBJIEHHSI peTioHaJbHOro 06’ekTa 36yTy. llle ofgHMM eTanmom
€ aHaJi3 TOBapiB 3a KaTeropiamu, i, BpellTi-pellT, NOLYyK KOHK-
peTHOI MapKu NpuJaay abo pedi. ¥ 6araTbox BUIAIKax Ha BiJiNOBi-
JHUX pecypcax pO3MilyIOTbCsl 300pa)KeHHsI TOBapy, HAaBOASTbCSA
HAOro XxapakTepPUCTHUKH, 32 HASBHOCTI BKa3yIOThCS AePeKTH, 110, 10
cyTi, i € momykoBUMH o3HakaMH. OcTaHHIN eTamn nepej6adae 6e3-
nocepeiHii KOHTAKT i3 0c06010, siIKa po3MicTHJIa TaKy iHopMallito.
Jlesiki iHTepHeT-KpaMHHULi 060B’I3KOBO BHMaralTb BBOAUTH Iac-
MOPTHI JlaHi Ta iAeHTUiKaLiMHUN KO/ 0CO6H, KA MMPOIOHYE TOBAap
Ha npopax*3s,

3a J0n0MOrow MONYJAPHUX NOIIYKOBUX CUCTEM IIpU BBe-
JIeHHI KJIFOUOBHX CJIiB «IIPOJIal0», «<aHTUKBapiaT», «aBTOTPAHCIIOPT»
€ MOXJIMBICTb OTPHMMAaTH JOCTATHIO KIJIBKICTb pecypciB, fKi Cif

432 OcuneHko A.JI. O HEKOTOPBbIX O0COGEHHOCTSIX PACKPBITHSI CETEBBIX
KOMIBIOTEPHBIX NpecTynieHui. MockBa: HayuHbiit moptan MB/l Poccuuy, 2010.
Ne 2. C. 43.

433 3pilicCHEHHSI OllepaTUBHO-PO3LIYKOBUX 3aX0JiB LLJISIXOM BHUKOPHC-
TaHHs KibepnpocTopy: HaBY.-MpPaKT. noci6. / M. M. [lepenenuns, O. B. Manxaii,
B. B. llengpuxk. Kuis: 11 «/Ipykapas MBC Ykpainu», 2010. C. 46.
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BUBYMTH 3 METOIO0 BUSIBJIEHHS NpeJMETIB, CX0XKUX 3a OMNMHCOM i3
BUKpPaZeHUMHU | BUCTABJIEHUMH Ha Npojax*34,

Y Bunajky, Akuo Takuii OP3 o6Mexxye KOHCTUTYLiHHI npaBa
rpoMajiaH, BiH IpOBOAUTBHCA TIJIbKKA Ha MiJCTaBi yXBaJM CAIL4OTO
cyani. ¥ pasi nmigTBepmxeHHs, HanpukJaaj, iHpopmauii npo Te, 10
Ha NpoJaX BUCTaBJEeHI BUKpaJeHi KyJbTYpHI LIHHOCTi, MOXHa
3/4iACHIOBAaTH KOHTPOJIb 3a/1MLIEHO] IPO/JABLEM NOLUITOBOI CKPUHb-
KU (32 HasIBHOCTI CyI0BOTO pillleHHs )*35.

Catify 3a3Ha4UTH, 110 6ibuIicTh OP3 3/1ilCHIOETBCA SIK ¥ 3BU-
YallHOMY cepeJloBHIIi, TaK i B KibepmpocTopi. ¥ cydacHUX yMOBax
[IPaBOOXOPOHHI OpraHyM BUKOPUCTOBYIOTb [HTepHeT He JMlle K
JloJlaTKoBe /pKepeso iHdopmallii, a TakoXk SIK crenjajJbHUN 3aci6
3aificneHHs OP3 misixoM BUKOPUCTaHHSA KibeprnpocTopy.

BopoTb6a 3i 3s04MHHIcCTIO Yy KiGeprnpocTopi HeedeKTHUBHA
0e3 KOMILJIEKCHOTO 3aCTOCYBaHHSl ONEPAaTUBHO-PO3IIYKOBUX CHJI,
3aco6iB, 3ax0/liB i MeTO/IiB, SIKi MalOTh, HacaMIepe/i, po3Bi/lyBa/ib-
HO-TIOLIYKOBUH XapakTep, TOOTO CIPsIMOBaHi HA OTPUMaHHS paHi-
1ie HeBiZOMOI i peTeJbHO NIPUX0BYBAHOI BiJi IPABOOXOPOHHHUX Op-
raniB iHdopmanii mpo kpuMiHasbHi moAil i MpUYETHUX JO HUX
0ci6*36,

Ha Haw norssj, Hal6inbil epeKTUBHUM € CIIOCTEPEKEHHS 3
BUKOPHUCTAHHSIM CIelia/IbHOr0 006J/1a/[HaHHS, BCTAaHOBJIEHOTO Ha
Oo11i mpoBaiiiepa TeJleKOMyHiKaIlii.

[lizcyMoBy0UM BUKJIaJieHe, 3a3HAYUMO:

1) mepesxa InTepHeT € 06’ekToM OP/] sk cucTeMa cycniJIbHUX
BiHOCHH iHdOpMalilfHOTO CycHiJbCTBA B iHpopMamniiHOMy mpoc-
TOPI, 110 MICTUTh BiIOMOCTi PO 3JI0UMHU Ta 0Cib, AKi IX yUMHUIIHY,

434 OnepaTUBHO-PO3bICKHAsA  JesATeJbHOCTb: y4eb. / T1oj pen.
K. K. T'opsauHoBa, B. C. OBunHckoro, I'. K. Cununosa, A. 10. lllymunioBa. 2-e u3g,,
Jom. u nepepab. Mocka: UHOPA-M, 2004. C. 401.

435 Tam camo. C. 402.

436 Ocunenko A. JI. OcyiiecTBjieHHe ONepaTUBHO-PO3BICKHBIX MepoIl-
pUATUN NPU PACKPBITUM CeTeBbIX KOMIBIOTEPHBIX NMpecTymaeHuil. NHdopma-
TU3alusA U UHPOpPMaLMOHHAs 6e30MacHOCTb NMPAaBOOXPAHUTEbHBIX OPraHOB:
c6. TpynoB XIII Mexa. Hayd. koHO. (25-26 mas 2004 r., r. MockBa). MockBa:
Axap. ynip. MB/] Poccuy, 2009. C. 204.
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1 BUSIBJIEHHSl SIKUX BHMMara€ 3/idCHeHHs1 ONepaTUBHUMU Ta CJIif-
YUMU NiJpOo3AiJaMU ONlepaTUBHO-PO3IIYKOBUX 3aX0/AiB i HErJIACHUX
cripuux (po3myKoBUX) Ail 6e3nocepeiHbO B KibepmpocTopi;

2) omepaTHBHI Ta CJiAdi Higpo3/iJii BUKOPUCTOBYIOTbH Me-
pexy IHTepHeT He JiMllle AJiA NOIIYKY ONlepaTHBHO-PO3IIYKOBOI
inpopmMariii, a ¥ Ak cneniasibHUK 3aci6 3xiicHenHs OP3 i HCP/J y
KibeprpocTopi;

3) miJ, onepaTHBHO-PO3LUIYKOBUMHU 3aX0/JaMU Ta HerJIaCHUMU
CTiYMMHU (pO3LIYKOBUMHM) JisIMU B Mepexi I[HTepHeT po3yMieTbes
KOMILJIEKC [Ji{, AKI 3A1MCHIOIOTHCSA ONepaTUBHUMU NiJpo3AinaMu y
kibeprpocTopi 3 MeTO0 MOIIYKY JAoKa3iB (mpeaMeTiB, 06CcTaBUH
TOL10), 110 CBiAYaTh Npo GpakTH BUMHEHHS 3/I0YUHIB i BKa3yl0Th Ha
NPUYETHHUX J0 HUX 0Cib.

2.7. 0c06/IMBOCTi BUKPUTTSA
dakTiB 30yTy HAPKOTHKIB
i3 BUKOpUCTAaHHSAM Mepexi IHTepHeT

HewonaBHo HaOyB NolMpeHHs] 6€3KOHTAKTHUN 36yT HapKo-
TUYHUX 3aC06iB i MCUXOTPONHUX PEYOBUH, 30KpeMa, 3 BUKOPHUC-
TaHHAM Mepexi [HTepHeT. HalluacTinle iHTepHET-KpaMHHUIi 3 Mpo-
JaXy HapKOTHUKIB NMPOMOHYIOThH cBOi mocayru y Kuesi, Xapkogi,
Opeci, Juinpi, MukosaeBi, XepcoHi*3.

3okpeMa, y siunHi 2019 poky npauiBHuku JlenmapraMeHTy
npoTuAil Hapko3yo4uHHOCTI HanioHasibHOI MoJIinil BUKPUJIHN 3J10-
YHMHHY OpraHisaniio 3i 36yTy CHHTeTUYHHUX «JU3alHEPCbKUX» Hap-
KOTUKIB 4epes crenjajJbHUN iHTEpHET-pecypc. YCTaHOBJIEHO, IO
JlilepoM 3JI04MHHOI opradisanii 6yB 37-piuHuil xkuTeab Kuesa,
SIKUM HaJIaroJyB NpsMIi OCTaBKU B YKpalHy BUCOKOKOHILEHTPOBA-

437 [ligpo3Ainu npoTU/ii HAPKO3JIOUMHHOCTI Ta KibepnoJilis cniBnpa-
LIOBAaTUMYTb JJ1s1 NPUIMHEHHS PO3MOBCIO/PKEHHsI HApKOTHKIB uyepe3 IHTep-
HeT. URL: https://www.npu.gov.ua/news/ narkozlochini/kiberpolicziya-ta-
pidrozdili-protidiji-narkozlochinnosti-spivpraczyu vatimut-dlya-pripinennya-
rozpovsyudzhennya-narkotikiv-cherez-internet/
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HUX HOBUX NCUX0AKTUBHUX peyoBHUH i3 Kutaiicbkoi HapoaHoi Pec-
ny6Jiikd Ta 3ady4uB [0 chiBmpani cBoro pojuya - axiBig
3 IT-TexHosoriil. OcTaHHIN CTBOPUB cHelliaJibHUM CalT AJs peasti-
3alil HOBHUX NCUXOAaKTUBHUX PEYOBHUH i KaHa/ y MNONYJSPHOMY
MeceH/pKepi Ta 3a6e31ne4yBaB iXHIO MOCTiHY po6oTY ¥ agMiHicTpy-
BaHHS.

Yci ¢irypaHTH AOTpUMyBasuCa >KOPCTKOI KOHcmipauii,
MOCTiiHO 3MiHIOBa/IM Micld JAMUCAOKaIil Ta 36epiraHHsA MCUXO-
aKTUBHUX pe4YyoBHUH. [l CHIJIKyBaHHA MDK 4YJeHaMM oOprasisa-
1ii BUKOPUCTOBYBAJIUCA KaHA/MW 3B’SI3Ky 3 BHUCOKUM CTyIeHeM
Mmu$pyBaHHA.

[lix 4ac 3aBepllaJBHOTO eTamy crenonepanii 3aTpUMaHO
8 wJieHiB 3/104MHHOI opraxisauii, npoBeseHo 26 061UYKiB i BUIy4Ye-
Ho Malbke 100 THC. 03 HAPKOTHUKIB I ICUXOTPOIIB, KiJlorpaM KOH-
LIeHTPAaTy HOBUX ICUXOAKTHBHUX PEUYOBUH, i3 AKOI0O MOXKHA BUTIO-
TOBUTHU 30 KI' ICUXOTPOINHUX PEYOBUH BapTICTIO Mailxke 9 MJIH Irpu-
BeHb. Takox BustydeHo nonaz 150 tuc. mosapis CIIA, 12 Tuc. eBpo
i 350 Tuc. rpuBeHb roTiBKHM, 3/100yTOi BiA peasizanii Hapko3aco-
0iB, 47 6aHKIBCbKHX KapTOK, OPITEXHIKY, 2 oAMHUI 30poi, 8 aBTO-
MOO6iTiB438,

Y Muxkosaesi y BepecHi 2019 poky npauiBHUKHA YIIpaBJliHHA
NpOTHUZii HAPKO3JIOYMHHOCTI JIIKBiZlyBa/iki KaHa/ NOCTa4aHHA Hap-
KOTHKIB i ICUXOTpPONiB BapTiCTIO MOHA/ Mi/biloH rpuBeHb. Pirypa-

HTH yrpyNOBaHHS IOCTa4yaJu KJIIEHTAM 3aMOBJIEHHS LJIAXOM 3a-
KJIAZIOK, XOBal4H ix y ropixax. Cami K OTpUMyBa/IM IOCTaBKH, 3a-
MacCKOBaHi IiJ NOUITOBY AOCTaBKy TOBapiB 3 IHTEepHET-KpaMHMUIL.
3a HM3KM OOGUIYKiB 3a MiclleM NpOXMBaHHSA, B aBTOMOOGIJII Ta Ha
KBapTHUPi-CKJIaZi NIPaBOOXOPOHIi BUIYYUIJIU ¥ 3JIOBMUCHUKIB IIOHAJ,
Kizorpam amderaminy, 150 nigroToBsieHUX 3aKJaJ0K, MNiBTOpHU
coTHI mirysiok ekcrasi, 77 mapok JIC/l, kaHabic, coJi, 6iJis 0JHOTO

438 [los1iniss BUKpUJIA 3JI0UMHHY OpraHisanito y 36yTi CHHTETUUHUX «JU-
3allHEPChKUX» HApKOTHUKIB yepe3 cneniaabHUi IHTepHeT-pecypc. URL:
https://www.npu.gov.ua/news/ narkozlochini/policziya-vikrila-zlochinnu-
organizacziyu-u-zbuti-sintetichnix-dizajnerskix-narkotikiv-cherez-speczialnij-
Internet-resurs/
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KiJlorpamy nmpeKypcopiB, iHIIIi HAPKOTUYHI peYOBUHH, a TaKOX 6aH-
KiBCbKi KapTKH Ta IPOIIOBi KOIITU439.

Y nuctonazi 2019 poky NpaBoOOXOpPOHIIi MPOBEJIH MacUITaOHY
crenornepanito JJd JiKBijauil AisgJIbBHOCTI  HapKOCUHAWKATY,
y pe3yJ/bTaTi sikoi 6yJi0 3aTpUMaHoO JBOX opradizaTtopiB i 17 y4yac-
HUKIB 3JIOYMHHOI rpynu. PaHime y nid crnpaBi NnpaBOOXOpPOHI
3 Pecny6Jiiku Bijsiopych 3aTpuMasiy 1ie ABOX YYaCHUKIB 3JI04UHHOI
oprasizauil.

J1s1 36yTy BUTOTOBJIEHOI IPOAYKLii, NpUioMy Ta OILIATH 3a-
MOBJIEHb 3JI0BMUCHUKU BHUKOPHUCTOBYBAaJIM iHTEepHET-KPaMHUIIO.
OnsiaTa 3aMoOBJIeHHS1 3JiHCHIOBajiacs 4yepe3 LUQPOBY IJIATDLKHY
maaTdopMy, eJeKTPOHHI raMaHLi abo 3a JONOMOI0I0 KPpUIITOBaII0-
TH. 3 MeTO10 KOHCHiparlil ramMaHIli yepes KijibKa Ai0 BUAAJISIUCA Ta
CTBOPIOBAJIMCSA HOBI.

JJ1s1 HaZleXKHOT'0 KOHTpOoJII0, PyHKIIOHYBaHHSA Ta 6e3neKu Ai-
AJIbHOCTI 3JIOUMHHOI opraHisanii icHyBaJsia 4iTKa i€epapxid Ta po3-
noAi/ poJied: KOHTPOJIb 32 (QYHKI[IOHYBaHHSIM JiabopaTopii, ix
O0XOpOHa, «XiMiku», «QdiHAHCUCTHU», OOCJYrOBYBaHHsI iHTEpPHET-
KpaMHHULLi, JOCTaBKa NPOAYKIUil 0 CKIaJiB 36epiraHHs, «Kyp'epu»,
«3aKJaJYMKU» TOLLO. 3a NoNepesHIMHU NMipaxyHKaMH, JIMIe Yyepe3
iHTepHeT-KpaMHUII0 6yJI0 peasi3oBaHO HAPKOTHUYHHUX 3aco06iB
i MCUXOTPONMHUX PEYOBUH Mailke Ha 21 MJIH TPUBEHB.

3a pe3syabTaTamMu npoBezieHHs1 Maike 100 ofHOYaCHHUX CaH-
KI[IOHOBAaHUX OOIIYKiB MOJiIeNChbKi BUTYYUIHM NOHA] 46 KI' HAPKO-
THUYHHUX 3aC006iB | ICUXOTPONHUX pPeyOBUH, a Takox 170 siTpiB npe-
KypcopiB BapTicTio 25 MJIH rpuBeHb. OKpiM LbOTO, BUJIYYEHO
24 Ttuc. gonaapiB CIIA, 1100 eBpo Ta 38,6 TuC. rpUBEHB, OiJbliie
JIBOX J1eCATKIB OAaHKIBCbKHUX KapTOK i MOG/IbHUX TeJiePOHiB, 30p010
Ta Habol pisHoro Kanibpy, 60enpunacy, «<10pHOBi» 3aNKCH 3 JaHU-

439y MukoJsiaeBi y pe3yJibTaTi MacliTabHol peasisanii noJsineicobki Jik-
BiflyBa/JM KaHaJ/ NOCTa4aHHS HApKOTHUKIB Ta NCUXOTPOMNIB BapTIiCTIO NMOHAf,
MinbioH  rpuBeHb.  URL: https://www.npu.gov.ua/news/narkozlochini/u-
mikolajevi-u-rezultati-masshtabnoji-realizacziji-policzejski-likviduvali-kanal-
postachannya-narkotikiv-ta-psixotropiv-vartistyu-ponad-miljon-griven/
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MU NPO «Pyx» HAPKOTHUKIB, JUIEPIB, «KJIIEHTYpPy» Ta GOP>KHUKIB,
a TakoXX 6 aBTOMOOGIJIIB MpeMiyM-KJjiacy*40.

Jna  3anyd4eHHSI MNOTEHLiHHUX MOKYNLiB [JJd OHJIAUH-
npoJaxy HApKOTHUKIB 30yBauyi BUKOPHUCTOBYIOTH ClielliasizoBaHi
cadTy, dopyMmu (4aTH), CAliTH OTOJIOIIEHb, COoliaJbHI Mepexi, Bipy-
CHY CIllaM-peKJlaMy, Ha AKUX pO3MillyI0Th BiZJJOMOCTI IIpo peaJisa-
L[il0 HAPKOTHYHUX 3aC06iB YU NCUXOTPONHUX PEYOBHH, a TaKOXK
aJipecy eJIeKTPOHHOI MowTH, UpH, YMOBHI TEPMiHH, 3a JAONOMO-
ror SIKMX MOXHa 3B’SI3aTUCh 3i 36yBaJIbHUKOM MalOGyTHbOMY IO-
kynup. [Ipu oMy BifjoMoCTi Ipo peksaMy abo Npono3uLio Npuj-
6aTU HapKOTHU4YHI 3aC06M YU NMCUXOTPOIHI peYOBUHU MOXYTb pPO3-
MILATHCD [K Y BiIKDUTOMY, TaK i B 3aBya/lbOBAaHOMY BUTJ/IAAAX.

KpiMm Toro, pmoBosi nony/ispHe poO3MillleHHS Ha pi3HUX
06’eKkTax Micbkoi iHOPaCTPYKTYypHU KycTapHUX 4K TpadapeTHHUX
Ha/JMUCiB i3 NPOMO3ULsIMU NMPOAAKY HAPKOTHUKIB (Tak 3BaHe BYJIU-
yHe rpaditi). HailuacTilme MokHaA cnocTepiraT HaIHCH «MET,
«peH», «aMd», «crmalcu», «BOIIKi», «COJi», «CHigU», «OUCTPUI»,
«CKOPOCTb», «3aKJIaAKu», «kaag», «JWH», «MJIMA», agpecu iHTep-
HeT-calTiB, HoMepH nonyJsApHUX MeceHpKepiB (Viber, WhatsApp,
Telegram, Skype, Jabber) Toro%41.

[IpuxoBy0OUYM CAiIU CBOEI NPOTUIPABHOI [iSIIBHOCTI, 3J104HU-
HIIi BUKOPUCTOBYIOTh Cleljia/ibHi MpUHOMH, AKi miaMiHATb iHPO-
pMartiito npo pakTU4HI ajjpecu iX MepexkeBoi aKTUBHOCTI, a Mepe-
’KeBI pecypcH CTBOPIOIOTbH Ha cepBepaX, PO3TallOBaHUX B IHIIMUX
kpainax. Tak, 30kpeMa, BUKOopucToBYyeTbcsi TOR-6paysep - cucremy
NpOKCi-cepBepiB, 110 Ja€ 3MOTy BCTAaHOBJIIOBAaTU aHOHIMHe Mepe-

440 Y pesysbTaTi MacmTabHol crnenomnepanii Hammosinis Bukpuia
CUHAVKAT HapKOTOProOBIiB: BapTiCTb BUJIYYEHHUX HApPKOTUKIB CTaHOBUTb
25 wminbiioniB rpuBenb. URL: https://www.npu.gov.ua/news/narkozlochini/u-
rezultati-masshtabnoji-speczoperacziji-naczpolicziya-vikrila-sindikat-
narkotorgovcziv-vartist-viluchenix-narkotikiv-stanovit-25-miljoniv-griven/

441 HanioHanbHu# 3BiT 3a 2017 pik w040 HapKOTUYHOI cuTyauii B
YkpaiHi (3a fanumu 2016 poky). [lornubaeHuit orsisaj HapkocuTyauii B Ykpai-
Hi /151 EBpOINeliCbKOr0 MOHITOPUHIOBOTO LIEHTPY 3 HAPKOTUKIB Ta HAPKOTH Y-
Hoi 3asexHocTi / [lepkaBHa ycTaHOBa «YKpalHCbKUM MOHITOPUHIOBUN Ta
MeJUYHUH [IeHTP 3 HAPKOTHUKIB Ta ajkoroJw MiHicTepcTBa 0XOpOHHU 340pOB’s
Ykpainu». 2017.C. 161-164 c.
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»KeBe 3'€/JHaHHs, 3aXUlleHe BiJ IPOC/IiJKOBYBaHHS, @ TAKOX TEXHO-
Jorig VPN migkitoyeHHs, sika 3a6e3nedyye CTBOPeHHs B IHTepHeTi
3amudpoBaHOl J0AaTKOBOI «4OpPHOI» CITKU A/ Nepejadi JaHUX.
Y BUNaAKaXx BHKOPUCTAHHSI HOMepiB ollepaTopiB Mo0O6iJbHOIO
3B’A3Ky 30yBayi cCMCTeMaTUYHO 3MiHIOIOTb CBOI KOHTAKTH 3 METOI0
YHUKHEHHS MOXKJ/IUBOI ileHTUdiKkalii.

Ocob6a, ska xoye NpUAGaTH HapKo3acobU 3a [JONOMOTOI0
Mepexi [HTepHeT a6o MOOGIIbHUX MeceH/KepiB, 3B’A3YETbCA 3i
36yBaueM i 3/1iliCHIOE HeobXi/iHe 3aMOBJIEHHS. Y Bi/IIOBiZIb OTpUMY€E
BiA 36yBaua MOBiJOMJIEHHS1 3 HOMepOM OaHKIiBCbKOI'O paxyHKY
abo HOMep eJIeKTPOHHOr0 TraMaHLs JJs1 OHJIalH-PO3paxyHKy
(WebMoney, Qiwi, PayPal, Q-Cash, EasyPay Ta iH1Ii) Ta npoBoAXTb
omuary. Take CIiJIKyBaHHSA MOXe 3[iMCHIOBAaTHUCb Pi3HUMHU CIOCO-
6aMu: B pexXuMi oHJIaliH 4yepe3 nporpamu tuny ICQ, Skype, Viber,
WhatsApp, uuIsgXoM iHTepHeT-epenvcku y ¢opyMmax (4daTax)
YW 3 BUKOPUCTAHHAM eJIEKTPOHHOI MOLUTH, COL{iaJIbHUX Mepex
(Facebook, Twitter, Instagram) Toiro.

[licna miaTBep/pKeHHSA INepeBe/leHHd KOIUTIB IOKYyIelb
OTPUMYE BiJ 36yBaya NOBiOMJIEHHS 3 a/ipecol0 pO3MillleHHs «3a-
KJIaZiKi» Ta KOHKPETHUM MiCIleM, /ie BOHA NMPUXOBaHa (3a3BHUYai
NOBiZOMJIEHHS MiATBEPKYETHCS GOTO).

[HKOJIM A1 OTpUMaHHS OHJIalH-3aMOBJIEHHS HApKOTHKIB
3JIOYMHILi BUKOPUCTOBYIOTb MOXJIMBOCTI YKPIIOLITH Ta IPUBAaTHUX
cnyx6 Kyp’epcbkoi soctaBku ToBapiB (Hosa [lourra, IHTaiiM, ABTO-
jwkc). [licasg BianpaB/ieHHS TakUX MOCWJIOK 36yBad MOBiZOMJISIE
MOKYIIII0 HOMep JeKaapauil.

BigHnesnaBHa /151 oBHOI KoHcHipalii Ta aHOHIMHOCTI OHJ1alH-
30yBaui movyasu BUKopucToByBaTH «YAT-60TH», 260, IHIIUMU CJIO-
BaMH, BipTya/ibHi aBTOMaTH4Hi CHiBPO3MOBHUKHU 4epe3 MOOINbHI
IHTEepHeT-MeCeH/KepH, AKI PO3NOBCI/KYIOTh peK/JaMy HapKOTH-
KiB yepes3 MOBiJOMJIEHHS Ta MAalOTh 3MOTY NiITPUMYBAaTH Nepenuc-
Ky, IpUHAMaTH 3aMOBJIEHHS Ta BiJIOBilaTU HAa 3allMTaHHS.

[lix yac fOKyMeHTYBaHHSA 3JIOYMHIB Iji€l KaTeropii BUHHUKAE
HHU3Ka Npo6JjieMHUMX NUTaHb. OCHOBHOIO MNpo6JEMOI0 € Te, LIO
B YKpaiHi 3aK0HO/aBY0 He BpPeryJib0OBaHO MeXaHi3M 6JIOKyBaHHS YU
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MoHozpagpis
00MeXKeHHsI JIOCTYITY /10 iHTepHeT-pecypciB, yepes fKi BUMHSAIThCSA
KpUMiHa/IbHi MPaBONOpPYILEeHHS YU Jie € 3a60pPOHEHU N KOHTEHT.

BignosigHo fo 0.9 cT. 38 3akony Ykpainu «Ilpo Tenekomy-
Hikaljii», onepaTopy Ta NpoBaii/iepu TeJleKOMYHiKalil MalThb Ipa-
BO BiAKJ/IIOUAaTH Ha MiJcTaBi pilleHHd cyAy KiHIeBe 06JafHAHHS,
SIKII0 BOHO BUKOPUCTOBYETbCSI aGOHEHTOM JIJI1 BUMHEHHSI POTH-
NpaBHUX abo Jil, 110 3arpoXKyIOTh iHTEepecaM Jep:KaBHOI 6e3MeKHu.
OpHak Takui aJropuTM Jild He € JOCTAaTHbO ePeKTUBHUM, OCKiJb-
KU BiJICyTHIN €AMHUM OpraH, HaJjiJIeHU¥ IOBHOBA>KEHHSIMH 3 BUKO-
HaHHS CYJIOBUX pillleHb i3 6JI0KyBaHHS 4M 0OMeXeHHs JOCTYIy A0
MPOTUIIPABHUX CAUTIB.

[licis BCcTaHOBJIEHHSI CaWTy, Ha IKOMY HWMOBIpHO 3AiHCHIO-
€TbCA pek/aMa I10/i0 PO3NOBCIO/XKEHHSI HAPKOTUYHUX 3ac06iB a6o
yepe3 AKUH 3[IHCHIOETbCS peasisallis HapKOTHKIB, MOTPiGHO
3’sCyBaTH, Jle TeXHIYHO 3HAXOAUThCS Led CalT i ika KoMIaHis Ha-
Jla€ WOro BJaCHUKaM MOCIYTd XOCTUHIY. 3BaXKalo4yu Ha Te, 1110, Bij-
NMoBigHO A0 AaHux peectpy HanioHanbHOI KoMicii, 10 3AilcHIOE
JlepKaBHe peryJoBaHHsA Yy cdepi 3B’A3Ky Ta iHdopmaTu3aLii, Ha
TepuTopii YKpaiHu npaioe noHay 7 TUC. iIHTepHeT-NpoBaijepis,
MOXYTb BUHUKHYTH INeBHi Npo6JieMu y BUHECEHHi CyJoBOro pi-
IIeHHs1 i3 BUMOrow G6JIOKYBaHHSI MNPOTUIPABHOrO0 iHTepHeT-
pecypcy**2.

Axio iHTEepHET-pecypc, i3 AKOro 3/ilcHIOBaMacs peasisariis
HapKOTUYHHUX 3ac06iB, 3HAXOJUThCS 32 MeXaMHu YKpaiHH, 40 KOM-
[eTEeHTHUX IPaBOOXOPOHHUX OpPraHiB IHO3eMHHUX [lep:KaB, KpiM
YXBaJIA CyAy, TAKOK HAIPaBJISIETbCA 3alUT PO HaJlaHHS Mi>XXHapo-
JHO-TIpaBOBOI JomoMoru. g mponeaypa TakoX He Ma€ 4iTKOro
MexaHi3My i Moke 6y TH TPUBAJIOIO.

Kpim Toro, B YkpaiHi nic/i1 OTpMMaHHSA yXBa/u CyAy NpoBaii-
JlepH TeJleKOMYHIKaliil MOXyTb NOBIJOMUTH NPO BiJJICYTHICTb Y HUX
TexXHIYHOI MOXJIMBOCTI i3 GJIOKYBaHHSI YU OOMeEXeHHS JOCTYyIy 10
iHTepHeT-pecypciB. BojHO4Yac 3aKOHOJABCTBOM He BCTAaHOBJIEHO
BUMOTH 1J0/I0 060B’sI3KOBOI HasiBHOCTI TaKOro 06J1a/lHAaHHS y Mpo-

442 PeecTp omepaTopiB, MpoBaiiepiB TejieKOMYHiKalid CTaHOM Ha
27.08.2019. URL: https://nkrzi.gov.ua/index.php?r= site/index&pg=55&lan
guage=uk
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Bnaryta P. I., MoByaH A. B.

HogiTHi TexHonorii y po3cnigyBaHHi 3NMOYMHIB: Cy4acHWii CTaH i NpobneMun BUKOPUCTaHHS
BaiepiB. OnepaTopu TeJsieKOMYHiKalliil 30600B’s13aHi JiMille 3a BJa-
CHI KOIITH BCTAaHOBJIIOBATH Ha CBOIX TeJIeKOMYHIKaLiInHUX Mepexax
TexXHiuHi 3aco6u, HeoOXiAHI A/ 3[iliCHEHHS YNOBHOBAXKEHUMU
OopraHaMH OIE€paTHUBHO-PO3IIYKOBUX 3axoAiB, i 3a6esmedyBaTu
bYHKI[IOHYBaHHS IIUX TeXHIYHUX 3ac00iB, a TaKOXK y MeXaxX CBOIX
[NOBHOBAXXEHb CIPUATH BXXUTTIO OlIEPAaTUBHO-PO3IIYKOBUX 3aX0/iB
i HeZjONyIleHHIO PO3roJIOlIeHH OpraHi3aliiHuX i TAKTUYHUX IPU-
WOMIB iX MpoBeIeHHI443.

Tako BiZICyTHili MexaHi3M NPUTATHEHHS 10 BiZnoBiAalbHO-
CTi mpoBal/iepiB TeJeKOMyHiKallil 3a HEBUKOHAHHA pillleHb CyAy
oo 6JI0OKYBaHHSl iHTepHeT-CalTiB 4uM OOMeXeHHs [OCTyNy [0
3a60pPOHEHOI0 KOHTEHTY.

BaxxyinBe 3HaYeHHS [Jis TOCUJIeHHSI eQeKTUBHOCTI NPOTUAI]
HapKO3JIOUMHHOCTI y Mepexi [HTepHeT Mae Hanaro/KeHHs MOBHOI
cniBnpani nigpos3aiaiB NnpoTH/ii HAPKO3JI0YUHHOCTI Ta KibepmoJiii
i HalpaLloBaHHA YiTKUX MeXaHi3MiB, fKi J03BOJIATb BUABJIATHU TaKi
3JIOYUHHU.

3okpeMa, KibeproJiilelcbki MalOTh HajlaBaTH MiAgpo3isaM
npoTH/il HAPKO3JI0OYMHHOCT] Ha MiCISIX BCI0 HEOOXiAHY MiATPUMKY,
IO JJaCTh 3MOTy iZleHTU(}IKyBaTH K MPOAABI, TaK i CHOXMUBAYA.
Cboro/iHi 3/104MHLI BXe NPUIIMHAKTbL KOPUCTYBAaTUCA aHAJIOOBU-
MU KaHaJIaMH 3B’SI3Ky Ta KJIACUYHUMHU MICISIMH [JIJis 36epeKeHHs
indopmariii. Jlemani yactine BOHM BUKOPUCTOBYIOTh XMapHi cepBi-
cy 36epexxeHHs iHopMarlil Ta a6y30CTilKi XOCTUHTH, IKi He KOHT-
POJIIOIOTBCA Aep>XaBHUMU opraHaMu. OTxe, A nigpo3ainis Hami-
OHaJIbHOI MOJIILil BaXKJIMBO BUKOPUCTOBYBATHU CYy4aCHi BUCOKOTeEX-
HOJIOTiYHi IHCTPYMEHTH JIJIsl OTPUMaHHS JI0Ka30BO1 6a3u*44.

OkpiMm Toro, mpaiiBHUKH JlenapTaMeHTyY NPOTHJil HapKo3-
JIOYMHHOCTI NOBHHHI WIBUAKO, epeKTUBHO Ta KOMIIJIEKCHO peary-

443 [Ipo TenexkomyHikauii: 3akoH Ykpainu Big 18.11.2003Ne 1280-1V.
Bidomocmi BepxosHoi Padu Ykpainu. 2004. Ne 12. Ct. 155.

444 Cepriit Jlementok: [lasg npoTuii cydacHid 3JI04MHHOCTI MPaBoOOXo-
pOHLi MOTpPebyTh sKiCHUX iHCTpyMeHTIB peBepcHoi imxkeHepil. URL:
https://cyberpolice.gov.ua/news/sergij-demedyuk-dlya-protydiyi-suchasnij-
zlochynnosti-pravooxoronczi-potrebuyut-yakisnyx-instrumentiv-reversnoyi-
inzheneriyi-1575/
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MoHoepacpis

BaTU Ha BUKJIMKHU CbOTOJIEHHS M SKICHO AOKYMeHTyBaTH (paKTH
pPO3MOBCIO/PKEHHSI HApPKOTHUKIB 13 BUKOPUCTAaHHAM CYy4aCHUX
iHpopmaniliHux i TeseKkOMyHiKaliiHUX TEXHOJIOTiH, omepaTUBHO
nepeBipsATH iHQOpMallilo Bif rpoMajsiH 1010 AiAJIbHOCTI iHTEpHET-
KpaMHHUIb i3 IPOJaKy HapKOTHUKIB.

2.8. BukopucraHHa
0e3MiJIOTHMX JIiTa/IbHUX anapaTiB
y IpaBOOXOPOHHIM AifA/IbHOCTI

OZHMMU 3 NePIIMX 04U BUKOPUCTOBYBATH 6€3MiJOTHI Jii-
TasbHi anapatu (bnJlA, 1poHU) A/ 0XOPOHHU NMPaBONOPALKY MOJi-
neiceki CIIA. 3okpema, PesepasibHe ynpaB/iHHA IUBUIBHOI aBianii
(FAA) aBTOpHM3yBaso BXe 74 ypsi/loBi areHTCTBA 3 BUKOPUCTAHHS
bri/IA y noBiTpssHOMy npocTopi kpaiHy, 17 i3 AKX — TPaBOOXOPOH-
Hi. Hait6inbm Bigomi cepen Hux - Montgomery County B Texaci,
Mesa County Sheriff's Department B Kosiopazo i Grand Forks y IliB-
HiuHiK JlakoTi. Jlo3Bin FAA HaflaB MOXKJIUBICTh MPaBOOXOPOHLSM
JlerajbHO 3aAiatu BnJlA ana feTaabHOro 06CTEXKeHHA MiClb 3J10-
YUHY i MOIIYKY MOCTPAXKIATUX JIOAeH445,

[Moninencoki CIIIA HamararTbCsd BUKOPUCTOBYBATH JJPOHU i B
OiNbII CKJIAAHUX OoNepalifiX, TAKUX K CIIOCTepeXeHHS 3a NOTeH-
I[ifHO He6e3NMeYHUMHU 3JI0YUHISIMU. 30KpeMa, v yepBHi 2018 poky
KOMIIaHis Axon oroJiocuna, mo pasoM i3 D]I nocraBiaTume noJtinil
CIOA maTpyJsbHUX ApPOHIB 3a mnporpamor Axon Air. Yci gpoHHu
3’eqHaHi 3 Evidence.com - «XMapHO0O» CHUCTEMOIO YNpaBJIiHHA Aa-
HUMH, KyAY HaJJIXOAUTHUMe BCsl iHpopMalisl 3 KaMmep JPOHiB.

Axon Air nponoHye niposaiziam noJinii pyHkuii, ki MoxyTb
BUKOHYBAaTH JAPOHMU: IIYKATH i psATyBaTH JIIOJeH, 3AiMCHIOBAaTH pe-
KOHCTPYKLil0 aBTOMOOINIBHUX aBapil, crnocTepiraTh 3a BeJUKUMU
CKyIMYeHHAMHU JII0Jel, 3AIMCHIOBaTU Iepec/ilyBaHHA NPaBOIOPY-

445 OBynMHCKUM B. TexHosioruu GyAyiioro nNpoTUB KpUMHHaza. Litres,
31 cepn. 2019 p. URL: http://www.books.google.com.ua/
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HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS
UIHUKIB i MOHITOpPUHT Oy/iBesib, pearyBaTyd Ha NMPUPOJHI KaTacT-
podu, aHaIi3yBaTH MicClisl 3JI0UUHIB446,

Kommanis Amazon opopMusia maTeHT HA MiHIaTIOpHI ApOoHU
Uil TaTpPyJIbHUX NOJILEeNCbKUX, sKi oTpuManu Has3By UAVA
(Unmanned Aerial Vehicle Assistant - 6e3miJioTHU# JiTaJbHUM
anapaT-acucTeHT). CyJsa4u 3 ONMUCY, APOH-KOIN CUAITHME Ha Ijiedi
NaTpyJIbHOTO MOJILEeNChKOro, 3a KOMaHAOK «3JIETITU» JIiTaJlbHUA
amapaTt nifHiMaTHUMeTbCd B NOBITpA JJid BUKOHAaHHA KOMaH/,
noJiineficbkoro. OcHalleHUH BiJleoKaMepow JpPOH 3MOXe 3a3Up-
HYTH TYAM, KyJd NpaliBHUKY NoJilii 3axoJUTH Hebe3neyHo, i,
BiATakK, mo36aBUTh HOro Bif HeBUIlpaBJaHOro pu3suky. Kpim Toro,
JpOH 3MOXe 6paTH ydyacTb Yy IHepecifyBaHHi 3JI04MHLIB. Mawouu
i TPUMKY 3 [OBITps1, Ha3/J0rHAaTH NpPaBONOpPYIIHUKA OyJle Habara-
TO Jleruie, a BiH, nepebyBalyu B MoJii 30py 6e3MiJIOTHUKA, Mae
MEHIIIE IAHCIB YTeKTU*47.

B okpemux kpaiHax BmJ/IA ye NpoTHJilOTb GpaKOHbEpAM
i koHTpabanauctaM. 3okpema, y 2013-2014 pokax Ha 80 BifcoTKiB
CKOPOTHUBCS GPaKOHbEPCHKUU BiJCTpis cjoHIB i HocoporiB B Ad-
puni. AMepukaHCbKUH ypsja i kopmopanis Google B Mmexax ry-
MaHiTapHoi JjonoMoru appuKaHCbKUM KpaiHaM, siki 0co6JIMBO ITO-
TepnalTb BiJj GPAaKOHBEPCTBA, HAZAJMM MiJPO3Jia NATPYJIBHUX
i 60loBUX APOHIB i HABYW/IM MiclieBUH 06CIYTrOBYBaJIbHUM 1epco-
HaJsl IpaBWJaM NOBOJPKeHHs 3 L€l rpisHowo 36poew. Ha aponax,
110 BUKOPUCTOBYIOTbCSI NMPOTH OpPaKOHLEPIB, 6y/aMU 3HATI 60MOBI
YCTAHOBKH, a 3aMiCTb HUX YCTAHOBJIEHI JIMNYYi CITKU 1 Bpa)karoui
JPOTUKH 3i CHOAIMHUM*48,

BpuTaHchbki mosinelcbKi moyaiu BUKOPHUCTOBYBAaTH MpakK-
TH4YHO Oe31yMHI MyabTUKonTepu Black Hawk (puc. 8), mo mo3Bo-
JIl€ BECTH BiJleo3amnuc 3i 3ByKOM. Tako CTaJIo BiJlOMO IpPO IJIAHU

446 DJI 1 Axon Ha4YHYT BBINYCKaThb ApoHOB-noauneickux. URL: https://
hightech.fm/2018/06/07 /axon

447 Tlonuuusa O6yAyllero: pacciefoBaHUe M IpeAOTBpalleHUe Ipe-
cryminenuil. URL:  https://naked-science.ru/article /nakedscience/policiya-
budushchego

448 OBynMHCcKUM B. TexHosioruu GyAylIoro NpoTUB KpUMHHasa. Litres,
31 cepn. 2019 p. URL: http://www.books.google.com.ua/
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O6puTaHcbKol noJilii BukopuctoByBaTu br/IA B onepauisix i3 nepe-
caiayBaHHS 3JI0YMHLIB. 3a pi3HUMHU OLIHKaMmu, Le o6iiaeTbcs
noJiinelcbKUM HabaraTo JielieBlie i 6e3neyHilie, HiXk 3aCTOCyBaH-
HS MOTOIIMKJIB, aBTOMOGiiB i BepTosboTiB. [IpuabaHHsa JApoHa
i ioro TpuBaJsia ekciiyaTallisi 06iMAYThCsS MOJIiLil B CyMy MeHILY,
HD>XK OJlHA IOrOHSl 3 BUKOPUCTAHHSIM BepPTOJIbOTA (L0 MOXJIUBO
JlaJleKo He 3aBX/M) i ABOX moJileicbKkux aBToM06iaiB. OKpiM TOTO,
3actocyBaHHs1 BiJ/IA He 3arpoXKye *KMTTIO MOJTiLlEeNd CbKUX449.

Puc. 8. Mysasmukonmep Black Hawk.
®omo: washingtontimes.com

[Ipo nmepue ycnimHe 3acTOCyBaHHA KBaJpOKONTepa 6pUTaH-
CbKOI0 MOJIiLi€l0 cTaso BigoMo wme B JiroToMy 2010 poky, Koy 3a
Jonomororo anaparty AirRobot AR100B, ocHaueHoro cucremoro
Bi/leocrioCTepeXKeHHs 1 TeNJIOBI3ilHOW KaMepolo, MoJIilenchbKi

449 BecnuOTHBIN JieTaTeabHbId anapatT BIIJIA (apon). URL: http://ww
w.tadviser.ru/index.php/
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HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS
rpadcTBa Mepcicaii Ha 3axozi AHIJIIT 3MOTJIM PO3IIYKATH B IyCTO-
My TyMaHi aBTOM06i/IbHOTO 3/10Ai51459.

Y kBiTHi 2016 poky Mepisg micta [ly6ail 3anycTuia B He6o
JpOHa-noJileicbKOro, OCHOBHMM 3aBJaHHfM {IKOI'O CTaJlo CTe-
JKEHHS 33 eKOJIOTIYHUM NOPALKOM Yy MicUAX BIAIOYUHKY i mycTeJi
(puc. 9). MoaibHi APOHM 3MOXKYTb MIBUAKO 3'ABJIATHCA B Pi3HUX
Micugx, 3HiMaw4M Ha KaMepy NopylHUKIB. BopgHovac oco6sMBO
HaroJIOWYEThCS, L0, KLU0 JPOHU A06pe cebe 3apeKOMEeHAYIOTh,
noJjiiniss OAE Bcepiio3 3afjlyMa€eTbcsl PO BUKOPUCTAHHS LUX ama-
paTiB AJ1s1 6iJbII CKJIA/IHUX 3aBJaHb%L,

Dubai Media Office @ DXEMediaOffice - 4 anp.
¢ Drones to carry out inspections across #Dubai's deserts and beaches to catch litterbugs

& 7 £ 22 ¥ 63 soe

Puc. 9. [lpoH-noaiyeticokuti micma /y6ati.
®omo: twitter.com

450 Hama ciiy»k6a 1 onacHa U TpyZAHa. J[poHbl Ha ciayx6e NpaBoOXpaHU-
TeJbHbIX opraHoB. URL: https://iot.ru/gadzhety/nasha-sluzhba-i-opasna-i-
trudna-drony-na-sluzhbe-pravookhranitelnykh-organov

451 Tam camo.
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MoHozpagpis
[3painbcpka kommanisa Laser Detect Systems (LDS) npeacra-
BuJa Ha BucTtaBli HLS&Cyber Expo B Tesb-ABiBi mepuivii B cBiTi
6e3mnisioTHUK SpectroDrone, ocHaleHUN AAaTYUKAMU AJS1 MOLIYKY
BUOYXIiBKH i caMOpOGHUX BUOYXOBHUX MPUCTPOIB i3 6e3medHoi Bijc-
TaHi. bBe3NniJIOTHUK BUKOPHUCTOBYE JIa3epHY CHUCTEMY BHUABJIEHHA
BUOYXiBKM Ta iHIIMX HebOe3MeYyHUX MaTepiasiB y rasax, piJuHax,
MOpOoUIKaxX i3 BiJicTaHi B KiJibKa KijioMeTpiB. SpectroDrone 3aTHUI
BUKOHYBAaTH LI 3aBJaHHS, Malo4u oOlepaTUBHUH paaiyc aii B 3
kinomeTrpu. [lepenbayaeThbcs, 1110 HOBUM amapaT MOXHa 3acTOCO-
BYBaTH JJis1 pO3IUYyKY 6a3 i ckJ1a/jiB TepOPHUCTIB, a TAKOX [i/1s1 BUSB-
JIeHHs MiH i ¢yraciB y 30Hax JlokaibHUX KOHQUIIKTIB. HUHI f1a nux
[[iJlell BUKOPUCTOBYIOTh CUCTEMH BHUsBJIEHHS BUOYXiBKH, IO pO3-
MIlIYIOTbCS Ha aBTOMOOINBHIN TexHilli, a TakoXX NMepeHOCHi KOM-
IJIEKTH i CJIY?K60BUX COOGAK*52,
BoaHo4yac HellpaBOMipHe 3aCTOCYBaHHA JAPOHIB 3/I0BMUCHU-
KaMH MOXKe IpPHU3BeCTH A0 TXKKUX Hacaifkis. IIpumipoMm, ApoHu
Ha/, 3JIiTHO-NI0CaZKOBOK CMYTIOI0 JIOHJOHCBKOTO aeponopty 'aTBik
CTa/ld NMPUYHMHOI0 CKAaCyBaHHA COTeHb aBiapeHCiB i NMpU3Beau [0
xaocy. JliTakaM JoBeJjioc 3MIHIOBAaTHM MapLIpyT i NpsAMyBaTH [0
iHmux aeponopTiB Besmko6puTanii. CuTyarnis 6y/1a HacCTiJIbKY cep-
WO3HOM0, 1110 AJIS1 J0MOMOTH NOJIiLil BUPIIWIW 3aJY4YUTH apMilo.
Bsiajia 6araThox KpaiH po3yMie, 1110 IiJIKoM 6e3ne4yHi Ha BU-
rJis/, 6e3misIoTHI JiTa/bHI amapaTh MOXXYTb CTAHOBUTH 3arpo3y —
CKaXkimo, A1 aBiarliii, i po3po6/IAI0TE METOAM 60POTHOU 3 HUMU.
30KpeMa, JPOHIB-NOPYLUIHUKIB BUABJIAIOTH ab0 BU3HAYAIOTh
IXHE Micye po3TalllyBaHHA 3a JOIIOMOrOK KaMmep, paZapiB i gaT4yu-
KiB yacToT. [lofi6HI TeXHOJIOTIYHI pillleHHA MOXHa iHTerpyBaTH B
HasiBHY iHQpacTpyKTypy aepomnoprTis. [IoTiM NpUCTpoi CTBOPOIOTH
pajionepelkoay, yepe3 110 JIpOH, BTPAaTHUBLIM 3B’S30K i3 6a3010,
aBTOMAaTHYHO NOBEPTAETHCA [0 BJACHUKA. Takul MeTo[, 30KpeMa,
po3pob6usia KoMmnaHig Quantum Aviation. Ilixg yac OsaiMmidicbkux
irop y Jlonzoui y 2012 poui il 6yj10 AOpyYe€HO CTBOPUTHU CUCTEMY

452 Hama ciiy»k6a 1 onacHa U TpyJHa. J[poHbl Ha ciayx6e NpaBOOXpaHHU-
TeJqbHbIX opraHoB. URL: https://iot.ru/gadzhety/nasha-sluzhba-i-opasna-i-
trudna-drony-na-sluzhbe-pravookhranitelnykh-organov

- 183 -


https://iot.ru/gadzhety/nasha-sluzhba-i-opasna-i-trudna-drony-na-sluzhbe-pravookhranitelnykh-organov
https://iot.ru/gadzhety/nasha-sluzhba-i-opasna-i-trudna-drony-na-sluzhbe-pravookhranitelnykh-organov

Bnaryta P. I., MoByaH A. B.

HoBiTHi TexHonorii y po3cnigyBaHHi 3fI04MHIB: Cy4acHWUI CTaH i NpobrnemMmn BUKOPUCTAHHS
3aXUCTy BiJi MOKJIMBUX TEPOPUCTUYHUX HaNaJiB i3 BUKOPHUCTAH-
HSIM JJPOHiB453,

Y Kutal po3po6unu cnenjaJbHUM MicTOJET, AKUH CTBOPIOE
Mepeukoay, i, ik MoBiJOMJISIETbCS, MOXKe BUBECTH 3 JiaZy Ge3Iijio-
THUKHU Ha BifcTaHi Malke B KijloMeTp. AJIbTepHAaTUBOIO BOTHeMNa-
JIbHIM 36poi cTaau py4Hi abo HamJIidyHi NPUCTPOi, 32 JIONOMOTOI0
SAKUX MOX<Ha BUCTPIJIIOBATH B JpOHA CiTKOI0, SIKa MOT0 MepexXOoIIIOE
i He 1a€ KPYTUTHCA MporesiepaM, Toi 6e3MiJIOTHUK MaJjaE.

BpuTtaHchka imkeHepHa kommnaHis OpenWorks pospo6uia
BesJIMueHbKYy 6a3yky SkyWall100, ska cTpinsge mo niai ciTkoro
3 mapawyToM. /lasi TOYHOCTI ONpUCTpid o6JafHAHUN ONTUYHUM
npuULioM*54,

[CHYIOTb TaKo0X [ pOHHU-IIepeXxOoIIoBayi, AKi HabJUKATbCA
Jl0 IpOHa-NMOPYIIHUKA, CKUJAITh HAa HbOTO CITKY, i TAKUM YHMHOM
3HENIKO/KYTh Moro B noBiTpi (puc. 10). [logi6Hi npucTpoi npa-
LloBa/v Ha 3uMoBiil Onimniazi B IliBgeHHil Kopel, a nosinis Tokio
BUKOPHCTOBYE iX y2Ke TPU POKH.

Puc. 10. [lepexonsieHHs1 OpOHA-NOPYWHUKQ.
®Pomo: 3dnews.ru

453 Jlazepu, opsu i pajapu: fIK y CBiTI GOpHOTbCS 3 JApOHAMHU.
URL: https://www.bbc.com/ukrainian/features-46652017
454 Tam camo.
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[IpyHIUMI POGOTH TYT TPAaHUYHO NPOCTUH: HA BeJUKUH
KBaJIpOKOITEP 3HU3Y NPUKPINIETHLCA CiTKa po3MipoM MpUBIU3HO
2 "Ha 3 MeTpu. [Jlani Takuil anapaT Ha3JoraHsi€ APiOHUX ApOHIB-
MOPYUIHUKIB i, 3JIOBUBLIM X CITKOI, BUHOCUTD i3 3a00pOHEHO0] 30-
HU. Bmepumie Ha mnpaxkTuni NoAiGHUNA MeTOJ BiAJIOBY [ApOHIB-
MOPYIIHKKIB 6YB BUNIPOOYBaHUM 1ie B JitoToMy 2016 poky. Takox
I[}0 TEXHOJIOTiI0 B351JIM HAa 036pOEHHA Y PpaHLii*s>.

Ille ofHUM BapiaHTOM GOPOTHGH 3 APOHAMU-MOPYILUIHUKAMHU €
JlazepHi npucTpoi, ki 34aTHi 36MBaTHU 6€3MIJIOTHUKU Yepe3 KijbKa
cekyH/, micaa BusiBJeHHs. Hap nieto TexHosoriero npanoioTs CIIA
i Kurait. 3okpema, komnaHiss Boeing po3po6usia anapar, sikuil 3a
JLOTIOMOT0I0 BUCOKOEHEPreTUYHOr0 NMPOMeHS BUSABJSIE i BUBOAUTD
i3 slagy HeBesuKi ApoHU. Paaiyc fii - kinbka kisiomeTpiB. Ik nos.i-
JIOMJISIETbCS, BOHU 3JjaTHI QYHKI[iOHYBaTH HaBiTb 3a HU3bKOI BU-
JHUMOCTI, IK-OT Y TyMaHi456,

HemonaBHo Ha BucTaBli 36poi B Kazaxcrani Kutait mpo/e-
MOHCTPYBaB Jla3epHy rapMaty «TUXUU MUCAUBeNb». K MOBiAOM-
JIAETbCA, 1I BUKOPUCTOBYE IOJILIA [AJi IepexolIeHHA [JpOHIB
i iIHIIMX HeBeJIMKHUX MOBITPSHUX LijiJIed, MaloYu MPU 1IbOMY BUCOKY
TOYHICTB457.

Y Higepnanzax npujyMaayd HETEXHOJIOTIYHMN croci6 6opo-
Tb6U 3 BUCOKOTEXHOJIOTIYHO0 mpo6sieMoro. [loJrinisg TaM 3aiiMa€eTh-
Cc JpecupyBaHHSM OpJiiB [/ 3HELIKOJPKeHHS [JpOHIiB-NOpYII-
HUKIB. BoHM 3axomO0ThH Iponesiepyd CBOIMM KITTAMU W TaKUM
YUHOM BifZipa3y » BUBOJATH IX i3 js1afy. 3a cJI0BaMU JApecupyBalib-
HUKIB, OpPJIM CIPUKNMAIOTh APOHIB 3a 31,0614 i He HanmaJAaTUMYThb Ha
sIKich iHIII 11iJ1i, KOJIM iX BUITyCKAIOTH*58,

AMepUKaHCbKMH BHUPOOGHMK HeJsieTaJbHOI 36poi Taser
International 3agBuB, o rotoBui HazaTtu noJinii CIIIA 6e3mijoT-
HUKH, OCHalleHi esleKTpolokepaMu. KoMnaHisa npoBeJsia neperoso-
pHY 3 NpeAcTaBHUKAMU noJinii Ha koHepeHnii B CaH-/liero, nuiie
The Wall Street Journal. Yaitky 2015 poky noJiuis /laniaca Bep-

455 Hama ciy»k6a M onacHa U TpyZHa. J[poHbl Ha ciay6e NpaBOOXpaHU-
TeJqbHbIX opraHoB. URL: https://iot.ru/gadzhety/nasha-sluzhba-i-opasna-i-
trudna-drony-na-sluzhbe-pravookhranitelnykh-organov

456 Jlazepu, opsu 1 pajapu: sIK y CBiTI GOpHOTbCS 3 JApOHAMH.
URL: https://www.bbc.com/ukrainian/features-46652017

457 TaM camo.

458 TaM camo.
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uie B icTopii 3a onomororo po6oTa Remotec F-5, 036poeHoro Buby-
xiBKoOM0, HeHTpasidyBasa Miky KcaBbepa /»kOHCOHa, IKUH 0 LIbOTO
3aCTpesUB I'AThOX MOJIENChKUX MiJl Yac ByJIUYHOI aKIii.

Y nouinii CHIA BBaXKaroTh, 1[0 3aCTOCYBaHHS 036POEHUX eJle-
KTPOILIOKEPOM JAPOHIB MOXKe 36eperTH KUTTS NpaliBHUKaM MOJIil
mij, yac HeGe3nmeyHUX onepatiil. Taser - 1e eJleKTPOLIOKOBA 36pos
HecMepTeJbHOI Ail 3 pafiycoMm fAii 7o 10 M, 1110 ,03BOJISIE IPOBOAUTH
3aTpHUMaHH4 IPaBONOPYIIHHUKIB i3 HeJleTa/IbHUMH HaCliJKaMHU.

BosHo4yac HENMPUUHATTS CycHiJIbCTBOM ifiei, 1o 6e3mijoTHi
JliTa/lbHI anapaTu MOXyTb 6yTH 06J1aZiHaHi IKUMOCh BU/IOM 36DOi,
€ IepeLIKOo0I0, Ky Tpeba M0J0JIaTH, — BBAXKAIOTh NPeJCTaBHUKU
JenapTaMeHTy noJiuii [lopTaeHaa*se.

[IpaBOOXOpPOHHUM i 3aKOHOJABYUM OpraHaM pi3HUX KpaiH Lie
noTpi6HO BUPIMIKTH IOPUAMYHI TUTAHHSA, TOB’A3aHi 3 BUKOPHUCTAH-
HAM JpoHiB. OfiHaK yKe 3apa3 04eBHUHO, 1110 MOXJIMBOCTI CUJIOBHU-
KiB i3 3a/1ydyeHHsIM B1JIA 3pocTyTh 6araTopas3oBo.

HuHi MOXHa BHUpPI3HUTH TaKi MOMJIMBOCTI BUKOPUCTAHHA
JIpOHIB IpaBOOXOPOHHUMHU CTPYKTYpaMH:

* 3aM106iraHHs TEPOPUCTUYHUM aKTaM;

* onepatii 3 60poTH6H 3 OpraHi30BaHOO 3JI0YHUHHICTIO;

e onepauii i3 3aTpUMaHHA 3JIOYMHLIB | PO3IUYKY 3HUKJIHUX
JI0J1eN;

* BUBYEHHS MicClifl 3JI0YHHY;

e npodislakTUYHE BiJle0CIOCTEPEKEHHS;

¢ KOHTPOJIb MAaCOBUX 3aX0/[iB i aKI[ill MPOTECTY;

 3a6e3mneyeHHs VIP-3ycTpiyeii, 30kpeMa Ha HAWBUII[OMY PiBHi;

e [IiITPUMKa ONEPATUBHOTO 3B'SI3KY;

* 3a1106iraHHs HeJsleraJbHil iMMirpanii i KOHTpabaHzj;

* CTIOCTEepeXXeHHA 3a Ha3eMHHMM i MOPCBKMMH JIHISIMU pery-
JIAPHUX IlepeBe3eHb i TPaHCIIOPTHUMHU IIOTOKaMH, aHa1is npuduH JTII;

e BiZiIcTE>KEHHSI BUKpPaJEHUX aBTOMOGIJIB;

¢ 60pOThOA 3 MOPCLKUMH MipaTaMu;

¢ 3amo6iraHHs GPAaKOHBEPCTBY, HE3aKOHHIN po3poO6Ii HaAp i
He3aKOHHIN BUPYO61 JIiciB TO10%60,

459 [lonuuus CIIA MoOXeT BOOPYKUTb [JPOHBI 3JIEKTPOLIOKEpaMHU.
URL: https://apparat.cc/news/police-drones-armed-with-stun-guns/

460 OByuHCKUM B. TexHoJsioruu GyAylIOro NpoTUB KpUMUHAJA. Litres,
31 cepn. 2019 p. URL: http://www.books.google.com.ua/
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Po30in 3

OCOBJIMBOCTI BUKOPUCTAHHA
CYYACHMX IHOOPMALIIMHUX TEXHOJIOTIH
Y PO3C/IIAYBAHHI 3/I09YUHIB

3.1. Oprani3aniiHO-IPaBOBi 0OCHOBU
iHpopmaLiHO-aHATITUYHOTO 3a6e3NeYeHHS
po3ciiAyBaHHA 3/I04YMHIB

Pe3y/sibTaTUBHICTh [iSIIbHOCTI MPAaBOOXOPOHHUX OPraHiB y
00pOTHOI 3i 3JI0UMHHICTIO Ge3mocepe[HBO 3aJIEXKUTD Bif sIKiCHOTO,
CBO€YACHOTO i JocTaTHBOrO iHOpManiiiHO-aHANITHYHOTO 3abe3-
nevyeHHs L€l AiSIJIBHOCTI.

Y HOpMaTHBHO-NIPAaBOBUX aKTax i HAYKOBIH JliTepaTypi nopsz
i3 TepMmiHOM «iHdopMalifiHO-aHaNMITHYHE 3a6e3MeyeHHs» 4YacTo
BXXHMBaIOTbCA TepMiHU «iHpopMariiiHe 3a6e3nedyeHHs», «iHpopMa-
LilfHO-aHaJITUYHA JisJIbHICTbY», «iHPOopMaLiliHO-aHaIiTUYHA PO6O-
Ta», «aHAJITUYHA POOOTa», «KKPUMiHAJbHUN aHaJi3», «MOJeJb MO-
JIi1 e cbKOI AiIbHOCTI, KEPOBAHOI aHAMITUKOIO» TOI0%61.

461 Jlyg.: Opuenko 0. M., Ctpenb6unbka JI. M., BepTtysae O.M. 3a-
CTOCYBaHHSl HOBiTHiIX iHQopMauiHuUX TexHoJsorii B iHdopMauiiiHo-
aHaJiTUYHOMY 3abe3NevyeHHi OMepaTUBHO-CAYKO0BOI [JislJIBHOCTI MpPaBOOXO-
poHHUX opraHiB. Haykosull gicHuk Kuiecbkozo HayioHanbHo20 yHigepcumemy
eHympiwHix cnpas. Kuis, 2006. Ne 3. C. 40-49; 3agopoxHuii 10. A. [Ipo6ieMbl
nHopMalMOHHO-aHaIUTHYeckoro obecrneyeHuss OP/l B coBpeMeHHBIX ycJIO-
BUsIX. BusiBneHHs, ¢ikcalis Ta BUKOPUCTAHHS [0Kas3iB y mpoueci Jocy40BOro
caipcrBa. BicHuk JIAB/] imeni 10-piuua He3zasnexcHocmi Ykpainu. CneyianvHuli
sunyck. Jlyrancoek, 2005. C. 89-99; I0puaudeckoe, TexHU4Yeckoe U UHGOpMaLu-
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OHHO-aHaJIUTHYecKoe obecreyeHUe ONEPATUBHO-PO3BICKHOMN [esATeJbHOCTU:
yue6Hoe moco6ue / A.H.Xanukos, E. H. flkoBen, H. U. XKypaBsienko; noa pe-
Jakuued A. H.XanukoBa. MockBa: Opautundopm, 2010. 472 c; XaxaHOBCh-
kuii B. . I[HpopmauiiiHo-aHamiTHuHE 3a6e3neyeHHss OP/l: oCHOBHI MOHATTSA Ta
HOpPMaTHBHO-NIpaBoBa 6a3a. lllisxu BAOCKOHAJEHHS ONepaTHBHO-PO3LIYKOBO]
nisibHocTi OBC. BicHuk JIIBC. JlbBiB, 2002. N2 2(1). C. 191-195; fkoBen E. H.
OcHoBbl MHQOPMAILMOHHO-AaHAJIUTUYECKOTO  OOeclieyeHHUs] ONepaTHBHO-
PO3BICKHOH JesiTesbHOCTU: y4deb. mocobue. MockBa: Llut-M, 2009. 464 c;
Bepnas II. B. IHHOBaLjii - ocHOBa KpUMiHaJiCTHYHOrO 3a6e3NnevyeHHs Aislyib-
HOCTI 3 po3cJilyBaHHs 3/104MHIB. [liBeHHOYKpaiHCbKUI IpaBHUYMUM Yacomuc.
2015. Ne 4. C. 49; Benos 0. A. UHpopMauoHHOe o6GecredyeHre PacKpbITUS U
paccyieJoBaHus NpecTyneHuH: MoHorpadus. MockBa: KOpautundopm, 2009.
136 c.; 3axapos B. I1., Pygemko B. I. [Ipo6siemu inpopmarniiHoro 3a6e3nedeHHs
NPaBOOXOPOHHUX CTPYKTYp: HAaBYa/JbHO-NPAaKTUYHUHM moci6GHUK. JIbBiB:
JIeBJJYBC, 2007. 372c; OBumnckui A.C. WHbopmanuss u omnepaTHUBHO-
PO3bICKHAsI AesiTeJbHOCTh: MOHOrpadus / moj pen. B. U.Ilomoa. Mocksa:
HUHOPA-M, 2002. 97 c.; OBunnckui C. C. OnepaTUBHO-PO3bICKHAsA HHOOpMaLUS
/ nox pen. A.C.OBunnckoro u B. C. OBunHckoro. MockBa: UHO®PA-M, 2000.
367 c; Ilpo HanionaneHy mnporpamy iHdopmaTu3sanii: 3akoH YkpaiHu Bifg
4 moT. 1998 p. Ne 74/98-BP. Bidomocmi BepxosHoi Padu Ykpainu. 1998. Ne 27-
28. Cr. 181; ABTOMaTu30BaHi cucteMu. Tepminu Ta BusHayeHHd: [ACTY 2226-
93. Yunnui Big 1994-07-01. Kuis: [epxcrangapt Ykpainy, 1993. 91c.
(HauionaneHi crangapty Ykpainu); OBuuHckuii A. C., Kapetnukos M. K. Ilpo-
6s1eMbl TOATOTOBKH CIEIMAJUMCTOB B 00JIACTU NPUMEHEHUS COBPeMeHHBIX
nHOpMaIMOHHBIX TexHOMOoTuN. Becmuuk MB/] Poccuu. 2000. Ne 4-5. C. 130-
131; OcHOBM KpHUMiHaJBHOrO aHasi3y: moci6. 3 eJleMeHTaMH TpeHiHry /
0. €. Kopucrin, C. B. An6ys, A.B.Xosocrenko Ta iH. Ozmeca: OZIYBC, 2016.
112 c; Baacok O. B. Posib i Miciie kpuMiHa/JbHOrO aHasli3y y PO3KpPUTTI Ta
po3c/lifyBaHHI 3JI0YMHIB Ha Jep)XKaBHOMY KOpJAOHI Ykpainu. Mamepiaau
nocmitiHo 0i04020 HAYKOBO-NPAKMUYHO20 ceMiHapy. XapkiB: IHcTUTYT miaro-
TOBKMU opu/j. KaapiB assa CBY Hau. ropug. akaj. Ykpainu iMm. . Mygporo, 2011.
Bum. 3. Y. 1. C. 82-85; 3aeup O. M. [HCTUTYT aHaNITHYHOIO CYNpPOBO/KEHHS
JlOCYZJ0BOI'0 PpO3C/AifilyBaHHA KPUMIHa/JbHOIO MNpoBaJkeHHA B Ykpaini. Cy-
YaCHUH CTaH | MepCcrneKTUBU PO3BUTKY. BicHUK KpumiHa/ibHO20 cydovuHcmaa.
2016. Ne 4. C. 17-25; MaxHwok A. B. TeopeTHuHi OCHOBU MpPOBaKEeHHSI KpU-
MiHaJIbHOTO aHasizy y cdepi MpaBOOXOPOHHOI JisiibHOCTI. Haykosull 8icHuk
JepscasHoi npukopdonHoi cayxcou. 2011. Ne 94. C. 3-7; Hekpacos B. A. CydacHe
pO3yMiHHAI KpUMiHa/IbHOI PO3BiJKH fIK HANPSAMY [islJIbHOCTI IPaBOOXOPOHHUX
opraHiB. KpumiHaabHa po3eidka: memodo.102is, 3akoHodascmeo, 3apyo6incHull
docsid: maTep. MixkHap. Hayk.-npakT. KoH®. (M. Ogeca, 29 kBiT. 2016 p.). Ozeca:
O4YBC, 2016. C. 19-20; I[lpuMeHeHUEe UHTEJIEKTYaJbHON CUCTEMBbI KPUMHU-
HaJIbHOT'0 aHa/iM3a B peasibHOM BpeMeHHU (RICAS) 151 aHaIMTUY€ECKOTO COMPO-
BOX/IeHUS1 ONlepaTHBHO-PO3bICKHOMN AesATeJbHOCTH U AOCYAeOHOro paccieso-
BaHus. /. 10. Y308, B. M. Ctpykos, O. B. 'puropoBuy Ta iH. IIpaso i 6e3neka.
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TepMiH «aHaNITUYHUK» O3HAYAE «CTOCYETbCA aHaMi3y», 3a-
CHOBaHMM Ha 3aCTOCYBaHHI aHaJ/i3y, TOMy MOXXHa BUKOPUCTOBYBa-
TH CJIOBOCIOJIyYeHHs «aHaJiTU4YHA poboTa» i «aHaJNiTU4YHA [Jis/Ib-
HICTBb» IK TOTOHI C/IOBY «aHaJ1i3»462,

Y nHaykoBil Jqitepatypi iHgpopmayiiiHe 3a6e3neyeHHs1 po3ci-
dyeaHHsl 3/104UHI8 BU3HAYAETHCA K KOMILJIEKC 3aXOAiB, 110 3Aikc-
HIOIOTbCA Pi3HUMMU MiJpo3AiJlaMU IPAaBOOXOPOHHUX OpPraHiB, Clipd-
MOBAHUX Ha OTPHMMaHHA 3 IVIACHUX | HerJIaCHUX JiKepeJs1 KpUMiHali-
CTUYHOI, olepaTUBHOI Ta mpoliecyaibHol iHpopmarii, ii ¢pikcariro,
36epiraHHs, 06po6Ky, aHaJli3, a TaK0XX BUKOPHUCTAHHS NepPBUHHUX i
30arayeHux JaHUX i3 MeTOK BUKOHAHHS CJiTYMMH Ta ONEpPaTHUB-
HUMHU HiApo3/ilaMH NOK/IaJeHUX Ha HUX QYHKIiI463,

[HpopmMaliliHe 3a6e3neyeHHs] CKJIAJAETbCS 3 TPbOX B3aEMO-
MOB’sI3aHUX KOMIIOHEHTIB:

1) ingpopmayitiHux cucmem, y Mexxax sIKUX 3i1CHIOETbCA 36ip,
HaKOIMUYeHHs, CHCTeMHAa 06p00Ka, 30epiraHHsa ¥ BHJjaya ClOKHUBa-
4yy Heo6XiZHOI KpUMiHaTICTUYHOI, onepaTUBHOI, polLecyalbHOI Ta
iHmoi indopmarii;

2) aHasimuyHoi po6omu, 1110 NOJIATAE y 3/[iHCHEHHI KOMILJIEK-
Cy opraHisanjiiHux 3axo/iB i METOAUYHUX TPUHOMIB 3 0OPOOKU Ta
CUHTE3y HadgBHOI KPUMIHaNICTUYHOI, OllepaTUBHOI, IpoLeCyalbHOI
Ta iHmoi iHpopmariii;

3) ynpasaincekoi disabHocmi, sika 3ab6e3lnedyye NPUHHATTA
HeOoOXiJJHUX pillleHb W00 CTpaTerii # TAKTUKU TPOTHUJII 3/I0UNH-
HOCT]|464,

2015. Ne 2 (57). C. 132-139; ]. G. Carter, S. W. Phillips, S. M. Gayadeen. Imple-
menting Intelligence-Led Policing: An Application of Loose-Coupling Theory.
Journal of Criminal Justice. 2014. Ne 42. P. 433-442; flniuki M. OnepaTuBHUI
KpUMiHa/IbHUH aHai3. MixcHapodHa opzaHizayis 3 miepayii. Kuis, 2009. 86 c.

462 BeTMKUMW TJyMayHUU CJIOBHHUK Cy4yacHOI YKpaiHCbKOI MOBHU / ymo-
psz. i ronos. pef. B. T. Bycea. KuiB, Ipninb: BT®: [TepyH, 2001. C. 17.

463 Mi>xHapo/iHa noJiiLeiicbka eHIMKomneis: y 10 T. / Bign. pefgakTopu
B. B. KoBaneHko, €. M. Moicees, B. {l. Tauii, 10. C. lllemmy4eHnko. Kui: ATika,
2010. T. VI. OnepaTuBHO-pO31IyKOBA AisabHICTb mouinil (Misiuii). C. 349.

464 Tamouek A., )KypasiaboB B. IHdopmMmauiiiHe Ta aHaniTU4YHe 3a6e3mne-
YeHHs1 OlepaTUBHO-PO3LIYKOBOI JAislJIbHOCTI crenjaJbHUX MiApo3iniB no 60-
poThO6i 3 opraHizoBaHoo 3104KHHIcTI0O OBC: MeTo. pek. 3anopixeks: 3amnopi-
3bKUH puaguyHuil inctutyT AJYBC, 2008. C. 7-8.
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IHopmayiiiHi cucmemu - 1ie opraHisaliiHO-TexHiYHi cHUcTe-
MM, B IKMX peasi3yloThbCcs TexHOoJIoril 06po6ku iHpopmMalii 3 BUKO-
PUCTAHHSM TEXHIYHUX i mMporpaMHux 3acob6iB*65. [lo ckiaay iHdop-
MaliiHUX CHUCTEM MOXYTb YXOAWTH iHbopMaliiHi migcuctemy,
sIKi MicTATb 6GaHKHU JaHUX, MOEJHAHI TEXHOJIOTi€El 06MiHY iHdoOp-
Malli€lo.

Heabusike 3Ha4eHHs B aHa/MITUYHIA po6GOTi MalOTh aHAIITH-
YyHi cxeMU. POpMyIOTbCS BOHU Y CKJIaJHUX 6araToemnisoHUX cIpa-
BaX, MOB’AA3aHUX i3 Ai/IbHICTIO OpraHi30BaHUX 3JI0OUMHHUX TPy, 32
pO3CililyBaHHS SKUX JOBOJMUTHLCS BCTAHOBJIIOBATH CIOCOOM BYH-
HeHHs 3JI0UMHIB, BUBHAYATHU CKJIAJ[Hi 3B'13KH, SIKi B3aEMHO Iepeci-
KalTbhCs MK OKPEMHUMH yYaCHUKAMH 3JI04AHY 466,

Y naykoBill JiTepaTypi ynpasiHcbKy OifabHicmb y cUCTeMi
HanionanpHol noJtinil NoAifg0Th Ha 6HYMPIWHbLOCUCMEMHY, SKa
CIIpsIMOBaHa Ha YNOPAAKYBAaHHS YIPaBJIHCbKUX BiJJHOCHH, L0 BU-
HUKAIOTh i3 NUTaHb OpraHisawii cucTeMU Ta CTPYKTYypU OpraHiB
HanjoHanbHOI mouiinii, Ta 306HIWHbOCUCMEMHY YIPaBJIHCBKY Aid-
JIBHICTb, 3MIiCT SIKOI 3BOAUTbLCA [0 3abe3ledyeHHs MOoJileHCbKMMHU
dYHKLiM 3 0XOPOHU NMPABOBiAHOCHH*67,

[lopsax i3 TepMmiHOM «iHpoOpManiiiHe 3ab6e3neyeHHsA» BXKHUBaA-
eThcsl AediHinisg «iHpopmaliiHO-aHATITUYHe 3a0e3MevYeHHs», MiJ
saxuM B.T. XaxaHOBCbKHM po3yMie KijbKicHe (KOHcoJsifaLiss Macu-
BiB iHpopMauii y BUrsiszi 6a3 i 6aHKiB JaHUX, yIOPSAAKYBaHHSA, CHC-
TeMaTHu3allif), a TAKOX SKICHO-3MiCTOBHe NepeTBOPEHHS KpUMiHa-
JIICTUYHO{, onepaTUBHOI Ta mpolecyaibHol iHpopMalii (mpoayKy-

465 MixkHapoZHa moJiilleiicbka eHnukionenaia: y 10 T. / Bignm. penak-
Topu B. B. KoBasenko, €.M.Moicees, B.{. Tauii, 10.C. Llemiy4eHKo.
KuiB: Artika, 2010. T. VI. OnepaTHBHO-pO3LIYKOBA JisJIbHICTb MOJILil
(miminii). C. 352.

466 Jlyk’snunkoB €. /I. MeTogosoriuni 3acagu indopmaniiiHoro 3a6e3s-
MeyeHHs po3CilyBaHHs 3JI04UHiB: MoHOrpadis. Kuis: Hal,. akaz. BHYTp. cipaB
Ykpaiuny, 2005. C. 9.

467 T'oyiocHiveHko I. [1. AqMiHicTpaTHBHe npaBo YKpaiHK (OCHOBHI KaTe-
ropii i mousaTTs). Kui: ['AH, 2005. C. 40-45.
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BaHHS HOBUX 3HaHb, NPUUHATTS yHIpaBJiHCbKUX pillleHb) Ha 6asi
iHpopMarlliiHOI aHaI THKN*68,

['o/IOBHUM 3aBJaHHAIM [HHOpMayiliHo-aHasimuuyHo20 3a6e3-
neyeHHs1 po3caidyeaHHs 3/104UHI8 € CUCTEMAaTHUYHe i CBOEYacHe Ha/l-
XOJPKeHHA B NiJpOo3JiJu LOCYZ0BOr0 pO3CJaiAyBaHHSA JOCTOBIpHOI
KpPUMiHa/iCTUYHO], OllepaTUBHOI Ta MpoliecyaabHoi iHpopmaril.

Y Teopil Ta nmpakTuLi MPaBOOXOPOHHOI AisJIBHOCTI BXXHUBa-
€TbCSI TAKOX TEPMiH «MOHITOPUHI» (BiJ aHIJI. monitoring, i3 JsaT.
monitor - TOW, 10 Har/AsaJae i Haraiye) - KOMILJIEKC AOCHifKeHb
(cnocTepexxeHHs, aHaJ i3 Ta iHII METOAM Mi3HAHHSA) | KOHTPOJIIO 3a
CTaHOM YU NPOLLecaMy NEeBHOI'0 CepelOBHILA TPUKJIALAHOI CUCTEMH,
MeTO10 fIKOTO € NOMNepeXeHHs NPOo NMOsIBY WIKiAJMBUX, HebGe3ney-
HUX YU 6akaHUX GaKTOPIB (ABUIL) AJs1 iCHYBaHHS L€l CUCTEMHU 469,

Ha TepeHax BiTYM3HAHOI HAayKM [JeZaJi dacTiile nopazj 3 iH-
dopmaniiiHo-aHaMITHYHUM 3a6e3MeYeHHAM TOBOPATbh NPO KpUMi-
HaJIbHUH aHaui3. KpumiHaavHull aHai3 € cnenqudivHUM BUJOM iH-
dopmariiiHo-aHaMTHYHOI  JiSIIBHOCTI NPAaBOOXOPOHHUX opra-
HiB, SIKMH MoJiATa€ y nepeBipui Ta oninni inpopmanii, ii inTepmnpe-
Tanii, BCTAHOBJIEHH]I 3B’I3KiB MiX [JaHUMH, 10 OTPUMYIOThCA
y npoueci BUABJIEHHA, NPUNHWHEHHA Ta pO3C/AilyBaHHA 3JI0YM-
HiB 1 MaroTh 3HaueHHd Aas OPJl i gocynoBoro posciifiyBaHHS,
3 MeTOI0 IX BUKOPUCTaHHA NPaBOOXOPOHHHUMHU OpraHaMHu i CyZoM,
M0Jla/IbLIOTO NPOBEeJeHHA OllepaTUBHOI0, TAKTUYHOIO i CTpaTeriy-
HOTI'0 aHaJi3y.

Po3riissHeMo Tenep MNOHATTSA «iH@oOpmayiliHo-aHaAIMmu4YHa
poboma», Ky y HAYKOBiMl JiTepaTypi po3r/isfjaloTh, Mo-Neplie,
sIK eJleMeHT opradisauii poscJifyBaHHSI 3JI0YMHIB, TOOTO MOIIYK,
30MpaHHs, OIjiHKa, aHaJ/i3, ysarajbHeHHS [aHUX, HeoOXigHUX
JUIl IPUMHATTSA YOPaBJiHCBKOTO YW ONEPaTUBHOrO pillleHHS;

468 XaxaHoBcbkuit B. I. IHdopmaniitHo-aHaniTUYHe 3a6e3nevyeHHs
OP/l: ocHOBHi NOHATTS Ta HOPpMaTUBHO-IIpaBoBa 6a3a. lllisxu BAOCKOHA/IEeHHSA
onepaTuBHO-po31yKkoBoi AisabHocTi OBC. Bicnuk JIIBC. JIbBiB, 2002. N2 2 (1).
C. 191.

469 Mi>xxHapoiHa noJiineiicbka eHiukaoneis: y 10 T.; Bian. pegakropu
B. B. KoBasieHko, €. M. Moicees, B. {. Tauil, 10. C. lllemmyyenko. KuiB: ATika,
2010. T. VI. OnepaTuBHO-pO31IYyKOBA AislabHICTb mostinil (Misiuii). C. 353.
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no-Zipyre, sik 3aci6 oTpuMaHHsA iHdopMallil mig yac poscaiayBaHHS
3JI0YMHIB470,

Ingpopmayitino-aHasimuuna poboma y po3caidyeaHHi 3/104u-
Hig - 1e MepeabadyeHa 3aKOHOJABCTBOM YKpaiHU M ypery/iboBaHa
BiJOMYMMM HOPMaTUBHUMH aKTaMH CHCTeMa 3axOJiB, CIpsMOBa-
HUX Ha 306ip, 06po6KY, y3arajbHEHHs, aHali3, 36epiraHHs Ta BUKO-
pucTaHHs iHdopMarii, 30kpeMa 06MeXeHOro JA0CTyIy, 110 MA€E 3Ha-
YyeHHd A1 BUpimeHHs 3aBjaHb OP/l i focymoBoro poscaifyBaHH4,
B iHTepecax KpHUMiHAJIbHOTO CYZOYMHCTBa, Ge3leKH TIpPoMajisiH,
CyCHiJIbCTBA i fiepkaBu71.

Bupi3HAOTbCA Taki CKIaZOBI eleMeHTH MNOHATTSA iHdop-
MaliiHO-aHaMITUYHOI POOGOTH TNpPU PO3CAiyBaHHI 3JI0YMHIB Ta
ix oco6JiuBOCTI:

1. IHnpopmayitiHo-aHanimuuHa pob6oma npu po3caidyeaHHi
3/104UHI8 — 1le cUCTeMa 3axXo/[liB (IpollecyabHUX, KpUMiHAJIICTHY-
HHUX, OIePaTUBHO-PO3UIYKOBUX, IOUIYKOBUX, PO3BiAyBa/IbHUX,
KOHTPPO3BiAyBa/JbHUX, OpraHi3aniiHO-yIpaB/iHCbKUX, TEXHIYHUX,
aHAJIITUYHUX TOLIO), IO MepefbavyeHi 3aKOHAMH YKpaiHu Ta Bpe-
ryJbOBaHi BiJOMYMMM HOPMaTHBHUMHU aKTaMHU OpraHiB, YIOBHO-
Ba)KEHUX Ha 3/iHCHeHHS J0Cyf0BOro posciigyBaHHsa Ta OP/, saxi
BU3HAYaIOTh il NOPAAOK I yMOBHU.

2. Cy6’ekmamu iHdpopMaliiHO-aHAJTITUYHOI pOGOTH Yy po3CJi-
JYBaHHI 3JIOUMHIB € CJiJ4i, eKClIepTHO-KPUMiHaiCTUYHI, ollepaTu-
BHI ¥ iHopMaliiiHO-aHaTITUYHI MiAPO3/Ai/iK Ta IX TOCaJ[0Bi 0cOOH i
[IEBHOK Mipol0 iHIII NpaliBHUKU NPAaBOOXOPOHHUX OpraHiB i He-
rJIacHI NpaLiBHUKU.

3. 06’°ekmamu iHpopMaliiiHO-aHaJITHYHOI po60TH 3a pO3CJi-
JlyBaHHsI 3JI0YMHIB € Qi3M4Hi Ta OPUAHUYHI 0COO6H, KOPIOPATUBHI
00’€KTH, IpeJMeETH, JOKYMEHTH, PEYOBUHHU, TBAPUHU, TPYIH, IPH-
MillleHHS, CIOPY/IH, AIITHKH MiclieBOCTi, Mepexa IHTepHeT, iHdop-
MalilHi pecypcH, siBUILA, IpoLecH, Mojii, HaBUYKH, 30BHIIHI Jii

470 [llymunoB A. 0. OnepaTUBHO-pO3bICKHAsA 3HLUKJI0oNeAUs. MocKBa:
Hspatens Ulymunosa U. U., 2004. 364 c.

471 MoBuaH A. B. IHdopmaniliHo-aHaniTUYHA po6oTa B ONEPATUBHO-
posiuykoBill fissibHOcTi HanioHasbHol mosinii: HaB4y. mnoci6GHUK. JIbBiB:
JIsBJYBC, 2017. 244 c.
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JIOJAWHH, pajioedip, Tpadiku 3B’I3kiB aOOHEHTIB MOOGIJIBHOTO
3B’SI3KY TOLIO.

4. Mexanizm iHdopMaliiiHO-aHAJMITUYHOI POOGOTH OXOILIIOE
HU3KY Jil cy6’eKTiB i1 3ailicHeHHs (molyk, gikcaljito, OTpuMaHHs,
06p06Ky, cucTeMaTHU3allilo, y3arajJbHeHHs, aHaJli3, IPOrHO3yBaHH4,
36epiraHHs Ta BUKOPUCTAHHS iHopMallii).

5. [Ipedmemom iHpopMalifiHo-aHaNiTHYHOI po6OTH y po3ci-
JyBaHHI 3JI0OUMHIB € XapaKTepHi 0COGJUBOCTI YU O3HAKU O6’EKTIB
inpopmMmariiiHo-aHa/MiTUYHOI po6OTH, 3adikcoBaHi Ha BifmoBigHMUX
Hocifix a60 B maM’sTi JitofieH, a6o IX BijoOparkeHHs].

6. OcHosHuMu 3acobamu iHPopMaIiiHO-aHANITHIHOI pO6OTH
[IpY pO3CJIiyBaHHI 3/I04HHIB €:

- onlepaTUBHA Ta KpUMiHa/iCTUYHA TexHiKa i crenjajabHi Te-
xHi4Hi 3aco06H, NpU3HAYeHi AJs IJIACHOTO Ta HEerJIaCHOro OTpUMaH-
He iHpopMari;

- BianmoBiAHI anapaTHoO-NporpamMHi KoMILJIeKCH (aBTOMAaTH30-
BaHi iHdopMaliiiHO-NIOIIYKOBi, eKCHepTHi Ta JIOriKo-aHaTITHUYHI
cucteMy Towo) i pisHi TexHiuHi mpucTpol, 3a JAOMOMOrOI0 SIKUX
34iHCHIOETbCS 06pO6Ka, cUCTeMaTH3allisi Ta aHaJi3 omepaTHBHO-
pO3LIYKOBUX Ta iHIMX BimoMocTel pakTorpadiyHoro Ta KpuMiHa-
JIICTUYHOTO XapaKTepy.

Bak/IMBY poJIb ¥ [[bOMY BUKOHYIOTb IPUHIMITK iHPOpMaLiii-
HO-aHaJIITUYHOI pO6OTH.

Jlo 3azaabHux npuHyunie inHpopMarliiiHo-aHaIITUYHOI pOGOTHU
y pO3CJiflyBaHHI 3/I0YMHIB yXO4ATh NIPUHIUIM BepPXOBEHCTBA Ipa-
Ba, 3aKOHHOCTi, 'YyMaHi3My; JOTpHUMaHHS NpaB i CBOGOJ JIOAUHY;
MO€EHAHHS IJIaCHUX i HETJIACHUX METO/IiB i 3ac0o6iB; BUCOKOI onepa-
THUBHOCTI (HacTynmaJbHOCTI); BCEOIYHOCTI,  MOBHOTH  Ta
06’€KTUBHOCTI; HAYKOBOCTI; 3aCTOCYBaHHSA AOCBiAy i TeoOpeTUYHUX
3HaHb IHIIMX CYMDKHUX HayK.

CneyiaavHi npuHyunu iHdopMaliliHO-aHAJMITHYHOI POGOTH
niJ, yac posc/ilyBaHHsl 3JI0YMHIB MOB’I3aHi 3 3aKOHOMIPHOCTSIMH,
1110 BUHUKJIM i3 cyTHOCTI 11 mpo1iecy. /1o HUX HajleXKaTb: 6e3nepeps-
HiCTb HakonW4eHHs iH$opMallii, CHCTEMHICTb, Y3roJKeHicTb, Bapi-
AHTHICTb, BepudpikoBaHiCTh, eHEKTUBHICTH TOIIIO.
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OcHoBHUMHU [HPopmayiliHUMuU pecypcamu, 110 BUKOPUCTOBY-
I0ThCS B mpolieci iHpopMaliiHO-aHaJITUYHOI pO6OTH y PO3Cify-
BaHHI 3JI0YMHIB, €:

- onepamueHi 006JiKu, sKi CKJaJalTbCsd i3 ONepaTHUBHO-
pPO3IIYKOBUX, ONEPATUBHO-MPOOINIAKTUYHHUX Ta OINepaTHUBHO-
JOBiIKOBUX 00J1iKiB;

- KpumiHaaicmuuHi 06iKu, sIKi CKJIaJal0TbCs 3 ONepaTUBHO-
MOIIYKOBUX Ta iHpopManiiiHO-10BiIKOBUX KOJIEKLiM;

- 6aHKU O0gHUX KPUMiHOJIOTi4YHOI, aAMiHICTPaTUBHOI, CTaTHC-
THU4YHOI iHpopMariii;

- 6aHKu daHux iHIIMX MiHiCTepCTB, BiIOMCTB, MiJIPUEMCTB,
YCTAHOB Ta OpraHisauiii, siki He CTOCYIOTbCsl 6e3nocepeHbO 60po-
THOU 31 3JIOYUHHICTIO;

- 6aHKU daHux MiCbKHUX i 06J1acCHUX OpraHiB BJaIy;

- 06’ckmu HaJJaHHS Ta OTPYMAaHHS 0XOPOHHUX MOCIYT;

- onepamopu MOGiIbLHOTO 3B’SI3KY;

- 38epHeHHs1 ma 3as18U TPOMA/SH, ey TaTChbKIi 3allUTH;

- 3acobu MacoBoi iHpopmMarii, 30kpema [HTepHeT.

3acayroBye Ha yBary po3po6JieHHsI Ta BUKOPUCTAHHS Y PO3-
CIiyBaHHI 3JI0UMHIB aBTOMAaTU30BaHUX POOGOYMX MicCIb CIiI40TO
(APM caiduozo «IHcaiim»), wo MicTuThb 12 Moy («3akoHodascm-
80», «/Jokymenmy», «Caidui OJii», «Caidua npakmuka», «Haykoego-
mexHiuHi 3acobu», «Cydosi excnepmu3su», «KpuminasicmuuHi memo-
duku», «C108HUK mepMiHie», «[[paBooXOpoHHI opeaHu ma ekchepmui
ycmaHosu», «HasuaHHs1», «bibaioepagis», «/osidkosa kopucHa iH-
dopmayis»), ki MOXKYTb BUKOPHUCTOBYBAaTUCb OKpeMO abo KOM-
IJIEKCHO, a TakoXX APM cyoBUX eKcHepTiB pi3HUX eKCHepTHUX
cnenianbHocTedt (APM mpacoaoza, APM 6aaicma, APM ekoHomicma,
APM ¢poHockonicma, APM docaidxceHHss 06’ekmie iHmesnekmyaabHoi
saacHocmi mowo), APM cyddi, APM 06pobku ma HadcunaHHs OKY-
MmeHmis, APM cekpemapsi cyddi, APM npayisHuka nidpo3diny 6opo-
mvbu 3 HapkossnouuHHicmioo, APM wpucma, APM ‘rpucma-
KpumiHosoza, APM npokypopa*72.

472 10cynoB B. B. Kpuminanictuka B Ykpaini y XX-XXI cTosiTTax: MOHO-
rpadis. Kuis: ®OII Macnakos, 2018. C. 455-456.
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[Ipodecop B. I'. XaxaHOBCbKHH 3a3HAYaeE, 1[0 B €KCIEPTHO-
KpPUMIiHQJTICTUYHUX Mifjpo3Ainax PYHKLUIOHYIOTH NPOTPaMHO-
amapaTHHUH KoMILIeKC «basicmy, iHbopMaliiiHO-T0BiIKOBI cuCcTeMH
«Ilacnopmy», «Aeémodokymenmuy, AIC «ATLAS», «Aeémodok», «Bideoo-
64ik», «Bideopsio» To10473.

KpuMiHa/ibHUI NpolecyasbHUN KoJeKC YKpaiHu perjaMeH-
TY€E NPOBEJIEHHS AONUTY, BIi3HAaHHA Y pexXuMi BifeokoHdpepeHIlii
miJ yac gocyaoBoro posciigyBaHHs (cT. 232 KIIK Ykpainu) Ta npo-
BeJleHHS MpOolleCyalibHUX ik y pexxuMi BimeokoHdpepeH1ii mijg yac
cyaoBoro npoBaikeHHs (cT. 336 KIIK Ykpainu).

OcHogHUMU 3a80aHHAMU iHpopmamuszayii docydosozo posci-
Jdy8aHHS Ha Cy4yacHOMY eTalli €:

- 30upaHHs, 00po6Ka W HaKONMWYeHHS sIKicHOi Ta Biporif-
Hol iHpopMmanii B 6a3ax MJaHUX 3a BCiMa HampsMaMHu [isijib-
HOCTI CJIAYMX, eKCIepTHO-KPUMIiHa/JiCTUYHUX Ta oOllepaTUuBHUX
NiApo3/Ainis;

- 3a0e3MeYeHHs] ONEPaTUBHOTO JOCTYIy KOPHUCTYBadiB
(cnigumx Ta omepaTUBHUX MpaliBHUKIB) 0 6a3 JaHUX Ge3nocepe/-
HbO 3 pO6OYHUX MiClb;

- BUKOPUCTAHHS Cy4aCHUX aHaJiTUYHUX MeTOJiB 06poOKU
KpUMIiHa/JIiCTUYHOI, MpolecyaJbHOI Ta OIlepaTUBHO-PO3IIYKOBOI
indopmariii;

- BUKOPHCTaHHSI pecypciB HeBijjoMyux iHdopMaIlilHUX cHC-
TEeM 3 MeTOW 3abe3NeyeHHsI MPABOOXOPOHHOI JislJIbHOCTI GaraTo-
BHU/I0OBOIO iHQOPMaLli€lo;

- BU3HAYEHHS MEePCNEeKTUBHUX HANpPsIMIB Ta TeHJEeHIil pos-
BUTKY Cy4aCHOI 3JIOUMHHOCTI;

- afanTalisgd HafgBHUX MOJIOXKEHb TAaKTUKU | METOIUKU KpH-
MiHastictuky, OP/l Ta JocyZ0BOro po3ciaiflyBaHHS [0 YMOB Cy4ac-
Horo iHpopManiiiHOro CycninbCTBa;

- pO3po06JIEHHS, YIIPOBa/>KEHHS Ta BUKOPUCTAHHS CHeliaib-
HOI'0 IPOTPaMHOTro 3a6e3ne4eHHs .

473 XaxaHoBcbkuit B. I. Teopis i npakTuka KpuUMiHaJIiCTU4YHOI
inpopmaTuku: aBTOped. JAMUC. .. JOKT. wopuj. Hayk: 12.00.09. Kuis,
2011.C. 14.
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3.2. XapaKTepucTUKa
€auHoi iHpopMaLifiHOI cUucTeMU
MBC Ykpaiau

BigmoBigHo g0 3akonHy Ykpainu «llpo HanioHanbHy moui-
[it0», MOoJIilisl BUKOHYE iHQOpMalilHO-aHATITUYHY [iSIIbHICTh BU-
HATKOBO JJIs peaJii3alii cBOiX NOBHOBa)KEHb, BU3HAYEHUX LIUM 3a-
KOHOM.

HanjjionasnbHa moJinis B Mexax iHpopMauifHO-aHaMITHYHOI
JislJIbHOCTI:

1) dopmye 6a3u (6aHKH) AAHUX, L0 BXOJATh A0 EAUHOI iH-
dopmarniiiHoi cuctemu MiHicTepcTBa BHYTpIlIHIX cripaB YKpainuy;

2) KOpUCTyeTbcsl 6a3aMu (6aHkaMu) JaHux MiHicTepcTBa
BHYTPIIIHIX clIpaB YKpalHU Ta iHIIKMX OpraHiB AepKaBHOI BJaJH;

3) 3pificHioe iHdopMaliiHO-NOMYKOBY Ta iHdopMaIlliiHo-
aHaJiTUYHY po6OTY;

4) 3paificHIOE iHpopMaIiiHy B3a€EMO/Iit0 3 iHIIMMH OpraHaMu
Jlep>KaBHOI BJIafiu YKpaiHW, opraHaMy NpPaBONOPAAKY iHO3EMHHX
Jlep>kaB Ta MKHApOJAHUMMU OpraHisaniamut’4.

HarioHasbHa MmoJiilisi Moke CTBOPIOBATH BJIACHI 6a3W aHUX,
HeoOXiJ{HI [y 3a6e3neyeHHsT WOAEHHOI JiJILHOCTI opraHiB (3a-
KJ1aAiB, yctaHoB) noJiuii y cdepi TpysoBux, piHaHCOBUX, yIIpaBIiH-
CbKHUX BiIHOCHH, BiJHOCHMH JOKYMEHTOOGIry, a TakoX MiKBigomui
iHpopmariiHO-aHAMITUYHI CHUCTEMH, HeOOXiZHi [Jisi BUKOHAHHSA
MOKJIaJIeHUX Ha Hel TOBHOBAXKEHD.

Jns 3abe3sneyeHHs Ny6JiiyHOI 6Ge3neky i MOpPSAAKY MoJilis
MO>Ke 3aKpilniroBaTH Ha GOpPMEHOMY 0/is13i, C1y:kO00BUX TPAHCIOPT-
HMX 3aC00ax, MOHTYBATH 10 30BHIIITHbOMY NEPHUMETPY A 0pir i 6y/1i-
BeJIb aBTOMAaTU4YHY $OTO- i BileoTexHiKy, a TaK0K BUKOPHUCTOBYBa-
TH iHpopMalliro, oTprMaHy i3 aBToMaTU4HOI POTO- i BifjeoTexHiKH,
110 3HaXOJUTbCA B Yy>KOMY BOJIOZiHHI, 3 MeTOlO: NlonepeKeHHs,
BUsIBJIEHHsI a60 QikcyBaHHS NMpaBONOPYIIEHHS, OXOPOHU rpoMaj-

474 Jlpo HauioHanbHy mnoJigito: 3akoH VYKpalHUM Big 2 JdnHA
2015 p. Ne 580-VIII. Bidomocmi BepxoeHoi Padu Ykpainu. 2015. Ne 40-41.
Cr. 379.
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CbKOI 6e3IeKH Ta BJIACHOCTI, 3a6e31eyeHHsa 6e3MeKHU 0cib; 3abe3e-
YeHHS1 JOTPUMaHHs MPaBUJ JOPOXKHBOTO pyxy. IHPopmaris mpo
po3MmilleHy aBTOMaTU4YHY GOTOTexHiKy i BifeoTexHiKy HMOBHUHHA
OyTH po3MillleHa Ha BUJHOMY MicI{i47>.

JisnpHicTh HanionasibHOI moutilii, 1ka nmos’s3aHa i3 3aXMCTOM
i 0O6pOOKOI0 TNepCOHaJbHUX JAaHUX, 3AIMCHIOETbCA Ha MiAcTaBax,
BU3HaueHUx KoHcTuTyniero Ykpainu, 3akoHoMm Ykpainu «IIpo 3a-
XUCT NePCOHAIbHUX JaHUX», IHIIMMU 3aKOHAMU YKpaiHu.

Y MBC ctBopeHa i ¢yHKIioHye €duHa yugposea sidomua
mesekomyHikayiiina mepedxca MBC (EL|BTM). ELIBTM e JsioriuHo
I[i/TicCHOI0 MYJIBTHCEPBICHOI0 6araTopiBHEBOlO TeJleKOMYyHiKalliii-
Howo Mepexeto MBC, mwo B3aemogie 3 HanjioHa/bHOIO TeJIeKOMYHi-
KaliliHOI Mepexero, HarioHanbHOIO cucTeMow KoHiZieHIiiiHOTO
3B’s13Ky, TeJIeKOMYHiKalillHOI0 MepeXkelo 3arajJibHOro KOPUCTYBaH-
Hs Ta MICTUTb CYKYINHICTb TeXHIYHUX 3aco6iB TeseKOMYyHikauiil i
TPAHCIOPTHOI TeJeKOMYHIKaliiiHOI Mepexi A/ 3a6e3neyeHHs
nepefaBaHHs iHdopMaliil, ska HaJeXUTb [0 JepKaBHUX iHPopMa-
LiHUX pecypciB, 3 METOI0 3aJ0BOJIEHHS IOTPeb CIOXKUBaAYiB y cep-
BicHux nocayrax ELIBTM sik y 3BUYallHUX YMOBaX, TaK i MiJi 4ac 0co-
6/1MBOrO Nepiofly, a TaKOXX B yMOBax HaJ3BHYaWHUX CUTyalil yu
3anpoBa/KEHHS HaJ[I3BUUYaWHOI0 CTaHy*76.

HanionanbHa moJilisi HANOBHIOE Ta MiATPUMYE B aKTyaJb-
HOMY CTaHi 6a3u (6aHKH) JIaHUX, 1110 BXOAATH /10 €AUHOI iHpopMma-
niHoi cuctemu MBC YkpaiHu.

[HdopmMaris npo foctyn fo 6a3u (6aHKY) AaHUX NOBHHHA i-
KCyBaTHUCA Ta 36epiraTuc B aBTOMATU30BaHIN cucTeMi 06poOKHU
JlaHUX, pa3oM 3 iHdopMalji€o Npo NoJileldcbKoro, SIKUi OTpUMaB
JOCTYTI, i Ipo 06CAT AaHUX, JOCTYI JI0 AKUX 6yJi0 oTpuMaHo. KoxkHa
Jlisl moJliLlefCbKOTro 111010 OTpUMaHHs iHpopmauii 3 iHdopmaniiHux
pecypciB ¢ikcyeTbcss B cheljiaJibHOMY eJIeKTPOHHOMY apxiBi, Be-

475 [Ipo HauioHasnbHy moJinito: 3akoH YkpaiHu Big 2 aunHa 2015 p.
Ne 580-VIII. Bidomocmi BepxogHoi Padu Ykpainu. 2015. Ne 40-41. Ct. 379.

476 [lpo 3aTBep/keHHs [loJloXKeHHS NMpo €AUHY UUGPOBY BifoMuy
TeJleKOMyHiKkaliitny Mepexxy MBC: nHakaz MBC Bixg 04.07.2016 Ne 596,
3apeectpoBaHOo B MiHicTepcTBi roctuuii Ykpainu 28 nunHa 2016 p. 3a
Ne 1055/29185.
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JIEHHS SIKOT0 MOKJIA/Ia€EThCS Ha Cay0y iHGopMaLiiHUX TeXHOJIOTiN
MBC Ykpainu477.

B esnexkTpoHHOMy apxiBi ¢ikcyroTbcs mpi3Bulle, iM'd,
no 6aTbKOBi Ta HOMep CIeljaJibHOTO >KeTOHAa IHOJiLeNHChKOro,
BU/J, oTpuMaHoi iHdopmauii, peecTp, i3 gKOro oTpuUMyBajacs
iHpopmMariisi, yac oTpuMaHHa iHpopManil Ta iHIm AaHi, HeoOXiAHI
Juia inentudikanii nosineiicbkoro, KUl oTpuMyBaB iH$opManiro
3 peecTpiB.

HanionanbHa moJiinisa BXXUBA€ 3aX0iB 100 HeJONyLleHHS
Oyib-IKMX MOPYIIEHb NMPaB i cB06O/ JIIOAUHH, MOB’sI3aHUX i3 06po-
6koro iHpopmauii. [TostineicbKi HECYTh MEPCOHANIBHY JUCIUILIIHA-
PHY, aAMIHICTpAaTUBHY Ta KpUMiHa/JbHYy BiJNIOBiAAJbHICTL 3a BYU-
HeHi HUMHU JisiHHA, 1110 IPU3BeJU [0 NOopyllieHb NpaB i cBo6oz sio-
JIMHUY, TIOB’I3aHUX i3 06p06KOoI0 iHPpopMariii*78.

Y Hanionanbuiét mouinii crBopena i pyHkuionye Ingpopma-
yitiHo-mesnekomyHikayiiina cucmema «IHgopmayiiiHuii nopman
HayioHnaavHoi noaiyii Ykpainu» (cucmema IIIHII) - sk cykym-
HiCTb TeXHIYHMX i NPOrpaMHUX 3aC06iB, MPU3HAYEHUX [JJIT 06POOKHU
BiZjoMOCTeH, 1110 yTBOPIOIOTHCS B NpolLeci AisabHocTi HanioHanbHOI
nosinii Ta il iHdopmaLiiHo-aHaiTHYHOTO 3a6e3neyeHHs. CucTeMa
IMTHIT € 4actuHolo exuHOi iHQopManiiiHoi cuctemu MBC
(EIC MBC)*79.

OcHoBHUMU 3aBAaHHsAMU cucteMmu IITHII €: iHdopmarriliHo-
aHaJiTU4He 3a6e3neyeHHs JisbHocTi HIIY; 3a6e3neyeHHs1 HaNoB-
HEHHS Ta NiITPUMKH B aKTyaJbHOMY CTaHi iHpopMaiiiHuX pecyp-
ciB 6a3 (6aHkiB) AaHuX, 10 BXoAATh A0 EIC MBC; 3a6e3neyeHHs
II0IEHHO] JIisIIbHOCTI OpraHiB (3ak/aiB, ycTaHoB) moJinii y cdepi
TpyAoBUx, piHAHCOBUX, YIPaABJiHCbKHUX BiIHOCUH, BiIHOCUH JIOKY-
MeHTO000iry; 3abe3sneyeHHs1 eJeKTpOHHOI B3aeMojii 3 MBC Tta in-
LIMMHU OpraHaMH Jiep>KaBHOI BJIaIH.

477 [Ipo HauioHasnbHy moJinito: 3akoH YkpaiHu Big 2 aunHa 2015 p.
Ne 580-VIII. Bidomocmi BepxogHoi Padu Ykpainu. 2015. Ne 40-41. Ct. 379.

478 TaM caMo.

479 Tlpo 3aTBepxeHHs [lonoxkeHHs1 npo iHdopMauiiiHO-TeseKOMYyHi-
KaliiiHy cucteMmy «lHdopmauiiiHuil noptan HaunionanbHoi mosinii YkpaiHu»:
Haka3 MBC Big 03.08.2017 Ne 676.
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CknagoBumu cuctemu IIMHII €: neHTpanbHUN mporpamHo-
TexXHIYHUN KOMILJIEKC; aBTOMAaTHU30BaHi po6oui Micusg KopuUCTyBa-
yiB; TeJIeKOMYHiKallillHa Mepe)a JOCTyIy; KOMIIJIEKCHA CUCTeMa
3axucTy iHpopmaiii.

Ck/1al0BI LIeHTPaJIBHOTO NPOrpaMHO-TEXHIYHOI0 KOMIIJIEKCY
ITTHIT moBuHHI 3a6e3neYUTH reHeparito iHTepdeliciB, 06po6IeHHS
THMYacoOBUX HabopiB i popMyBaHHSA iHPopMalLiiiHux pecypciB EIC
MBC g1 Takux migcucreM:

- IIl «€duHuli 064ik» (aBTOMATU30BaHUHN 00JIiK 3asB i MOBI-
JOMJIEHb IIPO BUMHEHI KpUMiHaJ/IbHI IPpaBONOPYILIEHHA Ta iHIII 10-
[Zil, 3apeecTpoBanux opraHamu HIIY);

- Il «KKpuminanroHa cmamucmuka» (aBTOMaTU30BaHUH 06JIiK
BifloMocTell Tpo KpUMiHa/IbHI NpaBoNoOpylIeHHs, ocib, ki ix y4u-
HUJIM a60 Mif03PI0I0ThCS B IX YYUHEHHI);

- IIT «AdminicmpamusHa npakmuka» (aBTOMaTH30BaHUN 06-
JIiK BiIOMOCTEH LI0/I0 3apEECTPOBAHUX B OpraHax moJiuii agMiHic-
TPaTHBHUX MPaBONOpPYIIeHb, 0Ci0, AKi IX YYUMHUIH, pe3yJbTaTiB
pO3ryaAAy LUX NPaBONOpPYLUIeHb Ta BUKOHAHHS HaK/JIaJEeHHUX CTAT-
HeHb y BUIJIAI ITpadiB);

- IIT «Kopynyis» (aBTOMaTH30BaHUM 06JIIK JJAHUX CTOCOBHO
BCiX 3apeecTpOBaHUX KPUMIiHAJIbHUX TA aJMiHICTpaTUBHUX KOPYII-
[iHHUX TPaBONOPYLIEHD, 0Ci06, AKi IX yYUHUIN);

- IIT «Ocoba» («[IpasonopywHuk» i «IlidcyoHuii») (aBToMaTH-
30BaHMUH 06J1iK iHdopMallii mpo ocib, a0 AKUX MoJlileNdCchbKi 3/iH-
CHIOIOTh NpPoQiJlaKTUYHY POOOTY, a TAKOX NP0 OOBUHYBaueHUX
0Ci6, 06BMHYBaJIbHUHM aKT LO/0 SIKUX HAlPaBJIEHO [0 CYAY);

- IIT1 «Ocoba» (mpagik) (aBTOMaTH30BaHUU 061K BijoMoCTel
1010 0Ci6, MPUYETHHUX /10 TOPTiBJIi JIIOJbMHU, TA 0Ci0, TPUYETHUX JI0
HeJleraJjibHOI Mirpauii);

- IIl «<Po3wyk» (aBTOMaTHU30BaHUN 06JIiK BimomocTeil 1070
PO3IIYKy Mif03pIBaHUX, 00BUHyBayeHUX (MiJcyJAHUX) OCi6, sKi
YXUJIAIOTBCA Bif BifiOyBaHHs I[OKapaHH:, 0€3BICTM 3HUK/IMX Ta
iHIIKX KaTeropiu ocib, AKi pO3IMyKYIOThCA);

-1l «lli3HaHHs1» (aBTOMaTU30BaHUK 06JiK iH}opmMalii,
30KpeMa 6i0MeTPUYHHX JAaHHUX 00 OCi0, IKi MepeXoBYIOThCA Bif
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opraiB BJajH, 6€3BiCTU 3HUKJUX 0Ci6, HEBMIZHAHUX TPYMIB i Jito-
Jlell, iki He MOXKYTb HaZlaTH Npo cebe Oy b-IKY iHopMalLi);

- Ill «['apnyH» (aBTOMATHU30BaHUN OOJIIK AAHUX MPO TpPaHC-
MOPTHI 3ac06H, SIKi MepecyBalOThCS IIJISIXaMH 3araJbHOr0 KOPUCTY-
BaHHS Ta HOMEPHi 3HAaKH, SKi PO3IIYKYIOThCA 3 OYAb-sIKUX Ii/ICTaB
y MeXax KpUMiHaJbHOT0 a60 BUKOHABUYOI'0 TPOBA/IXKEHHS );

- IIl «HomepHi peui» (aBTOMaTH30BaHUH OOJIK BiJoMocTel
0Jl0 peyeld, BUKPaJeHUX, BUIYYEeHUX i3 03HAKaMH MipoOKH, 3a-
6opoHeHUX ab60 06MexKeHUX B 06iry y ¢pismyHux ocib, 6e3rocnoaap-
HUX, 3HalJleHuX ab0 BUJIyYeHHUX i3 KaMep CXOBY BOK3aJiB, aepoIio-
PTiB, 3JaHUX [0 OpraHiB moJinii, 4Ki MalOTh iHAUBIAYyaJbLHI 3aBOJ-
cbKi (pabpuruHi) HoMepH);

- Il «KyabmypHi yinHocmi» (aBTOMaTHU30BaHUHN 06JIIK JaHUX
LI00 BUKpPAJeHUX, BUIYYEeHUX KyJbTYPHHUX LiHHOCTEH, 110 Hajle-
»KaThb /10 06’ €KTIB MaTepiasibHOI i [yXOBHOI KyJIbTYpH);

- Il «KpuminaavHa 36posi» (aBTOMAaTU30BaHUHM 06JIK Bifjo-
MOCTeH Mpo BUKPa/leHy, BTpayeHy, BUJIy4YeHy, 3HaeHy 36polo, a
TaK0X JJ06pOBiJIbHO 3/1aHy 36po1o i3 Tiei, 10 He3akoHHO 36epiraja-
Cs1, He3aJIeXKHO BiJl 11 TEXHIYHOrO CTaHy, L0 Ma€ iHAUBiAyabHI 3a-
Bo/cbKi ($pabpuuni) HoMepu abo HOMepPH JieTase);

- II1 «3apeecmposaHa 36posi» (AaBTOMATH30BaHUM OOJIK Bi-
JIOMOCTeH CTOCOBHO 36poi, 10 Ma€ iHAWBIAya bHi 3aBoACHKi (dpab-
pUYHi) HOMepH, NepebyBae B KOPUCTYBaHHI rpoMajsiH, MiAnpu-
€MCTB, yCTaHOB, Opradisalilf, rocnojapcbkux 06’€JHaHb, SIKUM
Ha/]aHO, BiJINMOBIJIHO /10 3aKOHOJIAaBCTBA, J03Bis Ha ii mpuaGaHHS,
36epiraHHs, HOCiHHS, lepeBe3eHHs], Ta siKa 00J1iIKOBYEThCSI OpraHa-
MM MOJIiILii);

- Il «/JomawHili apewm» (aBTOMaTU30BAaHHUMU OO6JIIK JaHUX
CTOCOBHO MifI03pI0BaHUX, 00BUHYBaY€HUX, L[0J0 SIKHUX 3aCTOCOBAHO
3anob6i>XHUM 3axij y BUTVIAZI JOMAIIHbOTO apelTy);

-1l «BmpaueHi Jdokymenmu» (aBTOMaTHU30BaHUU 06K
BUKpaJeHUX, BTPAaueHUX, BUIYYEHUX JJOKYMEHTIB (6J1aHKIB JOKY-
MEHTIiB), 30KpeMa Ti, 1[0 BHU3HAHO HeJINCHUMH, [JOKYMEHTIB
ocib, fiKi 3HaXOASATbCSA B PO3IIYKY, @ TaK0X JJOKYMeHTIB (6J1aHKiB
JIOKyMEeHTIB), 10 MaloTh iHAWBiAyanbHi 3aBojcbki (PpabpuuHi)
HOMEpPH);
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-1 «T3, wo poswykyromoucsl» (aBTOMAaTU30BaHUM 06JIiK Bi-
JIOMOCTel Mpo TpaHCHOPTHI 3aco6u (aBTOMOOGI/II, MOTOLUKIIH, MO-
nejy, MaB3acobu), ki po3MyKyOTbCS OpraHaMHu MoJinil, npo Bu-
sIBJIeHi 6e3rocrnoAapHi TpaHCNOPTHI 3aco6u (BUKpaJieHi Ta BTpave-
Hi Jilep>kaBHi HOMepHi 3HaKU TPaHCIOPTHHUX 3ac06iB));

- Il «Ampiym» (aBTOMaTHU30BaHUN OGJIIK JaHUX CTOCOBHO
0cib, 3BiIbHEHUX i3 Micllb 036aBJIEHHS BOJIi, 3aCy/PKEHUX Ta THX,
SIKi IPUTATAOTbHCS A0 KPUMiHaAJIbHOI BiATIOBiAa/IbHOCTI);

- Il «kMizpaum» (aBTOMaTH30BaHUMK O06JIIK JAHUX CTOCOBHO
0ci6, 3aTpuMaHUX 3a MOpYLIEHHS 3aKOHOAABCTBAa YKpaiHU Npo
JlepKaBHUHM KOPZOH, PO NMPaBOBUU cTaTyc iHO3eMLiB Ta oci6 6e3
rPOMa/ITHCTBA);

- Il «Caidcmeo: dopyveHHsi» (aBTOMATHU30BaHUU 0GJIK BiJ0-
MOCTeH IIpo HaJlaHHS Ta BUKOHAaHHA JOPYYeHb CAiAYMX 11040 Npo-
BeJleHHS caiauux (po3LIykoBuX) Aill 3a po3no4aTHMU KpUMiHalb-
HUMMU IPOBa/PKEHHSIMMU);

- Il «/JakmusockoniuHuii 06sik» (aBTOMATHU30BaHUK 0O6JIIK
BijoMocCTel po AAaKTUJIOCKOMIYHI KapTH, CKJIaZieHi 1o/0 ocib, 3a-
TPHUMaHMX 3a MiJ03p00 y BYNHEHHI NpaBONOpYIlIeHb, a TAKOX He-
BIi3HAaHUX TPYMIB i JitoJleH, AKi He MOXYTb HaJlaTU Mpo cebe Oyab-
Ky iHpopmMariiro);

- Il «AHaaimuka» (MpOrpaMHUN KOMILIEKC aHa/IITHYHUX 3a-
co6iB 3a6e3nedye pobOTY reHepaTopa 3anuTiB i reHepaTopa 3BiTiB);

- T niompumku EL]II (mporpaMHi 3aco6y, 1110 po3Milly0ThCs
Ta QYHKLIOHYIOTh Ha MPOrpaMHOTEeXHIUHUX nmoTyxHocTsax ITTHIT i
3ab6e3neyyroTb MOXJIMBOCTI HaksaZaHHa ELIl Ha JgokymeHTH,
YTBOPEHI B Ipoleci onepaTUBHO-CAYKO60BOI AisJIbHOCTI moJinii B
eJIeKTpOHHOMY BUT/IA /i Ta BHeceHi fo ITTHIT);

- Il «KKpuminanvHa aHasimuka» (3abesneuyye poctyn (iHdo-
pMauiiiHy B3aeMozito) Ao iHpopMaLiliHUX pecypciB OKpeMHUM Ipo-
rpaMHUM 3aco6aM a6o GpopMye HeoOXiIHI iHTepdelicy, 1110 BUKOPHU-
CTOBYIOTbCA AJis QYHKIIIOHYBaHHS MOJieJli MmoJiineldcbKoi AisbHOC-
Ti, KepoBaHoi anasiTuKOO «Intelligence Led Policing»)480.

480 JlyuB.: OCOGJIMBOCTI BUKOPUCTAHHS 006JiKiB Ta aBTOMaTHU30BaHUX iH-
dopManiiiHuX cucTeM NpU PO3CAifyBaHHI KpPHUMiHa/JbHUX NpPaBONOpYLIEHb:
MeToAuYHI pekomeHgauii / B. . XaxanoBcekui, [l. B. [labixka, B. B. IIsackoBchb-
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KpiM Toro, 3a po3kpuTTA Ta po3C/ilyBaHHSA 3JI0YMHIB BUKO-
PUCTOBYIOThCA Taki 6a3u AaHux HanjionanbHoi mostinii:

- IIl «HotLine» - Call-yenmp HayionasavHoi nosiyii (aBTOMa-
THU30BaHa CUCTeMa IPUIIOMY NOBiJJOMJIEHb Ha «rapsdy» TeaedoHHY
Jsiniro 0800-500202);

- II1 «102» (aBTOMaTH30BaHa MijicucTeMa NpyuiioMy noBigom-
JieHb «102» 3a 0IIOMOro10 TeJIeKOMYHIKalliHUX Mepex);

- IIl «l[yHami» (aBTOMaTH30BaHa MifcUcTeMa lLeHTpasi3oBa-
HOTO0 yNpaBJiHHSA HapsJaMu noJinii);

- IIpoepamuuii modysv iHmezpayitiHoi naamgopmu IIHII
(n1a B3aeMmoyii iHdpopMmariiHux migcucrem HIIY 3 perioHasibHUMU
cerMeHTaMM CHUCTeM 3abe3neyeHHs MyO6J/ivyHOI Ge3neKku i MopsagKy
(B pamMkax peaJizanii npoekTiB «be3neyHe Micto»), iHdopmaniit-
HUMHU MificucTeMaMu Ta peectpamu iHuux [J0OBB);

- Il kapmoepagiuHoi iHgopmayii (MporpaMHi KOMIOHEHTHU
reoindopManiiiHux migcucreM, mo HeoOXxiAHI AJA Bizyasizauii iH-
dopmarnii y BUIr/Is/i eJleKTPOHHUX KapT, aBTOMAaTUYHOI 3MiHU 30-
O6pakeHOTO 06pasy 06’eKTa);

-1 «/TIl» (aBToMaTH30BaHUK o06JiK BiZoMocTell mpo
JIOPO>KHbO-TPAHCIOPTHI NpUroy, 30kpeMa GoToBi/le03006parKkeHHs
3 micuga noaii, pikcyBaHHsS KoopAMHAT MOAil Ha KapTi perioHy
(xpainm));

- Il «Kibep3aouuH» (aBTOMaTHU30BaHUM 06JiK BimoMocTel
1010 MPABOIIOPYIIEeHb Ta 0Cib, IKi MPUYETHI 10 CKOEHHS 3JI0YHHIB
y cdepi iHbopMaliiHUX TEXHOJOTiH);

- 1ll «/lozgin B/IP» (aBTOMaTH30BaHUUN 06JiK BiJoMocTeil
1010 [103BOJIIB HA PyX OKPeMUX KaTeropii TpaHCIOPTHUX 3ac006iB,
30KpeMa Hebe3NeyHHUX | HerabapuTHHUX BaHTaXiB);

— II1 «ITT-Custody records» (aBTOMaTH30BaHa MiJicMcTeMa, 1[0
3abe3Mneyye BiJCTeKeHHs] NOPAAKY TPHUMaHHA 0cCi6 B i3osATOpax
THM4YacOBOIr'0 TPMMaHHS roJI0BHUX ynpasJjinb HITY);

kui. Kuis, 2017. 36 c; OnepaTUBHO-PO3LIYKOBA Ais/IbHICTb: MOCIOHUK AJIs
BUIIMX HaBYaJIbHUX 3akjaajiB. KuiB: «BugaBauuTBo Jlroamuaa», 2019. 240 c.;
MeTopuuHi pekoMeHauii MBC YkpaiHu 1040 aJroputMmy Aiil KOpucTyBadiB 3
opranizauii opmyBaHHs IHTerpoBaHoi iHpopMalifHO-MOMYKOBOI CUCTEMU
OBC Ykpainu: cayx6o0Buii iuct MBC Big 16.01.2014 3a 727 /3p.
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- Ceamenm nopmasy 83aemodii 3 pecypcamu 8 mepeici Inmep-
Hem (IIporpaMHUN KOMILJIEKC, 1[0 3a6e3Mnedye MiJTPUMKY MOG6iJb-
HUX JI0JATKIB, IpU3HAYEHUX A1 iHGOopMyBaHHSA HiApO3aiaiB moJi-
1ii npo npaBonopyuIeHHs Ta MoAii)*81.

P03BUTOK NMPOrpaMHOro KOMILJIEKCY 3/[iHCHIOETbCS Ha OCHOBI
eKCIIEPUMEHTANLHOTO MPOEKTY MO6i1bHO20 dodamky «Mosi nosi-
yisi», WO 3/IiIMCHIOE ONpaliloBaHHS MOBiZJoMJIeHb i 3BepHEHb I'poMa-
JsiH, SIKi HaAiAULIM i3 3aCTOCYBaHHSM TEXHOJIOTIN /11 MOGIIbHUX
TesieGOHHUX MPUCTPOIB (cMapTOHiB).

3a JIonmoMorow MoGJILHOTO J0JATKY Iepe/6adyeHo onpallio-
BaHHS TaKUX OCHOBHUX QYHKI[IOHAJIbHUX MOXKJIUBOCTEM:

- kHonka «SOS» (JJ11 eKCTPeHOro BHUKJMKY Ha CHelyIiHilo
«102»);

- nogidoms1ieHHs1 npo npasonopyuieHHsl (3okpeMa 3 $oTO-, Bi-
Jleo Ta ayiodaitiamu);

- push-cnosiujenHss (OTpUMaHHSI KOPUCTYBadyaMH BaXKJIHUBOI
indopmanii Big nosiuii (3okpeMa npo HaZ3BUYaKHI HOBUHH, Opi€eH-
TyBaHHs, IEPEKPUTTS pyXy MiJl Yac NpOBeJeHHS MAacOBUX 3ax0/iB
TOLO));

- «akmugHull c8idok» (J103BOJISIE NIBUJKO 3HAXOIUTU CBifKiB
MpaBONOpPYIIEHHS, BUKOPUCTOBYIOYU MOTEHIliaJ MOGIIbHUX MJaT-
dopm);

- Kapma 8iddisneHb noaiyii ma meduyHux 3akaadie (Aae 3mMory
BifIlIyKaTH HaWO/IMKYe BiAJieHHS, KyAWM MOXXHA 3BEPHYTHUCS IO
JIOIIOMOTY);

- [HCMpYKYIs cninkys8aHHs 3 noAiyelicbkumu (SIK MpaBUJbHO
JISTH y Till 4M iHIUIA cUTyalil, a TAKOX K MalOTh NOBOJAUTUCSA 10-
JIiLeHChKi);

481 JlyB.: OCO6JIMBOCTI BUKOPUCTAHHS 006J1iKiB Ta aBTOMaTU30BaHUX iH-
dopManifiHUX cuUCTeM HpU PO3C/ifyBaHHI KpPHUMiHaJbHUX NPaBOMNOpYLIEHb:
MeToAuYHI pekomeHzauii / B. . XaxanoBcekui, [l. B. lab6ixka, B. B. IIsckoBchb-
kui. Kuis, 2017. 36 c; OnepaTUBHO-PO3LIYKOBA Ais/IbHICTb: MOCIOHUK AJIs
BUIMX HaBYaJIbHUX 3akjaajiB. KuiB: «BugaBauuTBo Jlroagmuaa», 2019. 240 c,;
MeTopuuHi pekoMeHanii MBC YkpaiHu 10,0 aJropuTMy Aiil KOpUCTYBayiB 3
opranizauii opmyBaHHs IHTerpoBaHoi iHpopMalifHO-MOMYKOBOI CUCTEMU
OBC Ykpainu: cayx6o0Buii iuct MBC Big 16.01.2014 3a 727 /3p.
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- MOHIMopuHz po6omu noJiyelicbkux (KOpUCTyBayi nporpamMu
MaloTh 3MOTY OLIHUTH POGOTY MOJIiLIENCHKOTO 3a I'SITHGABHOM
IIKAJIOH0, & TAKOXK 3aJIMLIUTH aHOHIMHUH BiATyK);

- akmyaabHi HOBUHU nosiyii (MOXJIUBICTb KOPUCTYBayiB
03HAaWOMUTHCA 3 HOBUHAMHU MOJIiITii)482,

BinnoBigHo 0 HanpsAMy QYHKIIIOHYBaHHS T'aly3eBUX CIYKO
HauioHanbHOI mostinil, po3pi3HAIOTh onepaTUBHI, KPUMIHOJIOTIYHI,
KpUMiHaJIICTUYHI, a]MiHiCTpaTUBHI 06JIiKH.

BaxJIMBOIO yMOBOIO MPOTUAIl 3/I0Y4UHHOCTI € edeKTHBHe
BUKOPUCTAHHSl CHUCTEMU ONepaTUBHUX 006JikiB. OnepamueHi
061iKU - 1le cucTeMa peecTpallii, HaKonu4eHHs, kjaacudikariiii, 36e-
piraHHs Ta BUKOPHUCTAHHS JJaHUX PO 0cCib, mpeMeTH, nojii 3a ix
NpUKMeTaMU Ta O3HAaKaMu, NpU3HavyeHa AJjs epeKTUBHOro 3abes-
[eYeHHA OIepaTHUBHO-PO3LIYKOBOI JiAJbHOCTI ONepaTUBHUX MifJ-
pO3A4sIiB NPaBOOXOPOHHUX OPraHiB, AKa CKJIaJA€EThCA i3 aBTOMATU-
30BaHUX iHpopMaliHHUX CHUCTeM, KapTOTeK, OIepaTUBHO-
PO3IIYKOBUX CIpaB, CIpaB KOHTPOJIbHO-HAIJIAL0BOr0 NPOBa/KeH-
HA Ta IHIIUX JOKYMEHTIB ollepaTUBHO-PO3IIYKOBOI'O TA AOBIJKOBO-
ro Npu3Ha4YeHHs.

30KpeMa, [JIg CUCTeMaTu3alii Ta aHasi3y MaTepiais, ofep-
*aHUx y pesyabtati OP/l, y /[lemapramenTi iHdopmariiiHo-
aHaMITHYHOI MiATPUMKM Ta YHpaBJiHHAX iHPopmauiiHO-aHaJi-
TUYHOI NiJTPUMKU TepuUTopiaJbHUX opraHiB HanjioHanbHOI mosinii
dyHKIIOHYE asmomamu3oeaHa iHhopmayiiiHa cucmema one-
pamueHozo npu3sHadeHnHs (AIC OII).

AIC OIl yBenieHa B aito HakazoM MBC Ykpainu Big 20 »KOBTHS
2017 p. Ne 870 «IIpo saTtBepmxeHHA [loy10KeHHA NP0 aBTOMAaTU30-
BaHy iHdOpMaLiliHy CUCTeMYy ONepaTUBHOrO NMpPU3HAYEHHS €JUHOL

482 JlyuB.: OCO6JIMBOCTI BUKOPUCTAHHS 006J1iKiB Ta aBTOMaTU30BaHUX iH-
dopManifiHUX cuUCTeM NpU PO3C/AiJyBaHHI KpPUMiHaJbHUX NPaBONOpPYLIEHB:
MeToAuYHI pekomeHzauii / B. . XaxanoBcekui, [l. B. lab6ixka, B. B. IIsckoBchb-
kui. Kuis, 2017. 36 c; OnepaTUBHO-PO3LIYKOBA Ais/IbHICTb: MOCIOHUK AJIs
BUIMX HaBYaJIbHUX 3akjaajiB. KuiB: «BugaBaunuTsBo Jlriogmuaa», 2019. 240 c.;
MeTopuuHi pekoMeHanii MBC YkpaiHu 10,0 aJropuTMy Aiil KOpUCTYBayiB 3
opranizauii opmyBaHHs IHTerpoBaHoi iHpopMalifHO-MOMYKOBOI CUCTEMU
OBC Ykpainu: cayx6o0Buii iuct MBC Big 16.01.2014 3a 727 /3p.
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iHpopmMmariifiHoi cucreMmu MBC»*83 i mpru3HayeHa AJ11 HAKOTIUYEHHS
1 06pOOKM BiIOMOCTEH, 1[0 YTBOPIOIOTHCS B MpoIieci onepaTUBHO-
posuykoBol gigabHocTi HITY.

Oyukuii AIC OIl nosasraloTh y TakoMy: aBTOMaTH3allis Mpo-
neciB 06J1iky oTpumManoi B mpoueci OP/l HITY indopwmariii; 36ip, 36e-
pira”Hs, NoIlyK Ta y3arajbHeHHs iHpopMalii; BigobpakeHHS MOB-
HOTEKCTOBOI, rpadiuHoi, TabJIMYHOI Ta CTATUCTUYHOI iHpopmarii,
a Takox $oTo- i Bile0306pakeHb; YTBOPEHHS €JIEKTPOHHOIO [10-
cbe; dpopMarizalliss TeXHOJIOTiYHMX IpoleciB 06po6ku iHpopMalii,
BU3HAYE€HHS TUIIOBUX MapLIPYTHUX TEXHOJIOTIYHUX CXeM JJs ix
BUKOHAHHs; 3a6e3nedyeHHs1 HaJjiliHOro 36epiranHsa iHdpopmMauiiiHux
0061iKiB Ta iX cucTeMaTu3allis; 3a6e3neyeHHs] KOMIJIEKCHOTO 3axU-
cty iHpopmalii Ta po3MexxyBaHHs AOCTymy o0 iHdopMauii, 10 36e-
piraetbcsa B AIC OIL.

O6usiky B AIC OIl migssiratoTh BiOMOCTI PO 0Cib, MO0 TKUX

3aBe/|eHO OllepaTUBHO-PO3LIYKOBI CIIPAaBH, AKI OTpUMaHi:

1) Bif oci6, siki koH}igeHUilHO criBpo6iTHUYAIOTE i3 onepa-
TUBHUMU nifpo3ainamu HITY;

2)3a BXUTTS ONEPATUBHO-PO3IIYKOBUX 3aXOJiB y Mexax
OIepaTUBHO-PO3IIYKOBUX CIIPAB.

[lopsax i3 obsikaMu cneniaJbHOr0 NpU3HaYeHHs, AKi popMmy-
I0Tb | BHUKOPUCTOBYIOTH ONepaTUBHI mifgpo3ninu HanionanbHol
noJsinii, cTBopeHi 06J/iKM 3arajJbHOr0 KOPUCTYBaHHS, sIKi BelyThb
CJIiA4i, KpUMIiHa/JICTU4YHI MiAPO3JiJM, CEPBICHI LIEHTpPH, NOJILid
OXOPOHH TOLLO.

[ligposainu indopmaniiiHo-aHasiTU4HOI mnigTpuMku HITY
3AilicHIOIOTL GOpMyBaHHS, CYNPOBO/PKEHHA Ta BUKOPUCTAHHA Y
cayx60Bili aisnpHOCTI iHpopMaLiiiHUX pecypciB (06JiKiB), Aepxa-
TeJieM (BJacHUKOM) sskux € MBC Ykpainu, 30kpema:

Ingpopmayiiina nidcucmema «OnepamugHo-dosidkosa
kapmomeka» («OJK») edunoi indpopmayiiinoi cucmemu MBC

483 [Ipo 3aTBepAkeHHs [10o10’)keHHS PO aBTOMaTU30BaHy iH$opManiii-
Hy CHCTeMy OIlepaTHMBHOrO IpHU3HAueHHs €AUHOI iHopMaliliHOI cucTeMu
MBC: naka3 MBC Ykpainu Biz 20 xxoBTHA 2017 p. Ne 870.
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Ykpainu*8t, 111 «OJK» micTuTh BifloMocTi npo oci6: ki 3acymxeHi
cyJlaMH 10 6YJb-SIKOT0 NOKapaHHsS 3a BUMHEHe KpHUMiHaJ/IbHe Mpa-
BOIIOpYLIEHHA; AKI MiJ03pIIOTbCA B YYUHEHHI KPUMIiHaJBHOTO
MpaBoNOpyIleHHs; iHpopMallis CTOCOBHO SIKMX 3HAXOJUThCS B ap-
XiBHUX KpUMiHaJIbHUX CIpaBax, 110 36epiraioTbcs B LleHTpasibHOMY
Jlep>kaBHOMY apxiBi, 06/1acCHUX Jep:KaBHUX apXiBax YKpaiHu, rajuay-
3eBUX JAepxaBHUX apxiBax MBC Ykpainy, CBY, a Takox rpoMajsH
Ykpainy, 3acypKeHUX CyZaMU IHIIUX JeprKaB.

Aemomamu3oeaHa dakmuaockoniyHa idenmudpikayitina
cucmema «/lakmo-2000» - aBToOMaTHU30BaHUH 061K JJaKTUJIOCKO-
niYHUX KapT 0Ci6, 3aTpUMaHUX 3a MiJJ03pOI0 B yUHMHEHHI MpaBomo-
pylieHb, JoJiel, fKi He 3/]aTHI Yepe3 CTaH 3J0poB’s, Bik abo iHIi
06CcTaBUHU MOBiJOMUTH iHopMalLilo nmpo cebe Ta HeBNi3HAHUX
TPYIIiB.

I «Ili3HaHHA» - aBTOMATU30BaHUH 06JIiK iHopMalii, 30K-
peMa 6ioMeTpPUYHUX JAAHUX I0/I0 OCi0, sIKi MepexoByThCS BiJl op-
raHiB BJyajid, 6€3BiCTU 3HUKJIMX 0Ci6, HEBIMI3HAHUX TPYIIB i Jt0JIeH,
sIKi He MOXXYTb HaIaTH NMpo cebe 6y1b-AKy iHopMaliito.

IIl «3ampumati i docmaeaeHi» — aBTOMaTU30BaHUN 006JIiK
0Cib, 3aTpUMaHUX i J0CTABJEHUX JI0 TePUTOPiaJbHUX OpraHiB (mij-
po3/iyiB) moJinii 3a Mmilo3pol0 B yYMHEHHI MpaBonopylieHb i Ha-
JlaHHsI TaKUM 0co6aM 6e30M1aTHOI BTOPUHHOI IPaBOBOI JONOMOTH
(saTpumaHi Ha miactasi cT. 208 KIIK Ykpainu; yxBanu ciigyoro
cyAni, cyny; y 3B’13Ky 3 po31UyKoM; Ha nifictasi cT. 260 KYnAll (az-
MiHiCTpaTHBHE 3aTPUMaHHs); IOCTAHOBU CYyAy «aJMiHapelT»)485,

€duHuil peecmp docydosux po3caidy8aHs — 1e CTBOPEHA 3a
JIOIOMOT0I0 aBTOMAaTHU30BaHOI CUCTEMM eJIeKTPOHHa 6asa JaHUX,
BinoBigHO /10 siKOi 3AiHCHIOETBCA 30MpaHHs, 36epiraHHs, 3aXHUCT,
006J1iK, MONIYK, y3araJbHeHHS JaHUX, SIKi BUKOPHUCTOBYIOTBCS AJIS
dopMyBaHHS 3BITHOCTI, a TaKOX HaZlaHHA iHdopMarlil npo BigoMo-

484 0co6JIMBOCTI BUKOPUCTAHHS 06JIiKiB Ta aBTOMAaTU30BaHUX iHOP-
MaLilHUX CUCTEM NPU pO3C]aiflyBaHHI KpUMiHa/JbHUX MPaBONOpPYLIEHb: METO-
AndHi pexoMengauii / B.T.Xaxanoscekuii, [l. B. labixka, B. B. [IsickOBCbKHIA.
Kuis, 2017. 36 c.

485 OmepaTUBHO-PO3IUYKOBA [JisIbHICTb: MOCIOHUK AJI1 BULHUX HaBya-
JIbHUX 3aKJaajiB. KuiB: «BugaBHui o Jlirogmuaa», 2019. 240 c.
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cTi, BHeceHi g0 PeecTpy, 3 JOTpUMaHHAM BUMOI KPHUMiHAJIBHOIO
MpoLlecyaJbHOr0 3aKOHOJABCTBAa Ta 3aKOHOJABCTBA, AIKUM ypery-
JIbOBAaHO NHUTAHHA i3 3axXUCTy NEePCOHaJbHUX JaHUX 1 JAOCTyny A0
iHpopmariii 3 06MeKeHUM JI0CTYIIOM.

PeecTp yTBOpeHUM Ta BeleTbcs BianoBigHo Ao BuMor KIIK
Ykpainu 3 mMeTo1o 3abesnevyeHHs: peecTpallii KpUMiHaJbHUX Mpa-
BOTIOpPYLIEHb (IPOBa/KeHb) Ta 06JIiKy NPUHUHATHX Mij 4ac Aocyao-
BOTO PO3CJiflyBaHHs pillleHb, 0Cib, sKi iX yYUHUIM, Ta pe3yJbTaTiB
CyZOBOT0 NpOBa/PKEHHH; OllepaTUBHOI'0 KOHTPOJIIO 3a J0Jep:KaH-
HAM 3aKOHIB MiJ 4yac NpoOBeJleHHA JOCYyLOBOTO pO3C/AiyBaHHS;
aHaJli3y CTaHy Ta CTPYKTYPU KPUMiHaJIbHUX MPaBONOPYIIEHb, YYU-
HeHUX Vy JepkaBi; iHpopMaliiHO-aHAJITUYHOrO 3abe3nedYeHHs
MPaBOOXOPOHHUX OpraHiB48o,

HayioHaibHa aeémomamu3oeaHa iHgopmayitlina cucme-
Ma €JduHozo depicasHo20 peecmpy MiHicmepcmea éHympiwHix
cnpae cmMoco8HO 3apeecmpoeaHux MpAaHCNOPMHUX 3aco6ie ma
ix enacnukie («HAIC €/]P MBC»)*87. HAIC €/]P MBC mpusHaueHa
JUIs oTpUMaHHs iHpopmalii mpo 3apeecTpoBaHi TpaHCIOPTHI 3aco-
6u Ta ix BJIaCHUKIB.

Opranu Ta mifgpo3ainu HarioHanbHOi moJinii 3AiHCHIOIOTH
noiyk y PeecTpi BifoMocTel npo 3apeecTpoBaHi TpaHCHOPTHI 3a-
cobu Ta ix BJacHUKIB BignoBizHo n0 opsjaky BeaeHHs Peectpy,
L[OHaWMeHIlle 3a O/JHUM i3 TAKUX KPUTePIiB:

- mpi3BUILe, iM'sA, M0 6aThKOBI (32 HasgBHOCTI) BJIACHMKA Ta
JlaTa Koro Hapo/XKeHHS;

- peecTpaniiHui HoMep 06J1iKOBOI KapTKHU IJIaTHUKA MOoJaT-
KiB abo cepid Ta HOMep nacmopTa BJIaCHUKa (A1 QPi3UYHHUX
ocib, siki yepe3 cBoi peJiiriiHi MmepekOHaHHS BiMOBJISIOTbCS Bifj,
NPUUHATTS peeCTpaLiiHOro HoMepa 06J1iKOBOI KapTKM IJIaTHHUKA

486 [I[po 3aTBep/keHHA [loyioKeHHSA NMpPO MOPALOK BeJleHHs EQUMHOTrO
peecTpy AocCyLoBUX po3caigyBaHb: Haka3 ['TIY Big 06.04.2016 Ne 139, 3apeec-
TpoBaHUH B MinicTepcTBi toctuuii Ykpainu 05 TpaBua 2016 p. 3a
Ne 680/28810.

487 0co6JIMBOCTI BUKOPUCTAHHS 06JIiKIB Ta aBTOMaTHU30BaHUX iHOD-
MaLilHUX CUCTEM NPU po3C]aifyBaHHI KpUMiHa/JbHUX NPaBONOpPYlLIeHb: METO-
AndHi pexomengauii / B.T.Xaxanoscekuii, [l. B. labixka, B. B. [IsickoBCbKHIA.
Kuis, 2017. 36 c.
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NOJATKIB 1 MOBIZOMUJIM MNPO Le BifNOBiJHOMY KOHTPOJIIYOMY
opraHy i MaroTb MO3HauKy B HacHopTi Npo NpaBo 3JiMCHIOBATU
miaTexi 3a cepiero Ta HOMepoM nacnopTa);

- IOBHe HallMeHyBaHHS IPUAUYHOI 0cO6U;

- inenTudikauniiinuil koj PUIUYHOI 0cO6U B EAUHOMY Jep-
>)KaBHOMY peecTpi NigNpHEMCTB Ta opradizauiii YkpaiHu (kof
3rigHo 3 €/IPIIOY);

- HOMepHUH 3HAK 3alUTYBAHOTO TPAHCIOPTHOIO 3aC06y.

KpiM 3a3HayeHuX, TakoXX MOXYTb 3aCTOCOBYBAaTHCA iHIII
KpuTepil MOWIYKY, BIiANOBIAHO [0 IOBHOBaXXE€Hb KOPUCTYBAya,
BU3HA4YeHUX 3aKOHOM.

Kpuminaaicmuyni o6aiku MBC Ykpainu. O6Jiku cKjajia-
I0TbCA 3 ONEepaTHUBHO-MOUIYKOBUX Ta iHPopMalilHO-4OBIJKOBUX
KoJieKLil. B ekcrepTHO-KpUMiHaMICTUYHUX NiZIpo3Ainax BeAyThCsA
py4Hi a6o aBTOMAaTM30BaHi KapTOoTeKU: POTO3HIMKIB (KOJIEKIii)
BiIOMTKIB NMasbliB PYK, CJAiJiB B3yTTs, TPAaHCIIOPTHHUX 3aco06iB, 3Ha-
pAAb YYMHEHHS 3JI0YMHIB, MIKPOYaCTOK, BUJIYYEHHUX i3 MiCLb NOAIH;
risp3, KyJb, HA0OIB, MAPOGJEHUX T'POLIOBUX 3HAKIB, JOKYMEHTIB,
MeJMYHUX peLenTiB Ha HapKOTU4YHI Ta CUJIBHOZAIIOYI JIIKapCbKi
IpenapaTy TOUlO.

OnepamueHo-noutykosi kKo1ekyli mpu3HaveHi A1 OTpUMaHHA
indopmarnii npo ocoby, sika NpUYeTHA [0 BUNHEHHS 3JI0UYMHY; i1eH-
TUdikalii ocobH, 3HAPAAASA 3JI0Y4UHY (TPaHCIOPTHOrO 3acoby,
36poi, o6saZHaHHSA TOLO, $SIKi BUKOPUCTOBYBaJIMCA MiJ 4ac
YYMHEHHS 3JI0OYMHY); YCTaHOBJIEHHS CHiJibHOI pojioBoi (rpymnoBoi)
HaJIeX)KHOCTI MaTepiasiB i pedyoBUH; iHIIKMX GAKTUYHUX [IAHUX,
sKi cBijUaTh NpO BYMHEHHS 3JI0YMHIB KOHKPETHOI 0C06010;
OTpUMaHHA iHIOI iHdopMalii 1040 BYMHEHHUX 3JIOYMHIB Ta
3anobiranHga iM.

IHgopmayitino-dogidkosl Kosekyli NTpr3HaYeHi A1 BUKOPHUC-
TaHHs 00’€KTiB, yMillleHUX [0 HUX, MiJ Yac NpPOBEJIeHHS] eKCIepT-
HUX [OCJi/PKeHb, CTBOPEHHS HAyKOBO-AOCHAIJHUX 1 [OCHiHO-
KOHCTPYKTOPCbKHUX PO3POOOK, OHOBJIEHHSI METOJUYHOI Ta HOopMa-
TUBHOI 6a3u CyA0BOi eKCepTHU3H, NiArTOTOBKU OpieHTOBHOI iHdop-
Malii, y3araJbHeHHs BioMocTel Npo NpUYNHU ¥ YMOBU BUMHEHHS
3JIOYHHIB Ta iHIIMX TPAaBONOPYIlEeHb 3 METOI 3aM06iraHHs iM.
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KpuminaaicmuuHi 06iKu OXOIJIIOIOTb TaKi IX BUJU: TPACOJIO-
riYHUH; JaKTHUIOCKONIYHUH; OalicTUYHUHN; X0J10/iHOI 36poi; rpoiio-
BUX 3HAaKiB, GJIaHKIB JJOKYMEHTIB, IIiHHUX ManepiB i MIacTUKOBUX
MJIATKHUX KapTOK; 0Ci6 3a 03HaKaMH 30BHIIIHOCTi; BUOYXOTEXHIU-
HUH; NOXeXHO-TeXHIYHUH; HAaPKOTHYHHUX 3ac006iB, NCUXOTPONHHUX
pe4OoBUH, iX aHAJIOTIB i IPEeKypCcopiB; TeHeTUYHUX O3HAK JIIIUHU;
3amnuciB roJsiociB i MOBJIEHHSI 0Cib; ieHTUdiKaLiHUX MO3HAYEeHb
TPAHCIMOPTHUX 3ac006iB i pekBi3UTIB AOKyMeHTIB (miamucis, meva-
TOK, LITaMIIiB); MaTepiaJiiB, pe4OBUH i BUp0OOiB*88,

HanioHasbHa moJiilis Mae 6e3nocepeHil onepaTUuBHUM J0C-
Tyn Ao iHpopmauii Ta iHopmaniliHuX pecypciB iHIIMX opraHiB
Jlep>kaBHOI BJIaIU 32 060B’I3KOBUM JOTPUMaHHAM 3aK0oHY YKpaiHu
«IIpo 3axuCT NepcoHaJbHUX JAHUX», 30KpeMa:

1) JlepacasHoi npukopdoHHOi cayxc6u (InmezpoeaHa midcei-
domuya asmomamu3oeaHa cucmema O6MIHy iHopmayieio 3
numaHvs KOHMpPOJ/110 0Ci6, MPAaHcNOpMHUX 3aco6ie i eaHmaoicis,
AKi nepemuHaloms depxcasHull KOpAoH «ApKaH») Mo0:

- rpoMaZifiH Ykpainy, iHo3eMIiB Ta oci6 6e3 rpoMassiHCTBa,
3apeeCTPOBAHUX Yy NYHKTaX POIYCKY Yepes Jep>KaBHUK KOP/JOH;

- 0Cib, 3aTpMMaHUX 3a MOPYIIEHHS BUMOT 3aKOHOJABCTBA
PO AepKaBHUM KOPJOH;

- 0Ci6, IKMM 3a60pOHEHO B'i3/1 B YKpaiHy;

- iHo3eMLiB Ta oci6 6e3 rpoMaJAHCTBA, 30KpeMa THX, IKUM
odopMJIEHO TOCBIi/IKY Ha MOCTiHEe MPO’KUBaHHS B YKpaiHi;

- TPQHCNOPTHUX 3acobiB, 110 TNepeTHYJU JepaBHUU
KOD/J,0H;

- JIOKYMEHTIB, 10 JAalTb NpaBO Ha B'i3J [0 Ta BHUI3]
i3 Ykpainy;

2) AepcasHoi mizpayiliHoi cayxcou 10/0:

- peectpanii Micusi nmpokvBaHHSI abo Micus mnepebyBaHHSA
ocoou;

488 0co6JIMBOCTI BUKOPUCTAHHS 06JIiKiB Ta aBTOMAaTU30BaHUX iHOP-
MaLilHUX CUCTEM NPU po3C]aiflyBaHHI KpUMiHa/JbHUX NPaBONOpPYIlIeHb: METO-
AndHi pexomengauii / B.T.Xaxanoscekuii, [l. B. labixka, B. B. [IsickoBCbKHIA.
Kuis, 2017. 36 c.
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- IOKYMEHTIB, 1110 NOCBiA4yIOTh 0C06Y, NiATBEPHKYIOTh I'PO-
Ma/JITHCTBO YKpaiHu abo cnenjajJbHUM CTaTyC 0COOH;

- iMMirpauii B Ykpainy;

- 0cib, ki oTpuMasu a6o NpeTeHyBajJu Ha OTPUMaHHSA CTa-
Tycy 6i>KeHIIs Yd 0co0H, siKa MOTPebye J0AaTKOBOTO 3aXHUCTY, OCib,
ki HaOyu (MPUNMHUIKN) TPOMAJSIHCTBO YKpaiHH, Ta 0Ci6, AKUM
HazaHo (CKacoBaHO) 03B Ha iMMirpanito B Ykpainy.

Opranizauis goctyny fo inHpopmauiinux pecypcis MBC, IMC
Ta JlepXXIPUKOPIOHCIYKOM BU3HAYAEThCA [lopsakoM opranizanii
Joctyny no iHdopMaliHUX pecypciB mij 4ac iHdopmaniiiHoi
B3aeMoJii Mixk MiHicTepcTBOM BHYTpIillIHIX cripaB Ykpainu, [lep-
»KaBHOIO MirpaniiHow ciay6010 YkpaiHu Ta /lepkaBHOIO NPUKOP-
JIOHHOIO CJYX0010 YKpaiHW, 3aTBep/KeHUM Haka3zoM MBC Bif
26 BepecHsa 2013 p. Ne 920, 3apeectpoBaHuM y MiHicTepcTBi 10cC-
TUIil Ykpainu 16 xoBTHS 2013 p.3a Ne 1771/24303489.

Opranu HauionanbHoi moJiuii, BiAnoBigHO [0 NMokJafeHUX
Ha HUX 3aBJIaHb i IOBHOBAXKEHb, epei6a4YeHUX 3aKOHOM, B 00CsIrax
i TMopAAKY, BCTAHOBJIEHUX 3aKOHOJAABCTBOM 1 Nil3aKOHHUMHU
MDXBIZJOMYMMH HOpMATUBHO-NIpaBOBUMU akTaMu MBC Ykpainu Ta
JepxkaTeJsliB BIJNIOBIJHUX peeCTPiB, MOXYyTb BUKOPUCTOBYBATH
indopmariito:

- Jlep>kaBHOTO peecTpy Gpi3UIHUX 0Ci6-TIJIATHUKIB MOAATKIB;

- €AMHOrO /[iepXaBHOTO pEECTPYy HOPMaTHUBHO-NIPAaBOBUX
aKTiB;

- EAMHOrO0 peecTpy rpoMaJcbKux GOpMyBaHb;

- EAMHOrO JiepKaBHOTO AeMorpadivHOTO peecTpy;

- Jlep>kaBHOTO PeECTPY aKTiB LIMBIJIbLHOTO CTaHY TPOMa/iH;

- EAVMHOTO0 pPEeECTPy HOTapiyCiB;

- EUHOrO peecTpy loBipeHOCTEH;

- EAMHOrO peecTpy creljajJbHUX OJIaHKIB HOTapiaJbHUX [J0-
KYMEHTIB;

489 T[lopsiiok opraHisauii foctyny fo iHpopMaLiitHUX pecypciB mij yac
inpopmarniitHoi B3aemosaii Mixk MiHicTepcTBOM BHYTpillHiX crnpaB YkpaiHy,
JepxaBHoto MirpanuidHow ciayk6010 YkpaiHu Ta /Jep:xaBHO0 NPUKOPAOHHOO
cayx6010 Ykpainu: Hakas MBC Bij 26 BepecHs 2013 p. Ne 920, 3apeecTpoBa-
HUH y MiHicTepcTBi tocTuuii Ykpainu 16 xkoBTHs 2013 p.3a N2 1771/24303.
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- Jlep>kaBHOTO PEECTPY aTeCTOBAHUX CYJIOBUX €KCIIEPTiB;

- Jlep>kaBHOTO pEECTPY 0OTSKEHb PYXOMOT'0 MaiiHa;

- EAUHOrO JIep>KaBHOT0 PEECTPY WPUAUIHUX 0Ci6 i PpizuuHUx
oci6-nmianpUEMILIB;

- EAMHOrO [Iep>XaBHOT'0 PEECTPY 0cib, AKi BUMHUJIUA KOPYII-
LiMHI TpaBONOPYILEHHS;

- EAMHOrO Eep:KaBHOTI'0 PEECTPY 0Cib, 11070 IKHUX 3aCTOCOBA-
HO N0JI0’KeHHS 3aKoHy YKpainu «Ilpo ounIeHHA BaAaU»;

- €EAMHOrO0 peecTpy MNiANPUEMCTB, LIOA0 SKUX MOPYLIEHO
NPOBaJKeHHs y CIIpaBi Npo 6aHKPYTCTBO;

- EAMHOTrO Jlep>KaBHOTO PEECTPY BUKOHABYHMX MPOBA/XKEHb;

- Jlep>kaBHOTO peECTPY peuOBUX NIPaB HAa HEPYXOMe MaiHo;

- Jlep>kaBHOTO PEECTPY APYKOBAHUX 3ac06iB MacoBoi iHpop-
Manii Ta iHpopManiliHUX areHTCTB K cy0’eKTiB iHdopmaniiiHoi
JislJIbHOCTI;

- EAMHOrO epKaBHOTO PEECTPY CYAOBUX pillleHb;

- EAMHOrO0 peecTpy JOCYJOBUX PO3CAilyBaHb;

- EAMHOrO0 JiepKaBHOTO peECTpy MiANpPUEMCTB Ta oOp-
raHisanii Ykpainu;

- Jlep>kaBHOTO peecTpy BUGOPILLiB;

- PeecTpy nosuvyanbHUKIB;

- PeecTpy JoKyMeHTIB [j03BiJIbHOTO XapaKTepy;

- PeecTpy rpomMa/icbKUX 06’ €THAHB;

- PeecTpy MeTO MK IpOBE/IEHHS CY/I0BUX EKCIIEPTHU3;

- CnaiKoBOTO PEECTPY;

- EJIeKTpOHHOTIO peecTpy anocTHUIIiB;

- EAMHOTO JiI[eH3iIHOT0 peecTpy;

- €EAMHOTO Jep>KaBHOTO PEECTPY AekJapalii ocib, ynoBHO-
BaKEHUX Ha BUKOHAHHA OYHKIINA gep:kaBu abo MicueBoro ca-
MOBPSA/yBaHHA4%0,

490 0co6JIMBOCTI BUKOPUCTAHHS 06JIiKiB Ta aBTOMAaTU30BaHUX iHPOP-
MaLilHUX CUCTEM NPU po3C]aifyBaHHI KpUMiHa/JbHUX NPaBONOpPYlLIeHb: METO-
AndHi pexomengauii / B.T.Xaxanoscekuii, [l. B. labixka, B. B. [IsickoBCbKHIA.
Kuis, 2017. 36 c.
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3.3. BukopucraHHs iHpopManiiiHUX pecypciB
InTepnoJsy Ta EBponony
y pO3CJiAyBaHHi 3JI04YUHIB

Bbauku daHux Inmepnoay

BukopuctaHHa 6aHKiB JaHuX IHTepnosay € ofHiew i3 ¢opm
MiD>)KHapO/JHOTO TMOJIileHChbKOro ChiBpoGIiTHUITBA. BaHKU [AaHUX
['eHepasibHOrO cekpeTapiaTy [HTepmoJly CTBOpeHi 3 MeToO 3abe3-
neyeHHs1 BceGiuHOI B3aeMoO/iii MPaBOOXOPOHHUX OpPTraHiB JepKaB-
yiaeHiB IHTepnosny. ®opMmyBaHHs 6aHKiB JaHUX [HTepmoJsy
3AilicHIOETBCA 3a paxyHOK iHdopMaril, Ky HaJalTb NPaBOOXO-
POHHI OpraHu Jep:aB-4eHiB IHTeprosly Ha JJ06pOBiIBHUX 3aca-
Jax. [lpaBo BiacHocTi Ha U0 iHPopMaLilo HaJeXUTb BHUHATKOBO
THUM Jiep>KaBaM, [Ki Il HaJaau.

Y TenepanbHOMy cekpeTapiaTti IHTeprosy cTBOpeHi Ta
(YHKIIOHYIOTB TaKi 6aHKU JaHUX:

1. baHk daHux «Oco6u» (ASF Nominal database) - MicTUTB iH-
¢dopmaniro mpo oci6, AKi po3MyKYIOTbCS 3a BUYMHEHHSI 3JI0YHHIB,
6e3BiCTH 3HUKJMX, 0Ci0, AKi mijgadarawTh igeHTUdiKalii, 30kpeMa
HeBIi3HAHI TPYIHU Ta iH.

Kpim Toro, 'eHepanbHUl cekpeTapiaT 3a JJOIOMOT0I0 CUCTe-
mu [-24 /7 Hajmae aocTyn A0 6aHKY AAaHUX LUPKYJSPHUX MOBiJIOM-
JieHb [HTepnoay.

upkynaspHi noBigomsaeHHs IHTepnony (KapTku [HTepnoy)
3anpoBa/pkeHi y 1946 poui 3 MeTOWw OpraHisauii Mi>XHapoJHOTO
pO3UIYKY 3JIOYMHILIB, 0Ci6 3HUKJIUX 6e3BicTH, ileHTUiKalil HeBIIi-
3HAHUX TPYIiB TOILO.

KapTku (UupKyJsspHi NOBiZOMJIEHHS) NOAISAIOTHCA Ha Taki
KaTeropil:

- «po3wWyKyemMocsl» («4epBOHI KapTKU» abo «MOBiJJOMJIEHHS
3 YEPBOHUM KyTOM») — BUCTABJISIOTbHCA Ha 3JIOYUHIIB, AKi Mmiajs-
raloTh apellTy 3 MOAAJbIIO BUAAUYEl0 KpaiHi-iHiliaTopy po3wmyKy.
[li moBigOMJIeHHST MiCTATb NMOBHHUM TeKCT opAepy (caHkiii) Ha
apewT i feTaJbHUKA ONMC YYUHEHOTO 3/I04YUHY;
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- «BCMAHOB/EHHsl Micye3HaxodxceHHs1» («OJIAKUTHI KapT-
KH») — BUCTABJISIIOThCA AJ1s1 360py iHopMallii npo 3a3HavYeHy B HUX
oco0y, a came - mpo ii Miclienepe6yBaHHS TOILO;

- «nonepediceHHs1» («3eseHi KapTKU») - iHPOPMYyHOTbH Hpo
«mpodeciiHUX» 3JI0YUHIIIB, IKi [1iI0Th Ha TepUTOPIi KIIbKOX KpaiH;

- «Heeni3HaHull mpyn» («40pHi KapTKU») — MICTATh AeTalb-
HUH ONUC 3HAUJEHUX TPYIiB, a TaK0X, y pa3i iXx HasgsBHOCTI, BiiOUT-
KU NaJiblliB;

- «3HUKAUll 6e3gicmu» («KOBTI KapTKU») - MicTATb iHdoOp-
Mallito mpo oci6, 3HUKJIUX 6e3BiCTH.

Y 3a3HaueHOMy 6aHKy JaHUX MicTUTbcs iH$opMarlis npo yci
3a3Ha4yeHi UUPKYJIAPHI IOBiJOMJIEHHA B €JIEKTPOHHOMY BUTJIALI.

Kpim Toro, cucrema 1-24/7 Hamae 3Mory Ge3smocepegHbO
B pexxuMi peasbHOro 4yacy ¢popMmyBaTHU Ta HaJCUJATH 3alUT IPO
MOLIMpPEHHS UUPKYJISPHUX OBiJOMJ/IEHD.

2. bank OdaHux eukpadeHux mpaHcnopmuux 3acobie (ASF
Stolen vehicles database) - MicTuTb iHpopmaliito npo TpaHCHOPTHI
3aco6u, BUKpaZieHi Ha TepuTopil fepkaB-uieHiB IHTepnoay.

3. bank OdaHux eukpadeHux/empauveHux dokymeHmis (ASF
Stolen/Lost Travel Documents and Stolen Administrative Blank
Documents Database) - MicTuTh iHdopMallito Nnpo BHUKpaje-
Hi/BTpadeHi ifeHTHUOIKaifiHI [JOKYMEHTH, a TaKOX BHUKpaJe-
Hi/BTpaveHi 6/1TaHKH aIMiHiCTPaTUBHUX JJOKYMEHTIB.

Y pasi BuKpajieHHs ab0 BTpPAaTH 3HAYHOI KiJbKOCTi 6JIaHKIB
JOKYMEHTIB CyBOpOI 3BITHOCTI MOe TaK0X YKa3yBaTHUCh Jlialla30H
IX HOMepiB.

4. bauk daHux sukpadeHux meopie mucmeymea (ASF Stolen
Works of Art) — MicTUTb iHOpMalli0o MPO TBOPHU MHUCTEITBA, Mpe/-
MeTH aHTHUKBapiaTy, il KyJbTYpHIi LiHHOCTI, BUKpaJieH]l Ha TepH-
TOPpil fepxaB-4JeHiB [HTepony.

[llomo npeMeTiB aHTUKBApPiaTy TaK0XK YKAa3YETbCA MaTepiaJl,
i3 IKOr0 BUTOTOBJIEHUH NPEMET.

5. bauk danux /]HK-npogpinie (DNA Profiles Database) - mic-
TUTb iHpopmauio npo AHK, BuayyeHi 3 Micb y4MHEHHS 3JI0YMHIB
Ha TepuUTOpil AepKaB-4yeHiB [HTepIoay Ta BiJ 3JI0OUMHLIB.
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6. bank daHux sid6umkie nasavyie pyk (Fingerprints Data-
base) - MicTUTb BiAGMTKHM MabliB PYK, BUJIY4YeHi 3 Micllb yYUHEH-
HA 3JI0YMHIB Ha TepUTOpil JAepxkaB-djeHiB [HTepmnosy Ta Bif
3JIOYMUHILIB.

7. bank daHux hopHozpa@diyHux 306paxceHb, CMeopeHuXx i3 3a-
ayyeHHsim HenosHoaimHix (INTERPOL Child Abuse Image Database),
Jla€e 3Mory izeHTHIKyBaTH 306pakeHHsI MOpHOTpadiuyHOro Xapak-
Tepy 3a «<aBTOPCTBOM» i MiclieM po3MillleHHA B Mepexi [HTepHeT.

8. baHk daHux nidpobaeHux naamixcHux kapmok (Counterfeit
Payment Cards Database) - MicTUTb 3006pakeHHs MiJpo6JeHUX
MJIATDKHUX KapTOK Ta iX eJieMeHTiB (JIMIbOBOI Ta 3BOPOTHOI CTOPIH,
eM6J1eM, roJiorpam, MiinKciB BJaCHUKIB TOII0) Ta iHIIY peJieBaHTHY
indopmMariito cTocoBHO MiJIpo6JieHHS MJIATIKHUX KaPTOK.

OtpuMaHHsa iHpopmalii abo nepeBipka THX YU iHIIKUX Bifo-
MocTel 3a 6aHKaMH JJaHUX [HTepnoJiy 3/[iHCHIOEThCS:

- 6e3nocepedHbo, B pexuMi on-line - 4Yepe3 Teseko-
MyHiKaLiiHy cucteMy IHTepnosy [-24/7 (6aHKM JaHUX 100 OCi6,
TPAHCIOPTHHUX 3aC006iB, JOKYMEHTIB, TBOPiB MUCTELTBA);

- wasxom HadcuaamHa 3anumy [0 I'eHepasbHOro cekpe-
Tapiaty IHTeprony (6aHku manux JHK, mopHorpadiunmx 3o06pa-
»KeHb, Bi[OUTKIB MaJIbLiB).

151 3a6e3neyeHHs 1iIbOBOTO BUKOPHUCTAHHSA NPAaBOOXOPOH-
HUMH oOpraHaMHu Jep:KaB-4eHiB 06aHKiB JgaHux IHTepmosy, ix
dyHKIIiOHYBaHHS OpPraHi3oBaHO Tak, 10 KpaiHa-BJacHUK iHop-
Mauii o0 06’ekTa, po3MilleHoro B 6aHKy JaHuX IHTepnoJy, aB-
TOMAaTUYHO OTPUMYE NOBiJjoMJIeHHS Npo GakKT mepeBipKH LbOTro
00’eKTa iHIIOK Jlep>kaBolo (BiANOBIIHO HAI[iOHAJIBHUM IeHTpasb-
HUM 610po [HTepnoJy, IeBHUM NMPAaBOOXOPOHHUM OPTraHOM TOLIO).
OTpuMaHHsl TaKOro NoBiZjoMJIeHHs JJis KpaiHU-BJAacHUKA iHOp-
Mauii € niZcTaBo 3BepHYTUCH 10 KpaiHY, 1110 MlepeBipsia 06’eKT y
6aHKy JAaHUX, AJis 3'SCyBaHHs MiZicTaB NpOBeJEeHHs BiANOBiAHOI
nepeBipKy, 3anUTyBaHHS BiJOMOCTEH MpPO Micle3HaX0/KEHHS
06’€eKTa TOLIO.

BukopucTtaHHsi MOXJIUBOCTeH YkKpOwopo IHTepmnoay jus
oTpuMaHHs iHdopmauii 3 6aHKIB JaHUx [‘eHepasbHOrO ceKpe-
Tapiaty [HTepmosiy 3AilicHIOETbCA 3rifiHO 3 IHCTpyKLieo npo
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NOpsAZ0K BHUKOPUCTAaHHA NPAaBOOXOPOHHUMM OpraHaMH MOMKJIH-
BocTell YKp6lopo IHTepmosy B YkpaiHi y mnomnepemxeHHi, po3s-
KPUTTI Ta pO3CJiAyBaHHS 3JIOYMHIB, 3aTBEPJKEHOI HaKa3oM
MBC, T'TlY, CBY, [ep:XKoMiTeTy y cnpaBax OXOPOHH Jep:KaBHOIO
kopaoHy, [epxmutcayxo6u, JAINA Bigxz 9 ciuaa 1997 p.
Ne3/1/2/5/2/2491,

[lizcTaBolo A1 HampaBJieHHsI TaKOr0 3alUTY MOXYTb OYTH
MaTepiaJu KpUMiHa/IbHOTO IPOBa/KEHHS, OlepaTUBHO-PO3LIYKOBa
cnpaBa, MaTepiaju nepeBipKH TOLLO.

Y 6inbuiocTi BUNafKiB nepeBipku 3/1iHCHIOIOTHCA 32 6aHKaMU
JIaHUX PO3LIYKYBaHUX 0Ci6 i BUKpaZleHUX TPAHCIOPTHUX 3ac0o6iB.

[lepeBaxkHa Ki/NbKiCThb MepeBipok 3a 6aHKOM JAaHUX PO3LIY-
KyBaHMX 0Ci0 3AiiicHIOETBCA 3rifHO 3 [lopsiIKOM NpoBa/pKEHHS 3a
3agBaMM PO HaJaHHA [03BOJIy Ha iMMirpauiio i nNofgaHHAMHU IpO
HWOro cKkacyBaHHSl Ta BUKOHAHHSI IPUMHATUX pillleHb, 3aTBep/XKe-
HUM nocTaHoBolo KabiHeTy MiHicTpiB Ykpainu Bix 26 rpysanHs
2002 p. Ne 1983492,

[HbopmMalisa 6aHKy JaHux ['eHepasbHOro cekperapiaty IH-
TepHoJy BUKPaJEeHUX TPAHCIOPTHUX 3aC06iB MiCTUThCA Yy BiAmo-
BiAHMX aBTOMAaTU30BaHUX iHPOpPMaALiNHO-MOMYKOBUX CHUCTEMAxX
MBC Ykpaiuu.

[lepeBipku 3a BKa3aHUM GaHKOM JaHUX yepe3 YKp6wopo IH-
TepIoJy 34iHCHIOIOTHCA B OCHOBHOMY TEPUTOpia/IbHUMU OpraHaMy
noJiinii miJi yac mpoBeJieHHS NepeBipoK 3a pakTaMU BUSBJIEHHS
pO3IIYKyBaHUX aBTOMOOi/NIB y mopsAky, nepen6ayeHoMy IH-
CTPYKIli€El0 PO MOPSAAOK 3AiHCHeHHs mifpo3ainamu /lep>kaBTOiH-
cneknii MBC gepskaBHOI peecTpalii, mepepeectpaiiii Ta 06JiKy
TPAHCIOPTHUX 3ac06iB, opopMJieHHS i BUAAYi peecTpalliliHUX J0-

491 [HCTpyKLia NPO NOPAAOK BUKOPUCTAaHHS NPaBOOXOPOHHMMM Opra-
HaMU MOXJIHUBOCTeHd YKpGlopo IHTepnosy B YkpaiHi y monepekeHHi, po3k-
PUTTI Ta po3CaiAyBaHHA 3JI0YMHIB, 3aTBep/ykeHa Hakazom MBC, I'llY, CBY,
JlepKKOMiTeTy y clpaBaX OXOPOHH JepXaBHOTO KOPAOHY, JepXKMUTCIYK6H,
JAIA Bif 9 ciuns 1997 p.Ne3/1/2/5/2/2.

492 [lopsailoK NpoBaJKeHHS 3a 3asfBaMM NP0 HaJaHHsA [03BOJy Ha
iMmirpaniro i mofgaHHAMM Npo HOro ckacyBaHHfl Ta BUKOHAHHS NPUMHATUX
pilleHb, 3aTBepJKeHUW 1nocTaHOBow KabGiHery MiHicTpiB YkpaiHu Bif
26 rpynHa 2002 p. Ne 1983.
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KyMEHTIB, HOMEPHHUX 3HaKiB Ha HHUX, 3aTBep/KeHol Haka3zoM MBC
Biz 11 cepnusa 2010 p. N2 379 (3i 3miHamu )43,

BbaHku daHux €eponosy

14 rpynHa 2016 poky MiHicTp BHYTpIlIHIX cripaB YKpaiHnu
A. ABakoB i jupekTop E€BpomnoJy P. BaliHpalliT nignucaau onepaTu-
BHY Ta CTpaTeriuHy yrojy LioJ0 pO3IUHpeHHs CNiBpoGiTHULTBA Y
60poTb6i 3 TPAaHCKOPAOHHOIO 3JIOUMHHOIO AifJIbHICTIO, fiKa 6yJa
patudikoBaHa BepxoBHot Pazsoro Ykpainu 12 sunus 2017 poky.

YkpaiHa cTBOpUJia HalliOHaJIbHUWA KOHTAaKTHUW MYHKT, AKUU
CJIyTY€E IIeHTPaJIbHUM NMyHKTOM 06MiHYy iHpopMarlieto Mixk EBporno-
JIOM i MPaBOOXOPOHHUMH opraHaMu YkpaiHu. Kpim Toro, B MBC
YCTAHOBJIEHO CHellia/IbHUM 3aXullleHUI KaHas 3B's13Ky «SIENA» s
00MiHy iHopMalliero 3 EBponoomM494,

Be3sneyHa MepekeBa mnporpama o6MiHy iH$opmanii SIENA
(Secure Information Exchange Network Application) no3BoJisie IBU-
JKO Ta 3py4YHO OOMIHIOBATHUCSl ONEPATHBHOIO Ta CTPATEriyHOI iH-
dbopmaliero, NoB’sA3aHOI0 3i 3JI0YUHHICTIO, MiXK:

- odinepamu 3B’13Ky EBpOIOJIY, aHAJITUKAMH, EKCIIEPTAMU;

- KpaiHaMu-y4acHULAMU E€C;

- TpeTiMHU KpalHaMy, AKi MalTh BiANOBigHI yrogu 3 €Bporno-
JIOM495,

B3aemo/ia Ma€ NOKpUBATH BCi BUAY 3JIOYUHHOCTI, 1[0 OXOII-
JIDIOTbCA MaHAaToM €BpomnoJy Ta fki 3a3HadeHi B JlogaTky No 1
(Chapter I - Scope; Article 3).

KommeTeH1isi EBpomnoJy NOLKPIOETHCS HA 60POTHOY 3 opra-
HI30BaHOI0 3JIOYMHHICTIO, TEPOPU3MOM Ta IHIIMMHU BUJAMH TIKKUX
3JIOYUHIB.

493 [HCTpyKLis Npo MOpsAoK 3AiMicHeHHs miapo3finaMu JlepkaBToiHC-
nekuii MBC gepxkaBHOI peecTpaliii, nepepeecTpauii Ta 06J1iKy TpaHCIOPTHUX
3aco6iB, opopMiieHHs i BUAadi peecTpaliiHUX JOKyMEeHTiB, HOMEpPHUX 3HAKIB
Ha Hux: Haka3 MBC Big 11 cepnns 2010 p. Ne 379 (i3 3minamu).

494 [losicHIOBaJIbHA 3alMCKa 0 NPOoeKTy 3akoHy YKpaiHu «IIpo patudi-
Kalio MeMopaHAyMy PO B3aEMOPO3yMiHHS Mixk YKpaiHoto Ta EBponeicbKUM
nojinelcbkuM odicoM 1010 BCTAaHOBJIEHHSI 3axulleHo]l JiHii 3B’s3ky». URL:
http://w1l.cl.rada.gov.ua/pls/zweb2/webproc34?id=&pf3511=55374&pf3540

495 Tam camo.
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HanpsiMmu cniBpo6iTHULTBA Mi>k EBPOIOJIOM Ta yYaCHUKaMU
Yroau nepeabayeHi cT. 4 Yroay, 30kpeMa:

1) 06MmiH iHopmayiero (crneljaJbHUMU 3HAHHSIMH; 3arajb-
HUMHU 3BeJIeHHSMU; pe3y/bTaTaMM CTpaTeriyHoro aHasuisy; ingop-
Malli€lo o/10 NpoLefyp KpUMiHAJBbHUX PO3CaifyBaHb; iHpopmarii-
€10 PO MeTO/IU 3aM06iraHHs 3JI04MHHOCTI);

2) yuacms y HA8YA/NbHUX 3aX00aX;

3) HadaHHs KoHCyabmayili ma nidmpumku B OKpPEMHUX KpHU-
MiHaJIbHUX PO3CJiAyBaHHSAX.

FIU.net - e cnenjajizoBaHa KOMII'IOTEpPHA Mepexa, 110 MiAT-
pumMye migpo3aiau ¢iHaHcoBoi po3Bigku B EC y 60poTh6i 3 BigMU-
BaHHAM KoWTiB i ¢iHaHcyBaHHA TepopusMy. Y ciudi 2016 poky
FIU.net 6yna o6’eqHana 3 €BpomnoJioM. [locunenHs B3aeMofii Mix
¢diHaHCOBOIO Ta KpUMiHAJbHOKW ONEepaTUBHOW iHdopMallie
FlU.net B miicyMKy cnpusie 60poTh6i 3 opraHizoBaHo0 3/104HHHiC-
TIO Ta TepopusMoM B EC.

Ykpaina Mae cratyc cnocrepirada B CARIN. Mepeostca
«KAPIH» (CARIN) - e KemJieHCbKa MiXKBiJloM4Ya Mepera 3 MoBep-
HeHHs aKTUBIB (EBpoImo):

* 53 ropucaukiii i 9 MikHapoJHUX opraHizanii;

* HeooiliiHa Mepe)ka MPAaBOOXOPOHHUX i CY/I0BUX OPTaHiB;

* lleHTp ekcnepTU3W 3 MNUTaHb YperyJlOBaHHA Npob6JieM
3JIOYMHHOCTI;

* HaJlaHHSA [I0NIOMOTrM y BHUSIBJIEHHI Ta 3aMOpOXKYBaHHI 3J10-
YUHHHUX aKTUBIB;

* 06MiH iHdopMaui€ero ¥ eGpeKTUBHUMU NIPAaKTHUKAMHU.

CARIN ™Moxe HajaBaTu /[OIOMOTY NPAaBOOXOPOHHUM Op-
raHaM i nOpokypaTypi IIOJO: BIiJCTeXYBaHHA aKTHUBIB; 3aMoO-
poKyBaHHS Ta KoHickanii akTuBiB; ymnpaBJiHHA aKTHBaMH;
posnofisly akTHBIiB; iHdopMmauii mpo mnpouneaypu B IHIIKX
KpaiHax#9e.

496 [IpesenTaniss KMEC: He3akoHHe 36araueHHss MaapTeH 'pooTxaiizeH.
URL: http://assetconf.antac.org.ua/wp-content/uploads/2016/12/Workshop_
15_1_Mathias_ Illegal-Enrichment_UA.pptx
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3.4. BUKopuCcTaHHs KPUMiHA/IbHOI0 aHAJIi3y
B AiAJIBHOCTI IPaBOOXOPOHHUX OpraHiB

Y kpainax €Bponeicbkoro Corw3sy, CIIA Ta iHIIKX po3BUHE-
HUX KpalHax CBiTy BUKOPUCTAaHHS MOJIUBOCTEN KPUMiHa/JbHOIO
aHaJIi3y € 060B’A3KOBHM /ISl BCIX MPaBOOXOPOHHMX opraHis. Moro
3MICT, IpaBuWJa Ta NpoLefypH YiTKO BUSHAYEHO ¥ Ypery/aboBaHO B
HOpPMaTMBHO-NIPaBOBUX akTax. Lle, 30kpeMa, CTOCyeETbCA BeJeHHS
ONlepaTUBHO-PO3UIYKOBOI [AifAJIBHOCTI, JOCYAOBOI'0 pPO3CJifyBaHHA
Ta PO3I/IAAY KpUMiHAJbHUX IPOBA/KEHb Y CY .

CtpaTerieto po3BUTKY opraHiB cucteMy MiHicTepcTBa BHYT-
piliHiX cnpaB Ha nepiof Ao 2020 poky, cxBajseHOI po3NnopsAgKeH-
HaM KabGineTy MiHicTpiB Ykpainu Big 15 sucromaza 2017 poky
Ne 1023-p, nepenb6avya€eTbCs, [0 OJHUM i3 MPIOPUTETIB Jlep:kaBHOI
MOJIITUKKU Yy cbepi NpoTHUil 3JIOYMHHOCTI € KOMIJIEKCHE BIIPOBaA-
JPKeHHA CydaCHHUX CUCTeM KpPHUMIiHaJIBHOTO aHasli3y, 30KpeMa MeTo-
JoJsorii EBponoJy 3 OL[iHKK 3arpo3 TSXKKHX 3JI0YMHIB Ta OpraHiso-
BaHOi 37104MHHOCTI (SOCTA)497.

KoHcynbTaTBHA Micia €Bpomnelicbkoro Cow3y B YkpaiHi
(KMEC) nigTpumye BnpoBamxkeHHs B HanioHanbHiN motinii Ykpai-
HU MoJieJli TOJileNlCcbKol [iiIbHOCTI, KepoBaHOI aHaJiTUKOH
(Intelligence-Led Policing / ILP). ILP € Mmoaento nmoJinelcbKkoi fis-
JIbHOCTI, 3rifHO 3 $KOK0 oOmNepaTHUBHO-aHAJIITUYHA iHdOpMa-
nisi/intelligence cayrye miactaBow i TNpOBeJieHHS omepa-
1ili/posciifyBaHb, a He HaBNaku. Lig Mojesb JjJae 3MOry 3MeHIIUTH
MaTepiajibHi BUTPATH, 3HU3UTH PiBEHb 3JI0UMHHOCTI, 326€3Me4YUTH
6i/1b11I BUCOKUH piBeHb 6e31eKH 0COG0BOTO CKJIaAy*98.

OkpeMi acneKTM BHKOPUCTAHHA KpPHUMIHaJIbHOTO aHasli3y
B JiAJIBHOCTI IPaBOOXOPOHHMUX OpPraHiB pO3IVIAAAIA Yy CBOIX

497 CTparterisi po3BUTKY OpraHiB chcTeMu MiHicTepcTBa BHYTpIlLHIX
cnpaB Ha nepiof o 2020 poky: po3nopspkeHHs KabiHeTy MiHicTpiB Ykpainu
Big 15 sinctonaza 2017 poky Ne 1023-p.

498 ], G. Carter, S. W. Phillips, S. M. Gayadeen. Implementing Intelligence-
Led Policing: An Application of Loose-Coupling Theory. jJournal of Criminal
Justice.2014. Ne 42. P. 435.
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HaykoBux npaugx C.B.An6yn, O.B.Bnacwok, 1. M.Top6aHbos,

M. B.'pebentok, O.M. 3aeup, K. I0.Icmainos, O. €. Kopucris,
A.B. MaxHwok, B.B.MeabHuk, B.A.Hekpacos, I.K.TeTepsaTHUK,
B. K. llIBeup, A. B. Xosioctenko, /. 10. Y308, Jx. Kaptep, C. ®iinc,
M. l'aitaguH, M. fHinki Ta iHui aBTOpU+99.

KpuminaasHuill ananais - 1e Jii, cipsiMoBaHi Ha ieHTHdiKa-
Liro i ToyHe BHM3HAYEHHA B3a€EMO3B’A3KiB MiXK BifoMocTaAMH, AKi
CTOCYIOTbCA MO/ 3JIOY4MHHOTO XapakTepy, 0cCi6, MOB’sA3aHUX i3
HUMHY, Ta JAHUMHY, L0 NOXOJATH i3 pi3HUX JpKepeJ, i IX BUKOpUC-
TaHHSA IPAaBOOXOPOHHUMM OpPTaHaMH i cyZjlaMu.

499 OcHOBM KpHUMIiHAJBHOIO aHasli3y: Moci6. 3 eJeMeHTaMH TpeHiHry /
0. €. Kopucrin, C. B. An6ys, A.B.Xosocrenko Ta iH. Ozmeca: OZYBC, 2016.
112 c; Baaciok O. B. Posib i Micne KpuMiHa/bHOrO aHaji3y y pPO3KpUTTI Ta
po3c/ilyBaHHI 3JI0YMHIB Ha Jiep>KaBHOMY KOpPJOHI Ykpainu. Mamepiaau noc-
mitiHo 0it04020 HAYKOBO-NPAKMU4HO20 cemiHapy. XapKiB: IHCTUTYT MiATOTOBKU
opuz. kazapis aas CBY Han, ropug. akaz,. Ykpainu im. . Mygporo, 2011. Bum. 3.
Y. 1. C. 82-85.; 3aeup 0. M. [HCTUTYT aHa/NITUYHOTO CYNPOBO/XKEHHS A 0CY/0-
BOT'0 PO3CJIilyBaHHS KPUMIHa/JIbHOIO NPOBa/pKeHHdA B YKpaiHi. CydacHUl cTaH
i mepcneKTUBHM PO3BUTKY. BicHUK KpumiHaabHo2o cydoyuHcmea. 2016. Ne 4.
C. 17-25; I'pe6entok M. B, llIsenr B. K. Ilpo6seMu BUKOpPHUCTAHHS KpPHMi-
HaJIbHOTO aHasli3y ONepaTUBHHUMH MiJpo3/ijaMU NPaBOOXOPOHHHUX OpTraHiB
y NpoTuAil opraHizoBaHill 3I04UHHOCTI. AkKmyabHI npobaeMu KpUMIHAIbHO20
npasa, npoyecy, KpuMiHajaicmuku ma onepamueHo-po3wyKogoi JdisinbHocmi:
Teaun Il Bceykp. HaykoBo-mpakT. KoH¢}. (XmenbHunbkuil, 1 6GepesHs
2019 poky). XmenbHuubkué: Buzp-so HAZAIICY, 2019. C.616-619; Max-
HIOK A.B. TeopeTHyHi OCHOBY NPOBa/PKEHHSI KpUMiHaJbHOIO aHasi3y y cdepi
MPaBOOXOPOHHOI JisiibHOCTL. Haykosuli egicHuk /JlepxcasHoi npukopdoHHOT
cayocou. 2011. Ne 94. C. 3-7; Hekpacos B. A. Cy4yacHe po3yMiHHS KpUMiHaJIbHOI
pO3BiiIKM AK HaNpsMy [AiJIBHOCTI NPaBOOXOPOHHUX OpraHiB. KpumiHaabHa
po3egidka: memodo.02is, 3akoHodascmeo, 3apy6ixcHull doceid: matep. MixkHap.
HaykK.-pakT. koHo. (M. Ofeca, 29 kBit. 2016 p.). Ogeca: OAYBC, 2016. C. 19-
20; IlpuMeHeHMe MHTeJJEKTyaJlbHOH CHCTeMbl KPHUMHHAJbHOTO aHaau3a
B peasbHoM BpeMmeHu (RICAS) s aHAJMTHYECKOTO COMPOBOXKAEHUS
ONEepPaTHUBHO-PO3bICKHON JesITEeJIbHOCTH M JOCyZEeOHOro paccje/j0BaHMUs.
J.10.Y3noB, B. M. Crpykos, O.B. 'puropoBud Ta iH. [Ipaso i 6e3neka. 2015.
Ne 2 (57). C. 132-139; J. G. Carter, S. W. Phillips, S. M. Gayadeen. Implementing
Intelligence-Led Policing: An Application of Loose-Coupling Theory. Journal
of Criminal Justice. 2014. N2 42. P. 433-442; {ninki M. OnepaTUBHUUA KpHU-
MiHa/NbHUM aHali3. MixcHapodHa opaaHizayis 3 miepayii. Kuis, 2009. 86 c.
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/Jlo 204108HUX 3080aHb KPUMIHAILHO20 aHA/I3y cAid 8i0Hecmu:

1) AkicHe mJlaHyBaHHS oOKpeMol ciaigdoi (po3umykoBoi) il
JloroMoTa y NpUUHATTI yrpasJjiHcbkoro pimenHs (ILP);

2) a”ajiTuuHe cynpoBomxeHHs1 OP/l i mocyznoBoro posciiay-
BaHHS;

3) anasi3 ctaHy Ta eQeKTUBHOCTI JJOCYyZ0BOT0 PO3C/ailyBaH-
H$l, OTIEpaTUBHO-PO3ILIYKOBOI Ta NPEBEHTUBHOI AiIJIbHOCTI (TaKTH-
YHUU aHaJi3);

4) 06po6sieHHs1 Besukoro o6csary iHdopmanii (bigDATA) 3
MEeTOI0 JOCATHEHHSI MOXXJIMBOCTI BiJICTEXKeHHsI Ta IOB’S3yBaHHS
¢daxTiB (3acTocyBaHHA cneljjaJJbHUX aHATITUYHUX METOJIB);

5) aHaui3 ckafHOI i po3raayeHoi CTPYKTYpH 3B’I3KIB Mix
06’€KTaMHM OINepaTHBHO-PO3LIYKOBOI cHpaBu abo MaTepiasiaMu
KpPHUMIiHa/IbHOTO NPOBa/PKEeHHS;

6) BUSIBJIEHHS] PU3UKIB, TEHAEHLIH MalOyTHbOrO PO3BUTKY
3JI04MHHOCTI Ta ii 3ano6iraHHs 3 ypaxyBaHHAM aHaJITUYHUX PeKo-
MeHamii;

7) BUpiLlleHHA MaclITaGHUX, JJOBTOCTPOKOBUX MPOGJIEM i MO-
CTaHOBKa Liijied, /11 BUSIBJIEHHS TEH/IEHLIH y 3JI0UNHHOMY CBITi;

8) HampalloBaHHSI HOBUX HaIpsIMIB y J0CYZA0OBOMY po3caiay-
BaHHI, a TAKO>X OTPMMaHHA IOBHOLIIHHOTO aHAJIITUYHOT0 IPOAYKTY
11010 06’€KTIB KpUMiHAJILHOTO aHaJIi3y;

9) nporHo3yBaHHSI PO3BUTKY BU/iB 3JI0YMHHOI Ai/IBHOCTI i
BCTaHOBJIEHHs mNpiopuTeTiB AisapHocTi HIIY Ta iHmmx cy6’ekTiB
[IPaBOOXOPOHHOI JifA/IbHOCTI;

10) aHanis indopmauii, 3 MeTOw BUABJEHHSA TeHJEHIiH, 3a-
KOHOMIDHOCTEN, a TaK0X IMPOTrHO3yBaHHS PO3BUTKY CUTyalii Ha
TpUBaIMHU Nepioa yacy (cTpaTerivHuM aHastis).

CrcTeMy KpUMiHaJbHOI'O aHaJi3y B PaBOOXOPOHHUX Opra-
Hax MO>XHa PO3/JIJIMTH Ha ABA OCHOBHI HallpSIMU:

- aHa.ai3 3/104uHHocmi, il IPUYUH | YMOB, OCOBUCTOCTI THX,
XTO CKOIOE 3JI0YMHH, a TAKOXK METOZiB KOHTPOJIIO 32 3JI04YMHHICTIO
Ta NPOTUAII ilf;

- aHaAi3 3/104UHi8, MeXaHi3M iX BiloOpakeHHS B pKepesax
iHpopmMariii, AiANBHICTB i3 PO3KPUTTS, PO3CJiJlyBaHHS Ta Momepe-
JDKeHHS BCiX BUJIB 3JIOYMHIB i po3po6JIeHHs HA Iii OCHOBi HaM-
611611 epEeKTUBHUX METO/IIB i 3aC06iB PO3KPUTTS 3JI0UHHIB.
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Cnig 3a3HauuTH, MO0 MixHapoJHa acoljialis NpaljiBHUKIB
KPUMIHaJIbHOI'O aHa/i3y pPO3MeXOBYE aHaJi3 3JI0YMHIB i KpuUMi-
HaJIbHUM aHaJi3. «{KI110 MU aHa/li3yeMO 3/I0YHHLS, e 3BYXKY€E KOJIO
JISJIBHOCTI», — NiIKPeCJI0€ CTaplIMi paJiHUK 3 NUTaHb 3arajbHOI
MPaBOOXOPOHHOI AissbHOCTI npeActaBHUNTBAa KMEC B YkpaiHi
['eoprioc [Tokacs00,

[lif yac KpuMiHa/JILHOTO aHaJi3y 3a6e3MedyeThCs Lijiecnpsi-
MOBaHHUU MOIIYK, BUSABJEHHs, pikcallis, BUNIyYeHHs, YIIOPAAKyBaH-

(Bisyausizaliisi), nepesaya Ta peaJisaiis.

3o0kpeMa, B aHaIITUYHIN po60Ti BUKOPUCTOBYETbHCS:

e onepamueHull aHa.i3 (aHasi3 JaHuX TejaepOHHUX [J3BiH-
KiB, aHaJi3 3JIOUNHHUX YIPYNOBaHb, aHA/I3 CNpaB, NOPIBHAJbHUN
aHaJi3);

e makmuyHuil aHanai3 (KpUMiHaJIbHUHM aHaJIi3, aHaIi3 KpUMi-
HaJIbHUX TeH/leHL i, reoNpoCTOPOBUI aHaJi3, aHaJli3 Miclb KOHIle-
HTpalil 3JIOYMHHOCTi, YacoBUH aHasi3, MO-aHa/i3, KpUMiHaJbHI
MojieJi, mpodisi mij03proBaHUX /KePTB);

e cmpamezivHuli anaaiz (SWOT-anani3, PEST-anauni3, a”azuis
Mojiesieli/dopM 3JI04MHHOCTI Ta mpoditoBaHHS, aHaJi3 TeH/IeHIiH,
aHaJli3 i3 BUKOpUCTaHHAM reorpadiuHoro npodisroBaHH:A).

3a mpxepesiaMU JJaHUX aHaJli3 pO3NOAIIAETHCA Ha:

- aHani3 daHux i3 8idkpumux dxcepen (OSINT);

- aHasi3 daHux i3 azenmypHux dixcepes (HUMINT);

- aHasi3 daHux padiomexHiuxoi po3zsioku (SIGINT);

- aHa.i3 daHux i3 6azambox dxcepea (Multi-Source Analysis)
TOLLO.

CucteMa KpUMIiHaAJIbHOIO aHaJi3y B IPAaBOOXOPOHHMX Opra-
HaxX BUPI3HAE KiJIbKa PiBHIB, [I/I1 KOXKHOTO 3 IKUX XapaKTepHa MeTa,
BignmoBigHI BuAM i o6caru BuxifHoi iHpopmauii, mo nigiasrawTb
360py, BUBUEHHIO Ta OI[iHIli, 30KpeMa:

1) HayioHabHUT (3aTabHOJIEPXKABHUM );

500 B O/1YBC 06roBOpWJIM Cy4yacHUH CTaH Ta MEpPCHEKTUBU PO3BUTKY
KpuMiHajbHOro aHanizy. URL: http://oduvs.edu.ua/news/v-oduvs-obgovorili-
suchasnij-stan-ta-perspektivi-rozvitku-kriminalnogo-analizu/?fbclid=IwAR2
tlmaj Kq2WkztWEU-Wb_qnxjF2etHx4nd75HF3M]sVP9YVuQYvfPWleMA
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2) pezioHabHUll (pallOHHUI);

3) Mmicyesutl.

KpuminaavHuill aHaaiz Ha HayioHAAbHOMY pigHI Tiepefbavae
CIIOCTepeXeHHA | MPOrHO3yBaHHsA Ha TpUBaJi TEPMiHU €BOJIIOLII
KpUMiHa/bHOI cUTyanil Ha Jep>kaBHOMY piBHIi (reorpadiuni 30HH,
BUJAM i TUNHW JiK) i po3po6JsieHHS Ha LIk OCHOBI MepCHeKTHBHUX
3ax0/[iB II0A0 IX MOXXJIMBOI HelTpasizalii, 3MilJHEHHSI MpPaBOIO-
PAZKY Ta BAOCKOHaJIEHHS AiJIbHOCTI IPaBOOXOPOHHUX OPTaHiB Ha
TpUBaJIMH TEPMIH.

[lepiof, M0 aHaJi3yeTbCA Ha Hal[iOHAaJbHOMY DiBHi, CTaHO-
BUTb He MeHllle OAHOTO0 POKY, a peKOMeH/allil aHaliTUKIB po3paxo-
BaHi Ha TepMiH A0 3-5 pokiB.

KpuminaavHuil aHaniz Ha pe2ioHAbHOMY pigHI € KOMILJIEKC-
HUM aHaJli30M ollepaTUBHOI 06CTAHOBKHU 33 KOPOTKi, cepe/iHi i Tpu-
BaJli TepMiHM (KBapTaJ, MiBpiuus, AeB’ATh MicslliB, pik) y NeBHUX
reorpa¢divyHUx paioHax

MeToro aHasidy iHpopMauii Ha onepaTUBHOMY piBHi € BHUSAB-
JIeHHS 3MiH y CTaHI IpaBONOPAAKY I COPSAMyBaHHA JisJIbHOCTI Ke-
piBHMIITBaA 3a BciMa piBHSIMU yxBasleHHs pilleHb (MicueBUH, perio-
HaJIbHUH | HalloHaNbHUHN) 070 ePpeKTUBHOIO PO3MOAiNy opraHi-
3al[iifHUX pecypciB, pO3CTAHOBKU CHJI i 3aC006iB, pO3pOOKH KOMILIe-
KCHUX 3ax0/liB i MPUHHATTS pillleHHS LOJ0 MOCUJIEHHSI 60pOTh6HU
3 HaWO6iIbII NOWKUPEHUMHU | He6e3MeYHUMU IPaBONOPYILIEHHSIMU.

3a3BuyYall 4yac A aHaJsi3y Ha perioHajJbHOMY piBHI BU3Ha-
YA€EThCS HAa OCHOBI OIiHKHU /1060BOI, JlekaZiHOI i MicayHol iHpopMa-
LIil, He IepeBUILYIYU OJJHOTO POKY.

Ha micyegomy pigHi KpUMiHANbHUL aHAAI3 3JIIHCHIOETbCA BiJl-
pasy micJsg oTpuMaHHA AaHuX/iHdopMallii mpo HacTaHHA NoAil a6o
npo Ti noAii, ki MOXyTb BiOYTUCA HAUOIMKUUM 4YaCOM, 1 y CKIaJ-
HUX KPUMiHaJIbHUX NPOBa/KEHHAX.

Posib Takoro ananisy nosidarae B HanpasJIeHHI | NiATpUMaHHI
iHpopMaLiiHUX 3HaHb i3 MeTOK BUSIBJEHHS KpHUMiHaJIbHUX
00’ekTiB (0cCi6, rpym, opraHisaiiil), BiJHOCUH MiXK HUMH, 3JI0YUHHUX
JlisiHb, TAKTUKU [iH, @ TAKOX IX CTAaHOBHUILA.

PesysbTaTU aHaJizy Ha TaKTUYHOMY piBHi (3a/1€XXHO Bij
ix MacmTaby i MOXJIMBOCTI peaJizanii) BHKOPUCTOBYIOTbCS
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MoHozpagpis
B NPUUHATTI ONepaTUBHUX pillleHb, PO3CTAHOBIlI CUJI i 3ac06iB, 3a
MpoBeJleHHS Pi3HUX KOMIIJIEKCHUX, TUIIOBUX i pa30BUX onepawii.

B. MesibHUK i B. HekpacoB yBaxawTh, o s chepu Kpumi-
HaJIBHOT'O aHaJli3y eKOHOMIYHOI 3JIOUMHHOCTI 6ibII NTPUTaMaHHUM
€ aHaJsi3 mxepes iHdopMaliii, U0 MICTATbCS Yy BEJIMKHUX MacHBax
JaHUX, 30KpeMa:

-y 3a3HauyeHUX MacHUBax 3[iMCHIOETbCA NOIIYK NEeBHUX He-
3HAYHHUX BiZIXWJIeHb y rOCIOAAPCBKOMY IPOLEC], @ TAKOX 3aKOHO-
MipHOCTeH, IpUTaMaHHUX 3JIOYMHHHAM CXeMaM i TEXHOJIOTIfAM;

- iHdopmMmauig, 1m0 XapaKkTepu3ye MpoLecH B JIeTaJbHOMY ce-
KTOpi eKOHOMIiKH, po3mopolleHa pi3HUMHM MacuBaMU iHpopMaii,
chopMoBaHa Ha pi3HUX IIATPopMax Ta Mae pi3HY iHCTUTYLiHHY
HaJIEXKHICTB;

- ¢iHaHCcOBi Ta rocmnojapchbki omeparii, mo Bifo6paxeHi B
06J1iKOBUX | 3BITHUX [JOKYMeHTaX, MiCTATb CJiJJU iHTeJeKTyaJlbHUX
nizpo6ok. CaMe ToMy Heo6XiJHO MPOBOAUTH AOC/IiIKEHHS BiJIo-
BifIHOCTI BifloMOCTeH, 10 MiCTATHCA ¥ 3BITHUX JJOKYMEHTax i3 ¢ak-
THUYHOIO JisiJIbHICTIO;

— IPaBOOXOPOHHI OpPraHU CbOTOZHI He BOJIOZIIOTb MEeTO/0J10-
ri€ero KpUMiHaJIbLHOTO aHaJIi3y Ta aHaJi3y pU3HUKIB W00 NiL03piJux
¢dbiHaHCOBHUX i rOCNOAAaPCHKUX Ollepaliinsol,

Cu1ify 3a3HAaYUTH, 1110, HAZAOYM aHaJITUKaM 3MOTy OINpaLbo-
BYyBaTU [JaHi NpO 3JIOUMHH, ONEpaTHUBHI NpaliBHUKU Ta Caigdi
OTPUMYIOTh MOXJIUBICTb BUKOPUCTOBYBAaTHU FOTOBUI ONepaTHUBHO-
aHa/MITUYHUH IPOAYKT, A HE TepPBUHHY iHdopMaliio.

Y 1bOMy BOHM OTPUMYIOTh TaKi lepeBaru:

no-nepuie, OKpPecCJKITbCA KOHKPETHO TeHJEeHIil 3JI0YHH-
HOCTi He Jivile 3a reorpadiyHO O3HAaKOW, a ¥ y 4YacoBUX
paMKax;

no-dpyze, NIPOAYKT HaZla€ MOXJUBICTb MaTH 6Gijbllue iHbOP-
Malii 1o0/0 Micllb TMOBIpHOTO BYMHEHHS 3/104MHiB. lle fonomarae
MOKpALUTH [ollepePKeHHs IPaBONOPYLIEHb;

501 MenbHuK B., HekpacoB B. flk mojosiaTu Bopora, 6araTiioro sa
TpaHcHauioHaabHi kopnopauii? URL: http://n-v.com.ua/yak-podolaty-voroga-
bagatshogo-za-korporatsyi/

- 223 -



Bnaryta P. I., MoByaH A. B.

HosiTHi TexHonorii y po3cniaysaHHi 3No4MHIB: Cy4acHWit CTaH i Npobrnemun BUKOPUCTaHHS
no-mpeme, NpaniBHUKU NoJilil MalOTh 6i/bllle MOXJIUBOCTEN

y pa3i moTpebu HajaTH AOIOMOIY KoJieraM y po3KpUTTI Ta po3cii-

JAYBaHHI 3JI0YMHIB.

BoaHouac migxig go moJineiicbkol AisSiIbHOCTI, KepoBaHOI
aHAJIITUKOI0, HapaXKa€ThC HA HU3KY Mpo6JsieM Ha pi3HUX PiBHAX
aHaJsi3y, 30KpeMa:

- JUI1 ONlepaTUBHOTO aHaJi3y JaHi 4acTo HeJOCTYIIHI 330BHI
nipo3ainy abo po6oyoi rpynu i npyB’sg3aHi 10 onepaTUBHOrO Mpa-
LIiIBHUKA;

- U1 TaKTUYHOTO aHaJli3y HafABHI iHCTPYMEHTH AAlOTh LIU-
pPOKi MOXKJIMBOCTI /15 Bisyastisallii, ajie iHKoJIM BiguyBa€eThcs c1ab-
KiCTb MaTeMaTUYHOI0 anapary;

— [J1d CTpaTeriyHoOro aHaJli3y JAaHi 4acTo BiACYTHI yepes3 Te,
1o ix HiXTO He y3arajbHIOE JIJisi aHa i3y a6o aHaJi3 TPOBOAUTHCS
Jivlle 3 TOYKH 30py NMOKpALLeHHA 3BiTHOCTI MPaBOOXOPOHHOTO Op-
raHy, npu Tomy, o, ckaxximo, PEST-ananiz i SWOT-ananis MmoxHa
3aCTOCOBYBATH /s Nepe6adyeHHs] O4iKyBaHUX 3MiH Y AisfJbHOCTI
3JIOUMHHUX YTPyNOBaHb02,

Y cuctemi HIIY € yumasio mxepes pospisHeHoi iHopmMarii,
sKa aHasi3yeTbcsd CHiBpOGITHMKAMU PIi3HUX CIyXKO aBTOHOMHO.
[IpumipomM, y JlemapTaMeHTi KapHOTO PO3LIYKY aHaMi3yeThcs iHO-
pMaLif o0 3araJlbHOKpUMiHa/IbHOI 3JI04MHHOCTI, y JlemapTtame-
HTi NpOTHU/Iii HAPKO3JIOUMHHOCTI - iHOopMallis, MoB’si3aHa 3 HApPKO-
3JiouMHaMy, y [lemapTaMeHTi cTpaTeriyHUX po3ciaiflyBaHb — JAaHi
1010 OPTraHi30BaHOI 3JI0YUHHOCTI TOLIO.

KpiM TOro, KO>xHMH onepaTMBHUN NpaLiBHUK HaKOMMUYYE i
36epirae BJacHy omnepaTUBHY iHdopMmaiiito, ska micasa Horo 3Bijib-
HeHHs ab0 nepeMillleHHs 10 c/1yX06i CTa€ MPAKTUYHO HEAOCTYIIHOO
JUIA IHIIMX ONlepaTUBHHUX NpalliBHUKIB. BiaTak HeMae MOXJIMBOCTI
SIKICHO OLIiHMTH iH$OpPMaLilo B I106aJbHOMY MacIITabi.

Jlep>)xaBa BUTpaya€ KOWITHM Ha OTpUMaHHA iHdopMalii, a B
pe3sysbTaTi L JaHi BTpayaoTbcsl. OTOX, NOPYLIYETHCA EBPOIENCH-

502 A.V.Movchan and V.Yu. Taranukha. Constructing an Automation
System to Implement Intelligence-Led Policing Into the National Police of
Ukraine. Cybernetics and Systems Analysis, Vol. 54, No. 4, July, 2018. P. 643-649.
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KU{ TPUHLIUN NPO Te, 1o iHPopMarliis He HAJIEXKUTb KOHKPETHOMY
noJiinelcbkoMy, iHpopMallisi HaleXKUTh JepKaBi K OAUH i3 Tpoay-
KTiB AigabHOCTI noJinii. ToMy nocrae 3aBjaHHA i3 KOHcoJiganil
Bciei omepatuBHOI iHdopMalii, il moganabUIOTO aHaMi3y, 1[0 Mae
COPUATA PO3KPUTTIO HacaMIepes TSKKHUX Ta OCOBJHUBO TSKKHUX
3JI0YUHIB03,

Binbwicte AenaprameHnTiB HanionanbHol nosinii Ykpainu B
ONepaTUBHO-CAYKO0BIM [isIIbHOCTI BUKOPUCTOBYE TaKi pKepesa
inpopmariii, sk I[HmezpoeaHy iH@dopMmayiiiHo-nowykosy cucmemy
HayioHaavHoi noaiyii (APMOP) Ta cmamucmuuny iHghopmayiro, Ha-
Jlany JlenaptamMeHTOM iHpopMaLiiHO-aHaIITHYHOI NiIATPUMKH

MoxinBocTi 37ificHeHHs aHasi3y iHdopMalil 3 BiJKPUTHX
mokepen (OSINT) y KokHOMY MiZpo3Aisi € pi3HUMH, X04a Mepexa
[HTepHeT € OJHUM i3 HAUNOBHIIIUX JXKepeJl JaHHUX.

Hali6inbu1 nomupeHuM aHaliTUMHUM iHCTPYMEHTOM, L0 BU-
KOPUCTOBYETbCS y TMOBCAK/JeHHIH pob6oTti opraniB HanionasnbHOI
noJtinii, € Microsoft Office (Word i Excel), xoua B fleskux aenapra-
MeHTaX 3acTOCOBYETbCSl aHaJiTUYHe NporpaMHe 3abe3nedyeHHs
(3okpemMa, i2 Analyst’s Notebook, E-Gismaps, ArcGIS To1110)504.

Y 2017 poui B cTpyKTypi LleHTpaJbHOrO anapaty HaijioHa-
JIbHOI moJtinii YKkpalHu cTBOpPeHO Ynpag.iHHS KPpUMIHA/IbHO20 aHa-
/i3y, iKe Ma€ BUKOHYBaTHU QYHKIil0 KOOpAHHALl JisiJIbHOCTI y cde-
pi aHasi3y i BOpOBa/»KeHHS Ta PO3BUTKY MO/ eJi MoJileNchKol Ais-
JIBHOCTI, KepoBaHOI aHasiTUKO0. ¥ 2019 poui YnpassinHA peopra-
Hi30BaHO B /lenapTaMeHT KPMMIiHAJIbHOI'O aHaJli3y

BigmoBifgHo A0 Haka3y HanioHasnbHOl moJiinii YkpaiHu Bif
29.12.2019 Ne 1354 «Ilpo 3aTtBepaxxeHHs [losoxeHHa npo [enap-
TaMeHT KpUMiHaJbHOro aHajnidy HanioHasbHOI nouinii YKpainu»,
JenapTaMeHT KpuMiHaibHOrO aHanizy ([JKA) pospobJisie, BnpoBa-
JDKY€ Ta 3aCTOCOBYE HOBi METOJY Ta HaNpPsIMM 3/iMCHEHHS KpUMI-

503 €podeeB B. KpuminanbHUM aHai3 - 1e ebeKTUBHA poboTa moJiLii
Ta 6e3neka rpomafsaH. URL: http://mvs.gov.ua/ua/news/10309_Kriminalniy_
analiz_ce_efektivna_robota_policii_ta_bezpeka_gromadyan_FOTO.htm

504 Intelligence-Led Policing: the cutting edge of modern law enforce-
ment. URL: http://euam.php7.postbox.kiev.ua/ua/news/ opinion/intelligence-
led-policing-the-cutting-edge-of-modern-law-enforcement/ (in Ukrainian).
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HaJIbHOTO aHaJsi3y, cnpsiMOBaHi Ha MiJBUIEeHHS ePEeKTUBHOCTI
MPOTHU/IT 3JIOUMHHOCTIS05,

JAKA € ynoBHOBa)XeHUM CTPYKTYpHUM miaposgisom HIIY 3
NMpoBeJleHHs, opradizanii Ta koopauHauii  iHpopmMarlifiHo-
MOIIYKOBOI Ta aHAJITUYHOI po6OTH, CIpsiMOBaHOI Ha 36ip, OLiHKY
Ta peaJizamito iHpopmMarii, 30kpema iHpopmariii 3 06MeKeHUM J10C-
TYIOM, LUJISIXOM HaJaHHA I yIOBHOBa)KEHUM opraHam (migposni-
JlaM) AJIs1 BXKUTTs 3axXO[iB BiANIOBiAHO /10 iX KOoMIleTeHIlii, oIiHIO-
BaHHS PU3UKIB, a TaKO BUKOpPHUCTaHHA i [ 3a6e3meyeHHs BU-
KOHaHHS QYHKIIN, MOKJIaZIeHUX Ha MOJIIi0.

OcHoBHUMM 3aBjaaHHsAMU JIKA €:

1) opranizanis Ta 3zilicHeHHs iH$opMalilHO-aHaJMITUYHOI
JiJIBHOCTI AJ14 peasisanii IOBHOBaXKeHb NOJIiLI;

2) BU3HAUeHHs CTpaTeriyHUX HanpsMiB po6OTH, LLISAXIB po3-
BUTKY KPUMIiHaJILHOT'O aHaJsi3y B AiAJIbHOCTI OpraHiB Ta migpo3ni-
JIiB MOJIILLii;

3) 3abe3nedeHHs B3aEMO/Il Ta KOOpAWHAIII MislJIbHOCTI Op-
raHiB (migpo3zini) nosinii y cdepi kpuminaibHOrO aHanisy, a Ta-
KO 36ip, 06po6Ka, y3araJbHeHHsI Ta aHasi3 iHdopmarii 3 MeTo10
NPOTUJIL 3JI04YMHHOCTI;

4) 3a6e3nedyeHHs1 GopMyBaHHA Ta MiJTPUMKA QYHKIiOHY-
BaHHS aBTOMAaTHU30BaHUX iHGOPMALiIHHUX CUCTEM, 10 YTBOPHOITh-
Cs1 B POIieci 3/jiiCHEHHSI ONEPaTUBHO-PO3LIYKOBOI Ta aHAJTITUYHOI
JiJIbHOCTI;

5) y Mexkax KoMIleTeHIlii, Bi/[IOBi/]HO 10 BUMOT Mi>XHApO/IHO-
ro Ta BiTYM3HSHOTO 3aKOHO/IAaBCTBA, Y4acThb y 3/lilicHeHHi iHdop-
MalliiiHOI B3a€MO/ii 3 MPaBOOXOPOHHUMM OpraHaMd iHO3EMHHUX
JepKaB | MDKHapOJAHUMU OpraHisalisaiMu.

CyTTEBUM aclneKTOM KPHUMIHaJIBHOTO aHaJi3y € aHaJi3 reor-
padiyHuX AaHUX. Y HUHIIIHIX yMOBax reorpadidHi faHi € AxxepenoM
niHHoi iHpopManil Ha KOXXHOMY piBHI pOOOTH NPaBOOXOPOHHUX
opraHiB. Po3BUTOK IbOro HanpsIMKy aHaJsi3y nepejbadyae HasB-

505 [Ipo 3aTBepAxeHHs [losoxkeHHs npo JlenapTaMeHT KPUMiHAJIbHOTO
aHasizy HanionasnbHol nouinii Ykpainu: Haka3 HauioHanbHoOI nosinii Ykpainu
Big 29.12.2019 Ne 1354.
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HICTb cheuiasicTiB-aHaJITUKIB, fIKI 3MOXYTb 3JIHCHUTH OLIHKY
JlaHUX Ha 6asi eeoepagpiuHux iHgopmayiiinux cucmem (GIS) pns
olnepaTUBHUX MiJPO3iIiB.

3okpeMa, 3 MeTOI NpPOIIAKTUKU K ONMepaTHBHOIO peary-
BaHHS HA 3JIOYWHHU aHAMITUKU JlenapTaMeHTy KpUMIiHA/bHOIO aHa-
JIi3y 3alpOBa/Ky0Th reorpadiyHy NpuB’A3Ky [0 KOXKHOIO XKHUTJIO-
BOTO OYJMHKY, 3 MOXK/IMBICTIO HaHeceHHs iH$opMmalii Ha kKapTy. Lle
YMOXJIMBJIIOE BUKOHAHHA AKICHOI'O aHaJsi3y CKOEHMX INPaBOIOpY-
LieHb, BU3HAaYeHHs 30HM BUMHEHHA 3JI0YMHIB, CKEpOBYBaHHA B TaKi
MicUud [0JaTKOBUX HapA4iB MaTpyJbHOI MOJILil Ta HaJaHHA 3a-
BJIaHHSA AiIbHUYHOMY odilepy moJinii 1mo/jo noBTopHOro BiAnpa-
[[I0BaHHS MIiCIb MPOXKUBAHHA 0Ci0, AKi nepe6GyBalOTh Mifg aMiHiCT-
pPaTUBHUM HarasgomM>06,

Cepen MeTOAMK aHasi3y onepaTuBHOI iHdopmarii, siki 3acTo-
COBYIOTb INPaBOOXOPOHHI OpraHu OiNbIIOCTI pO3BMHEHUX KpaiH
CBiTy, Hal16i/IbIIl YaCTO BUKOPUCTOBYIOTHCA NPOrPaMHi MPOAYKTH i2
1 ANACAPA. Taki nporpamHi pillleHHA Bi3yaJIbHOI'O aHaJIi3y JAaHHUX |
OTPUMaHHSA HOBHMX 3HaHb NIPU3HAYeHi [JIg onepaTUBHUX NiJpo3/i-
JIB i cTiumx, Yua JiAbHICTb NOB’sI3aHa 3 HEOOXIiAHICTIO aHAIITHY-
Hoi 06po6KM iHPopMaliMHUX MOTOKIB i AaHUX, NpeACTaBJEHUX Y
pi3Hux ¢opmaTax.

3okpeMa, npozpamHull npodykm i2 CTaHOBUTb KOMI'IOTEpHE
nporpaMHe 3a6e3neyeHHs1 Ha 6a3i SQL-server, mokJvkaHe y3a-
raJbpHIOBATH, aHaIi3yBaTH, BUCYBaTH HMOBIpHiCHI 3B’SI3KH, a TAKOX
BisyasisyBaTH B peasibHOMY 4Yaci 06MiH iHopmariero. Lle mporpam-
He 3abe3MedyeHHs € CyKyNHICTIO CyMiCHUX MiX c06010 pi3HUX Ipo-
rpaM, 110 BUKOHYIOTb BifjlIoBiAHI cnenndiyHi pyHKLIi HA BCix eTa-
Max pO3KpPUTTH 1 po3CIiyBaHHS 3JI0YMHIB.

AnasiTv4Ha JMiHiA NPOAYKTIB i2 npejcTaBieHa eJleMeHTaMy,
SIKI 3]aTHI BUPIlyBaTH OIIbIIICTD aHA/NITUYHUX 3aBJaHb K OKpe-
MO, Tak i B pi3Hil kKomb6iHamii (30kpema, Analyst’'s Notebook,
Analyst’s Notebook-Esri® Edition, Analyst’s Workstation, iBase,
iBase IntelliShare, iXv Visualizer, iBridge, iXa, TextChart,

506 EpodeeB B. KpuMinanbHui aHasi3 - e epeKTUBHA pob6oTa moJinil
Ta 6e3neka rpomafsH. URL: http://mvs.gov.ua/ua/news/10309_Kriminalniy_
analiz_ce_efektivna_robota_policii_ta_bezpeka_gromadyan_FOTO.htm
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ChartReader, PatternTracer). ¥ cdepi KpuMiHaJbHOT'O aHasi3y i2
3a3BMYall 3aCTOCOBYETHCSA i3 NpPOrpaMHUMHM NpoAyKTaMu iBase,
iBridge, iGlass, Analyst’s Workstation.

Cepen KopHUCTyBauiB ILii€l onepawLiiiHOi aHaJIITUYHOI CUCTEMU
MO’XHa BUPI3HUTH MpaBooxXopoHHi opraHu CIIA Ta Kanagu (PEP,
[IPY, DEA, NSA, RCMP), npaBooxopoHHi opranu KpaiH €Bpocor3sy,
[HTepnos Ta EBponossY7.

Heponikamu niei yiHifiku 1poAyKTiB € 3HaUHA C/IAOKICTh Hif-
CUCTEM, OpiEHTOBAaHUX Ha 06pO6KY TeKcToBoI iHdopManii MoBamy,
110 He HajleXaTb [0 pOMaHO-TepMaHCbKOl Ipyny, Ta c1abKicTh Ma-
TeMaTU4YHOI0 anapary.

Tak, i2 TextChart migTpumye edeKTHBHe BUJiJIEHHS Ta
06’eJHaHHSA CYTHOCTEH JiMllle JJ1s aHIJIiicbKoi MOBH, @ HU3Ka QyH-
KL AOCTyNHI Juiie AJs aHrJaidcbkol, ¢paHIly3bKoi, HiMelbKO],
icmaHchKkoi Ta iTasiMicbKoi MOB, a 3ac06U OOGPOGKU KUPHUIUMYHUX
TEeKCTIiB BeJIbMU IPUMITUBHI>8,

[IpoxnykT i2 PatternTracer opieHTOBaHMI Haiimepiue Ha 06-
pOOKy TesiepOHHUX A3BIHKIB, 3a/1/151 BiZlHAX0/[PKEHHS KJIACTePiB, 1[0
BiAMOBiZa0Th crienuivHii aKTUBHOCTI Ta A/ BUAIEHHS KJIOY0-
BUX Y4YaCHUKIB. AHaJ1i3 IHIIMX, 30KpeMa Pi3HOPIAHHUX, YaCOBUX IOC-
JIIJJTOBHOCTEN He MiATPUMYEThCA.

[IporpamHuil npoaykT komnaHii «Anacapa Sciences Inc.»
yTBOPIOE NepeOBY METOAUKY pO3C/iyBaHHA 3JIOYMHIB U aHasi3y
onepatuBHOi iHpopmarlii. ANACAPA onuHuacs 6ijii BUTOKIB po3-
poOKHU crHeljjaJibHUX aHAJITUYHUX METOJUK Ajsi chepu Ge3neku i
e 1971 poky po3nodasia NpoBeJieHHs] HABYaJbHUX KYPCiB i3 mif-
roToBKH ¢daxiBIiB-aHATITUKIB.

Huni ANACAPA npomnoHye Taki 4 6a30Bi Kypcu:

1) aHaniz indopmauii nif yac NpoBeAeHHsS pPO3CJaiLyBaHb
Criminal Intelligence Analysis (CIA);

2) a”HaJjiTU4HI MeToAM posciifyBaHHs Analytical Investiga-
tion Methods (AIM);

507 BO3MOXKHOCTH MCII0/Ib30BaHHUsI aHAJIMTUYECKUX NIPOrpaMM B 60pb6e
c opraHusoBaHHo# npectynHocTbio. URL: https://articlekz.com/article/11838

508 12 TextChart. URL: http://www-01.ibm.com/support/docview.wss?
uid=swg27027043(in English).
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3) aHani3z ¢iHaHcoBUMX MaxiHanii Financial Manipulation
Analysis (FMA);

4) norsiMbJieHUN aHasi3 i3 BUKOPUCTAHHSIM KOMII'IOTEPHUX
TexHoJ0Ti#t Computer-Aided Analysis (CAA)5%°.

Ax i npoayktu jiniiku i2, npoayktu ANACAPA HajawThb
3pYy4Hi IHCTPpYMeHTH AJi1 6araTbOX BaXKJIMBUX 3aBJaHb, ajle Hepo3-
[JISHYTI Ti % mpo6JieMHy, a came: NiATpUMKa JiHIBICTUYHUX 3aC00iB
aHaJsIi3y IOKYMeHTIB [Jis1 yKpalHChbKOI Ta pocilicbkoi MOB (BKJ/IOYa-
104H, ajle He 06MeXY4YUCh aBTOMaTHYHUM 3/100yTTAM i3 HUX Ja-
HUX JJI aHaUIi3y Ta KJIY0BUX GAKTIB) i MiATpUMKA MaTeMaTUYHUX
3aco6iB J1s1 aHAJTi3y B3a€EMO3B’S13KiB TOr'0 UM iHIIIOTO BUY MiXK CyT-
HOoCTAMUS10,

Kpim Toro, noTpebyoTh HarajJbHOIro BUpilleHHs Taki Mpo-
61eMHU:

1) 3abe3meyeHHs1 aHAJITHKIB JOCTYNOM [0 CIeliaJbHOTO
aHa/iTUYHOI'0 IPOrPaMHOro 3a6e3nedyeHHs;

2) cTBOpEHHS 3axUIleHOI Mepexi /s opraHisarliii o0OMiHy iH-
dbopmaliiero B eJ1leKTpOHHIN dpopmi;

3) crBopeHHs IT-cucTemMu 36HMpaHHA Ta 0GPOOKHU OllepaTHB-
HO-aHaITHYHOI iHpopMauii.

[liHHUM iHCTpyMeHTOM AJ/1s1 BUSIBJIeHHS Hifo3pinoi gpinaHco-
BOi aKTHBHOCTI € aHa/iTUYHe IporpaMHe 3abe3rnedeHHs I Cy/0-
Bux 6yxranaTtepiB (Link Analysis Software for Forensic Accountants),
siIKe MOENHYE CIOCTepeKeHHs 3a He3BUYaHHUMHU LUPpoBUMU Oi-
HaHCOBUMHM omepanisimMy, npodiJtoBaHHS KJIEHTIB Ta aHaJi3 CTaTH-
CTUYHUX JaHUX [J BH3HAaYeHHAd MHMOBIpPHOCTI NpOTHUNpPaBHOI
MOBENiHKM51L,

Cutify 3a3HaYUTH, 1O B YKpaiHi BXKe € NPUK/IAJU YCIIIIHOTO
BUKODUCTAaHHA Cy4acHUX iHGoOpMaLiliHO-aHaJITUYHUX CHUCTEM.

509 About the company Anacapa Sciences Inc. URL: http://www.spi2.ru/
about/partners/anacapa/

510 A.V.Movchan and V. Yu. Taranukha. Constructing an Automation
System to Implement Intelligence-Led Policing Into the National Police of
Ukraine. Cybernetics and Systems Analysis, Vol. 54, No. 4, July, 2018. P. 643-649.

511 Albrech C. C. Fraud and Forensic Accounting In a Digital Environ-
ment: White Paper for The Institute for Fraud Prevention. URL:
http://www.theifp.org/research-grants/IFP-Whitepaper-4.pdf
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3okpeMma, B 'YHII y XapkiBcbKiil 06J1acTi po3po6JieHa Ta BUKOPHC-
TOBYETbCA «[HTeJleKTya/lbHA CUCTEMa KPUMIHAJbHOIO aHasli3y y
pexxuMi peanbHoro yacy» (Real-time Intelligence Crime Analytics
System, RICAS).

Cucrtema RICAS 3a6e3meuye A0CTyI A0 TaKUX iHpopMalilHUX
pecypciB:

- iHpopManifs KpUMiHAJIBHOTO XapakTepy Ta peecTpalii
MOAiH;

- GPS-panux;

- JaHUX Tpo 6e3BiCTH 3HUKJIUX Ta OCib, 1[0 MepebyBalOTh
y DOSIIYyKY;

- JJAaHHUX TIPO 0cib, AKi BiAOY/IU MOKapaHHS;

- Jlep>KaBHI peecTpu TOLIO.

KpiMm Toro, cucrema 3abe3nedyeHa JOCTYIOM [0 KaMmep
BifileocniocTepexeHHs, BCTAHOBJIEHUX Y MICTi, B peXXUMi peaJlbHOTo
yacy>12,

BopHo4ac, Ha AYMKy eKCIepTiB, HEBiZJOMO, fIK aHaJIiTU4HI
3BiTH, migrotosseHi 3 BUKopuctaHHaM cucteMu RICAS, Bignosiza-
TUMyTb CTaHJAapTaM i mpoueaypam, nepejgbadyeHuM Mozesato ILP.
Ille oaHi€l0 MPOO6JIEMOIO MOX€E BUSBUTHCH CYMiCHICTH 1i€l cucTeMU
3 IHIIMMU CUCTEMaMH.

BukopucTaHHA aHa/iTUYHHUX NporpaM B aHasi3i AaHuX 3a-
6e3nevye YMMaJo NepeBar, fKi JONOMararTh MiJBUIIUTU ePeKTHU-
BHICTb i pe3y/IbTaTUBHICTb POOOTH Cy6’EKTIB I0KAa3yBaHHS. Y Mpo-
neci inTerparnii indopmaii 37iiicHI0ETbCA 11 KaTasori3anis Ta BBe-
JleHHs1 B CUCTeMy KOHTpOJIIO I MOoWyKy iHpopMalii, 1ka [103BOJISIE
JIETKO 3HaX0/JUTH HeOOXiJIHi BiIOMOCTi Ta OTPUMYBATH A0 HUX J10C-
Ty1. [IporpaMHui npofyKTH — 0BOJIi THYUKI, IPUCTOCOBaHI A1 36e-
piraHHA Bxe 3i6paHol iHdopMauii. BoHM Takox MOXyTb OyTH afan-
TOBaHi fj0 iHTerpauii gogaTkoBoi iHpopmMauii, Aka Hajiijge B Mail-
6yTHbOoMy. [1if yac posciigyBaHHSA 3JI04MHIB U aHai3y iHdopMaLii

512 [[pyMeHeHUe UHTe/JIEKTyaJlbHON CUCTeMbl KPpUMHUHAJIbHOTO aHa/IH-
3a B peasibHOM BpeMeHH (RICAS) A/ aHaJIUTHYECKOTO CONMPOBOXKAEHUS Ome-
paTUBHO-PO3bICKHOW [esITeJJbHOCTM U Jocyfeb6HOro pacciefoBaHus [/
[J.10.¥Y3noB, B. M. Ctpykos, O. b. 'puropoBuu Ta iH. [Ipaso i 6e3neka. 2015.
Ne 2 (57).C.132-139.
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B iHdopManiiiHy cucTeMy MOXYTb YBOJUTHCS HOBi po3Aiau Ta mij-
po3ginu. lli mporpaMHi NpoAyKTU 34aTHI CIpUWMaTH BeJWYe3Hi
o6caru iHpopmarii, 3a6e3neyeHi 3acobaMu 6e3MeKH /sl 06MeKeH-
He JocTyny fo iHdopmanii, oTprMaHol B mpolieci po3ciigyBaHHs.
36ip BiloMocTel 3 JeKiIbKOX [Kepes NigBUIIYE HMOBipHICTb
OTPUMaHHS KJI0Y0BOi A0Ka30B0i iHopMallii i 3a6e3nedye MOXKIU-
BicTb MiATBep/»KeHHs i MepeBipKU JAocToBipHOCTI BijoMocTel. IH-
¢dopmalis, oTpuMaHa 3 pi3HUX KaHaJiB, AoMoMarae ChniBpoOGiTHU-
KaM [PaBOOXOPOHHHUX OpraHiB NpUMMaTH BiJloBiZiHe pilleHHs513,

JlonoBHIOBAaTH aHAMITUYHY JiJbHICTh Ma€ KPUMIHA/IbHA pO-
36i0Ka, 1110 HAJJACTb MOJIMBICTb OTPUMATH JOCTYN JO JKepes iH-
¢dopmarii Ta caifiiB 3JI04KHY, A0 AKUX HEMAE BiJIbBHOTO JOCTYIY a6o
BiJICYTHSI MOX/IMBICTb OTPUMATH TaKHUH JOCTYM Y IJIACHUH CIOCi6.

[lonpu L€, WASXOM KPUMIHA/NbHO20 AHAI3Y 3ICHIOETbCA:

- BU3HAYEHHsl Y4ACHUKI@ KpUMiHAJbHUX CXeM, 3B’I3KiB, KiJib-
KOCTI Ta XapaKTepy KOHTaKTiB;

- 8U3Ha4eHHs1 dxcepes I Hanpsimie GiHAHCOBUX MOTOKIB, iH-
IIMX MaTepiaJbHUX 06 EKTIB;

— BU3HAYEHHS MeXaHI3My Opz2dHi3ayli 3JI0OYUHHOI AiAJNbHOCTI,
MiArpyHTS GYHKIIOHYBAaHHSA KPUMiHAJIbHOTO SIBUIIIA;

- OYiHKa pu3ukie, 3a2p03, MOXKJIUBUX 30UTKIB, ypa3JuBOCTEN
[ YXBaJIeHHSA YIPaBJIIHCbKUX pillleHb.

BoHo4ac kpumiHabHa po3gidka CIIpUsIE:

- 8U3HaveHHI0 Odxcepes iHpopMalii Ta CaiAiB 3JI04MHY, A0
SIKUX HEMA€E BIJIbHOTO ZI0CTYNy abo BiJICYTHS MOXJIMBICTb OTpUMa-
TH TaKUH JOCTYI y TJIACHUH CIIOCi6;

- 0MPUMAHHIO TPYHMOBHOI iHhopMmayii npo: 06’€EKT, CTOCOBHO
SIKOTO € OOI'PYHTOBaHI Mif03pK Yy NPUYETHOCTI 10 3JI04MHY; iepap-
Xi4YHY MO6Y/I0BY OpraHi30BaHUX 3JIOUMHHUX YIPyINOBaHb, clenudi-
Ky Ta XapaKTep IXHbOI JifJIbHOCTI, po3rajyXeHy KpUMiHa/lbHY iH-
¢pacTpykrypy;

513 Pabota mosivuuu. CUCTEMBI NMOJULEHCKON HHPOpMaLUU U pa3Bej-
KH: 0COGHe MO OlleHKe CHCTeM YToJIOBHOTO mpaBocyaus. Helo-Mopk: Ympas-
snenue Opranusanuu 06 bejuHeHHbIX Hanuii o HapKOTHKAaM U MPECTYNHOCTH.
Bena, 2010. C. 25. URL: https://www.unodc.org/pdf/ criminal_justice/10-
52547_1_Policing 4_ebook.pdf.
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- Helimpaaizayii  disinbHOCMI  OKpeMHX  OpraHi30BaHHUX
3JIOUMHHUX YrpyNoBaHb, DPYWHYBAaHHK KpUMiHaJbHUX TEXHO-
Jioriins1s,

3BakalouM Ha BUKJAJleHe, 3a3HAaYUMO, 1[0 20/108HOI0 MemoK
KPpUMIHA/IbHO20 aHA/i3y € 3MIYHEeHHsl MeXAHi3Mie nonepediceHHs,
8UsI8/1EHHS, OOKYMEHMYBAHHS mMda pO3CAIJY8AHHS KPUMIHA/IbHUX
npasonopyuieHs, d makoic Ha/1a200HCeHHs] MeXaHi3Mie MOHIMOPUH2y
KpumiHozeHHOI cumyayii, 06MiHy iHopmayiero Ha depircagHoMY,
pe2ioHANbHOMY 1 MIHCHAPOOHOMY piBHSIX CMOCOBHO MmeHdeHYill ma
pu3sukis y yiti cepi.

HITY 3 ypaxyBaHHAM A0CBify moJinii iHIIKX KpaiH MJIaHOBO
3aMpoBa/PKYE MiP)KHApPOJHI CTaHAAPTH yNpaBJiHHA iHopMalliew y
coepi 3an06iraHHA MPaBOMOPYIIEHHAM i PO3CHiZlyBaHHS 3JI0YUHIB.
3axoAu 3 ynpoBaJpKeHHS KpUMIHAJIbHOTO aHaJi3y BXXHWBAKOTbCA B
MeXax peaJiisanii BijoM4yoi nporpaMu OJHOYACHO 3i CTBOPEHHAM
CHUCTEeMHU aHaJli3y pU3UKIB.

J19 MiATOTOBKM MNOJIILIEHCBKMX aHAJITUKIB BUKOPHUCTOBY-
€TbCA J0CBiJ| iIHO3eMHUX KoJieT. 30KpeMa, MiZpo34ia1 KpUuMiHaJIbHO-
ro aHaJ/i3y A0BOJI yCHilIHO Ai€ B moJinii PyMyHii, npaniBHUKH 1jb0-
ro MiApo3Aiay CIpUsA/INA BIPOBAJXKEHHI0 KDUMIHAJIbHOI'O aHaJli3y B
noutinii ok i Mosposu. B Ykpaini 3a nigtpumMmkun KMEC HUMU
TaKO0>X IIPOBEJIeHO HU3KY TPEHIHTIB.

OpHak, HaWcyyacHillla TeXHiKa Ta HOBITHiI TexHOJIOTii He B
3MO03i pO3KpPHUBATH 3JI0YHMHH, SKIIO MPAIiBHUKHU MOJilii HEe 6YyTh
roTOBI NpaloBaTy 3 HUMHU. [Ipo Lie, 30kpeMa, HaroJoWyBaJ0Ch Mif,
Yyac Hapa/ju 3 KepiBHUKaMU 3akJa/iiB BUIoi ocBiTh MBC, aki 3ailic-
HIOIOTb IMiITOTOBKY MOJIiIEHChKUX: «Y HaBYaHHI MaMOyTHIiX moJi-
LIEMCbKUX MU NIOBUHHI pyXaTHCs [0 HOBOI Mo/ieJi MiArOTOBKU Mpa-
LIBHUKIB KpHMMiHaJbHOrO 6JIOKYy. Y BUIIAX NOTPIOGHO BUKJIALATH
JUCLUILIIHY 3a axoM «KpUMiHaJbHUM aHasi3». JKIIO eseKTpoH-
HUMH [0JaTKaMH KOPUCTYETHCA yBECh CBIT, TO B YKpaiHi no4aTKo-
Ba iHdopManisa 36upaeTbcsl cTapuMu cnocobamu. lle 3abupae yac,

514 MenbHuK B., HekpacoB B. flk mojosaTu Bopora, 6araTiioro 3sa
TpaHcHauioHaabHi kopnopauii? URL: http://n-v.com.ua/yak-podolaty-voroga-
bagatshogo-za-korporatsyi/
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TOJi IK iHO3eMHUM IPABOOXOPOHISIM Ha 36ip Heo6xigHOI iHop-
Maliii MoXke 3HaJ0OUTHCA JIMIIe KiJibKa Ji06»515,

«KpuMmiHa/sibHU# aHa/i3 - 1le He TexHika, He IporpaMHe 3a-
Oe3nevyeHHs - Le JIIU, TOMY 6e3 KBaJidpiKoBaHUX KaJpiB, KpUMi-
HaJIbHOTO aHa/ITUKA, AKUU PO3yMIE€, 1110 POOUTH i SIK iHTeprIpeTy-
BaTU iHoOpMalilo, HEMOX/IMBO AOCATTH MO3UTUBHUX pe3yJ/bTa-
TiB», — 3a3Havae /. [lepTiens1e.

[lizcymoByr0O4M, 3a3HayWMO, L0 YCHOIlIHA peaJisaliga Ta
BIPOBa/pPKEeHHSA HOBUX MeTO/iB KPUMIiHAJIbHOI'O aHaJli3y AacTb 3MO-
Iy Yy MallGyTHbOMY MOLIMPUTH IX Ha Bclo cucTteMy HanijonasnbHoi
IoJIiL] Ta aKTUBHO BUKOPUCTOBYBATH Cy4acCHi aHa/IiTUYHI MeTOAH |
NpUHOMH, 3aBASKHA IKUM MOHA CTBOPUTH IEPESyMOBHU ISl OL/bII
epeKTUBHOIO0 BUKOHAHHSI ONEpaTUBHUMM i caifuuMu migposzina-
MM CBOIX 3aBJaHb, 110, CBOEK 4Yeprolo, CIpUATHME MiJBUILEHHIO
edeKTUBHOCTI MPOTH/II 3/IOYHHHOCTI 3arajoM.

OTxe, BOpoBa/pKeHHsA iHopMaliiHO-aHaITHYHUX NPOrpam
y AiSTBHICTb MPaBOOXOPOHHUX OPraHiB JJOBOJAUTH CBOIO eeKTUB-
HICTb i Tenep BOHU MOXYTb OYTH YCIIIIHO BUKOPUCTAHi B po6OTi
olepaTUBHUX i ciiguux niapo3ainiB HanionanbHoI noJtinii.

515 KHs3eB C. Y HaB4aHHI Mal6yTHIiX nosinelcbKUX MU NOBUHHI pyXa-
TUC A0 HoBoi Mogeni migroroBku. URL: https://www.npu.gov.ua/uk/
publish/article/2168283

516 B O/1YBC 06roBOpuJIM Cy4yacHUH CTaH Ta MEpPCHEKTHUBU PO3BUTKY
KpuMiHajbHOro aHasiizy. URL: http://oduvs.edu.ua/news/v-oduvs-obgovorili-
suchasnij-stan-ta-perspektivi-rozvitku-kriminalnogo-analizu/?fbclid=IwAR2t
1maJKq2WkztWEU-Wb_gnxjF2etHx4nd75HF3M]sVP9YVuQYvfPWleMA
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BUCHOBKH

BupinieHHs npo6JieM 1mo/10 miaABUINEeHH epeKTHBHOCTI po3-
KPUTTS Ta PO3C/IiZlyBaHHSA 3JIOUMHIB ¥ Cy4YacCHUX yMOBax 6esmoce-
pelHbO 3aJIeXKUTh BiZi po3po6JIeHHSI Ta BIPOBA/KEHHS HOBITHIX
TeXHOJIOTIM Ta IHHOBaLill y NpaBOOXOPOHHY JiSJIBHICTB, HA 110 1
cnpsiMoBaHa Haia MoHorpadis. I1ig yac if HanucanHA HaM yAanocs
cbopMyIIOBAaTH HU3KY HOBUX HAYKOBUX I0JIOXKEHDb, peKOMeHalil
Ta BUCHOBKIB, IKi MalOTb TEOpPeTUYHE W NpaKTUYHe 3HadyeHHs. Oc-
HOBHI 3 HUX TaKi:

1. HosimHi mexHo.02ii y po3caidy8aHHI 3104UHI8 — 1ie Cy4YacHi,
HaWHOBILII iHHOBalLlilHI MeTOU, MPUHOMH, TEXHOJIOTIYHI IPOLECH,
MporpamHi i TexHiyHi 3acobu, iIHCTPYMEHTH, AKi iHTerpoBaHi 3 Me-
TOI0 30MpaHHSl, OTPUMaHHS, O0OpPOOKHM, cUCTeMaTH3alil, aHaJi3y,
36epiraHHs Ta BUKOPUCTAHHA KPUMiHaJiCTUYHOI, OllepaTUBHOI Ta
nponecyanbHoi iHpopmanii, assg anroputmizanii i onTuMizanii
IpoLecy pO3KPUTTA I po3ClilyBaHHA 3JI0YMHIB Ta iX Cy0BOr0 pos-
A4y, NiABULEHHS IKOCTI IPaB03aCTOCOBHOI JislJIBHOCTI.

2. BuB4eHHs HayKoBOro piBHS KpHUMiHasicTUYHOTO 3a6e3Ie-
YeHHA Jif/IbHOCTI 3 pO3C/IiAyBaHHH 3/I04MHIB, BAKOPUCTAHHA iHHO-
BaliHHUX JAOCATHEHb Cy4YaCcHOI HAyKU i TEXHIKHU CBi4aTh PO NIeBHe
ix BiicTaBaHHA BiJ KpUMIHAJIbHOI NPAKTHUKU 3aCTOCYBAaHHSA HOBIT-
HiX 3ac06iB, METO/AIB i TEXHOJIOTIH Yy 3JIOUMHHIN JisyibHOCTI. 0C06-
JIUBO Lie MPOSAIBJAETHCA Y 3aCTOCYBaHHI 3JI0UMHLAMM CYy4YaCHUX iH-
dbopmManiiHUX TeXHOJIOTIN /IJiT BUMHEHHS 3JI0YMHIB HA HallioHAJIb-
HOMY Ta Mi>KHapOJHOMY PiBHfX.

3. YnpoBapkeHHsS iHHOBAIid B MPaKTHUKy 60pOTHOHU 3i 3J10-
YHUHHICTIO CIIPUSIE ONTUMI3yBaHHIO PO3C/AilyBaHHA Ta YHUKHEHHIO
caiauux MoMUIOK. 30KpeMa, 3ac/IlyroBY€E Ha yBary po3po6J/ieHHs Ta
BUKOPUCTAHHS y pO3C/IiyBaHHi 3/104MHIB aBTOMAaTU30BaHUX Po6o-
yux Micup ciaigyoro (APM caigyoro «IHcadT»), APM cynmoBux ekc-
MepTiB pi3HUX eKClepTHHUX creliasbHocTel (APM TpacoJsiora, APM
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6asicra, APM ekoHomicta, APM ¢doHockomicTa, APM gociimkeHHs
00’€KTIB iHTeJIeKTyasbHOI BJacHocTi Touio), APM cyaai, APM o6po-
OKM Ta HaZiCUJIaHHSA A0KyMeHTiB, APM cekperaps cyaai, APM mpa-
[iBHUKA MiApo3Aiay 60poTb6U 3 HAPKO3JOUMHHICcTI0, APM 1opucTa,
APM ropucra-kpuminosiora, APM npokypopa.

4. Inpopmayitini mexHoso2ii y po3caidyeaHHi 3/104uHi8 — 1ie
CYKYIIHICTb MeTOJiB, TEeXHOJIOTIYHUX I[poLeciB i IporpaMHo-
TexXHIiYHMUX 3aco6iB, iHTerpoBaHUX i3 MeTOl 36HpaHHs, 0GPOOKH,
cucTeMaTH3allii, y3araJbHeHHs, aHaJi3y, 30epiraHHs Ta BUKOpPHC-
TaHHS KPUMiHa/IiCTUYHOI, onepaTUBHOI Ta mpouecyaabHoi iHdop-
Malii, a TaKoX 06MeXeHOro JOCTYIy, 1[0 Ma€ 3Ha4YeHHs AJs BUpi-
meHHs 3aBgaHb OPJl i gocymoBoro posciiflyBaHHs, 3a0e3Me4eHHs
6e3MeKy rpoMa/isiH, CyCliJbCTBA i iepikaBHu.

5.CborojHi HOBiTHI iHpopMauiiiHi TexHosorii edekTUBHO
BUKOPHUCTOBYIOTHCS [/l PO3C/ilyBaHHS 3JI0YMHIB. 30KpeMa, BOHU
JIO3BOJIAIOTH 3AiMCHIOBATH dikcanito moka3oBoi iHpopmarii 3a go-
noMoro HUPPOBUX 3ac06iB ayaio3anucy, Bijeo- Ta GpOTO3UOMKH,
JMCTaHIiiiHO (3a J0MOMOrolo JajJbHOMIpiB) BUMIpIOBaTH BiJcTaHi
MiXK mpeJMeTaMH IiJ| Yac oTJisly Micugd mofii Ta 6yIyBaTH IJIaHHU i
CXeMH Miclis Mol i3 3aIy4eHHSIM TPOTPaMHUX 3aC06iB TOIIO.

6. Oco6/IMBY POJIb Y KpUMIHAJIICTHIi BUKOHYIOTH creliajizo-
BaHi KOMITIOTEPHI CUCTEeMH ifeHTHIKaLIl JIOAUHU — BOHU JAIOTh
3MOTy OTpPUMyBaTH ¢ aHajli3yBaTH 3a /[ieKiJIbKOMa B3aEMO-
NOB’sI3aHUMHU NapaMeTpaMu iH$opMaliiio, 10 MPSMO UM Omocepe-
KOBaHO CIIPOMOXKHA MPU3BECTU [0 PO3KPHUTTS 3JI0YUHY. 30KpeEMa,
HEell0aBHO 3HAYHOTO MOUIMPEHHS B JlisIIbHOCTI MPaBOOXOPOHHUX
opraHiB Hab6yJsu iH$opMaliiHO-NOIYKOBI CUCTEMU GiIOMETPUYHOI
inenTudikanuii ocobu.

7. Cy4acHUH CBIT HEMOXJIMBO YSIBUTH 6€3 1[0XBUJIMHHOTO 3a-
CTOCYBaHHSl KOPHUCTYBauyaMH MPUCTPOIB  eJIEKTPOHHO-00YUC-
JIIOBJIbHOI TeXHIKH, CMapTQOHIB, PO3YMHUX TOAWHHHUKIB TOLIO.
Came ToMy mnpauniBHuky HanioHaspHOI moJiinii MalOTb BOJIOJITH
aKTyaJlbHUMU 3HaHHAMHU 1oa0 BuAiB EOT, ocobauBocTsaMHU 1i BU-
KOPUCTAHHS, HassBHICTIO MOXJIMUBOCTeN 3HATTA iHdopMauii 3 esnek-
TPOHHUX iHPOPMAILiHHUX CUCTEM.
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8.V HMHINIHIX yMOBax 3JIOYHHL aKTUBHO BHUKOPHUCTOBYIOTh
KibeprpocTip K Miclie BUMHEHHSI TPOTUNIPABHUX AisiHb. Y HbOMY,
OT)Ke, B MiCTATbCA CJOigM IXHbOI 3J104MHHOI AigabHOcTi. Heobxifa-
HiCTb NMOCUJIeHHSI 6GOPOTHOU 3i 3JIOUMHHICTIO ¥ KiGeprmpocTopi Bu-
Mara€ BiJj MTPaBOOXOPOHHUX OpraHiB pPo3poO6JIeHHS Ta BIPOBa-
JDKeHHS B IPaKTHUYHY AiJIbHICTb HOBUX ONEpPaTHBHO-PO3LIYKOBUX
3axo/iB i MeToJiB, ki 6 ypaxoByBasu cnenudiky Horo ¢pyHKUioHY-
BaHHS.

9. Tak, MOXHa BUPI3HUTH TaKi MOXJIUBOCTI BUKOPUCTAHHSA
Bni/IA npaBOOXOPOHHUMMHU CTPYKTYpaMU: 3anobiraHHs TEpPOPUCTHU-
YHUM aKTaM; omnepaiii 60poTb6H 3 OpPraHi3oBaHOIO 3JI0YUHHICTIO;
omeparii i3 3aTpUMaHHA 3J04YMHLIB i PO3IIYyKy 3HUKJIUX JIIOJEN;
BUBUYEHHsI Miclsl 3JI04MHY; NpodiJaKTUYHE BifeocrnocTepekeHHs;
KOHTpPOJIb MAacoOBHUX 3aX0/iB i akIiil npoTtecTy; 3a6e3neyeHHs VIP-
3ycTpivel, 30KpeMa Ha HAaBUILIOMY pPiBHi; NiATPUMKa OllepaTUBHO-
ro 3B’s13Ky; 3anob6iraHHsA HeJerajbHiil iMMirpanii Ta KoHTpabaHAi;
CIIOCTEepeXEeHHs 32 Ha3eMHUMHU | MOPCbKUMU JIIHIAMU peryJisipHUX
nepeBe3eHb | TPAHCIOPTHUMHU NOTOKaMW; aHasai3 npuyuH JTII;
BiJICTeXKEHHSI BUKPaJleHUX aBTOMOOGiJIiB; 60poTh6a 3 MOPCHKHUMH
miparaMy; 3amobiraHHs OPaKOHBEPCTBY, HE3aKOHHIM po3po6bii
HaJip i He3aKOHHIN BUPY6L JiciB TOLIO.

10. IngpopmayiiiHo-aHaaimuyHa po6oma y po3caidysaHHi 3/10-
YUHIg - 1ie epeJibaueHa 3aKOHOIaBCTBOM YKpaiHU i yperysiboBaHa
BiJOMYMMM HOPMaTHUBHUMH aKTaMH CHCTeMa 3axOJiB, CIIpAMOBa-
HUX Ha 36ip, 06po6KY, y3arajbHeHHs, aHaJi3, 36epiraHHs Ta BUKO-
pucTaHHs iHdopManii, 30kpeMa 06MeKeHOro JA0CTyIy, 110 MA€E 3Ha-
YeHHs [/ BUpimeHHs 3aBAaHb OP/] i JocyaoBoro po3ciaiayBaHHs,
B iHTepecax KpUMiHaJbHOIO CYyJOYHMHCTBA, O€3MeKH TpPOMa/siH,
CYCIIJIBCTBA i ilepKaBU

11. OcHogHuMmu 3acobamu iHopMaliiiHO-aHaJNITHYHOI Po6O-
TH y pO3CJiJlyBaHHI 3/JI0YMHIB €: OllepaTUBHA Ta KPUMiHa/IiCTUYHA
TexHiKa i creliasbHi TexHiYHi 3ac06H, NPU3HAY€EHI [/ TJIaCHOTO Ta
HerJlaCHOro OTpHMMaHHA iHopMalii; BignoBifHI anapaTHoO-
MporpaMHi KoMijiekcu (aBToMaTHU30BaHi iHpopMaLiiHO-NOLIYKOBI,
eKCIlepTHi Ta Jioriko-aHa/liTH4YHI cucTeMHM TOWO) i pi3Hi TeXHiuHi
MPHUCTPOI, 3a JONOMOTO0I0 IKUX 3AiHCHIOETBCSA 06pPO6Ka, CUCTEMATH-
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3alif Ta aHaJi3 ONepaTHBHO-PO3IIYKOBUX Ta iHLIMX BigomocTeil
dakTorpadiuHOro Ta KPUMiHAMICTUUHOTO XapaKTepy.

12. KpuMiHasipHUH aHai3 € crelupiyHUM BUAOM iHPopma-
LiliHO-aHAJIITUYHOI AiJIbHOCTI NMPaBOOXOPOHHUX OPraHiB, SAKUU
noJisirae y nepesipui Ta ouinni indopmatii, ii inTepnpeTarii, BcTa-
HOBJIEHHI 3B’SI3KiB MiXK IaHUMHU, 1110 OTPUMYIOThCS Y NPOLIECi BUSB-
JIEHH{, IPUIIMHEHHS Ta PO3CJiAyBaHHA 3JIOYMHIB | MalOTb 3Ha4YeH-
Ha aiaa OP/l i mocyznoBoro posciiflyBaHHs, 3 METO IX BUKODPUC-
TaHHA IPaBOOXOPOHHUMMU OpraHaMHu i CyZOM, IOAAJIBILIOr0 IpOBe-
JleHHSl OIepaTUBHOTr0, TAKTUYHOTO Ta CTpaTeriyHoro aHasuisy. Yc-
nillHa peasisalliga Ta BIPOBaJKeHHA HOBUX MeTO/iB KPUMiHa/JIbHO-
ro a”aJjisy AacTb 3MOI'y y Mall6yTHbOMY aKTHBHO BUKOPUCTOBYBa-
TH Cy4acHi aHaJiTUYHI MeTOJU i NpUilOMHU, 3aBASKU SIKHM MOXKHa
CTBOPUTHU NEPESYMOBU AJisl Giibll epeKTUBHOI'O BUKOHAHHS OIle-
PaTUBHUMHM 1 CIAIJYUMU MiAPO3JiIJIaMH CBOIX 3aBJaHb. lle, cBo€m
Yeproi, CIpUATHME MifiBUIeHHI0 edeKTHUBHOCTI NMpPOTUAil 3J0-
YUHHOCTI 3arajiom.
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