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PREFACE

The issues of security management in the conditions of the modern environment
instability are of top-priority and stipulate continuous scientific research on the
topics of the global and national economic, technological, food, energy security,
innovation aspects of forming social, educational, and information security,
management of economic security in conditions of integration processes and other.

In the early 21st century, the world faces with cardinal transformations
accompanied by changes in geopolitical configurations, integration processes and
other changes that affect the state of national and geopolitical security. The events
of the last decade have revealed an exacerbation of the problems of global security
and the ambiguous impact of the processes of globalization on the development
of different countries. Under the circumstances, the rivalry between the leading
countries for redistribution of spheres of influence is stirring up and the threat of
the use of force methods in sorting out differences between them is increasing. The
global escalation of terrorism has become real, the flow of illegal migration and
the probability of the emergence of new nuclear states are steadily increasing, and
international organized crime is becoming a threat. In addition, in many countries
there is an exacerbation of socio-political and socio-economic problems that
are transforming into armed conflicts, the escalation of which is a real threat to
international peace and stability. These and other factors have led to the fact that
the potential of threats to global and national security has reached a level where,
without developing a system state policy to protect national interests and appropriate
mechanisms of its implementation, there may be a question of the existence of
individual countries as sovereign states.

The threat of danger is an immanent, integral component of the process of
civilization advancement, which has its stages, parameters and specific nature.
Obviously, the problem of security in general, and national one in particular, should
be objectively considered in terms of its role participation in the development
process, that is, to set it up as both destructive and constructive functions (as regards
the latter, it is necessary to emphasize the undeniable fact that the phenomenon
of safety is based on counteraction to the phenomena of danger, the necessity of
protection from which exactly stimulates the process of accelerating the search for
effective mechanisms of counteraction).

The formation of new integration economic relations in Ukraine and the
intensification of competition objectively force managers of all levels to change
radically the spectrum of views on the processes of formation and implementation
of the security management system in unstable external environment that is hard
to predict. Today, the main task is to adapt not to changes in market conditions
of operation, but to the speed of these changes. In this regard, there is a need to
develop effective security management mechanisms that are capable of responding
adequately and in due time to changes both in the internal and external environment.



Therefore, this problem is being paid more attention in theoretical research works of
scientists and practical activity of business entities.

Taking into account the fact that the traditional means of national and geopolitical
security as a mechanism in its various models, forms, systems have reached their
limits, since they do not contribute to solving the problems of globalization of the
civilization development, there is an objective need to form a paradigm of security
management in the 21st century, which aims to confront destruction processes; to
harmonize activities of socio-economic systems: society, organization, the state, the
world. The joint monograph «Security management of the XXI century: national and
geopolitical aspects. Issue 2» is devoted to these and other problems. The progress
in the development of the theory of security management on the basis of the analysis
of theoretical and methodological works of scientists and the experience of skilled
workers presented in the joint monograph creates opportunities for the practical
use of the accumulated experience, and their implementation should become the
basis for choosing the focus for further research aimed at improving the security
management system at the national and international levels. In the joint monograph,
considerable attention is paid to solving practical problems connected with the
formation of the organizational and legal mechanism of organization of the security
system in terms of globalization by developing methods, principles, levers and tools
of management taking into account modern scientific approaches.

In the monograph, the research results and scientific viewpoints of the authors of
different countries are presented in connection with the following aspects of security
management: national security, food, environmental and biological security, economic
and financial security, social security, personnel and education security, technological
and energy security, information and cyber security, geopolitical security.

The authors have performed a very wide range of tasks — from the formation of
conceptual principles of security management at the micro, macro and world levels
to the applied aspects of management of individual components of national security.

The monograph «Security management of the XXI century: national and
geopolitical aspects. Issue 2» consists of four parts, each of which is a logical
consideration of the common problem.

The structure of the monograph, namely the presence of particular parts, helps
to focus on the conceptual issues of the formation and development of national,
economic, financial, social, food, environmental, biological, personnel, educational,
technological, energy, information, geopolitical security, and problems of the
maintenance of the practical process of application of the developed cases.

The joint monograph is prepared in the context of three research topics:
«Management of national security in the context of globalization challenges: macro,
micro, regional and sectoral levels» (State registration number 0118U005209);
«Macroeconomic planning and management of the higher education system of
Ukraine: philosophy and methodology» (State registration number 117U002531);
«Infocommunication aspects of economic security» (Protocol 1-20 of February 04,



2020, ISMA, Latvia), which emphasizes not only scientific but also practical focus.

The results of the research works presented in the joint monograph have a
research and practice value.

The advantage of the joint monograph is the system and logic of the structure, the
simplicity and accessibility of the material presentation, the presence of examples
and illustrations.

We believe that the monograph will become one more step towards a scientific
solution of the problems concerning the formation of an effective system of security
management under trying circumstances of globalization.

Publication of the monograph «Security Management of the XXI century:
National and Geopolitical Aspects» is scheduled to be annual. Currently, Issue 2 is
offered to our readers.

With best regards,

Iryna Markina,

Honored Worker of Science and Technology of Ukraine,
Doctor of Economic Sciences, Professor,

Poltava State Agrarian Academy,

Ukraine



CONTENT
PREFACE ..ottt 4

PART 1. THE DEVELOPMENT OF THE MODERN PARADIGM OF
SECURITY MANAGEMENT AT THE NATIONAL AND GEOPOLITICAL
LEVELS

Markina I., Khan Abdul Arif. Peculiarities of providing economic security of
agro-food sphere entities of Ukraine. .. ........... ... .. .. ... ... .... 11
Riashchenko V., Zivitere M., Dehtjare J., Matjakubovs D. Business process
impact of physical access control system (pacs). .. ...........ovvurnn... 18
Pataki Szemereyné K. Global challenges of corporate expansion policy and
solutions to the Kecskemét jobmarket. ............................... 26
Balanda A. Economic exploration as a national security function: a theoretical
AP CE. .« vttt 40
Kaiser T. Improving state cpeacity of security: whole-of-government approach
in restructuring territorial public administration in Hungary . .............. 45
Melnyk T., Pugachevska K. Determinants of enhancing export orientation of
UKraine’s SErviCes SECLOT. . . . ot v vttt ettt et 55
Prokopenko N., Hudz E., Tymoshenko A., Poltorak A., Lutsenko A. Fiscal
security and information and analytical support: theoretical aspect. . ........ 65
Rudenko-Sudarieva L., Shevchenko Y. Transnational corporations behaviour
in the context of global trends, challenges and threats in the world investment

ENVIFONMENT . . . ..ottt et e e e 74
Kochetkov V., Solovei N. Insurance market safety realities and problems of
B0y .« ot 83
Stoian O., Cherniuk T. Key aspects of international economic security
management in the XXIcentury .............couiinininininenan.... 90
Fyliuk H., Lytvtnenko T., Shmalii N. Ukrainian food security: socio-economic
COMPONENES .+ v vt et et ettt e e et et et e et e e e et e 97
Diachkov D. Rospective development trends IT-technologies and information
protection technologies. .. .......... i 108

Garasymchuk I., Dranus V., Dranus L. Prospects for the development of wind
energy and ways of solving the problems of financial support of the industry in
UKIQINE . . o ot e 114

Ostapenko T., Neklesa O., Paleshko Y. Natural self-sufficiency sector as an
element of the shadow economy of Ukraine. . ......................... 121

Burdelna H., Bozhenko A. Population safety and sustainable development of
urban and suburban territories of Ukraine under climate change........... 126

Varaksina E. Agrarian sector as a factor of ensuring national food
SECUTTEY v vt et et e e et e e e e e e e e e 133



Chernonoh O., Ivko S., Moskalenko A. Analysis of the cyber security policy
Of UKraine . . . .. ..ot 138

PART 2. CHALLENGES AND THREATS TO ECONOMIC SECURITY
UNDER THE TRANSFORMATION OF NATIONAL AND TRANSNATIONAL
RELATIONS

Aranchii V. Optimization of cash flows of agricultural enterprises as a direction
of providing financial security .............. ... .. .. i, 143
Toéth R., Gyurcsik P., Sisa K., Kozma T., Szijarté B. The spread of lean
management and its connection with the financial and accounting information
SYSTOIM .« . ottt e e e e 148
Kozachenko H., Pogorelov Y., Bilousova A. Economic security of enterprise’s
development . .. ... 163
Kopytko M., Podra O., Ilkiv Y. The concepts of the mechanism for ensuring
economic security of innovation-active enterprises . . .. ................. 169
Hrynkevych O., Sorochak O., Kvak S. Innovative activity of Ukrainian
enterprises and potential of cross-border cooperation in the development of
€CONOMIC SECULILY .« . o\ vttt ettt et e e e e et 175
Yakimenko-Tereschenko N., Poberezhna N., Diachenko K., Aleksandrova
V. Approaches to the financial component modeling of businesses economic

SCCULILY . ot ettt et et e e e 183
Berezina L.,Volkova N., Bratanov B. Current thinking on new approaches to
the essence of economic security of the company ...................... 192
Tomilin O., Glushchenko J. Organization of budgetary management in
conditions of providing financial decentralization in Ukraine . ............ 197
Bortnikova M., Petryshyn N., Podra O. Economic security diagnostics of
industrial enterprises based on application of consulting ................ 204
Romanovska Y. The economic security of arboreality as a new direction of
economic basecolor. . . ... ... .. 210
Vakhlakova V. Evaluation as the subject domain in economic security studies
ofthemicrolevel. ... ... ... . . . 215
Netudyhata K., Diachenko V. Diagnostics and assessment of financial security
of the confectionery industry enterprise . . .. ........... .. ... ... 221
Voronko-Nevidnycha T., Sirenko O. Interconnection of social and economic
components of sustainable development of the agrarian sphere. . .......... 228

Halych O., Ovcharuk O., Vlasenko T. Diversification of activities in the
system of economic security of enterprises in the agri-food sector .. ... .... 234



PART 3. THE MECHANISMS OF ENSURING ECOLOGICAL, FOOD,
TECHNOLOGICAL AND ENERGY SECURITY IN THE DYNAMIC
ENVIRONMENT

Taraniuk L., Qiu Hongzhou, Taraniuk K. Theoretical provisions of enterprise

logistics as an element of the system of food safety..................... 240
Cseh B. The analysis of the possible effects of the fourth industrial revolution in
terms of the hungarian budget expenses. . .....................ooou... 246

Cherep O., Seysebaeva N., Gamova O., Kanabekova M. Interdependence of
functions and methods of innovative management in the process of management by

activity by industrial enterprise. . . ... 254
Panchenko V. A dynamic model of making decisions in the entrepreneurship
SCCUIILY SYSCIM & o\ ot vttt et ettt e e e e et 263
Zos-Kior M., Markov R., Sevryukov V. Land resources management in the
context of strengthening food security of Ukraine . . .................... 268
Lutay L., Baranets I. Management of transforming social projects as the basis
0f s0Cial SCCUTILY . . ..o\t 274
Ovcharenko 1., Tyshchenko V., Paschenko P. Economic security management
of educational institutions based on energy efficiency . .................. 281
Svatiuk O., Zerebylo 1., Rak N., Shehynska N. Innovative management and
economic security of the enterprise’s project activities .. ................ 288
Fedirets O. Management of the development of agricultural resources
18 P 297
Potapiuk 1., Mazilenko S. Food security system: conceptual
fundamentals. . . ... .. ... 303
Kobchenko M. Designing of land use of a competitive agricultural
CINECTPIISC. v v v e ettt et et e e e e e e e 308
Aksyuk Y. Management peculiarities of agro-processing enterprises marketing
system in the conditions of globalization . ............................ 321
Stetsenko M. Environmental management system of modern enterprise . . .331
MyKkhatilo V. New marketing directions .......................... 336

Vovk M., Voronina V., Mamedova Z. Implementation of energy-saving
technologies as an integral part of technological restructuring of production . . .342

PART 4.INNOVATION ASPECTS OF FORMING SOCIAL,EDUCATIONAL
AND INFORMATION SECURITY

Safonov Y., Borshch V. Personnel and intellectual security at the modern

enterprise as a component of its’ economic security. . ... ................ 348
Szilard H., Petronella M. New trends of the public management - the
remunicipaliSation. . . ... ... 353

Zhyvko Z., Ruda O., Kucharska L. Information security and economic crime:
problems and solutions . . . ........... ... 362



Shymanovska-Dianych L., Ishcheikin T., Misyuckevich V. Management by
talents in context of conception of absorptive ability of organization as direction of

providing of her skilled safety .............. ... .. .. .. ... ......... 369
Ivanova V., Ivanov O. Information security management of industrial
enterprises and its features when using the industrial internet of things . . . .. 375
Makarenko S., Kalynychenko V. Formation of a lifelong learning management
system as form of educational space protection . ....................... 381
Opalyuk T. Information security of teenagers on the internet. . ........ 389
Schandrivska O., Lykholat S., Skupejko V., Vereskla M. Applied aspects of
sociological research in the formation of state information security . .. ... .. 394
Syomych M., Demydkin O. Influencing factors of security measures on the
formation of personnel policy in local self-government bodies . ........... 403

Bodyk O., Lykhopiy V. Formation of school headmasters’ managerial
competence to ensure the internal system for education quality assurance . . .409

Shyian A., Azarova A., Nikiforova L., Azarova V. Game-theoretic modeling
of negotiations between Ukraine and Russia in a hybrid information war. . . .416

Gavrilko T. Cybersecurity as a condition for sustainable functioning of the

INfOrmation SOCICLY . . .. oot ottt e 424
Chernenko O. Quality management of students ‘professional training and
security of the educational process of higher education.................. 429
Shulzhenko 1., Pomaz O., Pomaz J. Peculiarities of communication processes
in modern organizations . . .. .....vuuu ettt 436
Sazonova T., Oliinyk A., Oliinyk Y. Staff development as an element of
company’s SOCial SECUrity . ... ..o v i 441
Ivanova N., Kuznetsova T. Higher education: current challenges . . . ... 446
Tkachenko V. Analysis of modern technologies of management of personnel
safety of the enterprises ... ...t 459

Zhylinska O., Kozlenko A., Novikova I. The mission of the modern research
university in Ukraine. . . ........... . . 463



QUARTERLY 2017:(3) pp. 294-310.

15. Lentner Cs. (2018). Excerpts on the New Ways of the State’s Involvement
in the Economy - Hungary’s Example. ECONOMICS & WORKING CAPITAL
2018(3-4) pp. 17-24.

16. Kolozsi, P.P. ; Lentner, Cs. ; Parragh, B. (2017). Kozpénziigyi megajulas és
allami modellvaltas Magyarorszagon. [Renewal of Public Finances and Change of
the State Management Model in Hungary] POLGARI SZEMLE: GAZDASAGI ES
TARSADALMI FOLYOIRAT 13(4-6) pp. 28-51.

17. Lentner, Cs. (2015). Az 0j magyar allampénziigyi rendszer — torténeti,
intézményi és tudomanyos Osszefliggésekben [The new Hungarian public finance
system - in historical, institutional and scientific contexts]. PENZUGYI SZEMLE/
PUBLIC FINANCE QUARTERLY 60 (4) pp. 458-472. [in hungarian]

INFORMATION SECURITY AND ECONOMIC CRIME:
PROBLEMS AND SOLUTIONS

Zinaida Zhyvko,
Doctor of Sciences (Economics), Professor,
Lviv State University of Internal Affairs, Lviv, Ukraine,
Olha Ruda,

Doctor of Sciences (Economics), Associate Professor,
Lviv State University of Internal Affairs, Lviv, Ukraine,
Liliia Kucharska
Postgraduate Student,

Lviv State University of Internal Affairs, Lviv, Ukraine

Any activity should be based on certain principles, reconnaissance activity is
not an exception.

Principles are guiding ideas, fundamental aspects, developed by operative
and reconnaissance practice expressed in the norms of legislative acts; political,
economic and social patterns of Ukrainian society development; ethical and legal
understandings of the citizens of Ukraine about the meaning, purpose, tasks and
procedures for carrying out operative and reconnaissance activities.

The first and most important principle of the organization of any reconnaissance,
in particular economic, is the impartiality in the selection, systematization,
processing and transmission of the information received to the addressee.

The principle of systematic information obtained by economic reconnaissance
ensures the reliability of the data, and therefore, the effectiveness of intelligence.
It is due to the fact that most objects, companies, corporations, enterprises,
organizations, etc., are complex systems that have such components as production,
marketing and financial subsystems. Since they are inseparable and interdependent

362



units, their indices must be mutually confirmed.

In business organizations, the greatest interest and, accordingly, the number
of threats arise in the field of economics. Therefore, operative and reconnaissance
activities to ensure economic security are the main ones.

Other important principles of planning for reconnaissance in the economy are: (1)
Determining the purpose of conducting reconnaissance activities; (2) Determination
of the subject’s need of the economic activity in information to achieve these goals;
(3) Identification of sources to obtain the necessary information.

For productive economic activity, the management of the enterprise must adopt
multi-level solutions, the information support of which is provided by the system
of economic reconnaissance. Management of any organization has at least two
levels: management of the current activities of the enterprise and management of
its strategic development. The results of the excepted decisions on these issues are
demonstrated variously: current - in the near future, strategic - in the future.

It should be noted that the nature of information for each level of decisions is
different. In this regard, in the work of economic reconnaissance department of the
enterprise, should be distinguished two components:

Strategic (macroeconomic) - collection and analysis of strategic information on
global processes in economy, politics, technology, etc., which can (positively or
negatively) affect the development of an enterprise.

The purpose of the strategic level of decision making (opening of new
production, introduction of new goods or services on the market, etc.) is to
determine the direction of further development of the enterprise. These decisions
determine the need to orient themselves in the market and analyze the prospects
for its development, that is, to see the market places that have not yet been filled by
competitors.

Unfortunately, in our country, business executives spend less time on strategic
management. However, a serious business is designed for many years, and the fact
that the enterprise will fit in its development in 5-10 years, you need not only to
plan, but also scrupulously to calculate in advance: which political associations to
support, and which is not worth it; in which «noisy» cases to participate, and from
which it is desirable to stay away, despite their external attractiveness. Information
for reflection on these important issues facing the management of the company, and
should provide a strategic component of economic reconnaissance.

Operational and tactical (microeconomic) component of economic
reconnaissance - collection and analysis of operational and tactical information for
the approval of the management of sound decisions on current problems of the
enterprise.

The purpose of the operational and tactical level of decision making
(construction or purchase of a building for a new workshop, training of personnel
for the production of new products or the provision of new services), in accordance
with the direction of further development, - to choose the optimal way to achieve it
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and minimize the cost of development in this way [1; 2].

Purposes of intelligence activities are clearly structured. Each goal is
predetermined with the purpose of a higher order, while remaining autonomous
for the needs and sources of information. So, after the strategic goal (definition
of the direction) is an operational and tactical goal (the choice of the best way of
development and it advancement ahead).

Creating an «e-mail system» linking various divisions of an enterprise will solve
the problem of timely dissemination of open (non-public) information documents.

The purposes of creating a system of economic reconnaissance of the enterprise.
The main purpose of the economic reconnaissance system is to: ensure the company
management with reliable, objective and complete information about the intentions
of partners, affiliates, clients and counterparties, about the strengths and weaknesses
of competitors; collect data that can influence the position of opponents in business
negotiations; inform about possible crisis situations; administrate and control of
implementation of concluded agreements and agreements reached earlier.

The main tasks of organizational and technical protection of
information (OTPI)

organization and coordination of work on providing
comprehensive PI at the enterprise

» monitoring the compliance with the requirements and assessing
the effectiveness of the units in the enterprise staff to provide

ISE
performance of separate administrative and technical support
> functions of the ISE
formation. support and documentary support of theISE atall |,
levels
implementation of various information security measures
administration of individual information system «—

Fig. 1. The main tasks of organizational and technical protection of information

In general, it is customary for banks, joint — stock companies, large firms to
organize security services (SS), which include competitive intelligence (CI),
counterintelligence, technical protection (TP), throughput and security units. In
particular, the units of organizational and technical protection of information of the
enterprise is an independent structural unit of the enterprise engaged in protection
of information of resources (PI). The main tasks of organizational and technical
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protection of information (OTPI) and information security of the enterprise (ISE)
are (fig.1):

The main features of the operation of the enterprise, the composition of the tasks
of the units and its internal organizational structure in each case is determined by the
following features (fig. 2):

|

the importance of information resources in the
enterprise and the nature of threats

attitudes of management and business owners to
the information security issues and managerial
qualifications

functionality and nature of the information
systems (IS) used, their role in business processes

organization of the work and structure of IT-
serviee

Features of the operation of the
enterprise

financial status of the enterprise

|

Fig. 2. Features of the operation of the enterprise

There are anumber of functions related to providing information security, namely:
(1) functions related to the formation, support and documentary provision of the
company’s information security policy; (2) Functions related to the implementation
of the information protection facilities; (3) Functions related to the administration
of information systems and information security systems; (4) Functions related to
the control of compliance with the requirements of the information security policy
and the conduct of audits [1; 2].

Subdivision of organizational and technical support (SOTS) is as a structural unit
in the Enterprise Security Service, it includes the Information Security Division (ISD).

The employees of SOTS are in administrative and functional subordination to
the head of the enterprise, who is responsible for ensuring information security at the
enterprise. The conclusion of the head of information security from the structure of IT
services at Enterprises is one of the important modern trends in business management,
information technology and information security, because, according to some experts,
these units have some Partially mutually controversial interests and therefore some
assignments cannot be effectively resolved within a single structural unit [2].

Aspartof IDS of the enterprise, the company usually allocate independent groups
specializing in the performance of certain functions: (1) Administration Department
of IS; (2) Department of normative documents; (3) Information Security Audit
Department; (4) The Implementation Department of the IS and the ISS.

The Department of normative documents solves tasks related to the formation,
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support and documentation of the ISE policy, and should mainly include management
and business analysis professionals who have undergone additional training in the
field of Information security management. Also the department consists of lawyers.

The Department of information systems administration, as well as the IS
implementation department and the ISS include IT and means specialists with
significant experience in implementation and operation of corporate IS.

In general, the implementation of the existing information security policy
requires the company to attach considerable effort.

One of the main and most difficult directions of work is to work with the personnel,
whose goals are: 1) selection and checking of the personnel, for work; 2) training
of employees; 3) Achieving mutual understanding of executives and employees in
providing IS; 4) Psychological training of personnel to avoid the influence of social
engineering methods.

Thorough selection is conducted in the ESS and in the information security
subsection, one of the important fundamentals of HR work is its training in ways of
providing IS and safe work with the information system. Training and subsequent
control of knowledge gained can be both primary and repeated.

In general, an employee of an enterprise cannot be admitted to the performance
of his / her duties and work with the IS without passing training on IS and
fulfillment of the following requirements: 1) Detailed acquaintance of the current
on the enterprise requirements and General rules; 2) knowledge of the methods
and techniques of the IS, required for the performance of functional duties; 3)
acquaintance with the measures of disciplinary, administrative, criminal liability
which may be applied to it in case of violation of the requirements, and also in case
of damage on its fault.

At the end of the employee must give all necessary obligations to non-disclosure
confidential information, to certify that he is fully acquainted with the basic
provisions of the security policy.

In the process of operation, the company can also conduct periodic monitoring
of knowledge and skills related to providing information security for the purpose, to
certify the competence of employees in this field. Also one of the teaching tools can
be a periodic acquaintance of the staff with real examples of the recently occurring
incidents related to information security. In addition, the additional training of
personnel of the enterprise is carried out in the following cases: introduction of new
automated information systems; Business processes changes;

Changes in security policy requirements (example: due to changes in legislation
requirements) [2].

Similar organizational measures to ensure the protection of information may be
necessary and when changing business processes of the enterprise, when its structure
changes, distribution of functions between the units and duties of employees,
and accordingly, are made Changes in organizational charts, staff murals and job
descriptions. The changes in the security policy requirements may be related to the
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emergence of new threats, changing legislative requirements, expanding markets,
changing the attitude of management and owners of the enterprise to issues of
information security and other factors. All these clarifications and changes should
also be timely and fully to the staff.

The modern information system is a complex system, consisting of a large
number of components of autonomy varying degrees connected among themselves
and exchange data. Almost every component can be exposed to external influences
or go wrong.

The general threat classification of an automated information system of an object
is as follows: 1) the threat of data confidentiality and programs; 2) the threat of the
integrity of data, programs, hardware; 3) the threat of data availability; 4) threat of
refusal to execute transactions [2; 3].

An assessment of the vulnerability of an automated information system
and the construction of an influence model involves the study of all options for
implementation the above threats and identification the consequences to which they
lead. Information security threats can be conditioned by human factors, human-
machine and machine factors.

Human factors are divided into: passive threats (threats caused by activities
that are accidental, unintentional) and active threats (threats caused by intentional,
deliberate actions of people) [1; 4].

There are threats of damaging data processing systems caused by physical
influences of natural phenomena that are not human-dependent.

However, the wider and more dangerous range of artificial threats caused by
human activity, based on motives, can be distinguished: 1) unintended threats
caused by mistakes in design, preparation, processing and transmission of
information; errors in the actions of the staff, software, accidental crashes in the
work of computer facilities and communication lines, power supply, user errors,
the impact on the equipment of physical zeros, etc.; 2) deliberate threats caused by
unauthorized actions of service personnel and unauthorized access (UAA) to the
information by the third party.

Threats that are not related to human activity [3]. Therefore, in the design and
operation of data processing systems, there are mandatory fire prevention issues.
Particular attention should be paid to protection against the fire of computer data
carriers, file servers, individual computers, communication centers, archives,
and other equipment and premises or special containers, where huge massifs of
very important information are kept. For these purposes, special fireproof safes,
containers, etc. can be used. Another threat to data processing systems in computer
systems is lightning strikes. This problem does not arise often, but the damage can
be caused very large.

Organizational and legal ways: (1) non-compliance with the requirements of the
legislation and delays in the adoption of the necessary legal and regulatory provisions
in the information field; (2) unlawful restriction of access to documents [2; 3].

367



Illegal collection of information can take place via: 1) stealing of relevant
information or objects that it contains from the premises where they are stored;
2) secret criminal penetration of the premises and copying information on paper
or electronically; 3) bribing employee of a company that had or has legal access
to information; 4) bribery of intermediaries in the negotiations which have certain
information; 5) illegally obtaining information from lawn for cement or regulatory
authorities, which collected such information while performing their direct duties;
6) threats of physical violence against a person or his close relatives to whom
information has been authorized as work responsibilities; 7) blackmail an employee
who is on the «hook» because of certain circumstances; 8) installing a spy as a
member of staff of an enterprise; 9) recruiting an active employee or using an
incentive to disclose information by a laid off person on the grounds of ethnic, racial,
religious affinity, to avenge manager for illegal dismissal, transfer to another job,
dismissal; 10) using various technical devices that record and transmit information;
11) penetrating the computer networks.

Is very important Enterprise competitive intelligence activities, external
and internal monitoring of team morale, identifying risk factors, timely receipt
and processing of information, cooperation with law enforcement and security
agencies are very important for counterintelligence division of the enterprise.
Only a systematic and comprehensive approach to enterprise security will lead to
developing a common approach and mechanism of protecting business.
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