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FORMATION OF THE HIERARCHY MODEL
OF THREATS IMPACT ON PERSONNEL SECURITY OF BANKS
Abstract. The conducted theoretical and analytical study, which included acquaintance with
the achievements of domestic and foreign scientists on ensuring the personnel security of banks and
assessing the personnel security of the banking sector of the economy, allowed to develop oriented
graphical models and corresponding reachability matrices, and served as a basis for hierarchical
ordering of key threats to bank personnel security. The hierarchical ordering of threats to the
personnel security of the banking sector of the economy is based on the application of the graph
theory method. The models developed give an idea of the need to implement safeguards against key
threats, which is important in view of resource constraints and maximizing the effectiveness of
security actors. The result is averaged for most domestic banks, as each of them is influenced by the
external environment and changes caused by internal processes. A mechanism for counteracting the
influence of external and internal threats on the personnel security of banks has been constructed,
which takes into account the current trends in the development of the banking sector. The
application of system analysis and graph theory made it possible to hierarchically regulate the
impact of key threats on personnel security, which became the basis for the development of a model
that graphically determines the priority of developing and implementing security measures for each
threat, and justifies the possibility of applying one of the options passive protection and active
protection. As a result of the theoretical and analytical study, a number of key external and internal
threats to personnel security of banks have been regulated and identified. By applying graph theory
and mathematical modeling hierarchically ordered and determined the severity of the impact of
threats on the personnel security of banks, which subsequently allowed to create a defense
mechanism to counter them.
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®OPMYBAHHSA MOJEJII IEPAPXII BILTUBY 3ATPO3
HA KAJIPOBY BE3IIEKY BAHKIB

Anorauisi. [IpoBeneHe  TeopeTHMKO-aHATITHYHE  JIOCTDKEHHS, fAKe Tepeadadano
O3HAMOMJICHHSI 3 JIOPOOKOM BITYM3HSHHMX 1 3aKOPAOHHMX HAyKOBI[IB CTOCOBHO 3a0e3NedeHHs
KaapoBoi Oe3mexku OaHKIB Ta 3MIMCHEHHS OIIHKKA KaapoBOi Oe3neku OaHKIBCHKOTO CEKTOPY
€KOHOMIKH, Jajl0 3MOTY pO3pOOWUTH Opi€HTOBaHiI rpadiuHi MojAedal Ta BIAMOBIAHI iM MaTpuUIl
JOCSKHOCTI, SIK1 B110Opa)xaroTh 3B A3KU MIXK 3arpo3amH, 1 OCIyTyBajIl OCHOBOIO JUIsl 1€papXi4HOIO
BIIOPSIKYBAaHHS KJIIOYOBUX 3arpo3 Uil KajapoBoi Oe3meku OaHKiB. lepapxiuHe BHOPSAKYBaHHS
3arpo3 KajapoBiii Oe3memni 0aHKIBCHKOTO CEKTOPY €KOHOMIKHM 3IHCHEHO Ha OCHOBI 3aCTOCYBaHHS
MeTtoay Teopii rpadiB. Po3pobieHi Moaeni aroTh ySABISHHS MPO HEOOXITHICT peai3allii 3aXUCHUX
3aX0[iB HIOZ0 KIIOYOBUX 3arpo3, L0 BaXKJIMBO 3 MOIJISAY OOMEXKEHOCTI pecypciB Ta JTOCATHEHHS
MaKCUMaIbHOI €(heKTUBHOCTI MK cy0’ekTiB Oe3neku. OTpuMaHul pe3yabTaT € YCEPEIHCHUM IS
OUTBIIOCTI BITYM3HSAHMX OaHKIB, a/pKe KOXEH 13 HUX MepedyBae MiJl BIUIMBOM 30BHILIIHHOTO
CepeIoBUINA Ta 3MiH, SIKI CIIPUYMHEH1 BHYTpilIHIMU nporecamu. [1o0yaoBaHo MexaHi3M MPOTULT
BIUIMBY 30BHIIIHIM 1 BHYTpIIIHIM 3arpo3aM KaJpoBiii Oe3memi OaHKiB, SIKMIl ypaxoBye cydacHi
TEHJEHIII] pO3BUTKY OAaHKIBCHKOiI cepH. 3acTOoCyBaHHS CUCTEMHOTO aHali3y 1 Teopii rpadis naio
3MOI'y 1€papxiuHO BIOPSJIKYBaTH BIUIMB KJIIOYOBUX 3arpo3 Ha KaJpoBy Oe3meKy, II0 CTajo
HOIATPYHTSIM JJ11 pOo3pOoOJIeHHS MoJeni, ska y rpadiyHoMy Qopmari BU3HA4Ya€ NPIOPUTETHICTh
po3po0sieHHsT Ta peai3alii 3aXMCHMX 3aXOJIB CTOCOBHO KOXKHOI 3arpo3u Ta OOIPYHTOBYE
MOJKJIMBICTh 3aCTOCYBaHHSI OJHOIO 3 BaplaHTIB MpOrpamMH 3aXUCTy: aJanTaliifHOro, MacUBHOIO
3aXMCTy Ta AaKTHUBHOIO 3axHUCTy. 3a pe3yJbTaTaMd MPOBEAEHOTO TEOPETHKO-aHATITHYHOTO
JOCIIJKCHHSI BU3HAYCHO Ta 1IeHTH()IKOBAHO HU3KY KIIOYOBUX 30BHIIIHIX 1 BHYTPIIIHIX 3arpo3 s
KagapoBoi Oe3neku OankiB. LllmsxoMm 3actocyBanHs Teopii rpadiB i MAaTEMaTHYHOTO MOJIEITIOBAHHS
1€papXivyHO BIOPSIKOBAHO Ta BU3HAYCHO BaroMiCTh BIUTUBY 3arpo3 Ha KaJpoBy Oe3reky OaHKIB, 1110
B MIOJAJIBIIOMY AaJI0 3MOTY CTBOPUTH 3aXMCHUI MEXaHi3M Ul IPOTHUIIT M.

Knrouoei cnosa: xanposa Oesneka 0aHKy, OaHKIBChbKa CHCTEMa, 3arpo3a, Oe3rneKa, Kpu3oBui
CTaH, MEXaHI3M.

®opmyi: 16; puc.: 3; Tabn.: 19; 6i6m.: 16.

Introduction. There is a need to generate new knowledge to more effectively meet the new
challenges to humanity, ensure national security, in particular economic, which is more related to
the development of the banking system in the context of increased competition in the world
markets. Banking institutions play the role of the vanguard of the domestic economy, which is able
to stabilize and move the national economy to a new level of development by generating demand
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for new knowledge. Ukraine has the necessary potential for the development of the banking system,
but insufficient attention to the secure aspect of their financial activities, particularlly in providing
personnel security, not only complicates the functioning, but also creates the preconditions for the
loss of the most valuable — labor resources. Effective activity of banks requires the use of an
effective mechanism for ensuring personnel security, especially in the field of protecting the
interests of employees and aligning them with the priorities of the development of the banking
sector.

Analysis of the research and statement of the problem. The development of issues of
personnel security as a component of economic security of the enterprise and banks has received
a lot of attention from Ukrainian and foreign scientists, in particular: L. Abalkin, 1. Bin’ko,
N. Vavdiuk, Z. Varnaliy, O. Vlasyuk, V. Vorotin, T. Vasyltsev, V. Geyets, Z. Gerasymchuk,
L. Gnylytska, N. Grebenyuk, M. Yermoshenko, Y. Zhalilo, Z. Zhivko, O. Zakharov, N. Zachosova,
A. Kovalevskaya, G. Kozachenko, R. Kvasnitskaya, O. Liashenko, I. Migus, T. Momot,
V. Muntiyan, E. Oleynikov, I. Ottenko, G. Pasternak-Taranushenko, V. Ponomarenko,
N. Reverchuk, S. Rodchenko, I. Chumarin, V. Furman, M. Shvets, L. Shemaeva, S. Shkarlet,
V. Shlemko and others. The research resulted in the development of criteria and indicators for
assessing the level of personnel security, identifying individual elements and managing it as a key
component of the bank’s economic security. However, a number of issues, including those related
to countering human security threats, remain poorly understood and need attention.

Research objective is to create a mechanism to counteract external and internal threats to
the personnel security of banks (BPS).

Outline of the main research material. Based on the results of the analytical study, which
included acquaintance with the work of domestic and foreign scientists on ensuring the financial
security of the banking sector and assessing the personnel security of banks, in particular, many key
threats to the personnel security of banks were collected. The most significant threats to the
personnel security of banks include:

- political and social instability in the country;

- adverse situation in the national economy;

- unsatisfactory level of functioning of social infrastructure institutions (education, health
care, housing, public transport, communication, culture, consumer services);

- ineffective use of recruitment and recruitment tools, vocational training;

- insufficient staff qualification;

- inefficient functioning of the system of motivation of workers to productive work;

- the possibility of abuse of office by the administrative staff of the bank;

- likelihood of theft of property and bank fraud.

Listed threats to the PS have to be describesby a set of variables. Then the process of threats
can be considered as a function:

Z_ =f(a1, ar, Az, d4, ds, de, A7, ag). (1)

To simplify further analysis, we will transfer the identified threats to Table I and mark them
with the appropriate lettering.

Table 1
BPS threats
Marks Threat
a political and social instability in the country
a unfavorable situation in the national economy (state fiscal policy, consumer demand in the

domestic market, competitiveness of domestic products in foreign markets, competition from
foreign producers)

as poor functioning of social infrastructure institutions

ay ineffective use of recruitment and recruitment tools, vocational training

as lack of staff qualifications

ag inefficient functioning of the system of motivation of workers to productive work
a; the possibility of abuse of office by the administrative staff of the bank

ag the risk of theft and fraud in a bank

Source: compiled by the author.
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Specified threats refer to the linguistic variables that are used in solving economic problems,
in particular, which relate to forecasting the state of the national economy and particular sectors of
economy [1—6]. Valid values of linguistic variables form a term set, or a fuzzy set subject to a
certain limitation [7; 8]. Linguistic uncertainties are set through linguistic models based on the
theory of linguistic variables [9].

In the process of solving this problem, a method [10] was applied, which takes into account
not only the number of dependencies between constraints, but also distinguishes their types by
giving different expert weight to each of them, and has already been applied to solve economic
problems [5; 11].

By examining experts, we find out the mutual effects of the PS threats. Mutual influences
are determined by filling the Table 2, where «1» indicates the presence of influence of one threat on
another, and «0» means its absence.

Table 2
Matrix of mutual influence of threatsof PS

a a as a4 Aas (/1 a, ag
a 0 1 0 0 0 0 0 0
as 0 0 1 1 0 1 0 0
as 0 0 0 0 1 0 0 0
ay 0 0 0 0 1 0 1 0
as 0 0 0 0 0 0 0 0
ag 0 0 0 0 1 0 1 1
a; 0 0 0 0 0 0 0 0
ag 0 0 0 0 0 0 0 0

Source: calculated by the authors.

The resulting matrix makes it possible to construct an orientation graph (Fig. 1), at the
vertices of which there are elements of a subset of the BPS threats, directly connecting adjacent
pairs of vertices for which a relation is defined. The direction of the arrow indicates that one threat
is dependent on another.

Fig. 1. Graph of the relationship between the threats to the bank’s personnel security
Source: developed by the author.

Based on the graph (see Fig. 1), for each of the threats, we construct hierarchical trees of
their relation to other threats of the BPS (Fig. 2), taking into account the effects of both types: direct
and indirect (i.e., those that pass through another threat).
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Fig. 2. Graphs of multilevelhierarchical relationshipsbetween BPS threats
Source: developed by the authors.

Using the graphs shown in Fig. 2, the scheme of interconnections between the threats of the

BPS is built, thus forming a Table 3, which, in addition to the number of the graph, shows the
directions of direct influence of each of the threats and ways of their dependence on the others.
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Table 3
Scheme of the relation between BPS threats

Graph

number Areas of impact Dependencies ways
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Source: developed by the authors.

After receiving the data (see Fig. 2 and Table 3), the total weight values of direct and
indirect effects of threats and their integral dependence on other threats will be calculated. To do
this, we introduce the following notation.

Though k;; — numberofimpacts (i = 1 — direct, i = 2 — indirect) or dependencies (i =3 —
direct, i = 4 — indirect) for j-th threat (j = 1,..., n); w; — weight i-th type. For calculations, the
following conditional values for the weights in terms of units are assumed:

w; = 10, Wy = 5, w3 = —10, W3 = -5.

Total weight values are to be marked through Sj;.

The following formula is received:

Sl-,-=kl-,-wl-(i= 1,2, 3,4;j= 1,...,]1), (2)
where n — threat number.

For the specific graph shown in Fig. 2, given the expression (2) we have:

S; =Z4:kuvvf’(7=1>_§g)' (3)

i+l
Note that in the absence of one threat to one of the connection types, the corresponding k;;
value in expression (3) will be zero.
The above formula is a basis for obtaining weighted ranking of threats, taking into account
the different types of relationships between them. Insert the obtained results in 7Table 4.
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Table 4
BPS Threat Ranking Results

&\

i

E k]j k2j k3j k4j S]j Szl S3j S4I SFJ
=

a, 1 3 0 0 10 15 0 0 60
a 3 3 1 0 30 15 —-10 0 70
as 1 0 1 1 10 0 —-10 =5 30
ay 2 0 1 1 20 0 —-10 -5 40
as 0 0 3 1 0 0 =30 =5 0
g 3 0 1 1 30 0 —-10 -5 45
a; 0 0 2 1 0 0 —20 -5 10
ag 0 0 1 1 0 0 —-10 -5 20

Source: calculated by the authors.

Table 4 is constructed using the data of Fig. 2 and Table 3. In the column «Directions of
influence» Table 3, for each of the threats, we select direct effects, the number of which is fixed by
the coefficients ki;. Column «Paths of dependence» Table 3 provides kz; coefficients. Due to the
dependence of some threats on others (see Table 3), we obtain the value of k;, and indirect effects
(influence or through other threats) from Fig. 2 is the value of ky;.

It should be noted that S3; < 0 and S4; < 0, since under the given initial conditions w3< 0 and
wy < 0. Therefore, to bring the total weight values of the threats to the origin, so positive values, we
transform the formula (3) as follows :

G =18). 4)

4
S, = Zl:kijwi +max‘S3j‘+maX‘S4j
i+

Summarizing these data, the Table 4 for establishing threat rankings will be obtained.

As can be seen from the Table 4, max|S3;| = 30, max|Sy| = 5. The indicated values according
to (4) are added in each row to the sum of the values in columns Sj;, S»;, S3; 1 S4. Finally, (4) we
obtain the resulting threat weight, which is the basis for establishing the level of priority of the BPS
threats:

Sr=[10+15+0+ 0]+ [30 + 5] = 60;
Sp=[30+15-10+0]+[30+ 5] =70;
Sk =[10+0-10-5]+[30+5]=30;
Sra=[20+0-10-5]+[30+5]=40;
Sps=[0+0-30—-5]+[30+5]=0;
Sre=[30+0-10-5]+[30+5]=45;
Spr=[0+0-20-5]+[30+5]=10;
Spg=[0+0—-10-5]+[30 + 5] =20.
By defining the severity of Sy, threats (see Table 4), hierarchy of priority for the impact of
the isolated BPS threats is built.
Thus, as a result of applying the selected ranking method [12, p. 33—41] a model of

prioritization of the impact of isolated BPSthreats was synthesized (Fig. 3), which can be used to
calculate alternative options for overcoming them.
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[ THREATS }

Level 1 Political and social instability in the country

Adverse situation in the national economy
Level 2

Lovel 3 Inefficiency of the system of employees’ motivation for productive work

Level 4 Neffective use of selection and recruitment tools, vocational training

Level 5 Poor functioning of social infrastructure institutions

Level 6 Possibility of theft of property and bank fraud

Priority increase

Level 7 Risk of malpractice by administrative staff of the bank

el [ 1 e

Level 8 Insufficient staff qualifications

Passive
protection

> Adaptlvc>

| Active protection

»

Protection program

Personnel security

[ BANK’S ECONOMIC SECURITY SYSTEM ]

Fig. 3. The model for prioritizing the impact of isolated BPS threats

Source: compiled by the authors.

Countering the negative impact of threats involves the implementation of a certain
protection program, which in terms of bank personnel security may have the following options:

- adaptive, that is, focused on adapting to the effects of threats;

- passive protection — the implementation of passive protective measures aimed at
minimizing the losses from the negative impact of threats (reactive measures), which presuppose
the preservation of the workforce with minor organizational measures, maintaining the discipline,
etc.;

- active protection — implementation of active actions aimed at counteracting the
emergence, development and impact of threats by introducing changes in the organizational
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structure of the bank (personnel restructuring), improving resource and social security,
implementing training and retraining programs, restructuring of the PS subsystem, lobbying
interests local and state authorities, etc.

Each program should contain a set of operational, tactical and strategic management
decisions aimed at achieving priority interests in the field of security of BPS.

We believe that in the next phase, it is advisable to solve a task that should involve choosing
the best option for counteracting BPS threats.

In the process of solving this problem, the methods [2; 3; 13], which were already used in
solving similar problems [4; 14].

To solve our problem, we need to specify a set of valid security program options that are
used in the BPS guarantee process, from which the choice x;, (i = 1, n = 3) (Table 5).

Table 5
Options for a security program in the process of BPS guaranteeing
Anti-crisis solution options X;
Adaptive X
Passive protection X2
Active protection X3

Source: compiled by the authors.

The following criteria were determined by which the most appropriate protection program
3axuCTy X;, — g ( = 1, m = 4)would be selected (Table 6).

Table 6
Criteria for selecting options for a security program during the BPS guarantee process
Criteria for selecting options g
Resources for the implementation of the security program 2
Time taken to develop and implement an appropriate security program Jes)
Performance of similar programs in the past Jeg)
Willingness to change 24

Source: compiled by the authors.

For certain security options, the following preference ratios are set for many alternatives:

g1l X2 X1, X2 = X3, X3 7 X1 )
X1 7 X2, X2 = X3, X1 7 X35 (6)
Q31X R X2, X3 7 X2, X3 7 Xp; (7
84. X2 = X1, X2 = X3, X3 7 X]. (8)

It is necessary to find the best protection program for a set of defined criteria. We are faced
with the problem of rational choice of a variant of a set X, on which some fuzzy relation of the
preference g1, g2,... g» With the membership functions is given: pg;: X x X — [0, 1].

To determine ®; — the weight of the i-th criterion, a matrix of paired comparisons was
formed on the basis of expert surveys (7able 8) using a special scale of relative importance of
objects (Table 7).

Table 7

The scale of the relative importance of the criteria by which options are selected

for the security program during the BPS guarantee process

Importance assessment Explanation of choice
1 g and g, criteris are equivalent
3 g criterion slightly override the criterion g,
5 g criterion override criterion g,
7 g criterion significantly override criterion g,
9 g criterion absolutely override criterion g,
2,4,6,8 intermediate values

Source: formed based on [15; 16].
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Table 8
Matrix of paired comparisons of the criteria by which the protection program options
are selected during the BPS guarantee process

8is 8m &1 £ 83 84
2 1 3 5 7
@ 1/3 1 3 5
Jeg) 1/5 1/3 1 3
o 1/7 1/5 1/3 1

Source: developed by the authors.

For the two criteria that are compared, depending on the degree of their impact on the
process of choosing options for the security program in the process of guaranteeing the BPS, we
will have an assessment of the importance, which is the corresponding element of the matrix of
pairwise comparisons in position (g, g»). The set of importance assessments, as a result of
comparison of criteria, will be placed in a matrix, designed as a table (see Table §). According to
the chosen method of determining the importance of the criteria [8], the diagonal elements of the
matrix are equal to one, and the lower part of the matrix (see Table 8) is filled with inverted values.

To establish a measure of consistency of numerical values of pairwise comparisons of the
criteria by which the choice given in the 7able § matrix, calculate the priority vector of the matrix
E, (Table 9), the eigenvalue of the matrix Ay, the IU consistency index and the consistency ratio
WU (Table 10).

Table 9
Sums of elements of columns of the matrix of pairwise comparisons of criteria
by which the choices of the security program in the process of BPS provision are made

8i 81 22 83 84
E, 0,055 0,117 0,263 0,563

Source: calculated by the authors.

Table 10
Determination of the level of inconsistency of the matrix of paired comparisons,
which is presented in the form of Table 8

Indicator Actuallyxthe matrix, Consistency Index, IU Consistency ratio, WU
Calculation results 7,195 0,032 0,025

Source: calculated by the authors.

The results of paired comparisons (see Table 8) can be considered satisfactory, since
WU < 0,1. Therefore, we have a sufficient degree of convergence of the process and a proper
consistency of expert judgment regarding the weighted values of the criteria by which to choose
among the options for the protection program in the process of guaranteeing the BPS.

The weight of the criteria by which the choice of protection program in the process of BPS
guaranteeing is made for:

- resource support for the implementation of the selected security program w; = 0,055;

- the time allotted for the development and implementation of an appropriate security
program, w; = 0,117;

- performance of similar programs in the past w; = 0,263;

- readiness for change w4 = 0,563, Z;O)f =1.
=
To solve the formulated problem of multicriteria selection, an appropriate method of
convolution of a vector criterion into a scalar one was chosen [13].

The first method of convolution O, = (1 g, is the intersection of given preference ratios.
=1

The second way is to minimize the initial relations g;as a sum
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We construct the function of the membership of the given preference relations u; (x;, x5)

(Table 11—14). There are four alternatives to each of the gicriteria. The results were assessed as

follows:

Lifx >x orx =x
x. x = . 1 n 1 n.
’ué'f( %) {0, ifx, <x,

©
Table 11

The relationship matrix for the resource implementation of the selected security program
Xilx, X1 X X3
- X 1 0 0
Xis Xp) =
#1&1(Xis Xy) - 1 1 1
X3 1 0 1
Source: calculated by the authors.
Table 12
The relation matrix for the time allotted for development
and implementation of an appropriate security program
Xxilx, X1 X2 X3
Xy 1 1 1
1gaxi, x,) =
X2 1 1
X3 0 1
Source: calculated by the authors.
Table 13

Relationship matrix for implementation performance similar programs in the past
X3

X1

X2

0

Xilx,
X

1

1

0

0

1

ugs(xi, x,) =

X2

X3

1

1

1

Source: calculated by the authors.

Relationship matrix for readiness for change

X1

=
)

Table 14

uga(xs, xn) =

Xilx,

X1
X2

— | | —_

(=1 Ll fe)

»—A>—ao3§

X3

Source: calculated by the authors.

Data are presented as ugi(x;, xn), ug(xi, xn), ugs(xi, x,), uga(x;, x,)matricesthat meet the

in the form of the

intersection

criteriag;.
The convolution of relations g, g2, g3, g
01=g1 N g N g3 N g4 with the membership function should be built (7Table 15):
:qu(xl'v )C,,) = min{/ugl (X,', Xn), ,ugz(xi, xn)a /ug3(xl'a xn)a :ug4(xl': xﬂ)}~ (10)
Table 15
Hoi1(xi, X,) matrix of minimum elements x;, x,
among abtained matices pi(xi, Xn)
Xxilx, X1 X2 X3
1 0 0
luQI(xin le) = i; 0 1 0
X3 0 0 1

Source: calculated by the authors.
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Let’s determine the ratio of strict preference for the first convolution, construct the
membership function (Table 16):

;Uél (x;,x,)= maX{O; Ho, (x;,x,)— 2% (x,,x; )} (11)
Table 16
Matrix ), (x,,x,)

;uél (x;,x,) X1 X2 X3
X1 0 0 0

X, 0 0 0

X3 0 0 0
151(X) 1 ! !

Source: calculated by the authors.

Define the set of non-dominant alternatives Ql”‘) in the set (X, Q;), and construct the
membership function (see Table 16):
20500 =1 maxgz (x,.,.3,).
Therefore, it cann be seen from the Table 16 the following u, (X)=[1; 1; 1].

(12)

Using the criteria convolution as a sum Q, = Zco g, » a fuzzy relation of the advantage of
J=1

0, with the membership function is built (7Table 17):

n
/’lQ2(xi5xn):Za)jﬂgj(xi’xn)' (13)
=1
Table 17
Matrix /4, (x;,x,)
Hyr (x;,x,) X1 X X3
X1 1 0,380 0,117
X 0,618 1 0,735
X3 0,881 0,263 1

Source: calculated by the authors.
The ratio of strict preference for the second (,’ convolution is to be defined and the
membership function constructed (7able 18):
s . 14
:ugz(xpxn) =max{O,,uQZ(xi,xn)—,UQZ(x,,,xi)}. (14

Table 18
Matrix 4, (x,,x,)
o, (x;,x,) x| x; x3
X1 0 0 0
X, 0,238 0 0,472
X3 0,764 0 0

Source: calculated by the authors.

The non-dominant alternatives by the second Q," convolution is to be defined and the
membership function constructed:
Ho, (X)=1-max/iy, (x,.x,). (15)
Therefore, there is a fuzzy subset of non-dominant alternatives to the relation 0;:
1y (X)=[0,236; 1;0,528].
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The common set of non-dominant alternatives for both convolutions (7able 19) is to be
found Q"(X) =0 (X)NQ°(X) with membership function

Hyo (X) = minus g (X); 1, (X)), (16)
Table 19
Identifying a non-dominant alternative by both convolutions
X1 X2 X3
My (X) 1 1 1
ug‘z (X) 0,236 ! 0.528
Hno (X) 0,236 1 0,528

Source: calculated by the authors.

A non-dominant alternative for both convolutions is identified:
2 (X)=[0,236; 1;0,528].

The best alternative is to consider the alternative x;, for which the degree of immunity in

both convolutions is maximum ,u”o(Xi):max,ugo‘. It is found that x, is the implementation of the

passive protection program. The degree of non-dominance of this alternative is equal to one, that is,
it is a clearly non-dominant alternative. A high degree of malnutrition also has an alternative to x3
— the use of an active protection program.

Conclusions. Theoretical and analytical research has led to the development of oriented
graphical models and appropriate access matrices that reflect the link between threats and served as
a basis for hierarchical ordering of key threats to the bank’s personnel security.
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