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INTRODUCTION
The concept of medical confidentiality has long been 
known to society1. Today, the postulate of prohibiting the 
disclosure of medical confidentiality is enshrined by the 
vast majority of countries and is part of the legal guaran-
tees for the protection of human rights and freedoms. At 
the same time, the COVID-19 pandemic has exacerbated 
the eternal conflict facing people: individual vs. public 
interests? Furthermore, the question was raised: what are 
the limits of protecting confidential information about a 
person’s illness in an epidemic/pandemic and the retention 
period of such information? A separate challenge was the 
rapid spread and use of various applications that contain 
personal data. So, it seems that today society is probably 
at the next stage of rethinking the boundaries of medical 
confidentiality

THE AIM
The purpose of this article is to establish public opinion on 
the limits of medical confidentiality in the face of epidemic 
threats exacerbation2 and rapid spread of the use of vari-
ous applications that contain personal data, including the 

state of individual’s health. This may be the basis for the 
possibility of changing the paradigm of state policy on the 
protection of medical confidentiality in an exacerbation of 
the epidemic situation

MATERIALS AND METHODS
This research is based on regulatory acts, scientific articles, 
and opinions of both medical workers and ordinary citizens 
of the Republic of Poland (hereinafter, RP), the Federal 
Republic of Germany (hereinafter, FRG), and Ukraine. 
Additionally, judicial practice, doctrinal ideas, and views 
on this issue have been used. In order to achieve the goals 
were used a set of general and special scientific approaches 
as well as the series methods, namely: dialectical, compar-
ative, analytic, synthetic, comprehensive, statistical, and 
generalization.

RESULTS AND DISCUSSION
The COVID-19 pandemic continues to actively change the 
face of the world, while more and more variants of this virus 
(SARS-CoV-2 Alpha, Beta, Gamma, Delta, Lambda) are 
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Virtual methods of patient communication with healthcare professionals use mobile electronic services (applications), and other new technologies in the context of the COVID-19 
pandemic have exacerbated the issue of understanding the boundaries of medical confidentiality and personal data protection. In order to maintain an effective balance 
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constantly appearing [3]. In such a challenging environ-
ment, society faces a number of questions: 1) how to strike 
a balance between respecting the right to medical confiden-
tiality in a pandemic and protecting public health, 2) what 
is prevalent in an epidemic/pandemic state: individual or 
public interests, 3 ) Is it appropriate in an epidemic/pan-
demic state not to disclose the fact of a particular person 
infection, 4) what are the limits of protection of medical 
information about a person’s health, 5) what are the cur-
rent threats of illegal use of personal data stored in various 
electronic databases? However, this list is not exhaustive, 
and addressing these issues requires lengthy discussions 
and in-depth research. Therefore, in our study, we limited 
the questions range to only three positions.
1.	� Medical confidentiality: the concept and liability for 

its disclosure. Medical confidentiality is a consequence 
of the development of civilization, and therefore its 
concepts and boundaries are closely linked to the level 
of development of society and its institutions. As it was 
successfully noted by Rieder Ph., Louis-Courvoisier M., 
Huber Ph. “Medical confidentiality was and is today a 
medical and societal norm that is shaped collectively. 
Any change in its definition and enforcement was and 
should be the result of negotiations with all social actors 
concerned” [4]. On the one hand, medical confidential-
ity is a burden for medical personnel and, on the other 
hand, a guarantee of their work safety and the quality 
of its performance. Medical confidentiality is still and 
will be a matter of the health care system and an ethical 
dilemma. Its concepts, limits, and conditions of the 
disclosure are always in the focus of scientists [5-10].

At the international level, the doctor’s duty to maintain 
confidentiality was enshrined by the World Medical Asso-
ciation in the Geneva Declaration (1948): “I will respect the 
secrets which are confided in me, even after the patient has 
died” [11]. But what is medical confidentiality? No interna-
tional legal act contains a clear definition of this concept. At 
the same time, in each state, regulatory legislation contains 
provisions on medical confidentiality. In general, medical 
confidentiality meaning is “the principle of keeping secure 
and secret from others, the information given by or about 
an individual in the course of a professional relationship, 
and it is the right of every patient, even after death” [8]. 
Also, researchers and practitioners have now developed 
generally accepted recommendations on the limits of 
medical confidentiality and the rules of its disclosure [12].

However, health professionals and lawyers are constantly 
faced with dilemmas about the appropriateness of disclos-
ing confidential health information and addressing the 
issue of liability for such disclosure. Each country has laws 
governing the collection, receipt, storage, use, dissemina-
tion, ensuring, and protection of confidential information, 
including the healthcare field. First of all, this right is pro-
tected by the Basic Laws of the states. For example, in Art. 
51 of the RP’s Constitution, Art. 32 of the Constitution of 
Ukraine, Art. 2 of the FRG Constitution. Also, this right 
is detailed and specified in other regulations. For example, 
in Ukraine, these are the Laws “On Information”, “On Per-

sonal Data Protection”, the Fundamentals of Health Care 
Legislation, “On Psychiatric Care”, the Civil Code, etc. In 
RP – The Patient Rights and Patients Ombudsman Act, The 
Medical Profession Act, The Civil Code Act, and Code of 
Medical Ethics which is not considered a legal act [9]. In 
FRG, the right of every individual to respect and respect 
for private and intimate spheres and to informational 
self-determination can be derived from the Basic Law in 
relation to the state vis-à-vis the citizen (Art. 1 І in con-
junction with Art. 2 І GG), the (model) Professional Code 
of the German Medical Association (MBO), the German 
Civil Code, etc. [10, р. 290-291]. In addition, each of the 
states has criminal law provisions that prohibit the disclo-
sure of medical confidentiality and determine the limits 
of punishment of a person who commits such an offense. 
In particular, in the Penal Code of RP, it is Art. 266, in the 
Criminal Code (hereinafter, CC) of Ukraine – Art. 132 
and Art. 145, in the CC of FRG – Section 203. How often 
are convictions handed down for these offenses? Quite 
rarely. Thus, for example, according to the Unified State 
Register of Judgments of Ukraine, only one sentence was 
passed under Art. 132 of the Criminal Code of Ukraine 
(judgment of the Central District Court of Simferopol 
dated 22.01.2013, case № 122/9610/2012) on the disclosure 
of medical confidentiality [13].

Some cases have also been considered by the European 
Court of Human Rights (for example, “Panteleyenko v. 
Ukraine” (Application no. 11901/02) 29.06.2006, “L.L. v. 
France” (Application no. 7508/02) 10.10.2006, “Armonas 
v. Lithuania” (Application no. 36919/02) 25.11.2008, “Bir-
iuk v. Lithuania” (Application no. 23373/03) 25.11.2008, 
“Avilkina and Others v. Russia” (Application no. 1585/09) 
06.06.2013, “L.Х. v. Latvia” (Application no. 52019/07) 
29.04.2014, “Konovalova v. Russia” (Application no. 
37873/04) 09.10.2014, “Sidorova v. Russia” (Application 
no. 35722/15) 28.05.2019 etc.

The question of the expediency of using the terms “doc-
tors secret” and “medical confidentiality” is also debatable 
today. Researchers claim that doctors’ secret is a more slang 
term, and the wording of medical confidentiality is more 
appropriate because not only doctors but also other health-
care professionals and staff are in contact with patients 
during treatment. Thus, the scope of people who are in 
touch with the information that they are obliged to keep as 
a secret of the patient is not limited to the doctor only [14, 
p. 206]. We could agree with this caveat because “doctors 
secret” is a subjectively narrower concept. Instead, “medical 
confidentiality” fully reflects the reality, encompassing not 
only doctors but also junior medical staff and persons who 
have become aware of confidential information in connec-
tion with the performance of professional or official duties.

In order to protect the rights of patients and medical 
professionals (also including from state’s interference), the 
legislation prescribes cases when the disclosure of medical 
confidentiality is lawful. Usually, a person can disclose 
confidential information if 1) the individual has given 
consent, 2) the information is in the public interest (that 
is, the public is at risk of harm due to a patient’s condition), 
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3) disclosure is compelled by law (often public risk issues 
are covered by laws that compel disclosure, such as for 
positive test results for HIV/AIDS) and 4) the information 
is in the public domain already [15]. Exactly the second 
exception is of interest in our study. As the authors of the 
publication emphasize, “You may disclose information to 
prevent ‘serious or imminent threat to the life or health of 
the individual concerned, or another. An example is if you 
become aware of information that could result in a disease 
epidemic” [15]. So, the logical question arises: is it advisable 
for a healthcare professional to keep a secret of the fact of 
person’s infection in an epidemic/pandemic?
2.	� The expediency of medical confidentiality in the face 

of epidemic threats. Today, there seems to be a need to 
review or confirm the current limits of medical confi-
dentiality. We may not focus on the time of Hippocrates 
when only one doctor examined the patient. Today, in 
addition to health workers, access to medical infor-
mation is available to a number of others through the 
introduction of health insurance, active digitalization of 
society (electronic data storage systems, mobile appli-
cations) [16], and most importantly – modern society 
is faced with the rapid and hard-to-control spread of 
coronavirus infection. SARS-CoV-2 and its strains.

As already noted, the concept of medical confidentiality and 
its boundaries are changing along with the development of 

our society [3]. In such circumstances, it seems appropriate 
to raise the question: will the COVID-19 pandemic become 
the driving force that will once again change the boundaries 
of medical confidentiality. We surveyed residents of Ukraine, 
Poland, and Germany: medical workers (Group I, 100 people) 
and ordinary citizens (Group II, 300 people) on a number of 
issues. And this poll seems to have shown that a pandemic 
could be another starting point for a new paradigm.

Thus, answering the question “Do you consider it permis-
sible to disclose data that a person is sick in an epidemic” 
only 31% of respondents in group II replied, “categorical-
ly no”. Another 7% did not have an exact answer to this 
question. Furthermore, as many as 62% agreed because it 
can help reduce the infection spread. It is noteworthy that 
from this group, 49.7% of people had coronavirus infection, 
28.3% – not, 21.4% – do not know exactly, and 0.6% did 
not want to answer this question. At the same time, when 
surveying health professionals regarding the question “Do 
you consider it permissible to disclose data that a person 
is sick in an epidemic” 22.4% answered “absolutely not”, 
10.2% – do not know the answer to this question and 67, 4% 
of respondents consider it appropriate. That is, in general, 
61.7% of respondents understand the need to change the 
view on the limits of strict protection of medical confiden-
tiality in the face of epidemic threats, which is clearly seen 
in the diagrams below. (Fig. 1 and 2).

Fig. 1. The answer of the respondents of the second 
group regarding the disclosure that the person is ill, 
in the epidemic conditions

Fig. 2. The answer of the respondents of the first 
group regarding the disclosure that the person is 
ill, in the epidemic conditions 
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Respondents from regional centers, district centers, and 
rural areas were involved in the survey of both medical 
professionals and ordinary citizens. And 66.7% (64 people) 
of surveyed health professionals live in regional centers. 
From their total number answering the question: “Do you 
consider it permissible to disclose data that a person is ill 
in an epidemic?” 72% of respondents answered affirmative, 
20% of respondents were categorically against the disclo-
sure, and the rest chose “I do not know”. Representatives of 
medical professionals from district centers and rural areas 
were 33.3% (36 people). Of these, 67% of respondents be-
lieve that information about sick people should be available 
in an epidemic, 5.5% voted against such an approach, and 
27.5% had no answer.

75.3% of Group II respondents (230 people) live in re-
gional centers. Of their total number, 56.5% are convinced 
that disclosing medical secrets in the face of epidemic 
threats will help reduce the number of infected people, 
33% believe that this is unacceptable, and 10.5% chose the 
option “I do not know”. The number of respondents from 
district centers and rural areas is 24.7%. At the same time, 
out of 70 people, 83% voted for the dissemination of infor-
mation, 11% (8 people) – categorically against disclosure, 
and 6% did not decide on the answer.

In general, we see that the vast majority of respondents 
from rural areas, district centers, and regional centers 
believe that the disclosure of medical confidentiality in 
the face of epidemic threats is justified, while residents 
of rural areas and small towns are more inclined to the 
necessity of disclose.

In our opinion, such results can be explained by: 1) a 
smaller population in district centers and rural areas, which 
results in 2) closer ties between the inhabitants of these 
settlements and 3) faster dissemination of information.

In general, this thesis is confirmed by the following 
information: most often, the expediency of disclosure is 
emphasized by those respondents of group II who became 
ill with COVID-19 (63.38%), while the lowest percentage 
of those who are committed to “concessions regarding the 
right to medical confidentiality” does not know whether 
they were sick (52.11%). At the same time, regardless of the 

category of respondents, the majority still agree with the 
expediency of disclosure in order to reduce the infection 
spread rate. Correlation between the presence of the disease 
and the attitude towards disclosure is presented in Figure 3.

It is clear that in order to adjust the current regulative 
provisions, one should first conduct a large-scale opinion 
poll and evaluate all the pros and cons of such changes. 
However, on the other hand, the results of our survey 
seem indicative and may form the basis of further, more 
in-depth research.
3.	� Use of applications to control the epidemiological 

situation and the issue of relevant personal data 
storing. As a result of the coronavirus pandemic, states 
have begun using a variety of programs to communicate 
with medical staff and patients, monitor their health, 
and people’s compliance with self-isolation through 
the use of mobile services and cell phone surveillance 
software. Appropriate software has been developed to 
monitor the symptoms of COVID-19, map the popula-
tion movements, monitor contacts of infected persons, 
execute quarantine orders, etc. In turn, this has caused 
the need to ensure the confidentiality of medical data 
and proper cybersecurity of relevant software and 
mobile services (applications), which is now actively 
discussed in society [17-18; 19, pp. 27-31]. Australia, 
China, Israel, Norway, Singapore, and South Korea 
were among the first to introduce mobile-based contact 
tracking. In the United States, there is a need to remove 
restrictions on access to communication programs for 
specific categories of people, so it was allowed to use Ap-
ple FaceTime, Facebook Messenger, Google Hangouts, 
Zoom and Skype, etc., for communication. [17]. RP 
launched the Kwarantanna Domowa mobile service. In 
Ukraine, for citizens crossing the state border, a mobile 
application of the electronic service “Act at home” was 
also introduced [22].

At the same time, it should be noted that the degree of 
interference with a person’s privacy or the level of track-
ing of persons in need of self-isolation through mobile 
services varies among the countries. Due to the general 
privacy policy in the countries of the Asian region, stricter 

Fig. 3. Correlation between the presence of the 
disease and the attitude towards disclosure
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control over the population has been established there. For 
example, in Singapore, the Trace Together application was 
created, which not only monitors a person’s compliance 
with the self-isolation mode but also records the phones 
of people with whom the person who installed the appli-
cation is in contact via Bluetooth. In China, the authorities 
did not develop any applications but instead tracked the 
movement of citizens via GPS coordinates or the use of 
bank accounts [23].

It should be emphasized that many human rights de-
fenders, specialists in the field of law (N. Korshivsky [24], 
C. Veliz [18, p. 110], M. French, A. Guta, M. Gagnon, and 
others [25]) challenge the effectiveness of such applica-
tions to reduce the level of infection spread [18, p. 112]. 
Regarding the respondents of the first group, when asked 
about the effectiveness of using the mobile application of 
the electronic service to reduce the epidemic tension on 
a five-point scale, the majority (36%) focused on mark 
three. At the same time, among the surveyed respondents 
of group II, the majority (46.5%) indicated zero efficiencies 
of the mobile application. Such a response rather indicates a 
low awareness of the population about the primary purpose 
of implementation and the use of this electronic service 
or distrust of the government. In addition, this answer 
to the question about the effectiveness of the application 
is associated with a low percentage of use of this service 
because 76% of the respondents of group II indicated that 
they did not try the application.

Today, the threat to privacy from the uncontrolled use 
of personal data, including sensitive (vulnerable) personal 
data, should be noted through applications. It seems that 
they can be divided into three main types:
1. �Threats of various kinds of abuse by the authorities 

and/or large private corporations. In the long run, the 
confidential data obtained during the pandemic period 
can be illegally used by both governmental and non-gov-
ernmental organizations for marketing purposes to 
influence the behavior of active users of social networks, 
and so on3. In addition, large technology companies now 
gain more power than government institutions.

2. �Threats related to cybercrime: today, electronic systems 
of health care facilities that store personal medical in-
formation about patients and biometric data are under 
threat more than ever before. Although many people 
believe that biometric authentication systems cannot 
be hacked or tricked, biometrics is not as reliable as 
they think4.

3. �Threats related to discrimination, undermining the 
reputation of certain ethnic groups or national minori-
ties5. After all, information about health and habits can 
be especially vulnerable in the case of employment and 
insurance [19, pp. 27-31]. Detection of disease through 
digital technology in certain religious or ethnic groups 
can also lead to various forms of harassment and violence.

However, despite the existing threats to privacy, under 
certain conditions, namely the controlled use of mobile 
services, mobile phone tracking programs to identify risks 
of COVID-2019 infection and prevent this disease, the 
pandemic can be stopped, and they could be of help to 
physicians who fight the disease. After all, most of the re-
spondents we interviewed, as noted, allow the disclosure of 
data on the disease of a person in an epidemic because it can 
help reduce the spread of infections. However, in order for 
users of mobile services to help stop the spread of diseases, 
states must ensure these programs to be user-friendly, the 
legality, clarity, and accessibility of the rules of processing 
and storage of personal data, their reliable protection.

The use of such mobile services must be strictly regulated. 
In particular, Regulation of the European Parliament and 
of the Council on the protection of natural persons with 
regard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC 
defines clear principles of personal data processing in auto-
mated systems, databases (Article 5): ‘lawfulness, fairness 
and transparency’6, ‘purpose limitation’, ‘data minimisation’, 
‘accuracy’, ‘storage limitation’7, ‘integrity and confidential-
ity’ and ‘accountability’ [27]. At that time, the poll showed 
that state officials often violate its requirements, which, in 
our opinion, may further exacerbate the conflict between 
individuals and government institutions. 

1 �Traditionally, the cure for the medical secrecy concept development begins with the appearance of the Hippocratic oath. However, some researchers note that this concept earlier appeared 
in ancient India, where the rule was: “You can be afraid of a brother, mother, friend, but never – a doctor!” [1].

2 �Hereinafter we will talk about epidemic threats coming from viruses that are characterized by high virulence and contagiousness.
3 �For example, one of the most high-profile privacy scandals is related to Cambridge Analityca, when the company used the personal data of more than 87 million users to build psychological 

profiles of voters around the world to develop personalized political propaganda and election influence [18, pp. 108].
4 �For example, in 2011 Israeli authorities announced that the entire national biometric database they owned had been stolen, along with information on names, dates of birth, social 

security card numbers, family members, immigration dates, and medical records. of the Israelites. This information was stolen by a contractor and sold to a criminal corporation, which 
later made it fully available online in the digital underground. That provided additional opportunities for a wide range of crimes [26, p. 397].

5 �In South Korea, for example, cell phone tracking has been used to confirm the link between infections and a number of LGBT nightclubs, which has provoked a backlash against a mar-
ginalized group. And in Guangzhou, China, dozens of Africans have reported evictions and other discriminatory treatment due to misrepresentation of connection with COVID-19 [25].

6 �The Norwegian National Data Protection Authority (Datatilsynet), which allowed data processing without depersonalization to track the smartphones of COVID-2019 contacts in case 
of impossibility to draw accurate conclusions, raised some reservations about maintaining a balance between privacy and protection of public health interests. [20]. It should be noted 
that among the respondents of the II group surveyed by us (ordinary citizens) 73.3% indicated that they were not informed about the purpose of collecting their personal data during 
COVID-19 and 66.7% did not consent to the processing of these data.

7 �The survey of respondents of group II showed that 89.2% did not aware of the subsequent use of personal information provided by persons during self-isolation through a mobile appli-
cation. In addition, 81.1% of respondents indicated that they were not informed about the period of storage and deletion of the information provided. As for the retention period of the 
collected personal data, 39.8% believe that they should be deleted immediately after the end of self-isolation or recovery of the person; 22% – 14 days after the end of self-isolation or 
recovery; 19.5% – after the end of the active phase of the disease; another 18.7% – 30 days after the end of quarantine.
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CONCLUSION
Thus, it can be stated that virtual means of communication 
between patients and healthcare professionals, the use of 
mobile electronic services (applications), and other latest 
technologies in conditions of increased risk of infection 
have exacerbated the understanding of medical confiden-
tiality and protection of personal data collected during the 
COVID-19 pandemic. The survey shows that a significant 
number of respondents recognize the expediency of disclos-
ing the fact of infection of a person in the face of increased 
epidemic threats. However, mass collection of personal sen-
sitive data and non-compliance with the Regulation of the 
European Parliament and of the Council on the protection 
of natural persons with regard to the processing of personal 
data and on the free movement of such data further may lead 
to exacerbation of social conflict. Therefore, we consider it 
appropriate to recommend that national governments to 
specify certain provisions of this Regulation (for example, 
on the amount of personal data collected, the retention 
period of such information, the procedure and timing of its 
destruction) in order to avoid broad interpretation of certain 
its provisions and to ensure a balance between private and 
public interests. Although previous polls show that society, 
in general, is ready to change the paradigm of public policy 
to protect medical confidentiality in the face of an epidemic 
situation escalation.
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