FINANCIAL AND CREDIT ACTIVITY: PROBLEMS OF THEORY AND PRACTICE

Volume 2 (49), 2023

fA

Mariia Blikhar

D.Sc. in Law, Professor of the
Department of Administrative and
Informational Law of the Institute of
Jurisprudence, Psychology and
Innovative Education, Lviv National
University Lvivolytechnic, Lviv, Ukraine;

(Corresponding author)

Myroslav Kovaliv

Candidate of Law, Professor, Head of
the Department of Administrative-Legal
Disciplines, Lviv State University of
Internal Affairs, Lviv, Ukraine;

ORCID: 0000-0002-9730-8401

Mariia Vinichuk

Candidate of Economic Sciences,
Associate Professor of the Department
of Finance and Accounting of the
Institute of Management, Psychology
and Security, Lviv State University of
Internal Affairs, Lviv, Ukraine;

ORCID: 0000-0002-6588-1254
Maryana Kashchuk

Candidate of Pedagogical Sciences,
Associate Professor of the Department
of Foreign Languages and the Culture
of Professional Speech, Lviv State
University of Internal Affairs, Lviv,
Ukraine;

ORCID: 0000-0001-5881-3280
Vitaliy Gapchich

Candidate of Law, Associate Professor
of the Department of Administrative
Law and Procedure, Lviv State
University of Internal Affairs, Lviv,
Ukraine;

ORCID: 0000-0001-8517-3792

Received: 02/03/2023
Accepted: 21/03/2023
Published: 30/04/2023

© Copyright
2023 by the author(s)

O®

This is an Open Access article
distributed under the terms of the
Creative Commans_ CC-BY 4.0

LEGAL REGULATION OF THE MECHANISM OF
APPLYING BLOCKCHAIN TECHNOLOGY IN THE
MODERN CONDITIONS OF DIGITALIZATION OF
THE ECONOMY OF UKRAINE

ABSTRACT

The purpose of the article is to study the theoretical foundations and practical aspects
of legal regulation of the mechanism of applying blockchain technology in the modern
conditions of digitalization of the economy of Ukraine. The results of the conducted
research give reasons to state that the legal regulation of the mechanism of applying
blockchain technology in the modern conditions of digitalization of the economy of
Ukraine is too weak and needs to be revised and improved. The article defines the
essence of blockchain technology, which is understood as a decentralized database
formed by participants and provides conditions for preventing actions related to the
falsification of data due to their chronological recording and public confirmation by all
participants of the transaction network. On the basis of a detailed study of the outlined
issues, significant problematic aspects of the use of blockchain technology at the global,
national and regional levels have been identified, the most acute of which at the current
stage is the imperfection of the legal mechanism of applying blockchain technology in
the modern conditions of digitalization of the economy. The results of empirical studies
have proved the dependence of the development of blockchain technology on the level
of development of the country and the state of the digitalization process of the national
economy. It has been established that the highest share of the use of blockchain tech-
nologies in today's conditions is observed in the USA (40%) and Great Britain (17%).
In order to solve problematic issues, the main areas of improving the legal regulation
of the mechanism of applying blockchain technology in Ukraine are proposed, among
which the need for the development and adoption of the Law of Ukraine "On Virtual
Assets" is justified, as well as the need for the implementation of international and
European law in the field of digitalization and regulation of the development of digital
technologies in the national legislation of Ukraine.

Keywords: legal regulation, blockchain, digitalization, innovative technologies, national
economy, digital assets, databases, information support
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INTRODUCTION

The strengthening of the globalization processes necessitates the reformatting of the
existing world economic order, which significantly affects the processes of transfor-
mation of international and national economies, the existing state of which is charac-
terized by the intensification of the digitalization phenomenon and its paradigmatic pro-
gress in attracting innovations. It is obvious that the digitalization of the economy is a
conditioned requirement of modernity, taking into account the intensification of the de-
velopment of information technologies. On the other hand, the development of the dig-
ital economy requires the formation of effective economic and legal mechanisms for
achieving the desired results, which requires a qualitatively new approach to the study
of the outlined issues. At the current stage, the process of digitalization of the economy
is built on four main drivers of its transformational restructuring, including (1) the In-
ternet of Things; (2) big data analysis technologies; (3) artificial intelligence; (4) block-
chain technologies, which together with quantum computing and robotics have a sig-
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nificant impact on business models at various levels of economic development and require effective economic and legal
regulation at the global, national and regional levels. The existing challenges and dangers of modern times have signifi-
cantly actualized the problem of improving the efficiency of access to financial services, strengthening competition in the
market of payment services, and intensified the process of finding additional incentives to attract investments. Taking into
account the outlined trends, the issue of legal regulation of the mechanism of applying blockchain technology in the
modern conditions of the digitalization of the economy of Ukraine acquires special acuteness and urgency and requires in-
depth study.

LITERATURE REVIEW

The intensification of the processes of information and technological progress, and the development of the latest technol-
ogies and tools on a global scale caused the widespread of IT technologies in various spheres of the socio-economic life
of the country. The problems of involving innovative developments in the country's economy have become particularly
acute since the digital transformations have spread to processes and phenomena of an economic nature. Under such
circumstances, the digitalization of the economy moves to the forefront, and the problems of its development are the
subject of active scientific discussions. At the same time, in today's conditions, the issues of researching blockchain tech-
nology, the main aspects of its application and legal regulation are gaining particular relevance. Considering the innovative
nature of this scientific category, there are different scientific approaches to the interpretation of its essence. In particular,
S. Lehominova and T. Kochura [1, p. 260] consider the blockchain as a distributed database consisting of a kind of chain
of blocks, in which the block storage devices are not connected to a central server, and the database makes it possible to
track and control the authenticity of the transactions taking place without the supervision of the relevant financial regula-
tors. At the same time, scientists insist that the blockchain is a decentralized database formed by participants and creates
conditions under which it is impossible to commit actions related to data falsification due to their chronological record and
public confirmation by all participants of the transaction network, and the main feature of the blockchain is highlighted in
the application of mathematical calculation algorithms and provision of conditions under which the influence of the human
factor in decision-making by the system is completely excluded.

V. Vorobets [2, p. 49] considers the blockchain to be a decentralized system of accounting and data storage, which widely
extends to the financial sphere of the national economy and forms the basis for the functioning of cryptocurrencies.
However, according to the scientist, with whom we fully agree, in the current conditions of economic development, the
economic and legal regulation of this innovative technology is too weak and requires the development and adoption of
additional legislative and regulatory acts capable of effectively counteracting internal and external threats without violating
at the same time, the interests, rights and obligations of all subjects.

The essence of blockchain technology P. Latkovskyi [3, p. 16—17] interprets from the point of view of the implementation
of the data storage mechanism through the growing number of single "blocks" that are interconnected and protected by
cryptography, and the spread of the blockchain, according to the scientist, is due to the intensification of the processes of
using bitcoin as a means of payment, which is one of the most common cryptocurrencies.

On the other hand, C. Zhou, Y. Li, H. Yu and X. Dong [4] claim that the use of blockchain technology is due to transactions
with cryptocurrencies. At the same time, scientists insist that both scientific categories closely interact with each other,
and blockchain functions have spread to the field of digitalization of the entire economy.

A similar opinion is held by B. Sakiz and A. Gencer [5], who consider blockchain technologies as a radically innovative way
of carrying out transactions using a virtual environment, and the emergence of bitcoin and blockchain is associated with
global changes in the world financial system. Z. Mukhammedova [6] and E. Muminova, G. Honkeldiyeva, K. Kyrpayanidi,
S. Akhunova and S. Hamdamova [7] fully agree with the position of the scientists, thoroughly researching the basic prin-
ciples of the blockchain and identifying certain problems of its application in the conditions of digitalization of the economy.

G. Sigley and W. Powell [8] consider blockchain technologies to be a priority direction of the country's development and
prove the possibility of their application in all spheres of the economy. However, they believe that the use of blockchain
technologies is not clearly regulated at the international level, which creates significant obstacles to their legal regulation
at the national and regional levels. The insufficient level of maturity of normative and legal regulation of blockchain tech-
nologies is proved by their own empirical studies of Y. Yang, Y. Shi and T. Wang [9], who claim that their feasibility is fully
proved by modern requirements, and in the conditions of digitalization of economic processes, blockchain is one of the
main tools for achieving the desired effect.
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The problems of insufficient legal regulation of blockchain technology in the context of the development of the digital
economy were set by G. Shvachych, O. Kholod and V. Busygin [10, p. 47], who established that at this stage there are no
standards and legal relations regarding the use of the specified technology. At the same time, scientists believe that there
is still no single unified definition of blockchain, and most scientists interpret it as a multifunctional information system
designed to record various types of assets.

As for the legal provision of the process of regulating the mechanism of applying blockchain technology in the modern
conditions of digitalization of the economy of Ukraine, I. Doronin [11, p. 30] rightly believes that domestic legislation on
the regulation of the organizational and legal foundations of the development of the digital economy and innovative
technologies does not meet international and European standards and is not able to adequately protect the rights and
interests of participants.

I. Abdullaeva, R. Parpieva and N. Norboyeva [12] singled out the main advantages of blockchain technology, among the
most important of which are: (1) transparency; (2) anonymity; (3) decentralization and (4) integrity. At the same time,
scientists managed to find out that large-scale integration of blockchain at this stage is impossible due to the presence of
significant technical, socio-economic, legal and regulatory barriers, however, they investigated its feasibility and effective-
ness in the financial and banking sector, in relation to land registration and transactions with real estate, in education and
medicine. Moreover, scientists insist that blockchain technologies are able to solve such problems of a financial nature as
establishing control over the economy, reducing costs and speeding up international transactions, ensuring transparency
in the functioning of the financial system, reducing the level of corruption and increasing public trust in the state and the
financial system.

In addition, W. Su [13] proves the need to introduce blockchain technology not only at the global, national, and regional
levels, but also convinces of its feasibility at the level of entrepreneurship, because this technology allows for effective risk
assessment and risk management. In this context, it becomes obvious that blockchain technologies are an innovative
direction of economic development in terms of its digitalization and modernization. Therefore, their research from the
point of view of the development of Industry 4.0 and future digital technologies is carried out by M. Javaid, A. Haleem,
R.P. Singh, S. Khan, and R. Suman [14], who state that blockchain technologies contribute to increasing the level of
security, transparency and data privacy and insist on their feasibility in the activities of small, medium and large businesses
because they allow improving the production environment and supply chains. However, as noted by W. Shi and Q. Huang
[15], the use of blockchain technologies at the level of entrepreneurship should correlate with the trends of their application
at the level of the national economy.

The conducted studies of existing scientific views in the outlined direction allow us to state that blockchain technology is
one of the most effective tools that can be used to avoid mediation in transactions, protect information resources, increase
the trust of counterparties, and reduce the level of falsification. Therefore, this technology should be actively applied in
modern conditions of digitalization of the economy of Ukraine and, at the same time, requires legal regulation at various
levels of social relations.

AIMS AND OBIJECTIVES

The purpose of the article is to study the theoretical foundations and practical aspects of legal regulation of the mechanism
of applying blockchain technology in the modern conditions of digitalization of the economy of Ukraine. Achieving the set
goal requires solving the tasks related to clarifying the essence of blockchain technology and identifying problematic
aspects of the legal regulation of its application mechanism in the modern conditions of digitalization of the Ukrainian
economy; analysis of the current state and trends of legal regulation of the mechanism of applying blockchain technology
in the modern conditions of digitalization of the economy of Ukraine, research of features, advantages and disadvantages
of blockchain technology, assessment of the state and trends of changes in the multidimensional digitization index in
certain countries of the world and in Ukraine; determination of priority directions for the development of blockchain tech-
nology in a strategic perspective.

METHODS

The methodological base of the research is built on fundamental scientific developments and general scientific and special
methods of economic analysis, in particular, the clarification of the essence of blockchain technology was carried out using
the method of synthesis, system analysis, scientific abstraction and observation; applied studies of the main parameters
of blockchain technology were conducted on the basis of the method of comparison and statistical analysis; identification
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of the problems of legal regulation of the mechanism of applying blockchain technology in modern conditions of digitali-
zation of the economy of Ukraine was carried out using a comparative analysis and a functional-systemic approach; the
formulation of conclusions and formation of the results of the conducted research is based on the method of generalization
and systematization.

RESULTS

The processes of globalization and intensification of the development of the digital economy increase the value of available
information resources, which gradually stimulates the development of digital transformations and causes the start of a
new economic system, which significantly depends on the development of digital infrastructure and on the main vectors
of global policy in the field of digital transformations. It is obvious that in modern conditions there is a need to process
large registers and information systems in which a significant number of transactions are carried out every day, and the
need to reduce the costs of processing financial transactions is becoming urgent. Blockchain technology is able to satisfy
such requests and is considered an effective tool for achieving the desired effect.

The conducted studies of the main scientific views and approaches in the field of blockchain technologies allow us to single
out their certain features and indisputable advantages, the detailed characteristics of which are shown in Figure 1.

PECULIARITIES AND ADVANTAGES OF
BLOCKCHAIN TECHNOLOGY

A high level of data storage security due to their distribution among all system participants and
automatic updating to the latest version when each change is made. The presence of consecutive
chains makes it impossible for unauthorized actions to change information

Availability of a significant level of security and two-level identification of users, which is
implemented using a digital signature and private and public keys

Mathematially justified containment of inflationary factors by increasing the complexity of mining
blocks

Significant reduction of financial and temporary costs

Validity and objectivity of information obtained from remote and independent sources

Ensuring the anonymity of network participants

Transparency of information regarding transactions and depersonalization of data

Ensuring a significant level of trust and its constant strengthening between system participants

Lack of centralized authorization

Figure 1. Peculiarities and advantages of blockchain technology.
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At the same time, we should note that the most significant advantages of blockchain technology are a high level of security,
confidentiality and security of operations carried out in the economy and in the financial sphere, in particular. However, it
should be recognized that the use of blockchain technology has a number of disadvantages and problematic aspects,
among the most significant of which are:

= an increase in the risks of committing cybercrimes, since the blockchain market is at the stage of formation, and
security tools are not always effective, as a result of which there are frequent cases of theft of funds, hacking of
crypto exchanges and trading platforms;

= a weak level of normative and legal, as well as legislative regulation of the main aspects of blockchain technology,
which leads to a low level of user trust in it;

= lack of transaction cancellation tools after its confirmation by system users;
= the anonymity of transactions causes criminals to create criminal trading platforms;
. lack of a transaction acceleration mechanism due to the need for its confirmation.

The presence or absence of certain problems with the use of blockchain technology in the economy of the countries of the
world depends significantly on the level of digitalization in these countries. Conducted research in this direction allows us
to identify certain trends regarding the ability of countries to provide access to the worldwide Internet and to information
and communication technologies, as well as their introduction into economic processes and other spheres of economy and
society. As evidenced by the results of the analysis of the state and trends of changes in the multidimensional digitalization
index in individual countries of the world in 2017-2022 (Figure 2), among the countries selected for evaluation, there are
those with higher digitalization parameters, in particular in the USA (0.92-0.98), Great Britain (0.80-0.97), Germany (0.78—
0.88), Japan (0.80-0.88), Canada (0.78-0.81) and Estonia (0.76—-0.83), but there are those in which they are too low,
namely in Ukraine (0.22-0.48), Hungary (0.47-0.52), Slovakia (0,46—0.55), Romania (0.43—-0.60) and Latvia (0.55-0.59).
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Figure 2. State and trends of changes in the multidimensional digitalization n index in individual countries of the world in 2017-2022.
(Source: calculated on the basis of: [16-21])

The conducted research made it possible to establish that the most critical situation among the selected countries was in
Ukraine, where the value of the multidimensional index of digitalization is the lowest throughout the entire analyzed period
(Figure 3), which indicates the presence of significant problems of digitalization of the country's economy and the inability
of the domestic system to effectively counteract risks and threats.
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Figure 3. State and trends of changes in the multidimensional digitalization index in Ukraine in 2017-2022. (Source: calculated on the basis
of: [16-21])

It becomes obvious that the existing trends of digitalization of the economy in each of the countries are characterized by
their ability to ensure a certain level of use of modern information technologies, access to them by the population and
skills in their productive use.

In order to identify the common and distinctive features of countries' provision of access to information and communication
technologies, communication infrastructure, provision of modern content of digital technologies and strategic priorities for
the development of the network economy and such new technological trends as artificial intelligence and the Internet of
Things, we consider it expedient to group the selected countries according to the indicator of the multidimensional index
of digitalization in 2017 and in 2022. The necessary calculations will be carried out using the technology of cluster analysis
based on the k-means method, and the obtained results will be systematized in the Table 1.

Table 1. Grouping of individual countries of the world according to the indicator of the multidimensional digitalization index in 2017
and in 2022. (Source: calculated on the basis of: [16-21])

o 2017 2022
N Country Cluster number Euclidean distance Country Cluster number Euclidean distance
1. USA 0.080 USA 0.138
2. Japan 0.040 Japan 0.032
3. Germany 0.060 Germany 0.022
4. Great Britain 1 0.130 Great Britain ' 0.012
5. France 0.080 Canada 0.062
6. Canada 0.030 Estonia 0.012
7. Estonia 0.080 France 0.070
8. Czech Republic 0.053 Poland 0.030
9. Latvia 2 0.023 Czech Republic 2 0.030
10. Lithuania 0.077 Lithuania 0.010
11. Italy 0.030 Italy 0.013
12. Ukraine 0.190 Ukraine 0.067
13. Hungary 0.070 Hungary 0.037
14. Poland 3 0.020 Slovakia ’ 0.003
15. Slovakia 0.05 Romania 0.053
16. Romania 0.020 Latvia 0.033

The results of the clustering allow us to distinguish three groups of countries that have common signs of digitalization of
the economy: highly developed countries, countries with an average level of development, and countries of the transitive
type. The first group in 2017 included the USA, Japan, Germany, Great Britain, France, Canada and Estonia, which are
characterized as highly developed countries and are able to ensure high rates of digitalization of financial and economic
processes at all levels of social relations. The second group consists of the Czech Republic, Latvia and Lithuania, in which
the indicators of digitalization of the economy are average, and financial and economic processes are gradually and steadily
moving to a new level of functioning. The third group includes Italy, Ukraine, Hungary, Poland, Slovakia and Romania,
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where sufficiently low values of the multidimensional index of digitalization were recorded, which requires an increased
study of the problems of functioning innovative information and technical systems and the search for ways out of crisis
situations arising in the field of digitalization.

Compared to 2017, in 2022 the main trends regarding the grouping of the specified countries have changed somewhat.
In particular, France left the first group and moved to the second cluster. Instead, thanks to the improvement of its own
indicators of digitalization of the economy, Estonia moved into the first cluster. Poland slightly improved its position, which
in 2017 was in the third cluster, and in 2022 managed to take a place in the second. Other countries remained unchanged
in the third cluster. It is worth paying special attention to the position of Latvia, which fell from the second cluster to the
third in the conditions of 2022, which indicates that over the past five years, this country did not pay due attention to the
problems of regulating the digitalization of the economy. In this context, it is important to conduct research on the Global
Network Readiness Index (Figure 4), which allows us to identify the main problems of harmonizing the needs of the
economy and society with the possibilities of scientific and technical progress in the field of digitalization. Studies of the
main trends in the spread of digital technologies in the modern network world reveal that highly developed countries are
able to provide more favourable conditions for this than countries of the transitive type.
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Figure 4. State and trends of changes in the Global Network Readiness Index in individual countries of the world in 2022. (Source: calcu-
lated on the basis of: [22, p. 32])

Accordingly, our preliminary research is confirmed by the results of the assessment of the state and trends of changes in
the Global Network Readiness Index in certain countries of the world in 2022, which testify to the fact that such countries
as the USA, Japan, Germany, Great Britain, Canada and Estonia position higher opportunities for the introduction of modern
digital technologies and tools in the economy and society, and their national systems are more ready for the challenges of
modernity. It is obvious that in such countries blockchain technologies are introduced much faster and more efficiently
than in developing countries, in particular, Ukraine, Hungary, Slovakia, Romania and Latvia. This thesis is confirmed by
studies of the structure of the use of blockchain technology in the countries of the world in 2021-2022 (Figure 5), where
it is clearly stated that the world leaders are the USA (40%) and Great Britain (17%).

= the USA

= Great Britain
= China

= France

= Germany

2,5 Israel
Switzerland

Other countries

Figure 5. The structure of the use of blockchain technologies in the countries of the world in 2021-2022. (Source: calculated on the basis
of: [23-24])
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At the same time, the problem of legal regulation of the mechanism of applying blockchain technology in the modern
conditions of digitalization of the economy of Ukraine, which affects not only the countries of the transitive type but reaches
the global level, is particularly acute. It is necessary to admit that the existing tools of legal regulation of blockchain
technology are too weak and imperfect, as a result of which various inconsistencies and conflict situations arise between
the participants. It is obvious that solving this problem requires the involvement of the international community because
the formation of a set of measures at the level of one country has no meaning.

The problem of resolving problematic aspects regarding the distribution and scope of digital tools in the modern world has
become actualized under the influence of the need to recognize blockchain technology, financial documents, smart con-
tracts and blockchain transactions. It is worth noting that certain developments in the outlined direction have already been
made, in particular, we should note the significant progress in this issue in the USA, where since 2018 work has been
actively carried out on the development of relevant legislative acts and the Law "On Blockchain Technology" has already
been adopted, in France the "Regulation on Blockchain" has been adopted, however, the tasks regarding the legal regu-
lation of the implementation of blockchain technology, still remains unresolved, namely: (1) there is no procedure for
entering data and transferring them via blockchain; (2) imperfection of the data protection mechanism; (3) lack of a clearly
regulated legal algorithm for error correction; (4) lack of dispute resolution procedure; (5) imperfection of the procedure
of mutual recognition of documents; (5) absence of a centralized supervisory body; (6) irregularity of the electronic sig-
nature recognition procedure.

As for Ukraine, it is worth recognizing the significant weakness and imperfection of domestic legislation regarding the
regulation of the mechanism of applying blockchain technology in modern conditions of digitalization. However, certain
positive developments have also been made. It is worth noting the successful testing of the electronic signature, which
allows its recognition in the countries of the European Union. In addition, in 2022, the National Bank of Ukraine, through
the adoption of the resolution of the NBU Board dated 07.07.2022 No. 140 "On recognition of foreign qualified electronic
trust services in the banking system of Ukraine and during the transfer of funds" [25] settled the issue of recognition of
qualified electronic trust services provided in the European Union and in the banking system of Ukraine during the transfer
of funds [26, p. 36-37].

It becomes obvious that the specified normative and legal, as well as legislative acts, are insufficient to solve the problems
of using blockchain technology in Ukraine, even with the successful implementation of international and European legal
norms [27]. Therefore, we propose to develop and adopt the Law of Ukraine "On Virtual Assets", which will normalize the
organizational and legal mechanism for regulating legal relations in the field of using blockchain technology in the modern
conditions of digitalization of the national economy.

DISCUSSION

The conducted studies of the problematic aspects of the legal regulation of the mechanism of applying blockchain tech-

nology in the modern conditions of digitalization of the economy of Ukraine allow us to reveal that this direction of devel-

opment of digital tools and their application in international and national economies is innovative and under-researched,

and blockchain technologies themselves are at the stage of formation and active development. Therefore, at the current

stage, both their advantages and disadvantages are highlighted. The most significant advantages include:

. ensuring a high level of data storage security;

= availability of a significant level of security and two-level identification of users;

. mathematically justified containment of inflationary factors;

= the possibility of significantly reducing financial and temporary costs;

= ensuring the anonymity of network participants.

The most significant disadvantages include:

= increasing risks of committing cybercrimes;

= low level of effectiveness of security tools for protection against unauthorized third-party intervention;

= imperfect normative and legal, as well as legislative regulation of the main aspects of the use of blockchain technol-
ogy;

. low level of user trust in blockchain technology;

= lack of tools for speeding up and cancelling the transaction after its confirmation by system users.
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The presence of disadvantages and problematic issues in the use of blockchain technology in the modern conditions of
digitalization of the economy of Ukraine necessitates the search for effective methods to ensure the achievement of the
desired indicators and results. In this context, the development and adoption of the Law of Ukraine "On Virtual Assets",
as a comprehensive legislative act capable of regulating legal relations in the defined area, becomes particularly relevant.
In addition, national legislation needs constant implementation with the norms of international and European law, since
the development of blockchain technologies cannot take place only within one country.

CONCLUSIONS

Thus, the results of the study of the legal regulation of the mechanism of applying blockchain technology in the modern
conditions of digitalization of the economy of Ukraine give grounds for forming certain conclusions. In particular, on the
basis of a comprehensive analysis of the main scientific approaches to determining the essence of blockchain technology,
it was established that the majority of domestic and foreign scientists interpret it as a decentralized database that is formed
by participants and provides conditions for preventing actions related to falsification of data due to their chronological
record and public confirmation by all participants of the transaction network. Significant problems with the use of block-
chain technology at the global, national and regional levels have been identified, the most significant of which is the
imperfection of the legal mechanism for applying blockchain technology in the modern conditions of digitalization of the
economy. The interdependence of the development of blockchain technologies on the level of development of the countries
of the world and the digitalization of their national economies has been established, which is confirmed by the activation
of their use in countries such as the USA (40%) and Great Britain (17%). Significant advantages of using blockchain
technology in the modern conditions of digitalization of the economy are proved, however, some of their disadvantages
are also outlined. Directions for improving the legal regulation of the blockchain technology application mechanism in the
modern conditions of digitalization of the Ukrainian economy are proposed, among which the need for the development
and adoption of the Law of Ukraine "On Virtual Assets" is substantiated, as well as the need to implement international
and European law in the field of digitalization and regulation of the development of digital technologies into national
legislation of Ukraine.
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NPABOBE PEMYJIFOBAHHSI MEXAHI3MY 3ACTOCYBAHHSA TEXHOJIOI I BJIOKYEWNH Y
CYYACHUX YMOBAX LlU®POBI3ALII EKOHOMIKWN YKPATHU

MeTolo CcTaTTi € AOCNIMKEHHS TEOPETUYHMX 3acaj Ta MPaKTUYHMX acreKTiB NpaBOBOro perynioBaHHA MexaHi3My 3acTocy-
BaHH$I TEXHOSONT 6/I0KYENH Y CydacHMX YMOBax UMpoBi3aLlii ekoHOMikM YKpaiHu. Pe3ynbTaTi NpOBEAEHOI0 AOC/IAKEHHS
[aloTb MiACTaBM KOHCTaTyBaTK, LUO MPaBOBE PErystoBaHHS MexaHi3My 3aCTOCYBaHHSI TEXHOJOrii 6MIOKYENH Y CyyYacHMX
yMoBax UmMdpoBi3aLlii ekOHOMiKM YKpaiHu € HaaTo cnabkuM Ta NOTpebye nepernaay M yAoCKOHaneHHs. Y cTaTTi BUSHa4eHo
CYTHICTb TexHonorii 611o0KYeliH, sika ineHTUdIKYETbCS SIK AeleHTpani3oBaHa 6a3a AaHuX, Wo chopMoBaHa yYacHMKaMM Ta
3abe3nevye YMOBM MoMNepemXeHHs! 1 YHEMOX/IMBNEHHS BUMHEHHS Al Wwoao danbcudikauii AaHuX 3aBAsikM X XpOHONoriy-
HOMY 3anucy Ta ny6niyHOMY MiaTBEPAXKEHHIO 3i CTOPOHM BCiX YNIEHIB Mepexi TpaH3akLuii. Ha nigcrasi getanbHoro gocni-
[DKEHHSI OKpecneHoi NpobneMaTuki BUSIBEHO BaroMi NpobiaeMHi acrekTy BUKOPUCTaHHS TeXHOorii 6rokyeliH Ha rnoba-
NbHOMY, HaLiOHa/IbHOMY Ta perioHaibHOMY PiBHSIX, HaMGINbLL FOCTPOIO Cepes SKUX Ha Cy4acHOMY eTani € HefJOCKOHaniCTb
MpaBOBOrO MeXaHi3My 3acTOCYBaHHSI TEXHOMOr 6/IOKYENH Y CydacHUX yMoBax UMGpoBi3aLii ekOHOMikKU. Pe3ynbTaTtamu
EMMIPUYHUX JOCTIAKEHb AOBEAEHO 3aMEXKHICTb PO3BUTKY TEXHOMONT 6/IOKYENH Bif PiBHSI PO3BUTKY KpaiHW Ta CTaHy Mnpo-
uecy umdposizalii HauioHaNNbHOI EKOHOMIKM. YCTAHOBMEHO, WO HalBWLLA NMMTOMA Bara BUKOPWUCTAHHS TEXHOJONIA 6/10K-
YelH B YMOBaX CbOrofieHHs croctepiraetbes B CLUA (40%) Ta BenukobpuTaHii (17%). I3 MeTO BUPILIEHHS NPO6IEMHUX
NUTaHb 3anpornoHOBAHO OCHOBHI HAMPAMKW BAOCKOHANIEHHS NPABOBOMO PErytoBaHHS MEXaHi3My 3aCTOCyBaHHS TEXHOSOTIT
6nokyeiH B YkpaiHi, cepesl sikvx 06rpyHTOBaHO HeObXiAHICTb PO3PO6IEHHS 1 MPUIAHATTS 3aKkoHy YKpaiHu «Mpo BipTyasnbHi
aKTMBMW», @ TakoxX noTpeba iMnieMeHTaLlii MbkHapoAHOro Ta EBPONENCLKOro Npasa y cdepi undpoBizaLii M peryntoBaHHS
PO3BUTKY LIMPOBMX TEXHOMOTIM Y HaLlioHaNbHE 3aKOHOAABCTBO YKpaiHu.

KnmouoBi cnoBa: npaBoBe perynoBaHHs, 6nokyeiH, uMdpoBisallis, iHHOBaLiMHI TEXHONOr, HalioHanbHa eKOHOMiKa,
undpoBi akTMBM, 6asm AaHuX, iHpopMaLliliHe 3abe3neyeHHs

JEL Knacudpikauia: E44, G01, G18, L86

DOI: 10.55643/fcaptp.2.49.2023.4003 349


https://fkd.net.ua/
https://www.fta.org.ua/

