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Abstract. As of 2024, Ukraine has been enduring military aggression from the Russian Federation for over two years. This
war has affected all aspects of the country’s life, including the IT industry. In such circumstances, it is essential to evaluate
the losses incurred by the digital sector due to military operations and devise strategies for its post-war rehabilitation.
The purpose of this study was to assess the state of IT sector in Ukraine, regarded as the main driver of post-war recovery
of Ukraine, and to gauge the extent of the damage inflicted by the war. The study was conducted using economic and
statistical analysis methods. The findings revealed that in recent years, the IT industry has become one of the top three
export sectors, contributing significantly to foreign exchange earnings and comprising about 5% of GDP. The industry also
provides jobs for over 300,000 people. During the war, the IT sector demonstrated resilience, adapting to critical conditions
and maintaining positive growth trends. However, despite these achievements, the war negatively impacted the sector,
slowing its growth. During the first year of the war, the potential losses of the IT sector ranged from 0.4 to 1.9 billion US
dollars. Areas requiring the development of regulatory support are identified. The post-war recovery of Ukraine should be
centred on a progressive sector that integrates and unites all areas of the IT industry. Primarily, a digital transformation
of the energy sector, transport, and logistics systems is proposed. The results of this study can inform the development
of strategies for the post-war recovery of the Ukrainian economy and the forecasting of its development indicators
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Introduction

A defining characteristic of the Ukrainian economy in the
pre-war period was its low level of innovative activity. This
was evident in its outdated technological base, the absence
of innovative specialists, and poor innovation management.
While leading countries worldwide have been developing
industries based on Industry 4.0 technologies and laying the
groundwork for Industry 5.0, the Ukrainian industry was
producing outdated products. Over half (58%) of Ukrainian
industrial products belong to the third technological mode,
a third to the fourth, and only 1% of Ukrainian products
can be attributed to the sixth technological mode (Kyiv
School of Economics, 2023). Today, the Ukrainian economy
is experiencing significant losses due to the war. The mili-
tary aggression of the Russian Federation against Ukraine
has caused economic upheaval, manifesting in a substantial
reduction in Gross Domestic Product (GDP), destruction of
assets, disruption of the financial sector, and a decline in
the population’s standard and quality of life. By the end of
2022, direct losses of Ukrainian enterprises amounted to
$13 billion, with indirect losses reaching $33.1 billion (Kyiv
School of Economics, 2023). Given the ongoing hostilities,
it is too early to assess the losses and outline recovery areas
fully. However, steps are already being taken towards post-
war development. The National Council for the Recovery
of Ukraine from the Consequences of the War (Decree of
the President of Ukraine No. 266,/2022, 2022) and work-
ing groups for the reconstruction of infrastructure in settle-
ments have been established. Post-war recovery of Ukraine
requires a clear understanding of the scale of losses incurred,
areas for future economic development, and sources and vol-
umes of investment needed. In this context, it is beneficial to
consider the experiences of other countries.

International financial institutions develop and imple-
ment programmes to provide financial assistance to coun-
tries in the post-war period. However, the experiences of
individual countries demonstrate that without a balanced
strategy for post-war recovery and proper prioritisation,
financial assistance is ineffective. Returning a country to
normalcy requires a well-developed recovery policy. The
post-war economic recovery of European countries has been
extensively explored. E. Reinert (2019) noted that all cur-
rently prosperous European countries used a similar strate-
gy for the post-war reconstruction of their economies: they
shifted from a raw material orientation to the processing in-
dustry and underwent a period where emulation - the desire
and aspiration to match or surpass — was their main priority.
The post-war restoration of Ukraine should focus not mere-
ly on reproducing destroyed capacities and technologies but
on developing Ukrainian industry to modern standards. Con-
sequently, the starting point for local drivers of economic
recovery is to conduct an initial assessment of post-conflict
needs and identify priorities. Moreover, as R. Sirop (2023)
noted, for success, local drivers must analyse the political
economy to understand why and how people can contribute
to the economic recovery.

Post-war recovery should provide Ukraine with the op-
portunity to move away from outdated and inefficient tech-
nologies and modernise its economy. The reconstruction of
post-war economy of Ukraine offers a significant chance to
modernise the nation, develop high-quality transportation
and logistical infrastructure linked to European countries,
and integrate Ukraine into the Euro-Atlantic community. As

S. Bandura and J. Staguhn (2023) noted, technology will
play a crucial role in this process. Currently, the Ukrainian
government emphasises the development of digital technol-
ogies as central to the country’s future recovery. V. Gerasi-
mov et al. (2019) observe that many developed nations have
initiated systematic shifts towards fostering the digital econ-
omy in anticipation of future changes. C. Cohn and C. Dun-
cansin (2018) accurately noted that war-weakened countries
need deep reform measures that will not only contribute to
recovery but also create a basis for further development. Be-
yond repairing the damages caused by war, Ukraine aims
to address the broader economic implications of recovery,
including disruptions and distortions. A key objective in the
post-war recovery plan is to increase the IT sector’s contribu-
tion to GDP to 10 percent (IT Ukraine Association, 2023a).

The purpose of the study is to diagnose the state of the
IT sector in Ukraine as the main core of the post-war recov-
ery of the country and to assess the extent of the damage
caused by the war.

Methodology

The study utilised methods of economic and statistical anal-
ysis, including factor analysis, extrapolation, and GAP analy-
sis. During the analysis of trends in the development of the IT
sector from 2015 to 2023, an economic analysis method was
employed based on a dialectical approach to understanding.
This means that the main parameters of IT sector develop-
ment were examined in accordance with the principles, laws,
and categories of dialectics, which involve studying econom-
ic phenomena in terms of dynamics, movement, and devel-
opment. All indicators were considered with their intercon-
nections and interdependencies in mind (Stetsyuk, 2010).

To assess the losses in the IT sector due to hostilities,
forecast values of key indicators obtained through the ex-
trapolation method were compared with actual values. The
calculation of forecast (potential) levels of IT service export
volumes and their share in GDP was performed by extrapo-
lating the trend. The aim of the forecast is to illustrate po-
tential future outcomes by sustaining the trends observed
in previous periods. The forecasting of indicators was based
on the hypothesis that the development trends identified
through statistical analysis of time series will continue into
the future. Trend extrapolation is a primary approach for
forecasting market dynamics. The defining feature of trend
extrapolation methods is that they rely solely on historical
values of a variable to determine its future values (Trend Ex-
trapolation Methods, 2002). The extrapolation method used
data on the volume of IT services exports and their share
in GDP for the period 2015-2023, which are considered
time series (Official website of the State Statistics Service
of Ukraine, n.d.; IT Ukraine Association, 2022; IT Ukraine
Association, 2023b). From this data, a trend was identified,
representing the overall pattern of changes in indicators over
a specific period. Simple extrapolation methods, including
linear, geometric, and exponential approaches, require mini-
mal data, have straightforward mathematical structures, and
are easy to implement (Trend Extrapolation Methods, 2002).

The application of simple extrapolation methods is
based on the assumption that the trends in IT product ex-
port volumes and their share in GDP, derived from dynamic
series, will persist into the future. The trend of changes in
indicators is described by a specific function:



y = f), (@]

where t is a time variable. Next, the time series is standard-
ised and forecasts are made for the further development of
the process. In the case of a linear trend in the development
of the phenomenon, it is advisable to extrapolate the trend
using the average absolute increase. The forecasted level
value is determined based on this average absolute increase.
This value is then added to the base level of the dynamic
series used for extrapolation:

y =Y, t+ Ay, )

where y, represents the baseline level of the series for extrap-
olation; Ay — average absolute growth; y — forecasted value
of the series dynamics level. The absolute increase will be
determined using the fundamental method of substitution
according to the formula:

Ay =y,-y, (€)]

Forecast values for the export volume of IT services and
its share in GDP are derived from the statistical properties
of the dynamic series using the following formulas. To com-
pute forecast values based on average absolute growth:

Y'iir =Y, + AT 4

To calculate forecast values based on the average growth
rate:

y In+T = yn * KPT’ (5)

where y" . is the forecast value of the indicator for the pe-
riod . (T-1;2;3;4;5); y, represents the actual value of the
investigated indicator for the last period before the forecast
period; T denotes the number of periods for which the fore-
cast is prepared; K stands for the average growth rate for
the period preceding the forecast; and A represents the aver-
age absolute growth over the historical period.

When comparing forecast (potential) and actual indica-
tors, the GAP-analysis method was employed. GAP analy-
sis functions as a tool or process aimed at identifying the
locations of gaps and discerning the distinctions between
an organisation’s current state and its desired situation or
“what ought to be” in place. GAP analysis can be described
as an organisational effort to bridge the gap between desired
and forecasted activities (Kim & Ji, 2018). Methodologically,
GAP analysis involves creating two graphs: one showing the
trends in the volume of IT product exports and their share
in GDP under stable conditions, and the other displaying the
expected results under the influence of a military invasion.
By drawing these graphs, the scale of the gap is estimat-
ed and appropriate measures are taken to fill it. Essentially,
GAP analysis entails computing and contrasting the poten-
tial level of indicators with the levels attained under war-
time conditions.

Factor analysis methods were used to determine the
impact of factors on the share of IT services exports in the
country’s GDP. Factor analysis allows for the determination
of the impact of individual factors on changes in the result-
ing indicator using deterministic or stochastic methods of
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research. In this study, a deterministic factor analysis of
the influence of the volume of IT services exports and the
volume of GDP was conducted using the method of chain
substitutions. The method involving chain substitution and
a successive approximation approach enables a gradual de-
termination of the impact that each analysed variable has on
the throughput per hour (Garcia-Vidal et al., 2019).

Factor analysis involves building a model of the forma-
tion of the resulting indicator. The model for calculating the
share of IT product exports in GDP can be presented as a
formula:

_Ew
F= oDP" (6)

The use of the chain substitution method involves a
step-by-step replacement of the factor values from planned
to actual:

1 _ Expact

Fl= GDP pl* @)
[ANExp = F'-Fpl. (€)
__Expact
2= GDP act’ &)
[NNGDP = F>-F', (10)

Exp pl, act refer to the planned and actual volume of IT
services exports, measured in billions of US dollars. Simi-
larly, GDP pl, act denote the planned and actual volume of
gross domestic product, also in billions of US dollars. [AJExp
represents the impact of changes in IT product exports on its
share in GDP, while [A|GDP indicates the impact of changes
in GDP volume on the share of IT services exports in GDP.
For the calculations, 2021 was chosen as the baseline year.
This study utilised a set of indicators for the development of
the IT sector from 2015 to 2023.

Results

The state of IT sector development in the pre-war peri-
od. The war is a profound upheaval for the country, taking
lives, destroying destinies, demolishing infrastructure and
logistics, and stifling economic development (Gavrysh et
al., 2024). While short-term military stimulation may yield
some positive effects, such as immediate economic activity,
the long-term consequences of destruction and reconstruc-
tion typically impede economic progress and undermine
national prosperity (Goldstein, 2003). The economic com-
ponent of the country’s post-war revival is crucial; with-
out ensuring rapid recovery, the nation risks falling into
the trap of internal civil conflicts. Conflict, fragility, and
poor development are intricately interconnected (Hoef-
fler, 2012). Higher growth rates in economic recovery pro-
long the duration of peace, thereby stabilising the country
(Collier et al., 2009).

The hallmark of modern economic development is the
use of knowledge as a means of production. Against the
backdrop of increasing information flows, knowledge and
information become decisive factors in economic growth.
The process of digitalisation permeates various spheres of
societal life. Under such conditions, the global trend is the
growing demand for “digital” products, the transformation
of business models, and the restructuring of the economy.
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Therefore, countries striving for progress create attractive
conditions for conducting IT business, and the scientific and
expert environment stimulates research in this area.

The IT sector has rapidly emerged as a primary driv-
er of the global economy, catalysing fundamental changes
and transformations across numerous industries in a short
period. In recent years, the IT sector has been one of the
most dynamically developing spheres in Ukraine. More and
more Ukrainian industrial enterprises are implementing Big
Data technologies, 3D printing, cloud services, and robotics.
Pharmaceuticals, mechanical engineering, and equipment
manufacturing are leading in these technologies (IT Ukraine
Association, 2022).

However, a notable feature of the national IT sector is
its focus on the external market. The Ukrainian IT indus-
try has become a formidable competitor globally, serving

as a reliable source of foreign exchange earnings that help
sustain the hryvnia exchange rate. Consequently, the impor-
tance of IT services in the export structure is also increasing.
Between 2015 and 2022, the export volume of computer
services increased 4.3 times, reaching $7.35 billion, with an
average growth rate of 26.8%. In 2023, for the first time in a
long period, there was a decrease in the volume of computer
services provided (Fig. 1).

This trend is characteristic of the export-oriented seg-
ment of the IT industry. The Ukrainian market for digital
technologies has not developed at the same rapid pace. The
export focus is also reflected in the types of IT companies.
According to the Tech Ecosystem portal, the vast majority of
IT companies (73.75%) are product companies, 22.7% are
service companies, and only 3.7% are R&D centres (Fig. 2)
(IT Ukraine Association, 2023).

y = 0.3283x + 1.3028 5
6 .
32 P e 4
2.7 Beesesnastt
24 et
4 22 4T 3
1.8 2L A
................. 2
9
| 1
1.7
o 0
2015 2016 2017 2018 2019 2020 2021 2022 2023
mm the volume of computer services, $ billion
the share of computer services exports in GDP, %
--------- linear (the share of computer services exports in GDP, %)

Figure 1. The volume of computer services in Ukraine during 2015-2023 and their share in GDP

Source: based on data from IT Ukraine Association (2023b)
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Figure 2. Number and structure of IT companies in 2021-2023

Source: based on data from IT Ukraine Association (2023b)

The modern Ukrainian IT sector comprises about 2,500
companies actively operating in the market. Human capi-
tal is the driving force behind the development of the IT
sector. As of the end of 2023, the IT sector employed more
than 346 200 specialists. At the beginning of 2024, the 50
largest IT companies in Ukraine employed over 74.7% of
these specialists. In 2022, nearly half of the IT companies
observed negative growth dynamics, with the total number
of IT specialists decreasing by almost three thousand. More
than 60% of IT companies have not suspended hiring in
Ukraine since the war began. However, the hiring struc-
ture has changed: 9.5% of companies have increased the
number of vacancies, 27.1% are hiring specialists at pre-
war levels, 49.5% have reduced the number of vacancies,

and 3% have completely stopped hiring employees (Nahat-
kin, 2023). The hiring structure also varies depending on
company size — the largest (1000+ employees) and small-
est IT companies have reduced the number of vacancies the
most, by 66% and 58%, respectively. In companies with
11-50 employees, the number of vacancies decreased by
56%, with 51-100 employees — by 45%, with 101-1000
employees — by 43%, with 1000+ employees — by 66%
(Nahatkin, 2023). A specific feature of the IT sector is that
most IT specialists work with companies as sole proprie-
tors, which affects taxation. The majority of IT specialists
who cooperate with companies as individual entrepreneurs
pay taxes independently under the simplified taxation sys-
tem and pay a single tax. It should also be noted that the
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single tax paid by individual entrepreneurs remains 100%
in the local budgets where they are registered. Therefore,
it can be stated that IT workers contribute to local budgets
and regional development.

As of January 1, 2024, the amount of taxes and fees paid
by the IT business to the consolidated budget of Ukraine
amounted to UAH 35.9 billion, which is UAH 4.4 billion

2021 2

e

m corporate income tax
VAT

single social contribution
m other tax payments

8.1
9.6 I

entities
W individual entrepreneurs

(11.5%) more than in 2022 (IT Ukraine Association, 2022;
IT Ukraine Association, 2023b). In the structure of taxes
paid by IT companies, the largest components are personal
income tax and the single social contribution (Fig. 3). Con-
sequently, over the past decade, the IT sector has tended to
grow rapidly and has gradually become the driving force of
the entire Ukrainian economy.

2023 3.5
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Figure 3. Taxes paid by IT companies during 2021-2023

Source: based on data from IT Ukraine Association (2023b)

Predictive assessment of the IT sector development.
The development of the IT sector in the pre-war period was
characterised by positive dynamics. As noted earlier, even
under the conditions of a full-scale invasion, the IT industry
is showing positive dynamics. However, the war has affected
all sectors of the economy, including the IT sector. An anal-
ysis of deviations (GAP) in the development of the industry
allows for prompt corrective measures in the short term and
strategic decisions in the medium and long term. The devel-
opment gap of the IT industry is calculated as the difference
between the actual volume of IT services provided and its
potential level. Unlike the main statistical indicators of the
industry’s development (such as the volume of IT services
provided, the share of IT services exports in GDP, and the
number of employees in the industry, etc.). The potential
volume of IT services and the discrepancies therein are not

captured in official statistics. Consequently, both quantita-
tive and qualitative evaluations utilising statistical method-
ologies are necessary. Forecasting anticipated indicators is
conducted using historical data, with trend extrapolation
representing one of the straightforward forecasting tech-
niques. This method takes a historical trend over time and
extrapolates the dynamics of indicators if the existing trend
persists in the future. The general assumption is that whatev-
er happened in the past will continue in the future.

The results of calculating the statistical characteristics of
the dynamic series of volumes of IT services provided during
2015-2023 and their forecast are shown in Table 1. To miti-
gate the influence of fluctuations in the exchange rate of the
national currency on the forecast indicators, the volume of
IT services provided in hryvnias is converted into the dollar
equivalent using the average annual official exchange rate.

Table 1. Analytical characteristics of the time series of IT services volumes provided

Share of IT services

Export volume of IT

Increase in export of IT services, $ billion

MR export in GDP, % services, $ billion Absolute Relative
2015 1.8 1.7 - -
2016 2.1 2 0.3 17.65
2017 2.2 2.5 0.5 25.00
2018 2.4 3.2 0.7 28.00
2019 2.7 4.2 1 31.25
2020 3.2 5 0.8 19.05
2021 3.5 6.9 1.9 38.00
2022 5.27 7.35 0.45 6.52
2023 4 6.7 -0.65 -8.84
Average
value for 3.02 4.11 0.63 19.58
2015-2023
Forecast data
Forecast value of IT services exports in 2024, $ billion 7.33 8.25
Forecast value of IT services exports in 2025, $ billion 7.95 10.44
Forecast value of the share of IT services exports in GDP in 2024, % 4.28 4.48
Forecast value of the share of IT services exports in GDP in 2025, % 4.56 5.02

Source: calculated by the authors based on IT Ukraine Association (2023b) and Official website of the State Statistics Service of

Ukraine (n.d.)
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The results of the IT sector development dynamics in
2015-2023 indicate that in Ukraine, there was a trend to-
wards rapid qualitative growth in the volume of IT service
exports and their share in GDP. The prevailing economic
conditions suggest the gradual establishment of a founda-
tion for the industry’s continued progressive development.

Calculation of the impact of the war on the IT
sphere. The full-scale invasion by the Russian Federation
caused a decline in the development rate of the IT indus-
try. The GAP analysis method was used to assess the im-
pact of the war on the development of the IT sphere. In
the GAP analysis method, the initial step involves calculat-
ing the projected development indicators of the IT sector
to pinpoint disparities between their anticipated volumes
during peacetime and the volumes observed under war-
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time conditions. Forecasts from previous years serve as the
basis for projecting expected indicators, with data from
2023 used as a reference point. Subsequently, upon com-
puting all indicators, discrepancies between the anticipat-
ed values during peaceful times and their actual values
were identified.

Since the IT sphere of Ukraine is export-oriented, the
main indicator that characterises it is the volume of IT
services exports. As mentioned above, the IT sphere is the
only sphere that managed to ensure growth in the condi-
tions of active hostilities. However, the obtained results
are significantly worse than the predicted values. The gaps
between predicted and actual values can be considered
lost opportunities due to the war. To visualise the results,
the data are presented in the form of a graph (Fig. 4).
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Figure 4. Projected assessment of the decline in IT services export volume due to the war, $ billion USD
Source: calculated by the authors based on IT Ukraine Association (2023b) and Official website of the State Statistics Service of

Ukraine (n.d.)

As shown in Fig. 4, the Ukrainian IT sector missed
out on revenue from IT services exports in 2022, ranging
between $4.07 million and $1.9 billion, depending on the
calculation method. The war had a synergistic negative
impact on the overall economy, particularly on the IT
sector. Another reason for the decline in IT services ex-
ports is the overall global downturn in the IT sector. The
war in Ukraine slowed the development of the worldwide
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economy, which in turn affected the demand for IT ser-
vices. In addition, foreign customers have cited growing
risks in cooperating with Ukrainian IT companies. Under
these assumptions, in 2023, losses in the IT sector due to
the war will range from $1.21 billion to $3.92 billion.
Another crucial indicator for evaluating the IT sector de-
velopment is the share of IT services exports in the coun-
try’s GDP (Fig. 5).
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Figure 5. Predictive assessment of the gaps between the forecast
and actual values of the share of IT services exports in GDP
Source: calculated by the authors based on IT Ukraine Association (2023b) and Official website of the State Statistics Service of

Ukraine (n.d.)



The dynamics of the share of IT services exports in GDP
show diametrically opposite trends compared to the indica-
tors of the volume of IT services exports. This situation can
be explained by the opposing influences of factors such as
the volume of IT services exports and the volume of GDP
in natural units of measurement on the resulting indicator,
which is the share of IT services exports in GDP. During
2022, there was an increase in the volume of IT services
exports alongside a simultaneous reduction in GDP. To de-
termine the influence of these factors, it is necessary to build
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a factor model, establish causal relationships between the
factors, and determine the influence of each factor on the
resulting indicator.

It is advisable to apply the chain substitution method
to identify the influence of factors on the change in the per-
formance indicator compared to the base value (Table 2).
The essence of this method is to gradually replace the basic
values of the factors with the current ones to find the adjust-
ed calculated values of the generalising indicator and then
compare each subsequent calculation with the previous one.

Table 2. Factor analysis of the share of IT services exports
in GDP by the method of chain substitutions (adjusted indicators)

Interactive factor indicators

Share of export of IT

0,
Years Export volume of IT GDP, $ billion services in GDP, % Influence of factors,%
services, $ billion ’
2021 6.9 200.1 3.5 -
7.35 200.1 3.675 3.675-3.5=+0.175
2022 7.35 140 5.27 5.27-3.675= +1.595

Change in the share of IT services exports in GDP, %

5.27-3.5 = 1.77

Source: calculated by the authors based on IT Ukraine Association (2023b) and Official website of the State Statistics Service of

Ukraine (n.d.)

The data in Table 2 show that both the increase in the
volume of IT services exports and the reduction in GDP vol-
umes positively affected the share of IT services exports in
GDP. While the reduction of GDP volumes cannot be consid-
ered positive in itself, the inversely proportional relationship
between the resulting indicator and GDP ultimately contrib-
uted to an increase in the share of IT services exports in
GDP. Based on the results of all calculations, it can be con-
cluded that with an increase in the export of IT services by
$0.45 billion, the share of IT services exports increased by
0.175%, and the reduction of GDP volumes by 30% caused
an increase in the share of IT services exports by 1.595%.
Thus, the impact of the fall in GDP was twice as significant
as the impact of the increase in exports, which cannot be
considered positive.

Areas of the post-war recovery of the IT industry.
The recovery of the Ukrainian economy must be based on
the latest digital technologies. IT industry can act as the cat-
alyst for the modernisation of the national economy. During
the first year of the war, the digital space demonstrated re-
silience to changing operating conditions and the ability not
only to adapt but also to develop in critical conditions.

To achieve a rapid digital transformation of the domes-
tic economy, it is advisable to implement several measures
that will synergistically enhance the overall effect:

digital transformation of certain industries. The
energy sector is among the reconstruction priorities. This
industry requires urgent modernisation since critical infra-
structure has become the primary target for enemy attacks
(with more than half of energy infrastructure destroyed by
early 2023) (Labyak, 2023). Priority measures include im-
plementing “digital power plant” projects, digitalising the
energy sector, and using smart meters.

development of digital infrastructure. Digital trans-
formation is impossible without ensuring access to the In-
ternet. High-speed broadband connectivity is crucial for
digitalisation. Therefore, restoring services provided by
telecommunication operators in liberated territories is a
priority. However, the extent of damage to the networks is

significant, and therefore, Ukraine will not be able to re-
store them quickly without donor support.

expansion of digital public services. In the pre-war
period, several projects were implemented to ensure trans-
parency and reduce corruption risks in Ukraine, which were
well-received by the public. To continue reforms and inte-
grate Ukraine into the European digital age, it is essential to
digitise customs, trade documentation, transport and logis-
tics, and other sectors.

development of regulatory and institutional sup-
port for the “digital” recovery of the economy. In 2022, the
“Ukraine Recovery Plan” was introduced, outlining 850 pro-
jects (Ukraine National Recovery Plan, 2022). An important
aspect of post-war recovery is the “Fundamentals of Recov-
ery: Digital State” programme. The implementation of the
Ukraine Recovery Plan requires the development of appro-
priate legislation, in particular regarding the regulation of
the use of blockchain technology in public administration,
the operation of information platforms (regulation of own-
ership relations, labour relations, the taxation system, anti-
monopoly policy, cross-platform and national-international
exchange and data protection), and the introduction of arti-
ficial intelligence technologies. Ukrainian legislation can be
based on the United Kingdom National Al Strategy (2021),
which recognises AI’s ability to increase sustainability, pro-
ductivity, growth, and innovation in the private and public
sectors. A detailed study of the experience of Estonia, which,
as a post-Soviet country, is a leader in digital governance in
Eastern Europe, should be an important area of legal regula-
tion in this area (ISA2, 2019).

Over the past decades, the IT sector has driven the
development of the Ukrainian economy. Digital transforma-
tions have facilitated the modernisation of other sectors of
the economy (Fraczkiewicz-Wronka, 2021; Liepert, 2024;
Zarichuk, 2024). Digitalisation has had a synergistic effect
on the entire economy (Piddubna & Gorobynskaya, 2023).
However, the war has impeded the IT sector’s growth, re-
ducing the export volumes of “digital” products and slowing
the development pace. This is particularly highlighted by the
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European Commission when discussing the principles that
should underpin Ukraine’s post-war recovery (Communica-
tion from the European Commission No. COM(2022) 233
final, 2022). Post-war recovery in Ukraine should be based
on the use of digital technologies. Therefore, it is advisable
to establish an appropriate regulatory framework to supple-
ment the current Law of Ukraine No. 1667-IX (2023), par-
ticularly in the development of information platforms, the
use of artificial intelligence technologies, cloud technologies,
and the regulation of relations in the information sector.

In recent decades, cutting-edge technologies have be-
come a driving force for economic growth. As noted by
A. Toffler (1980), the “third wave” of human civilisation’s
development (the transition from an industrial to a post-in-
dustrial society) signifies that information becomes the most
important item of production, and cumulative knowledge,
as accumulated information, increases exponentially. A dis-
tinctive feature of the current stage of global economic de-
velopment is the proliferation of digital technologies across
all spheres of human activity — education, the economy,
medicine, finance, public administration, and more. The
spread of digital technologies confers substantial benefits
to the state, the business environment, and the populace.
At the state level, according to A. Pomaza-Ponomarenko et
al. (2020), the positive impact is seen in the improvement
of the population’s quality of life and the productivity level
of social labour. Scientists identify various manifestations of
the positive impact of digital technologies. The main advan-
tages of the digital economy, as outlined by A. Hlazova et
al. (2021), include optimising business processes within the
country, fostering the creation of new products and services
utilising Internet technologies, cloud services, virtual reali-
ty, and artificial intelligence. Moreover, benefits encompass
cost reduction achieved by minimising personnel through
the automation and robotisation of business processes, as
well as the creation of entirely new business solutions such
as interaction platforms, contemporary insurance models,
mobile educational applications, alternatives to banking ser-
vices, personalised advertising, and individual targeting of
online customers.

The process of digital transformation not only creates ad-
vantages for the economy but also presents certain risks and
threats. A group of authors led by A. Spitsina et al. (2022)
emphasises the impact of the proliferation of digital technol-
ogies on the social sphere — job loss, changes in wages, ine-
quality, the use of health-preserving technologies, efficient
resource utilisation, personal safety, and societal security.
Agreeing with the authors’ viewpoint, it is worth noting that
besides risks in the social sphere, risks also arise in the tech-
nological, economic, political, legal, and personal spheres.

Regarding the development of the IT sector under mar-
tial law, most researchers note that despite the complexities
in fulfilling export contracts, the industry continues to devel-
op dynamically. The IT sector remains the only export indus-
try that is currently operating at almost pre-war levels (Spit-
sina et al., 2022). Disagreeing with the authors’ opinion, it
is contended that simply maintaining pre-war development
rates neglects to recognise the scale of missed opportunities.
The pace of IT services exports during 2015-2023 outpaced
all other sectors of the economy and stood at 26.8% (IT
Ukraine Association, 2023b). Maintaining export volumes
at pre-war levels indicates the loss of about a quarter of
service volumes. Among the reasons for such deceleration,

researchers mention cyberattacks on information systems of
institutions, enterprises, and organisations; disruption and
damage to Internet networks due to enemy actions, as well
as a decrease in IT specialists due to migration and military
service (Spitsina et al., 2022). Other challenges include lim-
ited access to financial resources for small and medium-sized
enterprises, insufficient systematic and sustained backing
for domestic ICT advancement, recurring macroeconomic
fluctuations, and low household income levels (Verbivska et
al., 2023). Overall, while agreeing with the authors’ opin-
ion, it should be noted that one of the significant reasons
for the reduction in IT services exports is the risk associated
with war. The risk of project non-fulfilment due to military
actions on the territory of Ukraine is too high, so clients
prefer companies from other countries. It should be noted
that maintaining such a trend poses several threats: firstly,
during times of war, a significant portion of the population
remains without means of subsistence, shifting the burden
of social security onto the state; secondly, the state budget
misses out on tax revenues; thirdly, after the war, it will be
challenging to lure clients back to the Ukrainian IT market.

Researchers have differing opinions on the pathways
to support the development of the IT sector. V. Yanovs-
ka (2019) emphasises the role of the government, which, in
her opinion, should play a key role in preparing, develop-
ing, and promoting national digital strategies. Relying solely
on governmental bodies for the development of the digital
economy during wartime is not advisable. Private business
structures, international organisations, and civil organisa-
tions can also undertake measures to stimulate the spread
of digital products.

Conclusions

This study examined the role of the IT industry in the econ-
omy of Ukraine during the pre-war period, assessed the
predicted losses from the war, and developed measures for
its modernisation. The study demonstrated the dynamic de-
velopment of the IT industry over the past decades. The IT
sector has emerged as one of the top three export indus-
tries, contributing foreign exchange earnings to the country
and accounting for approximately 5% of the GDP. The IT
industry also serves a social function, providing jobs for over
300,000 people with wages five times higher than the na-
tional average. The main advantage of the IT industry is its
alignment with ultra-modern global trends and its dynamic
growth. Even in times of war, the industry has shown an
ability to adapt to critical conditions and maintain positive
growth trends.

However, the war has impacted the development of the
IT industry. Although the sector overall has shown an in-
crease in the volume of services export, more than half of
the companies report a decrease in the volume of orders.
This has led to a reduction in both the number of employ-
ees and job vacancies. Not all consequences of war can be
quantified statistically. In this context, potential economic
losses were assessed, including hypothetical outcomes that
would have been realised in the absence of an armed conflict
on Ukrainian territory. The estimated losses in the volume
of IT services exports due to the war in 2022 alone range
from $400 million to $3.35 billion. However, it is incorrect
to limit the assessment of war losses solely to the drop in
IT services exports. The impact of war is complex, and the
resulting negative effect is synergistic.
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Considering this, the IT industry should become the economic restoration strategy, including a regulatory
main driver of the post-war recovery of the national econ- framework for its implementation, which will guide further
omy. The military invasion of the Russian Federation de- research areas.
stroyed a large part of infrastructure objects, the restoration
of which should be conducted based on digital technologies. Acknowledgements
Given the destruction and economic importance, it is nec- None.
essary to prioritise the digital transformation of the ener-
gy industry, transport, and logistics sectors. The post-war Conflict of interest
recovery of the IT sector should be based on a developed None.
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Anoranisa. CraHoM Ha 2024 pik YkpaiHa Bxe Oisblie JBoX pokiB nepebyBae mif BificbkoBolIo arpecieio 3 60Ky Pocificbkol
Oepepariii. BililHa BIJIMHYJIa Ha BCi cepu XKUTTEAIAIBHOCTI KpalHU, B TOMy uuci U Ha IT-iHaycTpito. 3a Takux yMoB
BUHUKAE MoTpeba B OIiHII BTpaT nudpoBoi chepu Bix BegeHHs OOMOBUX il Ta po3poOIli HAMpsMIB 1i MiCJIIBOEHHOTO
BigHOBIeHHA. Metolo mociimkeHnHsa Oyiyia giarHoctuka ctaHy IT-cdepu Ykpainu, SIK OCHOBHOTrO sifjpa IIiCJIABOEHHOTO
BigHOBJIeHHA YKpaiHM, a TakoX MaciTabiB 30MTKiB, 3aBIaHUX i BiliHOW. JloCJTi)KeHHA IPOBOIUIOCA 3 BUKOPHCTAHHAM
MEeTO/IiB eKOHOMIYHOI'0 Ta CTATUCTUYHOIO aHaJIi3y. 3a pe3yabTaTaMU JOCIiAKeHH:A OyJI0 BCTAaHOBJIEHO, 10 3a OCTaHHI pOKU
IT-inaycTpia yBilinmula 0 TPiliKK NPOBiAHUX €KCIIOPTHUX rajysei, 3abe3neuyouyd KpaiHy BaJIOTHUMU HaAXOJKEHHAMHU
Ta dpopmyroun 6ym3bko 5% BBII. 3abesneuytoun pobounMm Micuamu noHaa 300 000 mropert. Ilifg yac BifiHM raiysb
[IPOJIEeMOHCTPYBaJIa 3[JaTHICTh aJanTyBaTUCA OO KPUTUYHUX YMOB i 3MorJia 36eperty MO3UTHBHI TeHJeHI[il 3pOCTaHHA.
OpHak HaBiTh MMPU TAaKUX pe3yJIbTaTaxX BillHA HETAaTHMBHO BIUIMHYJIA Ha II0 cdepy, CIOBiIPHUBIIM TEMITU 11 3pOCTaHHA. 3a
nepuinil pik BifiHU moTeHUiHHi BTpaTu IT-cexTopy cranosiATh Bifg 0,4 mo 1,9 mupa nosapis CIIA. BusHaueHo cdepy,
AIKI IOTPeOyI0Th PO3BUTKY HOPMAaTHMBHO-IIPABOBOrO 3abe3neueHHs. B OCHOBY MiCJIABOEHHOrO BiAHOBJIEHHA YKpalHU Mae
OyTu MoKJajeHa MporpecuBHa cdepa, sAKa NpoOHU3Ye Ta 00’e€AHYE BCi cekTopu Ta HanpaMmku IT-iHgycTpii. Hacammnepen,
MIPOMOHYEThCA 3OINCHUTU LU(POBY TpaHcHOpMALil0 eHepreTUYHOrO CEKTOPYy, TPAHCIOPTY Ta JIOTiCTUYHUX CHCTEM.
Pe3ypTaTil JOCiXKEHHA MOXYTh OYTU BUKOPHUCTAHI IPU PO3POO0IIi CTpaTeriil micIABOEHHOTO BiTHOBJIEHHS YKPAiHCHKOT
€KOHOMIKH Ta NpU MPOrHO3yBaHHi MOKA3HUKIB il PO3BUTKY

KutiouoBi ciroBa: o6car IT-nociyr; ekcnopt IT-nociyr; nepeBaru qudpoBoi eKOHOMIKY; MOTeHMikHi BTpaTu IT-chepu Bix
BiliHU; 3arpo3u po3BUTKY IT-ceKTOpy y BOEHHHUH 4ac; MiCJIABOEHHE BiJHOBJIEHHA
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