FINANCIAL AND CREDIT ACTIVITY: PROBLEMS OF THEORY AND PRACTICE m

Volume 4 (57), 2024

Leonid Ostapenko

Doctor of Legal Sciences, Associate
Professor of the Department of Civil
Law and Procedure, Institute of
Jurisprudence, Psychology and
Innovative Education, Lviv Polytechnic
National University, Lviv, Ukraine;

(Corresponding author)

Viktoriia Pasternak

PhD in Legal Sciences, Senior Lecturer
of the Department of Civil Law and
Procedure, Institute of Jurisprudence,
Psychology and Innovative Education,
Lviv Polytechnic National University,
Lviv, Ukraine;

ORCID: 0000-0002-9504-9055
Mykola Kropyvnytskyi

PhD in Legal Sciences, Private
Entrepreneur, Gentleman Club
Barbershop, Lviv, Ukraine;

ORCID: 0000-0003-0981-0774
Leontii Chystokletov

Doctor of Legal Sciences, Professor of
the Department of Administrative and
Informational Law Institute of
Jurisprudence, Psychology and
Innovative Education, Lviv Polytechnic
National University, Lviv, Ukraine;
ORCID: 0000-0002-3632-5101
Oleksandra Khytra

Doctor of Legal Sciences, Professor of
the Department of Administrative Law
and Administrative Procedure, Lviv
State University of Internal Affairs,
Lviv, Ukraine;

ORCID: 0000-0002-3632-5101

Received: 24/04/2024
Accepted: 29/07/2024
Published: 31/08/2024

© Copyright
2024 by the author(s)

O®

This is an Open Access article
distributed under the terms of the
Creative Commans_ CC-BY 4.0

ARTIFICIAL INTELLIGENCE IN LABOUR
RELATIONS: A THREAT TO HUMAN RIGHTS OR
NEW OPPORTUNITIES?

ABSTRACT

This article explores the possibility of using artificial intelligence in the field of labour
relations. Modern technologies provide new opportunities, but at the same time, they
give rise to a number of complex issues, solving hew approaches to the realization of
the right to work and proper social security by able-bodied citizens, which is important
today, when Ukraine is defending its sovereignty and independence from military ag-
gression by the Russian Federation. The use of machine learning algorithms and sys-
tems can lead to significant improvements related to the professional training of labour
resources, management of production processes, labour protection and other aspects
of labour relations.

We came to the conclusion that the modernization of labour law involves expanding the
circle of participants in labour relations and revising the meaning of the term "em-
ployee". Thus, the presence or absence of access to technology will create new forms
of inequality in the interaction between "employee-to-employee" and "worker-robot
(AD)".

A proactive approach is proposed to mitigate the consequences of possible threats to
the use of artificial intelligence in labour relations through an in-depth study of all pos-
sible threats arising in connection with the use of modern technologies. A proposal is
made to take as a basis the international experience of using Al in the social structure
of the state and adapt it to the life of the state, which, in turn, will contribute to the
promotion of important theses on the quality and accessibility of data at the country
level, and in cities in particular, promoting participation in data exchange schemes at
the level of the private and public sectors.

The developed recommendations will improve the labour sphere and not put the em-
ployee in a disadvantageous position.

Keywords: artificial intelligence, technologies, labour relations, labour sphere, em-
ployee, protection of rights, state economy, adaptation of legislation

JEL Classification: K31, K38, L86

INTRODUCTION

With the introduction of the latest technologies, the world is undergoing significant
changes in all sectors of society. Since the last century, there has been a debate among
scientists regarding the practical application of artificial intelligence (AI). It is believed
that the Fourth Industrial Revolution is currently underway in the world, and artificial
intelligence, according to scientists, among all technologies, will have the strongest im-
pact on humanity that we can feel right now. And first of all, this is due to the use of Al
in all spheres of life people, including labour.

The use of digital technologies is becoming more and more common, spreading in man-
ufacturing, services, agriculture, medicine, trade and other industries where hired labour
is used [1, p. 18]. It is obvious that in the coming years, we will face fundamental
changes in the legislative regulation of the sphere of labour, which are necessary in
connection with the formation of a new environment that arises as a result of progress
in technological development.
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The rapid development of Al raises many questions and discussions, for example, regarding its legal status, capabilities,
and ethical limitations. These aspects are extremely relevant to the world of work because people have justified fears
about the potential threats associated with the introduction of Al. To date, a fairly large nhumber of studies have been
conducted that show how the field of labour relations can change with the use of Al, and, most importantly, how many
jobs will be lost. It should be noted that all these indicators differ depending on the economic development of the state
[2, p. 87].

It is quite clear that society must respond to the new challenges of today and use the most modern technologies for
continuous development. However, all these technologies must first be deeply studied, it is necessary to analyze the impact
on the employee's personality so that his rights and freedoms are not violated due to the use of Al in the field of work.
Only with the deliberate introduction of Al in the field of labour relations, it will be possible to achieve real development.

LITERATURE REVIEW

Many scientists have been engaged in the study of the problem of using modern technologies in all spheres of public life.

Thus, S. Beskaravaynyi [4], revealing one of the contradictions in the understanding of "general artificial intelligence”,
drew attention to the directions of AI development, and also clarified the potential threats that it may carry.

A.S. Radionova [6] investigated the economic impact of Al, pointing out that with the Industrial Revolution, solutions to
problems were proposed, including sustainability of economic growth, lack of qualified personnel, limited opportunities for
human labour, creation of conditions for combating inequality, etc.

Lawyer K. Rakytyanska [16] reviewed international standards for AI regulation, noting that the potential benefits of Al for
humanity and the economy are enormous, but accelerating Al capabilities also brings new challenges.

In his article, N. A. Azmuk [19] explored the transformation of the role of humans and Al in the field of work in the digital
economy.

G. Mashliy, O. Mosiy, and M. Pelcher [24] in their work investigated the features of management in the period of develop-
ment of artificial intelligence both in Ukraine and abroad. It was noted that the use of Al technology will inevitably lead to
significant social and economic changes, including further optimization of management processes.

Scientist Logvinenko B. 1. [25] investigated Al tools in managing the behaviour of economic agents in the digital space at
enterprises, which, in turn, made it possible to form a clearer understanding of modern Al tools and explore the connections
between subjects and objects of economic relations in the digital space.

M. Dorosh, 1. Grek, and Y. Bugay [26] characterized the issue of automated recruitment using Al methods. O. Kolesnyk
[30] points out that the use of Al can significantly facilitate and improve processes in the field of labour protection. D. Y.
Golovko [31] investigated the role and impact of Al in the training of qualified personnel, taking into account the analysis
of the labour market.

In his article, Pavlenko N.M. [32] believes that massive open online courses are a solution to the problem of constant
search for diversification of methods and forms of personnel training. A. E. Shevchenko, S. V. Kudin, O. I. Kosilova [33] in
their study analyzed certain issues of the influence of Al as information technology, as well as the current state of regula-
tory support for the problem in Ukraine.

0.V. Turuta, O.P. Turuta [39] in a scientific article analyze the development of Al and its impact on human rights, pointing
out that the use of Al will lead to some shifts in the labour market both by creating and destroying jobs.

The monograph edited by Y. V. Simutina, and M. M. Shumylo [46] examines the theoretical aspects related to the trans-
formation of labour relations and working conditions in the context of the progress of information technology. Attention is
paid to the issues of ensuring equality of rights and opportunities for employees and the effectiveness of labour legislation
in the era of digitalization is evaluated.

Y. Stepankovska [58] notes that with the development of technology, the labour market changes significantly, so it is
important for each person to update their knowledge in time, properly structure information and apply it in practice.

O. Pyshchulina [60] in her report explored the main determinants and foundations of the development of the digital
economy in Ukraine, as well as Ukraine's readiness for the introduction and use of digital technologies. She analyzed the
potential risks and threats of digitalization in Ukraine and the world.
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AIMS AND OBJECTIVES

The goal is to investigate the use of artificial intelligence (AI) in the regulation of relations in the field of labour. To
determine the need for the use of modern technologies to protect the rights, freedoms and legitimate interests in labour
relations. Analyze the use of machine learning algorithms and systems to draw conclusions and recommendations aimed
at improving health and safety in the process of using Al.

The task is to study by analyzing national and foreign legislation in the field of labour relations regulation to determine the
priorities for the use of Al and find out the conditions and legal grounds for its use. Interpret as well as assess both threats
and opportunities for AI implementation in the manufacturing sector and the labour relations management process. Sug-
gest possible directions for the development of the world of work using Al technologies.

METHODS

This article uses general scientific and special methods of cognition: dialectical method (used to compare opposite scientific
positions), formal-logical method (to identify certain features of the use of artificial intelligence in the labour field of law),
method of analysis and synthesis (to identify individual threats associated with the use of artificial intelligence in labour
relations), logical generalization (for generalization, in the process of studying a large number of the number of sources,
various scientific positions and the formulation of the conclusion of the study).

RESULTS

Section I. The phenomenon of subjectivity of artificial intelligence and its impact on the development of
relations in the field of work

The Fourth Industrial Revolution is taking place in the world, so modern technologies are constantly expanding the scope
of their application, enriching the potential of the country's economy and solving a large number of new problems. Back
in 2017, the global consulting firm PwC estimated the economic impact of Al as a likely increase in global GDP by a total
of USD 15.7 trillion by 2030, which, in turn, will be ensured by increased productivity due to the automation of production
processes (including the use of robots and autonomous vehicles) and automated job expansion, as well as due to the
growth of consumer demand for Al products [3, p. 4]. From this study alone, it is evident that the impact of Al on society
is significant.

Let's consider the phenomenon of Al subjectivity. The general meaning of the subjectivity of Al is that it must outplay a
person, and only then it will be possible to say that a "general AI" has been created. R. Kurzweil, a well-known American
inventor and futurologist, sees the source of Al as "Moore's Law", according to which the unlimited growth of computing
capabilities of computers will lead humanity to a "technological singularity". At the same time, other concepts are beginning
to come to the fore, where Al is already considered as a subject, however, with a number of limitations [4, p. 21].

It should be noted that there is a persistent contradiction in the understanding of Al in society, namely, the not-always
conscious separation of its two roles — a tool and a subject. The initial problem of such comprehension of Al can be
considered an instrumental approach to understanding technology in general. It is quite clear that new programs are
created in order to get purely instrumental qualities from AI. The subject, on the contrary, is a principle that acts and
cognizes, and what kind of subject a person should be within the framework of classical philosophy. According to this
criterion, it can be noted that "general AI" is a subject that is so autonomous that it produces its own goals of activity and
can potentially contradict a human [4, p. 22].

For a more complete definition of the concept of "artificial intelligence", let's refer to the European Parliament's Resolution
2015/2103 (INL) "Civil Law Rules on Robotics" [5], the main purpose of which was to define the role of Al and regulate
relations related to high technologies. The resolution defines artificial intelligence as a "smart robot" with a few character-
istics, such as being inanimate in the biological sense, learning on its own through experience or interaction, acquiring
autonomy through sensors and/or exchanging data with its environment (interconnection), having some degree of physical
support, and adapting the behaviour model to the environment.

The resolution provision to establish a special legal status for robots has generated a great deal of discussion. It states
that the most advanced autonomous robots should be treated as electronic persons with certain rights and obligations,
such as paying for any harm they may cause and applying electronic identity to situations in which the robots make
intelligent decisions on their own or interact with other people in other ways. [6, p. 12].
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In this case, we agree with the opinion of A.S. Radionova that the possibility of implementing the status of an electronic
person for perfect, fully autonomous intelligent robots or Als that have consciousness and subjective experiences and can
perform complex intellectual tasks, make decisions, subject to the mandatory availability of a switch and insurance in case
of harm and the creation of a pan-European system of their registration by individual numbers is equivalent to appearing
in economic science Along with households, enterprises and the state, a new quasi-subject of economic relations, which
will influence the rethinking and clarification of the category of "economic relations", which refers to relations between
people regarding the production, distribution, exchange and consumption of goods, because an electronic person will join
these relationships [6, p. 13].

Section I1. National and international approaches to the regulation of issues related to the use of artificial
intelligence on the subject of labour

A rigorous and effective ethical framework for the development, design, production, use, and modification of robots; the
creation of research ethics committees when considering robotics protocols and licenses; the updating and supplementing
of effective and modern legal norms with ethical principles in accordance with the level of complexity of robotics and its
many social, medical, and bioethical consequences are all pertinent under such circumstances [7, p. 429].

It should be emphasized that international treaties and conventions that have been accepted by the majority of (European)
nations should be followed when regulating the use of Al Specifically, in compliance with specific international treaties
concerning the development of artificial intelligence: the Budapest Convention, which is also known as the Council of
Europe Convention on Cybercrime [8]; the European ethical charter on the use of Artificial Intelligence in judicial systems
and their environment [9], General Data Protection Regulation (EU) 2016/679 of 27.04.16 [10].

Furthermore, it is important to highlight that, as a nation pursuing European integration, Ukraine is already utilizing the
expertise of other top European nations—especially Estonia—when it comes to implementing Al technology in public ad-
ministration and is working to establish e-Ukraine. Thus, the Concept for the Development of Artificial Intelligence in
Ukraine was created by the Ministry of Digital Transformation of Ukraine [11]. The main goal of this Concept is to promote
the development of Al and its integration into economically important sectors. It is assumed that by increasing the share
of intellectually intensive products, it will be possible to significantly strengthen Ukraine's position in the world market [12,
p. 58].

On January 28, 1981, the first international agreement in the field of personal data was adopted — the Council of Europe
Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (known as Council of
Europe Convention No. 108) [13].

An example of global regulation of certain issues of Al use was, in particular, the adoption of the International Guiding
Principles for Organizations Developing Advanced Al Systems (hereinafter referred to as the Guidelines) [14] and the Code
of Conduct for Advanced Al Development Organizations (hereinafter referred to as the Guidelines) during the G7 Hiroshima
Artificial Intelligence Process Conduct for Organizations Developing Advanced Al Systems (hereinafter referred to as the
Code of Conduct) [15], which was published on October 30, 2023. Despite the fact that the provisions set forth in these
acts are not enforced by the force of legal coercion and are voluntary, they nevertheless express the common intentions
and vision of the G7 countries and the European Union regarding the directions of further comprehensive, including legal,
development of Al regulation [16].

Section III. Risks and opportunities for the use of artificial intelligence in the field of work

In 2023, EU countries and the European Parliament agreed on the world's first comprehensive law to regulate artificial
intelligence. So far, there is no clear information about what exactly will be included in the law, which will come into force
no earlier than 2025. However, strict and comprehensive regulation by the EU can be a powerful example for many
governments considering regulation [17]. This law will be the first step towards the legislative regulation of Al, establishing
clear rules for its use in public life. It is precisely the content of the Guidelines and the Code of Conduct that is consistent
with the legally binding rules that will potentially be contained in the text of the AI Law [16].

When it comes to the European approach to robust Al, it's about risk-based revenue compliance:

= Minimal risk: The vast majority of AI systems. Low-risk applications, such as Al-enabled recommendation systems or
spam filters, will benefit from free passage and no commitments because these systems pose only minimal or no risk
to citizens' rights or safety.
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. High risk: These artificial intelligence (AI) systems have to meet strict specifications, such as risk mitigation systems,
high-quality datasets, activity recording, thorough documentation, user-friendly information, human control, and a
high degree of cybersecurity, dependability, and accuracy. Certain key infrastructures or specific systems utilized in
law enforcement, border control, justice administration, and democratic procedures are examples of such high-risk
artificial intelligence systems. Systems for biometric identification, classification, and emotion recognition are likewise
classified as high-risk.

= Unacceptable risk: Al systems considered a clear threat to fundamental human rights will be banned.

= Specific risk of transparency breach: When using Al systems such as chatbots, users need to know that they are
interacting with a machine [18].

The Ministry of Digital Information of Ukraine has formed an expert committee on the development of the field of AI [19],
which includes representatives of business, Ukrainian and foreign IT companies, healthcare and medicine, etc. Among the
priorities of the committee is the stimulation of Ukrainian businesses in the use of Al technologies. After all, without data
and its processing with the help of Al, Ukrainian businesses will not be able to reach the world level.

Now let's take a closer look at how modern technologies will affect the world of work. In general, the scientific literature
distinguishes three approaches to assessing the impact of the introduction of new technologies on the labour market. The
first of them focuses on the experience of the previous industrial revolution, namely the reduction of jobs in the short term
with their growth in new areas of the economy in the long term. The second, in turn, involves assessing the risk of
disappearance of certain professions and labour tasks, as a result of their replacement by artificial intelligence. The third
is to assess the impact of artificial intelligence on employment [20, p. 137-138].

According to the ITU (2018), Al includes 5 types of technologies: computer vision, speech reproduction, virtual assistants,
process automation through robotics, and advanced machine learning. Companies can use these tools in different ways.
Some will take an opportunistic approach, testing just one technology and piloting it into specific functions, while others
may be bolder and use all five at once, and as a result, absorb them throughout their organization. It is predicted that by
2030, 70% of companies will use at least one of these technologies [21].

Al is gradually replacing the employee in the field of work, performing certain labour functions that were previously
performed by the employee independently. Robots endowed with artificial intelligence are already performing certain types
of work and providing a complete product or service. An example is the search for information, its processing and system-
atization, navigation, etc. AI assumes the role of "living labour", thereby performing certain types of activities, completely
replacing the employee, in particular, exerting a programmed influence on the object of labour with the help of labour
tools using digital technologies [20, p. 138]. This leads to a reduction in the need for workers performing routine work,
while the need for creative workers who are able to create new products and services increases.

The International Monetary Fund concluded that in advanced economies, Al could affect about 60 per cent of jobs. It is
believed that about half of open jobs could benefit from Al integration, resulting in increased productivity. However, Al
applications can perform key tasks that humans currently perform, which in turn will increase productivity. However, Al
applications can perform key tasks that humans currently perform, which in turn will increase productivity, and can reduce
the demand for labour, leading to lower wages and reduced hiring. In extreme cases, some of these jobs may even
disappear entirely. The IMF also pointed out that in developing and low-income countries, on the contrary, the impact of
Al is expected to be 40% and 26%, respectively. In this case, it can be assumed that emerging markets and developing
countries face slightly fewer immediate failures caused by Al. At the same time, it is also clear that many of these countries
do not have the infrastructure or skilled workforce to harness the benefits of Al, thereby increasing the risk of increasing
inequality between countries around the world [22].

So, we fully agree with the opinion of N. A. Azmuk that in certain types of activities, AI can completely replace humans,
and vice versa, the value of human labour will grow, as well as the demand for it, in those activities that are not amenable
to automation [20, p. 138].

The use of Al today is not very surprising. Many administrative and legal help desks have long turned to artificial intelli-
gence, including through virtual assistants and chatbots, to automatically answer questions from employees or customers.
Al directs requesters to the right legal documentation or the right expert. For example, the Ministry of Economy of Ukraine
has created a legal chatbot @TrudEconomBot in order to improve the user experience. With its help, users will be able to
find information about the organization of labour relations and get answers to the most common questions about labour
relations during the war. The service systematizes answers to frequently asked questions about the specifics of vacations,
remuneration, and documentation during hostilities [23, p. 77-78]. Thus, communication with users is greatly simplified,
time is saved and the efficiency of people management increases.
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Currently, Al technologies can be broadly defined as a person's helper for difficult activities, relieving them of repetitive
duties and enabling them to make the best managerial decisions [24, p. 82].

According to B. I. Logvinenko, each employee goes through five cycles of the company's employee's life:
1.  Recruitment and employment.
2. Performance Monitoring.
3. Automation of labour processes.
4.  Training and personal growth as a specialist.
Liberation [25, p. 47].

It should be noted that the area in which Al assistance will be extremely useful is, first of all, the field of personnel search.
Today, cloud technologies are widely used — paradigms that provide remote processing and storage of data. Cloud tech-
nologies have gained their popularity due to the ability to work with information using a wide range of devices (PCs,
laptops, tablets, mobile phones), the availability of a large number of ready-made products and their high speed due to
the use of distributed systems for parallel computing, the possibility of their easy integration with web systems and soft-
ware products. The automated recruiting algorithm's primary job is to identify the best candidate pool based on predeter-
mined criteria and provide that information to the recruiter in the form of a report, enabling him to select the ideal candidate
for the position [26, p. 159-160].

Among the benefits of using Al in recruitment are: 1) speed (AI automatically filters through thousands of resumes to find
the best match based on specific parameters); 2) accuracy (Al systems can exceed the level of human accuracy only in
working with large amounts of data, as well as in predicting certain outcomes); 3) fairness (with the right data and
unbiased training, Al systems can ensure that the selection process is entirely based on the merit and suitability of candi-
dates for the employer's requirements and expectations) [27].

Scientists Bey G.V. and Sereda G.V. in their study point out the following new opportunities and advantages of companies,
which open up the use of Al in recruitment such as:

= savings on the search for qualified personnel and prevention of losses of intellectual capital as a result of probable
losses of qualified specialists;

= increased confidentiality, which is required of people who have access to personal data in the performance of HR
functions;

= reducing the time of HR staff to perform administrative tasks, and, accordingly, significant savings in the company's
labour costs;

= increasing accuracy in the performance of HR functions by reducing the number and frequency of human errors in
the administration of selection, training, remuneration processes, etc.;
= reduction of bias in decision-making regarding personnel [28, p. 98].

This indicates that the use of Al in the job market both significantly improves and simplifies this aspect of public life.

Speaking about the automation of labour processes, we agree with the opinion of A. L. Klymenko that it leads to the
setting of supervisory tasks for employees in relation to Al systems. Indeed, trivial tasks can be easily automated, which
is what we can observe in many companies around the world. However, working with AI systems, removing the simplest
tasks from employees, at the same time somewhat reduces their ability to analyze information. Thus, process automation
can lead to the fact that, over time, employees become accustomed to obeying Al instructions, lose control of processes,
and delegate decision-making. It is important to identify opportunities for people to compete with Al systems in time. So,
we are faced with the task not only of preserving jobs for people but also of creating new ones, where people will be able
to perform labour functions better than algorithms [29, p. 184].

The use of Al technologies is also useful in the field of labour protection, namely:

= processing large amounts of workplace safety and health data, including incidents, injuries and illnesses;
= assist in the development of workplace safety programs by reviewing standards, rules, and regulatory requirements;

. providing oversight and monitoring of work processes and the environment in order to identify potential threats and
risks;
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. use to create training materials, e-textbooks and interactive modules that help teach employees safety rules and
proper procedures in case of emergencies;

= analysis of information about accidents and incidents in the workplace to identify the causes and find ways to avoid
similar situations in the future [30].

Regarding the use of Al technologies for staff training, several trends can be identified. First, the use of Al in education
contributes to individualization and increased learning efficiency. Secondly, data analysis becomes an important tool for
identifying problems and improving the quality of education. Thirdly, the development of Al technologies opens up new
opportunities for the creation of interactive and innovative educational resources [31]. Pavlenko N.M. believes that the
solution to the problem of constant search diversification of methods and forms of staff training, there are massive open
online courses (MOOCs — Massive Open Online Courses). This is due to the fact that the format of such training allows you
to train a huge number of participants at the same time. Also, anyone with access to the Internet can join by simply
registering with the platform. In addition, the courses are designed for different levels of training, so both beginners and
experienced professionals can find useful materials for themselves. And no less important is the fact that the training in
the courses is improved by ensuring joint discussions of the tasks performed, exchange of experience and constant com-
munication, carried out on a voluntary basis [32, p. 92].

The learning process is more dynamic and accessible thanks to modern AI technologies. The most recent forms and
techniques of training can significantly increase staff readiness and lower important risks related to the work process, all
while helping organizations save money on the professional development of their employees.

First and foremost, the use of AI in public affairs impacts human rights protected by international legal instruments,
including the freedom of expression, non-discrimination, respect for private and family life, freedom of movement, freedom
and fair elections, and the right to a fair trial [33, p. 68].

Ukraine also does not stand aside from the processes of improving the legal regulation of AI technologies and tries by all
means to occupy a significant part of the world market of modern technologies, as well as leading positions in international
rankings. Thus, our state is already using the experience of European countries and is moving towards the creation of an
electronic Ukraine. Thus, in December 2020, the Concept for the Development of Artificial Intelligence [34] was approved
in Ukraine, the practical implementation of which will contribute to the integration of innovative technologies into econom-
ically important sectors of the state. It is anticipated that artificial intelligence technologies will play a role in the revolution
of the government, the labour market, the economy, and society at large. Utilizing them will present a chance to lower
expenses while boosting manufacturing effectiveness and the calibre of products and services [33, p. 68]. And this, in
turn, will have a positive impact on the economy of the state as a whole.

The development of artificial intelligence in the sphere of cybersecurity is given special consideration in the provisions of
the Concept. This is primarily due to the fact that in the process of using AI, the personal data of any person becomes
especially vulnerable, and therefore it needs additional protection. For a long time, there was no legislation in Ukraine that
would regulate security issues in both information and cyberspace.

The first attempt to resolve this issue is the draft Law of Ukraine "On the Principles of Information Security of Ukraine"
[35], which proposes to distinguish between information and cybersecurity. The main requirements of the draft law were
that the collected personal data should be sufficiently protected, it should also be collected, used and provided only with
the knowledge and consent of the individual, and at the same time, the person should have full access to the personal
data collected about him, including the opportunity to correct or delete incorrect data. On October 15, 2021, the Decree
of the President of Ukraine No. 685/2021 enacted the decision of the National Security and Defense Council of Ukraine
"On the Information Security Strategy" [36], which defines key concepts in the field of information security, in addition,
analyzes the main threats and challenges in information security. The Strategy states that due to the underdeveloped level
of information culture and media literacy in society, with the rapid development of digital technologies, there is a threat
to the manipulation of public opinion and the conduct of rapid destructive information operations. This creates prerequisites
for potential and real threats to Ukraine's information security. Thus, the ability to analyze information from various sources
and free access to Internet sources is an important component of countering disinformation by the Russian Federation
under martial law in Ukraine [33, p. 69].

We agree with the authors' position that the use of Al technologies should, first of all, protect the human right to dignity
as a basic and fundamental human right, primordial for all other rights and freedoms, and the violation of any human
rights, therefore, can be considered a violation of the right to human dignity [33, p. 69]. Modern Al technologies should
be included in human life as safely as possible, keeping in mind the significance of each and every one of the fundamental
freedoms and rights of individuals. This includes the job market.
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Articles 23, 25 of the UDHR [37] and Art. Articles 6, 7 and 11 of the ICESCR [38] proclaim that every person has the right
to work, the freedom to choose their own job, fair and comfortable working conditions, and protection from unemployment.
The authors Turuta O.V. and Turuta O.P. point out that the role played by Al in the automation of workplaces can pose a
real threat to the right to work because automation has already led to the loss of jobs in certain sectors of the economy.
Although there is considerable disagreement about the extent to which job automation will be achieved, there is no doubt
that AI will lead to some shifts in the labour market, both by creating and destroying jobs [39, p. 53].

In general, there is a fairly large number of cited reports that say that a significant percentage of the human workforce
can be replaced by the automation of jobs and tasks. In an oft-cited report, Frey and Osborne (2013, 2017) predicted that
up to 47 per cent of U.S. jobs could be automated in 10 to 20 years. Using a similar methodology, Bowles (2017) estimated
that in the case of the EU, this could be even higher, with up to 54 per cent of jobs automated within 10-20 years [40, p.
31

Also, the UN notes that the development of Al will affect societies, increasing unemployment, and the pay gap and gen-
erating even greater inequality. However, these changes are not predetermined, which means that with a well-thought-
out approach, it is still possible to turn threats into opportunities [41].

Thus, we may conclude that while Al technologies are highly alluring due to their potential to streamline workflow, guar-
antee citizen safety, and simplify decision-making processes, in practice, these cutting-edge technologies are posing severe
threats to human rights and freedoms.

For example, there are films in which robots gain dominance over humans, using Al technologies and their impact on
humans, who lose the ability to understand and control the functioning of intelligent machines. Although it is still a long
way off to create an Al technology that surpasses the potential of the human brain, the application of AI technologies
raises questions of ethics, morality, and limitations [42].

The experience of Dubai is illustrative in this regard. Smart Dubai, the Dubai authority responsible for the city's digital
transformation, has taken a systematic approach to the development of Al with its ethical and guiding principles. Smart
Dubai launched its AI lab back in March 2017, and in January 2019, the company launched the city's official principles and
guidelines for the ethical implementation of Al. As the initiator of the city's data management, a central Al initiative is a
set of tools that allows anyone who implements Al to self-evaluate their performance against a set of criteria that combine
to ensure an ethical approach. Consequently, Dubai has become the first city to establish such a voluntary approach, which
will help businesses and governments create fair, interpretable, understandable, accountable, and ultimately trusted Al
systems that manage the tension between innovation capacity, societal values, and risk [42].

Furthermore, in June 2021, Digital Dubai was founded with the aim of formulating and supervising the execution of strat-
egies and regulations that control all matters pertaining to information in Dubai. Digital Dubai brings together the expertise
of four organisations — Dubai eSecurity Centre, Dubai Statistics Centre, Dubai Data Establishment, and Smart Dubai Gov-
ernment Establishment — to ensure that the city jointly implements the vision of the city's leadership to make Dubai the
world's leading digital economy [46].

Our opinion is that Ukraine should adopt the Dubai project and modify it for use in state affairs. This will support the
development of significant theses regarding the availability and calibre of data at the national level, and in cities specifically,
encourage private and public sector participation in data exchange programs.

Let's focus our attention on the possible risks arising from the use of modern technologies. The World Economic Forum
has identified the following global risks:

1.  Adverse effects of technological progress on individuals, businesses, ecosystems, and/or economies.

2.  Destruction of critical information infrastructure, which in turn involves degradation or disconnection of critical
physical and digital infrastructure (services) due to systemic dependence on cyber networks and/or technologies.

3. Digital divide, which refers to dispersed and/or unequal access to critical digital networks and technologies
internationally and regionally as a result of unequal investment opportunities, lack of necessary skills, insufficient
purchasing power, government constraints, and/or cultural differences.

4. Digital capacity concentration, which involves the concentration of critical digital assets, capabilities and/or knowledge
in the hands of one or more individuals, enterprises or states, which as a result may lead to discretionary pricing
mechanisms, unequal private and/or public access.
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5. Ineffectiveness of cybersecurity measures due to the rapid development of forms and mechanisms of cybercrime,
which lead to economic and financial losses, geopolitical tensions, and social instability.

6. Non-compliance with management technology due to the lack of institutions or rules for the use of critical digital
networks and technologies, the use of incompatible digital infrastructure, protocols, and standards by different states
or groups of states [44, p. 89].

Section 1V. Ukraine as a Subject of Information and Technological Revolution in the Sphere of Employment
of the Employed Population and Regulation of Labour Relations

Rapid transformations caused by digitalization significantly modify economic relations, and new tools for coordinating
economic interests are emerging, which lose the role of deterrent counterbalances, which provoke imbalances and con-
tradictions at all levels of socio-economic relations. This situation is primarily due to the fact that the global nature of
changes does not allow the state, business and society to timely outline the boundaries of interference in their areas of
interest and determine the mechanisms of corrective actions for the implementation of economic interests. Thus, the
transition from the physical to the virtual form of the stages of social reproduction provokes uncertainties associated with
the understanding of the object of management due to the lack of its territorial certainty, and the speed of the dynamics
of changes in economic interests, in turn, makes it impossible to outline the time frame of the necessary transformations.
Moreover, the informatization of social relations takes place in the absence of their timely methodological support, which
creates additional difficulties in terminological interpretation, assessment of new phenomena and trends, and development
of managerial corrective measures [45, p. 48].

We think that the shift to the digital revolution is essential, which is why nations' economic systems cannot continue to
operate in the same way. The only option left to nations is to adjust to the way the world is evolving. Unfortunately, the
lack of experience with such changes in the real world prevents us from accurately assessing the scope of both opportu-
nities and possible threats, which raises the risk of mistakes and confrontations.

Modern technologies increasingly make it possible to customize workplaces in accordance with the personal priorities of
the employee, who can independently choose for whom and where to work, how much to work (duration of working
hours) and with what intensity (pace). This situation leads to a blurring of the line between work and personal life, a
gradual departure from individual attempts to achieve a better "work-life balance". These trends, of course, affect the
established institutions of labour law and their role in the future, in particular, it concerns remuneration and its minimum
amount, protection of labour rights of employees, working hours and labour protection [46, p. 132].

There have been significant changes in the labour market and the emergence of new job types as a result of the globali-
zation and digitization of society. Advances in technology, mostly linked to the growth of post-industrial social interactions,
have made atypical employment more important across a number of global economic sectors.

In 2015, the European Union published a study on new forms of employment, which have become widespread since 2000.
2) new ways of doing work. Thus, such forms of employment are 1) employee sharing, 2) job sharing, 3) interim man-
agement, 4) casual work, 5) ICT-based mobile work, 6) voucher-based work, 7) portfolio work, 8) work through online
platforms (crowd employment), 9) collaborative employment [47, p. 8].

Let'’s take a closer look at each of the forms

Employee exchangeis a form of employment in which a group of employers jointly hires workers and is jointly responsible
for them." The Eurofound study identified two types of employee sharing: 1) strategic employee allocation, i.e. when a
group of employers forms a network that hires one or more employees who are assigned to individual work assignments
for participating companies; 2) Special Employee Allocation — when an employer who is temporarily unable to provide work
for his employees sends them to work for another company [48].

The next form of employment is the division of work, which is a modern scheme of work that involves two employees who
share the same role in the company. This is a great option for teams looking for flexibility in their work, such as balancing
work from home and office work shifts [49]. We believe that this type of employment allows you to increase the efficiency
of employees, as it allows you to individually select shift schemes, hours and tasks.

Interim management is a type of employment where a manager who is independent, highly qualified, and experienced
makes business decisions for a set amount of time. The interim management departs the organization once the project's
goals are met and operations are stable. These seasoned professionals, referred to as interim managers, offer a plethora
of knowledge and a novel viewpoint when it comes to handling certain issues or overseeing important initiatives. Interim
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managers provide adaptable solutions catered to the specific requirements of each client, whether they are handling
transitions, strategic projects, or crisis management [50].

As for one-time (casual) work, it is a temporary and flexible position in a company that has no requirements other than
the implementation of a specific project [51]. This type stands out for the absence of fixed working hours, as well as
regular remuneration, but, of course, it has its advantages.

Speaking of mobile work, the European Dictionary of Industrial Relations states that ICT-based mobile work refers to the
organization of work that is carried out at least partially and on a regular or episodic basis outside the person's "head
office”, whether it is an employer's premises or an individual home office, using information and communication technol-
ogies (ICT). Thus, work takes place anywhere and anytime [52], which, as a result, makes this form of employment one
of the most popular in modern society.

Work on the basis of vouchers, in turn, when the relationship between the employer and the employee is not based on an
employment or civil law contract, but on a voucher that the employer buys from an authorized organization and gives to
the employee. This includes remuneration and social security contributions. At the same time, work on the basis of vouch-
ers entails some job insecurity, social and professional isolation, as well as limited access to personnel services [53].

Another form of employment, namely portfolio work, refers to the division of time between several, often unrelated, tasks,
jobs, or projects. It's worth noting that working on a portfolio is not the same as freelancing, where you can work on
multiple projects under a common name (say, "writing" or "coding") [54].

Work through online platforms (mass employment) is employment that uses an online platform to provide organizations
or individuals with access to an unspecified and unknown group of other organizations or individuals to solve specific
problems or provide a specific service [55]. This form of employment is quite short-term because it is based on individual
tasks or projects, and not on permanent relationships. A larger task is divided into smaller subtasks that are relatively
simple, can be performed independently of other tasks, and have a specific outcome.

The last form of employment is collaborative employment — a workplace culture that values teamwork, open communica-
tion, and collaborative problem-solving. In such an environment, employees work together to achieve common goals and
objectives, share knowledge and ideas, and support each other to achieve individual and team success [56].

As of 2020, the number of nine forms of work in Europe is growing. For example, ICT-based mobile work is now available
in all nations (up from 60% in the previous poll), while informal work has risen from 44% to 86%. Work via online platforms
is also on the rise, with its presence expanding from 40% to 95% in EU countries. New kinds of employment have the
potential to help specific groups integrate into the labour market (and hence generate revenue), particularly those who
are disadvantaged in the labour market due to the requirement for flexibility in working hours or the workplace. Some
types of online platform employment and job-sharing have the potential to encourage entrepreneurial spirit, multidiscipli-
nary skills, and innovation among workers, which can therefore raise workers' employability and improve their perceived
meaningfulness [57].

The COVID-19 pandemic-related crisis of the global economic and social order, in addition to the armed conflict in Ukraine,
serves as a potent catalyst for the emergence of new opportunities and risks for the transformation of labour relations
linked to the growth of digital technology use.

Finally, let's take a look at possible directions for the development of the world of work using Al technologies:

= the boundaries of the traditional division of labour are changing, the boundaries of the traditional division of labour
are changing, thereby erasing the boundaries of professions, the rate of "extinction" of traditional professions is
accelerating, and new, previously unpredictable ones are emerging. Experts note that in the coming years, up to 53
professions may disappear, while 186 new ones will appear, that is, about 10% of existing technologies will simply
cease to exist. First of all, those employees who have knowledge of technology and the ability to think creatively will
be in demand [58; 59];

= changing forms of employment that are becoming increasingly preferable for young people and highly competitive
staff;

= human mobility increases throughout the entire labour activity, which is associated with the intensification of migra-
tion processes [60, p. 69-70].

The evolution of professional orientation and the nature of work, as well as changes in the division of labour, should be
predicted using the advances in digital technologies, robotics, and automation. This in turn provides the basis for predicting
how the labour market and employment will develop, which calls for the development of relevant competencies. However,
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it is impossible to foresee with any degree of accuracy how new technology will affect the labour force. This is a complicated
process since it involves not just new technologies but also specific plans for how they will be used.

DISCUSSION

First of all, we would like to draw attention to the fact that the problem of the use of digital technologies in the field of
labour and the legal framework for their regulation is relevant in the research of both scientists and practitioners. The
need to determine the prospects of legal regulation of artificial intelligence in the field of labour relations is insisted on by
Gutsu S.F. [1, p. 18-21; 2, p. 87-92]. Klymenko A.L. adheres to a similar opinion, focusing on the challenges faced by
labour law in the context of its digitalization and their impact on the regulation of labour relations, which include the
interaction of the employee and Al, as well as guarantees for dismissing employees and their replacement with "smart
robots" in the workplace [29, p. 181-185].

Attention is also drawn to the position of scientists Pavlenko Zh., Vodorezov S., Trofimenko V., who are of the opinion that
it is necessary to substantiate the legal status of AI, which will affect the ability of robots to make autonomous decisions
[7]. Scientists O.I. Kosilova and K.K. Solodovnikova are of the opinion that, unlike European countries, the state of legis-
lation in our country is at its initial state on the way to standardizing AI and giving it the status of a reasonable person
[12].

The debate around the use of Al in personnel management continues. N.I. Chernenko notes that the idea of improving
the efficiency and fairness of managing people with the help of Al It is optimistic [23]. At the same time, G.V. Bey and
G.V. Sereda warn about the consequences of the introduction of modern technologies and their negative impact on the
rights and freedoms of citizens [28]. R.V. Mann draws attention to the opportunities and threats in the implementation of
national interests in the context of the development of the information economy, noting that the transformations that take
place under the influence of the information revolution affect the change of traditional political, economic and social
relations in society [45].

It should be noted that the current state of implementation of Al in the field of labour in order to regulate labour relations,
and management of production processes and personnel is possible and necessary, without taking into account certain
legal conflicts regarding the legal status of AI, the definition of an electronic person, the features of training, personnel
management and other areas of digitalization of social relations, Ukraine is a participant in the information revolution,
which is one of the conditions for its further development in accordance with international standards economic and social
content.

CONCLUSIONS

Ukraine is developing under the influence of the global world and the trends it is experiencing. The social and labour
spheres are subject to change, which are influenced by both global trends and the digital development of the economy.

The study reveals three primary trends—globalization, technological advancement, and demographic shifts—as well as
corresponding shifts in values and priorities that have varying degrees of impact on the character of employment in the
modern world. These patterns have an impact on the quantity and calibre of jobs available, as well as the selection of a
specific job category. As a result of technological advancements, many tasks that were formerly completed by employees
are now automated. Furthermore, new labour organization forms and methods have emerged as a result of the digitaliza-
tion of all aspects of life. These methods and forms are distinguished by the absence or modification of one or more
aspects of traditional labour relations.

In the process of using Al, the personal data of any person becomes especially vulnerable, and therefore it needs additional
protection. The introduction of modern Al technologies in the spheres of human life, the labour market in particular, should
be as safe as possible for the individual, taking into account the value and importance of each of the fundamental human
rights and freedoms.

The conventional framework of political, economic, and social connections is evolving as a result of the Fourth Industrial
Revolution. A shift to a new degree of development is occurring as a result of dynamic contemporary processes and
modifications to the institutional and business environments. These changes need the development of a regulatory frame-
work for the information economy and encourage conflicts of interest. The process of creating the regulatory framework
for the information economy is quite complicated because it necessitates striking a balance between the commitment to
national goals and the economic interests of important players in the "state-population-business" paradigm. The search
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for solutions to such a complex task requires analytical research at the crossroads of economics, law, government regula-
tion, institutional practice, cybersecurity and economic security, which determines the direction of further scientific re-
search.
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Ocranerko /1., lacreprak B., Kpormsrulekmvi M., Yucrokneros J1,, Xutpa O.

LUTYYHWUIA IHTENEKT Y TPYAOBUX BIAHOCUHAX: 3ArPO3A NPABAM JIFOAVNHM Y1 HOBI
MOXJINBOCTI?

Y uilt cTaTTi AOCNIAXKYETLCA MOXMBICTb BUKOPUCTAHHS LUTYYHOO iHTENEKTY B LLapuHi TPyAOBMX BiAHOCKH. Cy4acHi TexHo-
norii 3a6e3ne4yoTb HOBI MOXJIMBOCTi, BOAHOYAC BOHU MOPOAXYIOTb HU3KY CKTaAHMX MUTaHb, HEODXIAHICTb NOLLYKY HOBUX
nigxoais y peanisauii npaue3faTHMMK rpoMagasiHaMmn Npasa Ha Npauto Ta HaneXxHe couianbHe 3abe3neyeHHs, Wo BaXIMBo
Ha CbOroAHi, Konu YkpaiHa 3axuLLaE CBill CyBEpEHITET i HE3aNEXHICTb Bil BOEHHOI arpecii 3i CTOpoHM pocilicbkoi dheaepallii.
BuKOpUCTaHHS anropuTMIiB i CUCTEM MALIMHHOTO HaBYaHHS MOXEe BECTW [0 3HAYHUX MoJlinweHb, NOB'A3aHuX i3 npodeciii-
HOIO NiArOTOBKOIO TPYAOBUX PecypciB, ynpaBniHHAM BUPOBHWYMMM MpoLecaMmm, OXOPOHOO Npaui Ta iHWKWMKU CTOPOHAMM
TPyAONpaBoOBUX BiHOCKH.

Lifwnn BUCHOBKY, WO MOAEPHIi3allis TpyAoOBOro npaBa nepefadayvyac po3LMpPEHHST Kona YYacHWKIB TPyAOBMX BiIHOCWH i
nepernaa 3MicTy TepMiHa «npauiBHUK». TakuM YMHOM, HasIBHICTb abo BiACYTHICTb AOCTYNYy A0 TEXHONOrI CTBOpOBaTUME
HOBI (hOpMM HEPIBHOCTI Y B3aEMOAIT MiXK «MpauiBHUKOM-NPaLiBHMKOM> i «npauiBHMKOM-poboTom (LUT)».

3anpornoHoBaHO MPOAKTUBHUIA Miaxia ANs HiBENOBaHHS HACNIAKIB MOXJ/IMBMX 3arpo3 BUKOPUCTAHHS LUTYYHOMO iHTENEKTY
B TPYAOBMX BiAHOCMHAX LUASIXOM MIMOMHHOMO AOCHIMKEHHS BCIX MOX/IMBUX 3arpos, WO BMHUKAKOTb Y 3B'A3Ky i3 3acTocy-
BaHHSIM MOZIEPHMX TEXHOMOrIN. BUCNOBIEHO NPOMNO3MLt0 B3 TV 3@ OCHOBY MiDXHapOAHMWI [0CBiA BUKOpUCTaHHs LI B cyc-
niNbHOMY YCTPOI AiepXXaBu Ta afanTyBaTyW MOro B XWUTTS AepXaBy, WO, B CBOKO Yepry, CrpUsiTUME NPOCYBaHHIO BaXKMBUX
Te3 Npo AKICTb i AOCTYMHICTb A@HWX Ha PiBHI KpaiHi, | B MiCTax 30KpeMa, CpUsSHHIO yyacTi B cxeMax 06bMiHy AaHWMK Ha
piBHI NPUBATHOIO 1 AEPXKABHOIO CEKTOPIB.

Po3pobneHi pekoMeHgauii 403BONAATb NMOKPALMTU TPYAOBY L@pMHY Ta He MOCTABUTU NPauiBHWKA B HEBUTiAHY A/ HbOro
nosuuito.

KnrouoBi cnoBa: WTy4YHWUI iHTENEKT, TEXHOSOrIi, TPYAOBi BiAHOCWMHM, Li@pyHa npaLi, NpauiBHWK, 3aXWUCT NpaB, EKOHOMiKa
JepXxaBu, aganTauis 3aKoHO4aBCTBa
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