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PekomeHO08aHO 00 po3MileHHST 8 enneKmpoHHUX cepsicax JIbe]JYBC ByeHor padoro
Jlb8igcbK020 OepxxaBHO20 yHisepcumemy 6HympillHiX cripas
(mpomokos Ne 12 gid 28.01.2025)

MOSBOJIb CraHicnas — NpopeKkTop, LOKTOP HPUANYHUX HayK, Npodecop;
AHOPYCULUWH PomaH — kaHangat topuanyHuX Hayk, OLEHT;
BEPBULIbKW MeTpo — kaHAnAaT Hayk i3 coLianbHUX KOMYHiKaLii;
OENYAK Irop — OOKTOP HOPUOMYHUX HAyK, OOLEHT;

MONAK Ceatocnae — gokrop dinocodii y ranysi 3HaHb «[MpaBoy;
3AYEK Oner — kaHangaTt TEXHIYHUX HayK, LOLEHT;

MOBUYAH AHaTonin — AOKTOp IOPULANYHUX HayK, Npodecop;
Orl1PKO Onbra — kaHguMaaT TeXHIYHUX HayK, OOLEHT;

PYONN Tapac — kaHguaaT TeXHIYHUX HayK, AOLEHT;
MYCINOBCBKA Map’siHa — kKaHaMAAT TEXHIYHWX HaYK;

O’AKOB AHApit — KaHOWAAT TEXHIYHMX HayK;

FAJTAVIKO Hatanis;

MAIEPOBCbBKA TeTaHa — kaHAnaaT (isnko-mateMaTUYHNX HayK, OOLEHT (BignoBiganbHUN
cekpeTap).

| 78 IHcdopmauinHo-aHaniTU4He 3a6e3neyYeHHs AiANbLHOCTI opraHiB cekTopy 6e3ne-
KM i 060poHN YKpaiHu: maTepianun HaykoBo-npakTuyHol koHdepeHuii (JlbsiB, 20
rpyaHa 2024) / ynopsagHuk: T. B. Mareposcbka. — J1bBiB : JIeB[AYBC, 2025. — 137 c.

Y 30ipHUKY BMillEHO HAyKOBi CTaTTi 3a MaTepianamm [ONOBIAEN YyYacCHUKIB
HaykoBo-npakTnyHoi koHdepeHLUil «IHpopMauinHo-aHaniTu4YHe 3abesneyeHHs gisinb-
HOCTI opraHiB cekTopy 6e3neku i 060poHn YkpaiHm», wo nposoaunnacs 20 rpyaHs 2024
POKY Y JIbBIBCLKOMY ep>KaBHOMY YHIBEPCUTETI BHYTPILLHIX Cnpas.
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A63anoB [leHnc BnagucnasoBuu4

KypcaHT 2-ro Kypcy akynbteTy Ne3 [JoHeubKOro OepXXaBHOro YHIBEPCUTETY BHYTPILLHIX
cripas

Mabopeub Onbra AHgpiiBHa

AOUEeHT Kadpeopu onepaTyMBHO-PO3LIYKOBOIT AisNbHOCTI Ta iHdopMauiiHol  ©6e3neku,
dakynbTety Ne3 [loHeubKOro Oep)XaBHOro YHIBEPCUTETY BHYTPILWHIX crpas, LOKTOP
dinocodii, goueHT

KIBEPBE3MNEKA SIK KNIOYOBUW ENEMEHT IHOOPMALIIHOIO
3ABE3MNEYEHHSA CEKTOPY OEOPOHU YKPAIHU

Kibepbeaneka € ogHMM i3 KITHOYOBUX KOMMOHEHTIB Cy4aCHOT cMcTemMu iHpopmauinHol
6eanekn, 0cobnMBO B KOHTEKCTI 060poHO3AaTHOCTI Aepxasu. [ns YkpaiHu, sika nepebyBae
nig NOCTINHMM TUCKOM KiGep3arpos, eeKkTUBHUIA Kibep3axuCT Bigirpae KPUTUYHY posb Y
3abe3neyeHHi HauioHanbHOT 6e3nekn Ta CTINKOCTI AepXXaBHUX IHCTUTYLIN.

Kibepbeaneka BM3HAYaETbCA SK CTaH 3aXMLLEHOCTI XUTTEBO BaXXMMBUX iHTepeciB
ocobu, cycninbCTBa Ta AepXasu y kibepnpocTopi. i 4OCArHeHHs MOXNMBE 3aBASKN CUCTE-
MHOMY BNpPOBaXEHHIO NPaBOBUX, OpraHidauiiHMX Ta TEXHIYHUX 3axoAiB, CPSIMOBAHUX Ha
MiHiMi3aLito pU3uKiB, NOB'A3aHUX i3 BUKOPUCTAHHAM iHPOPMALINHUX TEXHOIIOTIN.

3 noyaTkoM noBHOMAacLWTabHOI arpecii pocii NpoTu YKpaiHW KinbkiCTb i maclitab
KibepaTtak cyTTeBO 3pocnu. 3rigHo 3 gaHumun ypsgosoil komaHan CERT-UA, y gpyrini nono-
BUHi 2023 poky 6yno 3acdikcoBaHo Ta poacnigyBaHo 1,46 tucaudi kibepiHungeHTis. OCHOB-
HAMW LiNAMK aTak cTanu MiHICTepCTBa, OpraHn AepXaBHOi Bnagu Ta 00'€KTU KPUTUYHOI
iHpacTpykTypu. 30Kkpema, ypsi4oBi opraHisauii 3as3Hanu aTtak 347 pasiB, MicueBi opraHu
Bnagn — 276 pasiB, yCTaHOBU cekTopy 6e3nekn Ta obopoHu — 175 pasiB, a KOMepLUinHi
opraHizauii — 127 pasis. Ocobnusy yBary xakepu npuainunu eHepreTmyHomy cektopy (92
aTaku), TenekomyHikauinHomy cektopy (81 araka), ocBiTHIM 3aknagam (38 aTak),
TpaHCNopTHIN ranysi (32 ataku) Ta diHaHcoBoMy cekTopy (30 aTak). 3Ha4Hi PU3NKN TaKoX
Biguynu IT-cektop (25 aTak), 3acobu macoBoi iHdopmauii (15 aTak) i MmeanyHi yctaHosm (12
atak) [1].

HanepepogHi noBHoMacwTabHOro BTOPrHEHHs, Yy CivHi 2022 poky, kibepaTaku i3
3aCTOCYBaHHSM LUKIANMBOro nporpamHoro 3abesneyeHHs:, 3okpema WhisperGate, 3aBganm
LWKOAWN canTaM ypsaoBUX YCTaHOB YKpaiHu, 3okpema MiHicTepcTBy 3aKOpAOHHUX cripaB Ta
MiHicTepcTBy ocBiTW. Y x0BTHi 2022 poKy xakepcbka rpyna Sandworm 34iiCHunIa CUHXpO-
Hi30BaHYy aTaky Ha eHepreTu4Hy cuctemy YKpaiHu, noegHaBLLUM 1T 3 pakeTHUMU yaapamu, LWo
NpM3Beno 40 MOLKOLXKEHHSA HU3KKU MiACTaHLUIN.

[MpoTSArom BiHM aKTUBHO BMKOPUCTOBYBanuUCs nporpamun-sumaradi, Taki gk Caddy-
Wiper i SwiftSlicer, meToto siknx 6yno 3HuweHHs gaHux. MacwtabHi DDoS-atakn, Hanpu-
knag, Ha KuiBctap y rpyaHi 2023 poky, cnpuunHunm nepeboi y 3B’A3Ky ANS MiNbWoHIB
kopucTyBadiB. [1o4aTKOBO pPOCIACBKI Xakepu 3acToCoByBanuM MeToaun AesiHdopmalil,
BKOYAOYM 3amMu Mefia, nowmpeHHs OernkoBUX HOBUH Yepes coumepexi Ta (ilnHroBi
po3cunku [2].

3abesneyeHHs kibepbeanekn B YKpaiHi noTpebye KOMMNMEKCHOro niaxody, SKWUn
OXOMSIKE acnekTn 3a3HadeHi y Tabnuui 1.



OTxe, kibepbesneka € yHAaMEHTaNbHUM KOMMNOHEHTOM iHCPOPMaLiHOI NiATPUMKM
060pOHHOro cekTopy YKpaiHu, 0cobnmBo B yMOBaXxX CydaCHWUX 3arpos, Takux K kibepTepo-
pu3Mm, iHopmauinHi BinHK Ta ribpugHi atakn. HaginHmin kibep3axmuct KPUTUYHO BaXXNUBUX
iHpPacCTpyKTyp i BINCbKOBUX cUCTEM 3abesnedye He nuuwe 36epexeHHs HauioHanbHOI
Besnekun, ane n edpeKkTUBHY aganTauito 4O 30BHILLHIX BUKMKKIB, WO NOCTalOTh Nepeq aAepxa-
BOK. 3 ornsay Ha CTPIMKUMA PO3BUTOK TEXHOMOriNA, MOCTiMHE BOOCKOHANIEHHs1 CTparTeriu,
METOAIB Ta PecypciB Kibep3axucTty € Kn4oBo yMOBO ANs 3abe3neyeHHss e(PeKTUBHOCTI
npoTunail kibepatakam.

Tabn 1. 3abesneyeHHs Kibepbesrneku e YKpaiHi

KaTteropis PesynbTar

3akoHOOaBCTBO YAocKoHaneHHs HopMaTtuBHOI 6a3n BiANOBIAHO OO0 MiXKHApPOA-
Hux ctaHgaptie (NIST, ISO 27001) Ta BNpoBamKeHHA YiTKOI
cTparterii kKibepbesnekn.

TexHonorii BukopuctaHHs cyyacHux 3acobiB 3axucTy (LwmdppyBaHHs, 6a-
raTopiBHeBa aBTeHTUdIKaLis), po3pobka HauioHanbHoro 13 Ta
CUCTEM MOHITOPUHIY 3arpoas.

OcsiTta MigrotoBka (paxiBuUiB 4Yepe3 OCBITHIi NporpaMmn M HaBYaHHSA,
NiABULLEHHS LUMPPOBOI rpaMOTHOCTI Ta perynsipHi cumynsuii
AnNs NepeBipKn roTOBHOCTI 0 IHUMOEHTIB.

MixxHapogHa cniBnpaus | Yyactb y nporpamax NATO Ta MixkHapogHux KibepHaBYaHHSIX,
0oOMiH gocBigoM Ta iHopMaLieto NPo 3arposu.

KpuTuyHa 3axMCT  KIMYOBUX  CEKTOpiB  (eHepreTuka, TpaHcnopT),
iHpacTpykTypa BNPOBaPKEHHS pe3epBHUX cUCcTeM Ans 6esnepepBHOi poboTu.
BopoTtbba 3 CTBOpeHHs nnatgopM Ana nepesipkM pakTiB, MOHITOPUHT Ta
AesiHopmadiero OGnOKyBaHHSA LUKIANNBUX PECYPCIB.

IHTerpauiss 3axogiB kibepbesnekn 3 iHWWUMK CKNagoBUMKM HaLuioHanbHOT O0BOPOHMU
CTBOPHOE NOTYXXHY Nnatopmy Ans 3aMmiuHeHHa 6e3neku gepxxasun. Baxnmeo, o6 po3BuToK
Kibepbe3nekn po3rnsgaBcsa 9K OAMH i3 NPIOPUTETIB AepKaBHOT NONITMKK, OCKINbKM CamMe BiH €
BUpianbHUM anga 3abe3neyeHHst cTabinbHOCTI, CTIMKOCTI Ta CyBepeHiTeTy YKpaiHn B ymoBax
rnobanizoBaHoro cBiTy. EekTBHEe BNpoBagKeHHs Kibep3axmucTty ctae He nuwe 3acobom
npoTuail cyd4acHMM 3arpo3am, a MW BaXUBUM eneMeHTOM (OOpPMyBaHHS TEeXHOMOr4YHO
OCHaLLEeHOoT Ta aganTMBHOI CUCTEMU HaLioOHaNbHOI 6e3neku.

Nitepartypa

1. HasBaHa kinbkicTb kibepaTak B YKpaiHi 3a MuHynui pik. URL:
https://www.slovoidilo.ua/2024/01/31/novyna/suspilstvo/nazvana-kilkist-kiberatak-
ukrayini-mynulyj-rik

2. TengupekTop «Kuictapy»: IT — iHdpacTpykTypa KOMMNaHii 4acTKOBO 3pyMHOBaHa
BHacnigok xakepcbkoi atakn. URL:
https://ms.detector.media/withoutsection/post/33724/2023-12-12-gendyrektor-kyivstaru-
it-infrastruktura-kompanii-chastkovo-zruynovana-vnaslidok-khakerskoi-ataky/
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AbpamoB Ceprin OnekcinoBuu

CTaplmMi HaykoBMK CRiBPOBITHMK HayKoBO-goCnigHOI nabopatopii 3 MigroTOBKM BIiNCHK
KuiBcbKkoro iHCTUTYTY HauioHanbHoOT reapail YKpaiHv, kaHanaaT TEXHIYHUX HayK, OOLUEHT

KpaB4yeHko Ceprin AdaHacinoBny

HayKkoBUIM cniBpObITHMK HayKoBO-gocrnigHoi nabopaTopii 3 nigrotoBku BiMCbk KuiBCcbkoro
iHCTUTYTY HauioHanbHoOI rBapgii YkpaiHu, kaHangaT 6ionoriYyHnx Hayk, cTapLlumii HayKoBUN
CniBpOBITHNK

KIBEPBE3IMNEKA SIK HEBIQ’EMHA CKIAOOBA IHOOPMALIMHOIO
3ABE3MNEYEHHSA CEKTOPY OEOPOHU YKPAIHU

Y cy4acHnx ymoBax po3BUTKY iHPOpMaLiMHOro CycninbCTBa Ta 3pOCTaHHA LMppoBUX
TEXHOMOriN NMTaHHA Kibepbesnekn HabyBalOTb CTpaATEriYHOro 3HaA4YEHHS AN 3abe3nevyeHHs
HauioHanbHoI 6e3nekn YkpaiHn. CeKktop 0BOPOHU CTUKAETbCA 3 MOCTIMHO 3pOCTalyYMMu
Kibep3arposamu, WO CNpssAMOBaHi Ha NOPYLIEHHSA (PYHKLUiIOHYBaHHSA iHPOPMAaLiMHUX CUCTEM,
BUKPaAEHHS KOHMiIAEeHUIMHMX faHnX Ta gecTabinisauito poboTn KnyoBmux iHppacTpyKTyp.

[B6puaHa BiHa, sky Bege Pocicbka denepaudia npotn YKpaiHu, 3Ha4YHO nigBumna
PU3NKK Ta IHTEHCUBHICTb KibepHanaaiB. Bopor akTMBHO 3acTOCOBYE MeToAM KibepLunmnryHcT-
Ba, iHbopMaUinHUX aTak i gesiHdopmalii, Wo CTaBUTb Nif 3arpo3y UiNiCHICTb Ta edekTnB-
HICTb OBOPOHHUX onepaLin.

PosButok kibepbesnekn B cektopi O0O6OPOHM YKpaiHM € BaXIMBUM €flEMEHTOM
iHTerpauii KpaiHm y cuctemy konektuBHol 6e3nekn HATO, ge 3axuct iHpopmauinHoro
NPOCTOPY € OOHWUM i3 KMOYOBUX HanpsIMKiB AianbHOCTI. 3abe3neyeHHs KibepcTinkocTi Ta
npoTMaia cydacHum kibepsarpo3am BuMaraloTb BMAPOBALXKEHHS HOBITHIX TEXHOMOrin,
NigroToBKK KBasnicikoBaHux daxisuiB, po3pobKM CydacHMX HOPMATUBHO-NPABOBUX aKTiB Ta
NOCUNEHHA MiDKHAPOAHOI cnisnpaui. TakmmMm YMHOM, NUTaHHA Kibepbesnekn € Haa3BuYarHoO
aKTyanbHUM Yy KOHTEKCTi nigBULLEHHA obopoHo3aaTHOCTI YKpaiHn Ta 3abesnedeHHs
HaQiMHOCTI iIHPOpMaLiMHOro NPOCTOPY Y NPOTUCTOSAHHI CydaCcHUM BUKNUKaM i 3arpo3am.

3rigHO 3akoHy YkpaiHu kibepbeaneka — 3axXULLEHICTb XUTTEBO BaXKIMBUX iHTEPECIB
NOOMHY | rpOMagaHMHa, CyCcninbCTBa Ta AepXKaBu Nifg Yac BUKOPUCTaHHS KibepnpocTopy, 3a
AKOT 3abe3neyvyoTbCa CTanuMi po3BUTOK IHOPMAaLIMHOrO CcycninbCcTBa Ta LMUGPOBOro
KOMYHIKaTMBHOIO CcepefoBuLLa, CBOeYacHe BUABMEHHSA, 3anobiraHHs | HenTpanisauis
peanbHWX i NOTEHUINHUX 3arpo3 HauioHanbHin 6e3neui Ykpainu y kibepnpocTopi [1].

MeTogonoria aHanidy kibepbe3aneknm sK HeBig’€MHa cknagoBa iHGOPMaLUiIAHOIo
3abe3neyeHHst CekTopy 000pOHM YKpaiHM MOXe BKMOYATM HACTYMHI eTann SOCIioKEHHS:

1. BusHayeHHsa ob6’ekta Ta npegMeTa OocnigkKeHHs. B akocTi 06’ekTy AOCnigKEHHA €
cuctema kibepbesnekn cektopy obopoHn YkpaiHu. B Ton xe vac, npegmeT gocnia-
XEHHS1 — MexaHi3mn, mMetoaum Ta 3acobu 3abesneveHHs kibepbesnekn B ymoBax
CyYaCHUX BUKIUKIB i 3arpoas.

2. MeTa gocnigkeHHa — OuiHKa Cy4acHOro crtaHy, npobnem i nepcnekTnB pO3BUTKY
Kibepbe3nekn y cekTopi 060poHN YKpaiHN MOXe BKNHOYATU Ha HAaCTYMHMUX 3aBOaHHSAX:
BMBYEHHS Cy4acHUX Kibep3arpoa i BWMKMNUKIB, LLO BMAMBAKOTb Ha CEKTOP OOOpPOHU;
aHania HopmMaTMBHO-NPaBoBOI 6a3n YkpaiHu y capepi kibepbesneku; oLiHka TEXHOMNOTIiN
Ta IHCTPYMEHTIB, WO BUKOPUCTOBYKOTBCA OMs1 3aXUCTY iH(POpMaLIMHOro NpocTopy
0BOpPOHHOrO CekTopy Ta po3pobka pekomeHaui Woao BAOCKOHANEHHs CUCTEMM
Kibep3axucry.



3. MeTtoan pocnigkeHHs. [O OCHOBHMX MeTOoAiB OOCHigXKEeHHs 3anpornoHOBaHO
BKITOYMTU HACTYNHI: TEOPETUYHUI aHani3; NOPIBHANBHUIA aHani3; eMnipu4Hi MeToau;
MeToaM MOAEnNtoBaHHA Ta MPOrHO3yBaHHA Ta CTATUCTUYHWIW aHani3. TeopeTuyHuin
aHanis: BUBYEHHA nitepaTypu, HAyKOBUX CTaTen, HOPMaTUBHUX JOKYMEHTIB Ta 3BiTIiB 3
nuTaHb Kibepbeanekn. MNopiBHANBHUIA aHani3: aHani3 MikKHapoA4HOro Aocsiay y cdepi
Kibep3axucty (3okpema, gocsig HATO). EmMnipuyHi MeToamn: NnpoBeAEHHSA ONUTYBaHD |
iHTepB't0 3 (hpaxiBuaMM cekTopy 06opoHW. AHani3 peanbHUX KibepiHUMOEHTIB, WO
BMIMHYNN HA 06OPOHHMI cekTop YKpaiHn. MeToam MogentoBaHHsS Ta NPOrHO3yBaHHS:
po3pobka mofenen po3BuUTKY Kibep3arpos i ouiHKa X BNAMBY Ha CEKTOP OBOPOHM.
CtatnuctnyHum aHanis: 36ip i 06pobka faHMX NPOo KinbKiCTb Ta TUNK KibepiHUnaeHTIB y
CEeKTopi 060pPOHM.

4. Etann aHanisy: 36ip fgaHux; aHania craHy; po3pobka pekoMeHAauin; OLiHKa
€(PEKTUBHOCTI.
5. OuikyBaHi pe3ynbtatu. OTpMMaHHS YiTKOro po3yMiHHS CTaHy Kibepbeanekn y cektopi

0060poHM YkpaiHu, po3pobka npakTUYHNX peKoMeHAaLlin ANsi BAOOCKOHANEHHS CUCTEMM
Kibep3axucty, BM3HAYEHHS NEPCNEeKTUBHUX HaNpaAMiB pPo3BUTKY Kibepbeanekn 3
ypaxyBaHHAM MiKHapOAHOro JocCBiay.

MeTogonoris aHanidy 403BOSIIE CUCTEMHO MiGINTN 0O BUBYEHHA Npobriemu kibepbes-
nekn, 3abeanedvyroyn HaykoBy OBI'pYHTOBAHICTb OTPUMaHMX pe3ynbTaTiB Ta pekoMeHaauin.

[10 OCHOBHMX NEPCNEKTUBHUX HanNpsIMKiB PoO3BUTKY Kibepbesanekn K HeBig'emMHa
cknagoBa iHopMauinHoro 3abesneyeHHss cektopy 06opoHM YKpaiHu noTpibHO BigHeCcTu:
PO3pO0KY i BMIPOBaAXKEHHSA HaLioHanbHUX CTaHOapTiB Kibepbeaneku; NocuneHHs KibepcTin-
KOCTi KPUTMYHO BaXKnMBOI IHPPaCTPYKTypu OOOPOHHOIO CEKTOPY; PO3BUTOK CUCTEMMU Kibep-
PO3BiAKM Ta KOHTPPO3BiAKW; NiAroToBKa KBanidikoBaHuX kaapiB y cdepi kibepbesneku;
BMKOPUCTaHHSA HOBITHIX TexHonorin ans 3abesnedeHHss Kibep3axucTy; NOCUNEHHA MiKHa-
poaHoi cniBnpadi y cdepi kibepbesneku; nigBulLeHHs piBHA 06i3HAHOCTI Npo Kibep3arposu
cepeq nepcoHany o6OpOHHOro CeKTopy; po3pobka cucTeM onepaTMBHOIO pearyBaHHsS Ha
KibepiHUMaOeHTHN.

Pospobka i BnpoBagkeHHs1 HauioHanbHUX cTaHaapTiB Kibepbesneku, 3 MeTor rapmo-
Hi3auii yKpaiHCbKOro 3akOHO4aBCTBa i3 MbKHApPOAHUMM CTaHgapTamu y cdpepi kibep3axucty
Ta CTBOPEHHS €AMHOI nnatdopmn ANd MOHITOPUHrY Kibep3arpo3 i koopauHauii Mix
Aep>XaBHYMW Ta NPUBATHUMM CTPYKTYpaMu.

[MocuneHHs KibepCTiIMKOCTI KPUTUYHO BaXKMBOI iH(ppacTpyKTypu 06OpPOHHOIo CeKTopy,
3a paxyHOK BNpoBaKeHHs GaraTopiBHEBUX CUCTEM 3axXUCTY iHPOpMaUiMHUX Mepex Ta
3axucTy 6a3 gaHux, WO MICTATb CTpaTeridyHy iHdopMauito, Bif aTtak i3 3aCTOCyBaHHSAM
LUTYYHOrO iHTENEKTY.

PosBuTok cuctemmn kibepposBigkm Ta KOHTPPO3BIAKM, a caMe BUKOPUCTAHHS iHCTPY-
MeHTIB BigkpuTol po3sigkun (OSINT) ans ineHTudikauii kibep3arpos Ta aBTomaTtmsauis 36opy,
aHanisy Ta NporHo3yBaHHSA A Kibep3nOBMUCHUKIB.

MigrotoBka kBanidikoBaHMX KagpiB y cdepi kibepbeanekn, 3a paxyHOK CTBOPEHHS
cnevujianisoBaHMX HaBYanbHUX Nporpam A BINCbKOBUX i LMBINbHUX (baxiBLiB Ta opraHisauis
HaBYaHb | TPEHYBaHb i3 CUMYNSLiEt0 KibepiHLUNOEHTIB.

BukopuctaHHa HOBITHIX TexHororin onsi 3abesneyeHHs kibep3axucTty, 3 METOK iHTe-
rpauii WTYYHOro iIHTENEKTY Ta MalUMHHOMO HaBYaHHA 49 BUABNEHHS aHOMarin y Mepexax Ta
BNPOBaKEHHA BNOKYENH-TEXHONONIN ANA 3aX1CTY KOMYHIKaLin | nepefadi AaHux.



MigBuweHHa piBHA 06i3HaAHOCTI nNpo kibep3arpo3n cepen nepcoHany 060pOHHOro
CEKTOpY, 3a paxyHOK po3pobka OCBITHIX KamnaHin i3 kibepriricHn Ons BiACbKOBUX Ta
aAMIHICTpaTMBHMX MpaUiBHUKIB Ta iHTerpauii 6a3oBux 3HaHb i3 Kibep3axucTy B perynspHy
NiAroTOBKY BiCbKOBUX.

Pospobka cuctem onepaTMBHOro pearyBaHHs Ha KibepiHUMOeHTH, 3 METOK CTBOPEHHS
cneuianisoBaHnX UEHTPiB Kibep3axucTy, ski 30aTHi WBMAOKO pearyBaTuU Ha 3arpo3u Ta
BNpoBaMKeHHS aBTOMaTU30BaHNX CUCTEM A4 aHanidy Ta niksigauil Hacnigkis aTtak.

[MepeniyeHi BuULe NepCneKkTMBHI HanpsiMu pPO3BUTKY Kibepbeanekn siKk HeBiO eMHa
cknagosa iHpopMmauinHoro 3abes3nevyeHHsa cekTopy oB6opoHM YKpaiHW CNpUSTUMYTb 3Mill-
HeHHIo Kibepbeanekn cekTopy 060poHN YKpaiHun Ta 3abe3neyeHHIo iHopMauiiHOT CTINKOCTI
B YMOBaXx Cy4acCHuX 3arpos.

Nitepartypa

1. Mpo ocHoBHi 3acagn 3abesneveHHs kibepbeanekn YkpaiHu: 3akoH YkpaiHu Big 5
x0BTHA 2017 poky Ne 2163-VIIl. Jata oHoBneHHs: 28.06.2024 URL:
https://zakon.rada.gov.ua/laws/show/2163-19#Text (nata 3BepHeHHs1 12.12.2024)

BiryH MapiaHHa
3gobyBay BULLOI OCBITU cneuianbHocTi 126 «IHopmauinHi cuctemm Ta TEXHOMOri»
JIbBIBCbKOro AepXaBHOroO YHIBEPCUTETY BHYTPILLHIX cnpas

lananko Hatanis BonogumupiBHa

cTapLwum BMKNagad kadpenpu iHpopMauinHUX CUCTEM Ta TeXHOMOoriN J1bBIBCbKOro aepxas-
HOro YHiBepCcUTETY BHYTPILLUHIX CnpaB

BMNNMUB KBAHTOBUX OBYUCIIEHb HA OEPOBKY OAHUX | CTPATETI
KIBEPBEIINEKU

CyyacHa ranysb iHpOpMaUiHMX CUCTEM CTOITb Ha MNOPO3i HOBOI €enoxu, B SKin
KBaHTOBI TEXHOMOrii BigirpatoTb KNYOBY posb. BoHM npeactaBnaTs HOBUIA Kiac iHCTPY-
MEHTIB, 34aTHUX pagukanbHO TpaHcOpMyBaTK TpaauuivHi nigxoan Ao obpobkm gaHux Ta
3abe3neyeHHs 6e3nekn. KBaHTOBI KOMM'OTEPK Ta Kpuntorpadisi BiaKpnBatoTb NEPCNEKTUBN,
AKi MOXYTb CYTTEBO MNIiABULLMUTU €(PEKTMBHICTb CUCTEM YMpPaBiHHA OaHUMW, PO3LLMPUTH
MOXINUBOCTI aHani3dy Ta 3abe3neunTtn 6e3npeueseHTHUN piBEHb 3aXMCTy iHpopmaLlil.

3Ha4YeHHs UMX TEXHOSOrN BaXXKO MepeoLiHUTU, OCKIflbkM BOHU (POPMYKOTb HOBI
BEKTOPU PO3BUTKY Yy cdpepi iHdpopMauiiHux cucteM. Ha rmobanbHOMY piBHI CnocTepiraeTbes
aKTUBHe 30iNbLUEHHS IHBECTULIN Y KBAHTOBI LOCIIIKEHHS, afpke NPoBigHi KpaiHK, sk-oT CLUA,
Kutan i kpaiHm €C, ycBigoMIo0TbL CTpaTeriyHy BaXKNUBICTb L€l ranysi Ta akTUBHO (iHaH-
CYHOTb BiANOBIOHI MPOEKTH.

KBaHTOBI TexHonoril cTaoTb hyHOaMeHTOM AN 3abe3neyvyeHHs TEXHOMNOriYHOI nepe-
Baru, OCKiNbK1 BOHU NPOMNOHYOTb PEBOSTIOLiVHI PiLLEeHHS Y cdepi 0buncrnioBanbHNX NOTYX-
HocTew | 6eanekun aaHux. IXHil BNN1B 0XOnsoe BCi acnekTy iHpopMaLiiHUX CUCTeM, 30Kkpema
ynpaeniHHa 6aszamu gaHunx, po3pobKy nporpaMHoro 3abesnedyeHHs Ta onTuMisauito iHdpa-

CTPYKTYpMW.


https://zakon.rada.gov.ua/laws/show/2163-19#Text

BiaMIHHOIO PMCOIO KBAHTOBOI TEXHIKM € HOBUN TEXHOMNOTMYHUI PiBEHb, AKUN 03BONSE
MaHinynoBaT OKPEMMMWN KBAHTOBUMM OO6’€KTamMm, 30KpeMa: aTOMOM; iOHOM; €MNEKTPOHOM;
doToHOM. KBaHTOBE OBYMCNEHHS BU3HAYAETLCA TEXHOONIE, sIka BUKOPUCTOBYE KBaHTO-
BOMEXaHiYHi ABuLLa, TakKi AK cyrnepnosuuis Ta 3annyTaHiCTb AN BUKOHaAHHSA onepauin Hag
AaHumun. KeaHTtoBi Komn'toTepun ByaytoTbCa Ha KBaHTOBMKX BiTax abo KybiTax, siki, Ha BiAMiHY
Big GiTiB TpaguuinHoro komn'totepa, NnoeaHyTb ctaHn 0 i 1; 06pobnaTe Benuki o6csru
AaHnX 3 HerMMoBipHO WwBKAakicTio [1, ¢. 179]. La 3gaTHICTb NpoaBNsAeTbCA 3aBASKM CBOIM
napanenbHMMm ob4YncnoBanbHUM MOXIIMBOCTSIM Ta Mae€ BENMKE 3HAYEeHHA Ans ob6pobku
AaHux 6araTbox cpepax (puc. 1).

MawwnHHe HaBYaHHA Ta

diHaHCcK ..
LWTYYHWUN iHTENEKT

IHTepHeT peuei

Cuctemu |oT reHepytoTb
BE/IMKI NOTOKWN AQHUX,
AKi NOTPebYHOTL LWBUAKOI
06p0obKK. KBaHTOBI
KoMM'toTeEPU MOXKYTb
AOMNOMOITW 3 aHa/li3oM
LUMX AaHUX Y peasibHOMY

LLIBMAKICTb, 3 AKOO
KBaHTOBI Komn'toTEPM
MOYTb MPOBOANTMU
onTMmizaujto nopTtdenis
abo aHanisysatu
diHaHCcoBI AaHi, Moxe
3HAYHO 3MIHUTK

KBaHTOBI anroputmm
MOYTb 3HA4YHO
NPUCKOPUTK NpoLLecu
HaB4aHHA moaenein LI,
0bpOobHKM BENNKMX
HabopiB gaHMX Ta
CTBOPEHHA NPOrHO3iB.

yaci cnocobu NporHo3yBaHHA
PU3KKIB | yNpaBAiHHA
aKTMBaMM

Puc. 1. KeaHmosi ob4ucrieHHs 8 06pobui 0aHux

[Mopy4 3 nepeBaramu, siki MOACTBO OTPUMAE Y 3B’S3KY 3 BNPOBaKEHHAM KBAHTOBUX
TEXHOSOriN, KBAHTOBI 06YNCNEHHS CTalOTbh OOHIED 3 HANBINbLUMX 3arpo3 AN Kibepbesneku.
Lla noTyxxHa TexHonoria, 3abe3nevytoun peBOSIIOUINHI MOXMIMBOCTI, CTBOPIOE CEPNO3HUN
PU3KNK NS ICHYIOYNX METOAIB 3aXUCTY JaHUX.

OCHOBHMMM pu3MKaMK, SIKi KBaHTOBI KOMM'OTEPU CTBOPIOKOTL ANs Kibepbeaneky, €:

- [MepexonneHHsa Ta 3MOBXMBaHHA OaHUMU: 3alngpoBaHi iHpopMaLinHi NOTOKN MO-
XyTb ByTV Bpasnuesnmm 4o 3ramiB 3a SOMOMOIoH KBaHTOBUX TEXHOSIOTIN.

- ATtakn «36epiTb 3apas, po3WndpynTe NisHie»: 3NTOBMUCHMUKM MOXYTb HaKonn4yBaTmu
3aWMdpPOoBaHi AaHi CbOroAHi, 3 MeTow iX AewundpyBaHHSA Yy ManbyTHbOMY, KOMu
KBaHTOBI KOMM'IOTEPU CTaHYTb JOCTATHLO MOTYXHUMM.

- MMOpYLEHHA KPUTUYHO BaXXNIMBWUX CUCTEM: BIACYTHICTb Mepexody Ha KBaHTOBO-3a-
XWULLIEHI anropuTMn CTBOPIOE PU3MNK aTak Ha Kro4oBi BGisHec-yHKLUiT Ta iHbpacTpyk-
TYpY B Takmx cgepax, ik OXOpoHa 340poB’sl, (PiHAHCOBUI CEKTOP i Aep’KaBHe ynpaBs-
niHHA [2].

YCBIAOMMEHHA LMX BUKMAWKIB | CBOEYaCHa MigroToBka € KPUTMYHO BaKnmBumn. 3
ornagy Ha ue, opraHisauii NOBMHHI HEranHo noyYaTn BNpoBag)KyBaTu cTpaTerii kibepbeaneku,
30Kpema, aganTauisi CMCTeM A0 HOBUX CTaHAAPTIB LWNAPYBaHHS, CTINKUX 0 KBAHTOBUX aTak;
BNpOBaXEHHS KBAHTOBOIO LUM(PPYBaHHA Ta PO3MNOA4INY KMNHOYIB Y 3aXUCHY IHPPaCTPYKTYpY;
BiACTEXEHHS PO3BUTKY KBAHTOBMX TEXHOMOrIM i Nepesipka HOBUX KpunTorpadivyHmx piieHb
AN5 LWBUOKOro pearyBaHHA Ha 3arposu.



OTxe, KBaHTOBI 06YMCMNEHHS € BOAHOYAC 3HAYHMM NPOPUBOM i CEPNO3HUM BUKITMKOM,
30aTHUM PEBOSOLIOHI3yBaTM ob4YMcnioBanbHi Npouecu Ta NocTaBuUTK Mig 3arpo3y Cy4acHi
cuctemu kibepbesnekn. KBaHTOBI TEXHOMOTrIT BiAKPMBAOTb HOBI MOXIMBOCTI, CIPUSIOYM €KO-
HOMIYHIN edEeKTUBHOCTI, HAYKOBO-TEXHIYHOMY MpOrpecy Ta MOKPALUEHHI HAKOCTI XUTTA.
OpHak, nonpu Ui nepesarun, BOHM HECYTb i 3Ha4Hi pusnkn. Came ToMy opraHisauism crig yxe
CbOroAHi YCBIAOMMOBATY L 3arpo3u Ta BNpoBagXyBaTU KBAHTOBO-3axWLLIEHi cTpaTerii ang
3abe3neyeHHst cBOET 6e3nekn B ManbyTHbOMY.

Nitepartypa
1. Kopxx PomaH. TexHornoriyHi iHHOBaUii enoxm kBaHTOBOI ekoHOMikM. Development
Service Industry Management, (3), 2023, 178-182.
https://doi.org/10.31891/dsim-2023-3(26).
2. KBaHTOBI 064YMCneHHs: HEMUHYYa 3arpo3a iHgopmMauiiHin 6esneui. URL:

https://www.oksim.ua/2024/08/29/kvantovi-obchislennya-neminucha-zagroza-
informaczijnij-bezpeczi/

binac XpuctunHa IBaHiBHa
KypcaHT 3-ro kypcy, HHIT®IKI JibBiBCbKOro AepXaBHOro yHiBEPCUTETY BHYTPILLHIX cnpas
NMonsk CeAaTocnas lNeTpoBuy

B.0. 3aBigyBaya kKadpegpu onepatmBHO-po3wykoBol AiansHocTi, HHIM®MKI JieBiBCcbkoro
OepXXaBHOro YHiBepCUTETY BHYTPILLUHIX cnpas, OKTOp dinocoii y ranysi 3HaHb «[MpaBo»

IHOOPMALIAHI TEXHOJOTI Y NCUXONON4YHOMY 3ABE3MNEYEHHI
NMPABOOXOPOHHOI OIANbHOCTI

CyyacHuin CBIT nepexuBae nepio CTPIMKOro po3BUTKY iH(POpMAaLUINHMX TEXHOSOrIN,
WO aKTMBHO BMNMBalOTb Ha BCi cpepu XUTTS, 30KpemMa Ha NpPaBOOXOPOHHY AiSiNbHICTb.
3acTocyBaHHA HOBITHIX iH(OPMALUINHNUX TEXHOMOrN Yy MCUXOMOriYHOMY 3abe3neyeHHi
NPaBOOXOPOHHMX OpraHiB He nuwle nokpalwlye edpekTUBHICTb poboTn, a 1 BiAKpUBAE HOBI
MOXNUBOCTI 4N4 BinbLlU TOYHOro Ta 06r'PyHTOBAHOIO 3aCTOCYBAHHA MCUXOMNOMYHMUX METOAIB.
BoHu ponomaratoTb B aHanisi noBefiHKM MpaBONOPYLUHUKIB, OpraHisauil ncuxosnoriyHol
NIATPUMKN  NPaABOOXOPOHLIB, BUSABIEHHI  KPUMIHANbHUX TeHOeHuin Ta  po3pobui
NPogINakTMYHNX 3axofdiB. TakMM  YMHOM, BPAaxXOBYKOYM BaXMUBICTb MNCUXONOril B
NpaBO3aCTOCyBaHHi, iHHOBaUii B iH(POPMAUINHMX TEXHOMOriAX CTawTb He nuwe
IHCTPYMEHTOM, a 1 HEOOXiAHUM eneMeHTOM A5l AOCArHEeHHS BinbLUOi e(PeKTUBHOCTI poboTH
NPaBOOXOPOHHUX OpraHis. TOMy NOTPIOGHO BU3HAYUTU PONb IHPOPMALIMHMX TEXHOMOrIN Y
ncuxonoriyHoMy 3abe3neyeHHi NPaBOOXOPOHHOT AisiNIbHOCTI.

[Mepw 3a BCe BigMIYAEMO, IO NCUXONOriYHe 3abe3neyeHHs NPaBOOXOPOHHOI Aidnb-
HOCTIi BKJIHOMaE Pi3HOMAHITHI acnekTu, Taki Ik B3aemMois NpaBOOXOPOHLIB 3 rpoMagsiHamu,
aHani3 NcuxorsioriYHOro CTaHy Migo3proBaHMX Ta CBIAKIB, MCUMXOSOriyHa nigTpuMKa cniBpo-
GiTHMKIB Noniuii Ta iHWKX opraHie. IHopmaLiiHi TEXHONOTIT BigirpaloTb BaXXNMBY porb Y BCiX
UMX npouecax, OCKiflbkM O03BOMAKTL WBKMALWE Ta TOuYHiWe 0OpobnsaTv BENUKY KiNbKiCTb
AaHux, aBTomaTmdyBaTn 6araTo NnpoLEeciB i BNIpoBaaXyBaTu HOBI MeToam aHanisy [1, c. 37].

CyvacHi iHhopMaUinHO-aHaniTUYHI cUcTeMn AonomMararoTb NPaBOOXOPOHHMM opra-
HaM NpoBOAUTU FNMBOKUIM aHani3 NoBeaiHKM OCib, WO MakTb NEBHUI 3B’A30K 3 KpUMiHamb-
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HO gianbHicTio. Lle go3songe 36mpatu n o6pobnsaty AaHi Npo KpMMiHanbHi NoAii, B3aeMo-
Aitoun 3 6azamy JaHUX Ha HauioHanNbHOMY Ta MiXKHapOAHOMY piBHsIX. NcuxonorivHi npodini
OCiO, L0 cTanu XXepTBamu Y1 KpUBAHUKAMU, MOXYTb ByTn 0OpobneHi 3a 4onomoroto cneli-
anbHUX NporpaMHMx 3acobis, WO AonomMararTb i4eHTUdIKyBaTU NOTEHLINHO HeBe3neyHux
ocib abo cTBopuTK NnepeabadyBaHu NPOdinb 3M0YNHLS.

OTXe, MOXeMO KOHCTaTyBaTW, LLUO BUKOPUCTAHHS TEXHOMOriA AN NCUXOJSIOr4YHOro
NPOQiNtoBaHHA 3MO0YMHLIB BiAKPUBAE HOBI FOPU3OHTU Yy MNPaABOOXOPOHHIN LiSASIbHOCTI.
3aBasdkM aHanisy noBediHKOBUX MNaTEepPHIiB, BUKOPUCTOBYKOYM anroputMM MalLMHHOIO
HaBYaHHS, MOXXHA CTBOPHOBATU TOYHILI NMPOrHO3M WOA4O0 MOXIMBUX Oi nigo3ptoBaHux. Lle
gonomMarae He TifbKM B pPO3CRiAyBaHHAX, ane W Yy rMonepemakeHHi 3rouYvHIB, amxe
NCUXOMNOriYHMI NPOQIfb 3MOYMHLUA A03BONSE nependadnT MMOBIPHI Micua 1 cnocobu
CKOEHHSA NpaBonopyLUEHb.

Pasom 3 Tum, 3ayBakmmo, WO iHpOopMaUivHi TEXHOSOrT 3HAa4YHO MOKpaLLMin B3aEMO-
Ai0 MK MpaBOOXOPOHLUSIMU Ta NCUXOSIOraMu, a TakoXK CnpocTunmM obmiH iHdopmMauieto Mixk
pisHMMK nigpo3ginamu. BoHn O03BONMAKOTbL OpraHisyBatn e(eKkTMBHY CUCTEMY KOHCYIbTa-
TUBHOI NIATPUMKK, B TOMY YuChi Y BUMNadKax, KOnM HeobxigHa onepaTyMBHa NCUXOJOriYHa
agonomora abo niarotoBka NPaBOOXOPOHLIB A0 CTPECOBMX cuTyauin. [lcuxonorn MoxyTb
OTpMMYyBaTKM OOCTYNn A0 pe3ynbTaTiB MCUXOMOriYHUX TecTiB, aHanidy noBefiHkM ocib, Lo
NPOXOAATb Yepe3 NPaBOOXOPOHHI OpraHn, Ha OCHOBI YOro LWBKALWE W TOYHIWe KopurysaTtu
mMeToau Bnnuey [2, c. 77].

Ana ncuxonoriyHol NigroTOBKM MNPaBOOXOPOHLIB 3aCTOCOBYKOTLCA BipTyasibHi Tpe-
Ha)kepu, ki 4O3BONATb 1M y 6e3ne4YHoMy cepenoBuLLi TPEHYyBaTU peakuild Ha CTPeCcoBi
cuTyauil, BignpaubOByBaTW B3aEMOAi0 3 rpomagsaHaMmm T1a 36epiratm CNokin y KPUTUYHUX
cutyadiax. Lle BaxnmBo ansa Toro, wo6 cniBpobiTHUKM NPaBOOXOPOHHMUX OpraHiB MOrnmu
pearyBaTM Ha eKkcTpeMarbHi cuTyauii 6e3 HeraTuBHMX eMOUiNHWX Hacnigkis. 3aBasiku
iHpopMaUiHUM TEXHOMOrIAM, NPAaBOOXOPOHLi MOXYTb BUKOPUCTOBYBATWU Creuiani3oBaHi
nporpamu N4 OuUiHKM CBOro eMOLLIMHOrO CTaHy Ta BU3HAYeHHS piBHSA cTpecy. Lle nae amory
BYaCHO BMABUTW NpobrieMu, NOB'sA3aHi 3 NnepeHaBaHTaXXeHHAM abo eMOLUINHUM BUroOpaHHAM, i
BXXMBATW 3ax04iB LLOL4O NCMXOMOrivyHOI peabiniTauil.

[na NOCTINHOrO MOHITOPUHIY MCUXOJSIONYHOIO CTaHy CniBpOBITHMKIB NPaBOOXOPOHHUX
opraHiB BUKOPUCTOBYIOTbCSA MOBINbHI o4aTKM, SKi Aal0Tb 3MOry Y peanbHOMY 4aci Bigcniag-
KOBYBATW MCUXOSOriYHi NOKa3HWMKK, 30mMpaT gaHi Npo eMOLiNHUI CTaH cniBpOoBiTHUKIB i Npwn
HeobXigHOCTI KOHCYNbTYBaTUCS 3 NCMXoioramn abo HanpaBnATU Ha peabiniTauito.

[McuxonoriyHe 3abes3neyvyeHHs1 MPaBOOXOPOHHOI AiSNbHOCTI TaKoX BKoYae poboTy 3
rpomagsHamu, ocobnmBo B cuTyauiax, wo notpebytoTb HagaHHA npaBoBoi abo NCMXono-
riyHoI gonomoru. IHdopmMaLiiHi TeXHONOrII 4aloTb 3MOry opraHidyBaTu e(PeKTUBHY B3aEMO-
Ait0 3 HaceneHHaM, 3abesneyyoum WBUAKMIA A0CTYN A0 iHhbopmaLii Ta HagaHHS NOCnyr.

3a JonoMorow IHTepHEeT-TEXHOMOrI rpoOMaasiH MOXYTb OTPUMAaTK KOHCYmnbTauil 3
OPUONYHMX | NCUXONOriYHMX NUTaHb 6e3 HeoOXiAHOCTI BiABiQyBaTU BiAAINEHHS NPaBOOXO-
POHHUX OpraHiB. Taki nocnyru gonomMararoTb JIOAAM, AKi TOCTpaXKaanu Bif 3fI0MUHIB, LUBUOKO
OTpMMYyBaTK HEOOXigHY AOMOMOry Ta NCUXONOriYHY NiaTpuMKy. OHNanH-nnaTdopMn 4O3BO-
NATb PO3LWMPUTN JOCTYN 4O KOHCYMbTaUin Ta NiATPUMKM AN LWMPOKOT ayanTopii.

MoGinbHi gogaTku, sKi A03BOMATbL rpoMagsiHam LWBMAOKO 3B'A3aTUCA 3 MNpaBo-
OXOPOHHMMMK OpraHamu, BUKNUKATM noniuito abo eKkCTpeHy AOoMOMOry, € LWe OfHIEl
Ba)XXJTMBOK CKINag0BOK MNCUXONOrivyHOro 3abesneyeHHs. BoHU He Tinbkn HagaTb 4OMOMOry B
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eKcTpeMarnbHUX cuTyauisx, a n 3abe3nevytoTb NCUXOMOriYHY NIATPUMKY XepTBaM 3M104UHIB,
aonomaratoum im Bigvysatu cebe 6esneyniwe [3, c. 79].

Takum 4YmHOM, iHOpMaLinHI TeXHOSOrIT CTann He3aMiHHUM IHCTPYMEHTOM Y MCUXO-
noriyHoMy 3abe3neyvyeHHi NPaBOOXOPOHHOI AisNbHOCTI. BOHM 003BONAKOTL He nuvwe nigBu-
LWNTN edPeKTUBHICTb POBOTU NPaBOOXOPOHHUX OpraHiB, a 1M MOKpaLMTh YMOBU OS5 MCUXO-
NOrivyHOI NIATPUMKM SIK cCaMUX NpauUiBHUKIB, Tak i rpoMagsiH. CTBOPEHHSI HOBUX TEXHOSMOTNYHNX
pilleHb ONs NCUXOMOrivyHOI NIATPUMKA Ta aHanidy rnoBeniHKN BigKpMBae HOBI FOPU3OHTU B
[ocsrHeHHi 6inbLoi 6e3nekn B CycninbCTBi Ta NOKpaLLEHHI B3aEMOAIT MiXK MPaBOOXOPOHLSIMA
Ta rpoMagsHamMu. 3 pO3BUTKOM TEXHOMOriN OYiKyETbCSA, WO B ManbyTHbOMY ponb iHhopma-
LiMHMX TEXHOJIOTiM Y MCUXONoriYHoMy 3abe3neveHHi NPaBOOXOPOHHOI AisNbHOCTI Byae TinbKu
3poctatn. OdikyeTbCsa nofanbluMid  PO3BUTOK BIpTyanbHUX TpeHaxepiB, a Takox
BMKOPUCTAHHSA LUTYYHOrO iHTENeKTy Ang Binbll TOYHOro aHanidy NncmMxonoridHnx npodinis
0CiO, L0 MaloTb CTOCYHOK O KpUMiHANbHUX NoAin. binbLu akTMBHE BUKOPUCTAHHS TEXHOMOTIN
[03BOSIUTb NPABOOXOPOHLAM OnepaTuBHILLIE pearyBaTu Ha cUTyauil Ta HagaBaTu HeobXigHy
NCUXOSOriYHY NIATPUMKY BCIM yHacHMKaM npouecy.

INiTtepaTypa

1. OxpimeHko |. M., Anekcangpos L. O., Opo3g O. KO. OcobnueocTi npodecinHo-
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C. 76-78.
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KypcaHT 3-ro kypcy, HHIMN®IKI JIbBiBCbKOro Aep>kaBHOro YHiBEPCUTETY BHYTPILLHIX Cnpas
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B.0. 3aBigyBaya Kadpegpu onepatmBHO-po3wykoBol AiansHocTi, HHIMN®IMKI JieBiBCcbkoro
Aep>XaBHOro yHiBepCcUTeTy BHYTPILLHIX cnpas, OKTOp dinocodii y ranysi 3HaHb «[1paBo»

POJIb BIOMETPUYHOI IDEHTU®IKALII B IHOOPMALINHO-
AHATNITUYHOMY 3ABE3MNEYEHHI BE3MNEKWN YKPAIHU

BiomeTpuyHa ineHTMdikauia HabyBae aenani GiNbLIOro 3Ha4YeHHs B iHOPMaLiNHO-
aHaniTM4yHoMy 3abesneyeHHi OisnbHOCTI opraHiB cektopy 6e3nekn Ta obopoHu YkpaiHu. Y
Cy4acHOMy CBITi, Ae iHbopmaLia € OQHIE 3 KNKYOBUX LIHHOCTEN, iHTerpadis 6ioMeTpuyHmX
TEeXHOsorin y npouecu 36opy, 06pobkn Ta BUKOPUCTAHHS JaHUX CTAE HEBIA' EMHOKO YaCTUHOKO
edeKTUBHOIrO (YHKLIOHYBaHHA CUMNOBUX CTPYKTYp. BrnpoBamkeHHs Takux TeXHOSIOorin
A03BOMSE He nuwe NiaBuWMTK piBeHb 6e3nekn, a 1 3abe3neynTn onepaTMBHICTb i TOYHICTb
NPUMHATTA PilLEHb.
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OcCHOBHMM 3aBAaHHAM 6GioMeTpuYHOI igeHTUdiKauii € BCTaHOBMNEHHS YHiKanbHOCTI
ocobn Ha OcHOBI 11 isionorivHx abo noBeniHKOBUX XapakTepucTuk. B YkpaiHi go
GiomMeTpMYHMX NapameTpiB, WO BUKOPUCTOBYIOTLCSA Yy CekTopi 6e3nekn, HanexaTb Bigoutkm
nanbuis, 306paxkeHHs1 065444, aHani3 ronocy, CiTKiBKM oka Ta iHWi meToaun. Y noegHaHHi 3
CydacHMMK iHpopMaLiMHUMK cucTemMaMn Ui AaHi CTBOPHOKTb MOTY>KHUW IHCTPYMEHT Ans
igeHTudikauii, Bepudikauii Ta MOHITOPUHTY SIK rpOMaasH, Tak i 0Cib, Wo CTaHOBNATb 3arpo3y
HauioHanbHIN 6e3ned;.

B ymoBax BOEHHOro ctaHy Ta MOCTIMHUX 3arpo3 TepuTopiasibHin LiniCHOCTI YKpalHu
BGioOMETPUYHI TEXHOMOrT AEMOHCTPYIOTb CBOK €(EKTUBHICTb Y PO3B’A3aHHI HU3KM 3aBAaHb.
OpaHuM i3 Takux € igeHTudikauis ocid, ki HamaralTbCa NpUxoBaTU CBOK 0coby abo BUKO-
pUCTOBYIOTb (banblumMBi OOKYMEHTU. 3aBAdKM iHTerpauii 6ioMeTpuyHmMx gaHux OO0 cuctem
NPUKOPOOHHOIO KOHTPOJSIO, MPaBOOXOPOHHI OpraHu OTPUMYKOTb MOXIUBICTb LUBUAKOTO i
TOYHOrO BUMSIBMEHHS Takux Bunagkie. Lle, y cBow 4epry, cnpusie 3miLuHEHHIO OBO0pPOHO-
34aTHOCTI aepxasu [2].

He meHW BaxnuBuM € 3acTocyBaHHs GioMeTpuyHOI igeHTudpikauii y BiiCbKOBUX
onepauisx. Hanpuknag, nig 4ac poscrnigyBaHHA 3N04YMHIB y 30Hi 60MOBUX Ain ineHTudikauisa
Tin 3armMbnux BiNCLKOBOCMNYXKOOBLIB Ta UMBINbHMX OCIO, 3aincHeHa 3a gonomorow bGiome-
TPUYHUX TEXHOMOrIN, AO3BONSE POANUHAM OTPUMATK BaXKNUBY iHpOpMAaLitO NPO AONK0 IXHiX
6rm3bkmx. Kpim TOro, BUKOPUCTaAHHA BIOMETPUYHUX AaHUX Y CUCTeMaXx BICLKOBOrO 0bIiKy
CMpU1SE YiTKi opraHisauii Mo6ini3auiiHix NPOLECIB | MOHITOPUHIY BINCbKOBO306OB'A3aHMX.

LLle oaHieto KnNoYOBOKO CHeporo BUKOPUCTAHHA BioMEeTpUYHNX TEXHOSOTrI € 6opoTbba
3 TEPOPM3MOM Ta OpPraHi3oBaHOK 3MOYMHHICTIO. CyyacHi cMctemMu posnidHaBaHHA 06nMYYA
Ta aHanidy BiAbUTKIB NanbuiB [4O3BOMSATb ONEpaTMBHO BCTAHOBMOBATU 3B'SI3KM  MiX
Nigo3poBaHNMK, BUSABNATU 3M0YMHHI Mepexi Ta nonepemxatn TEepOpUCTUYHI akTn. Y
KOHTEKCTi TPaHCKOPAOHHOI 3MTOMMHHOCTI Lie CTae 0COBNMBO akTyarlbHUM, OCKiNlbKM YKpaiHa
aKTMBHO CMIiBMNpaLOe 3 MiXKHapoAHMMN napTHepamu y cdepi 06MiHy gaHuMu ana npoTtuaii
rnobanbHnMm 3arpo3sam [1].

BogHoyac BnpoBagXkeHHs1 GIOMETPUYHUX TEXHOSOrN BUKAWKAE YnMano AUCKYCIn
LLIOA0 NPaBOBUX Ta ETUYHMX acnekTiB IXHbOro BMKOPUCTaHHA. 3 ogHOro 60Ky, 3aCToCyBaHHS
BGiomeTpii noTpebye BMCOKOrO PiBHS 3aXMCTYy MEPCOHarbHUX OAHWUX, OCKINbKM BUTIK Takoi
iHbopMaLii MoXxe NpuU3BecT 40 Cepro3HMX Hacnigkie aona 6e3nekn ocobu. 3 iHWoro 60oky,
HagMiIpHUIA KOHTPOSb Hag BGiOMETPUYHUMM AAaHUMU MOXE MOPOAKYBATU PU3NKN 3MOBXKMBAHb
3 OOKy gepXaBHUX CTPYKTYpP. Taknum YMHOM, HeobXigHO po3pobnsaTu 36anaHcoBaHy NpaBoBy
6aasy, sika 6 3abe3nevyBana epekTnBHE BUKOPUCTAHHS BiIOMETPUYHUX TEXHOSOriN Be3 WwKkoau
Ans npae i ceob6oa rpomMagsH.

YKpaiHa nocTynoBo iHTerpye 6ioMeTpuyHi TeXHONOrIi y CBOI AepXaBHi cuctemn. Ha-
npuknag, cuctema «besneyHe MiCTO» BMKOPUCTOBYE pPO3Mi3HABaAHHA OBNMYb ANS MOHITO-
PUHIY rPOMaACbKOro nopsigky y Benukux mictax. Kpim Toro, GioMeTpuyHi gaHi akTMBHO
3aCTOCOBYIOTBCA Yy Mpouecax Buaadi nacrnopTiB HOBOro 3paska, WO [OO03BOMSIE 3HAYHO
NiABULWMTY piBeHb OOBIpU A0 YKPAIHCbKUX AOKYMEHTIB Ha MixXHapogHoMy pisHi. OgHak ons
OOCSrHEHHS1 MOBHOr0 noTeHuiany OIOMETPUYHMX TEXHOSOorin HeoOXigHO iHBecTyBaTu Yy
PO3BUTOK TEXHIYHOI IHPPACTPYKTYPU, HABYAHHA KagpiB Ta BAOCKOHANEHHS 3aKOHOOaBCTBaA

[3].
Okpemo BapTO 3yNUHUTUCA Ha NepcrnekTnBax po3BUTKY BioMeTpUYHOI igeHTudikauil y
cekTopi 6e3nekn Ta 060pPOHN. 30KpeEMA, BUKOPUCTAHHS LUTYYHOrO iHTENEKTY Y NOEAHAHHI 3

GioMeTpMYHMMN AaHUMK BiOKPUBAE HOBI MOXITMBOCTI AN aBTOMaTmu3auil npoueciB aHaniay
BENUKNX MacuBiB iHGpopMauii. Taki cuctemm MOXyTb MPOrHO3yBaTU MNOBEAIHKY NOTEHLiNHNX
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NOPYLIHWKIB, ideHTUiKyBaTU aHoManii y Benukmx 6asax gaHux Ta onTMMi3yBaTu npouecu
NPUAHATTA piweHb. Hanpuknag, BUABNEHHA nNigo3pinux ocib y HaToBMi 3a AOMOMOrow
anropnTMiB MaLUMHHOIO HaBYaHHSA BXXEe CbOroAHi € peanbHicTio Ansa 6araTtbox KpaiH.

OpaHak TeXHONOriYHMI NPorpec BUMarae Takox BignoBigHOro OHOBEHHA HOPMAaTUBHO-
npaBoBOi Ba3n. Y KOHTEKCTI iHTerpauil YKkpaiHu 4O €BPONENCLKOI CrifibHOTU ocobnnee 3Ha-
YeHHs1 Mae rapMoHi3auis HauioHanbHOro 3aKOHO4aBCTBa i3 3aranbHONPUAHATUMK CTaH4ap-
Tamm €C. Lle cTocyeTbCs He nuLle 3axXMCTy NEpPCOHanNbHUX AaHKX, a N 3abe3neyeHHs Hane-
YKHOTO PiBHSA NPO30POCTi Y BUKOPUCTaHHI BiIOMETPUYHNX TEXHOSNOTi opraHamu 6e3neku.

Taknum 4mHoM, iHbopMmaLinHO-aHaniTM4YHe 3abe3nevyeHHs OisinbHOCTI OpraHiB CEKTOPY
Gesnekn Ta 06OPOHU YKpaiHM Yy NOEAHAHHI 3 BiIOMETPUYHOK igeHTUdIKaUie € nepcnek-
TMBHUM HanpsiMOM, LLO CNPUSIE NiABULLEHHIO eEKTUBHOCTI YNPaBniHCbKUX pilleHb, 60poThOi
3 3M0YMHHICTIO Ta 3MILHEHHIO HaUioHanbHOI 6e3nekn. YcniwHa iHTerpauis umMx TeXHOSOrin
noTpebye 3BaXXeHOro Migxondy, KM BpaxoByBaTUMeE SIK TEXHIYHI, Tak i NpaBOBi acnekTu ix
BUKOPUCTaHHS.
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BepryH [imutpo CeprinoBuy

KypcaHT 2-ro Kypcy ®akynbtety Ne3 [JoHeubKoro gepXXaBHOro YHIBEPCUTETY BHYTPILLHIX
cnpas

Mabopeub Onbra AHgpiiBHa

AOUEHT Kadbeapn onepaTMBHO-PO3LUYKOBOI AisANIbHOCTI Ta iHopmauiiHOi 6e3nekun, dakyrb-
TeTy Ne3 [loHeLbKOro OepXaBHOro YHiBEpCUTETY BHYTPILHIX cnpas, OOKTop dinocodoil,
OOLEHT

MOAEPHI3ALUIA IH®OPMALUIMHOIMO 3ABE3MNEYEHHA OBOPOHHUX
NMPOLIECIB

Y cy4yacHomy CBITi iIHpopMaLisa Bigirpae BupilanbHy posb Y BCiX cpepax AisnbHOCTI,
ocobnmBo B 060POHHIN cdpepi, e cBoeYacHe OTpuMaHHs, 06pobka Ta BUKOPUCTAHHA JaHUX
BM3HA4YaloTb yCrnix onepauin i 3aranbHy HauioHanbHy 6e3neky. eononituyHa HecTabinb-
HiCTb, 3pOCTaHHS Kibep3arpos, akTuBi3auis riopuaHMX KOHMIIKTIB Ta NOLWMPEHHSA CyYaCHMX
TEXHOMOrN 3HA4YHO YCKMadHTb OBOPOHHI npouecu. Y TakMx yMOBax MOAepHi3auis
iHpopMmauinHoro 3abesneyeHHs cTtae He nuuwe GaxaHow, a 1M XUTTEBO HeobxigHow Ans
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3abe3neyveHHs ePeKTMBHOMO ynpaBniHHA BINCbKOBMMUK CTPYKTYpaMu, LUBUOKOrO pearyBaHHs
Ha 3arpo3un Ta 3axXUCTy KPUTUYHO BaXNUBOI iHpopmaLlil.

OCHOBHUMM CTpaTeriMHUMM LiNssMKU MOAEPHi3aUil iHdopmaLinHoro 3abeaneyeHHs €
CTBOPEHHA YMOB A4S onepaTUBHOro AOCTYNy A0 akTyanbHUX OaHWUX, iHTerpauis cy4YacHux
TEXHOJOrin y BCi piBHI 0BOPOHHUX CTPYKTYpP, NOCUNEHHSA Kibepbeanekn, NiaBULLIEHHSA PiBHS
B3aemogii Mix cy6’ektamm 060pOHM Ta NiATPMMKa HAayKOBUX AOCHiAKEHb Yy Ui cdepi. MepLu
3a Bce, HeobxigHO 3abe3neunTn gocTyn OO iHdopMauii B peanbHOMY 4aci, Wo A03BONUTb
KOMaHAHUM LIEHTPaM LUBUOKO pearyBaTth Ha 3MiHW onepaTUBHOI 06CTaHOBKM.

Y npoueci MogepHisauii iHbopmMauinHoro 3abesneyvyeHHs crnig 3ocepeauTucs Ha
KibKOX KIIOYOBUX HanpsMkax. Hacamnepen, ue pospobka uudpoBux nnatdopm Ans
ynpasniHHA 060pOHHMMK Npouecamu, aBToMaTtuaauia 36opy Ta 06pobkm gaHux, BUKOpUC-
TaHHSA TEXHOMOTIN WTYYHOro iHTENEeKTY ANA aHanidy 3arpo3 Ta NPoOrHo3yBaHHA IXHIX Hacnig-
kiB. OKpemoi yBarm notpebye BAOCKOHANEHHSA CUCTEM PO3BIOKN Ta CNOCTEPEXEHHS, 30KpeMa
CYNYTHUKOBUMX TEXHOMOrIN i 6e3niNoTHMX niTanbHMX anaparTis. KpiMm Toro, BaXnvBo iHTerpy-
BaTW CyYacHi TEXHOMOriT B EANHY eKocucTeMy, sika 3abe3neuntb epekTBHY B3aeMogito BCiX
enemeHTiB 060POHHOT CUCTEMMN.

O6opoHHa pedopma, sika TpuBae B 36ponHux Cunax YkpaiHu, nepenbayae Bnpo-
Ba[PKEHHSI cyvacHux iHopmauinHmx cuctem (IC), ctaHgapTiB, OOKTPUH i pekomeHaauin
HATO wopo ynpaeniHHA BinCbkamu, 0OOPOHHUMUK pecypcamun Ta NpoBeAeHHS 060POHHOro
nnaHyBaHHA. OgHUM i3 NPIOPUTETHUX HaNPSMIB, HanpaBnNeHUX Ha MigBULLEHHA edeKkTuB-
HOCTi 0GOPOHHOrO NfaHyBaHHS Ta ynpaeniHHA 060POHHMMK pecypcamu € BNpoBaaxXeHHst 1C
ynpaBniHHa o6opoHHuMn pecypcammn (Defense Resources Management Information
System—DRMIS) [2]. MeToto DRMIS € 3abe3nedyeHHs opraHiB BiNCbKOBOrO yNpaBniHHS iH-
dopmauiiHO-aHanITUMHOK MNITPUMKOK MPUMHATTS pilleHb Yy cdepi ynpaeBniHHSA 0B60pOoH-
HAMK pecypcamn 3a (YHKLUIOHaNbHMMW Hanpsmamu: 0coboBWUW CKnad, opraHisauiviHa
CTPYKTYpa, 06OPOHHE NiiaHyBaHHA, MaTepianbHO-TEXHIYHE 3abe3neyeHHs, meanyHe 3abes-
NneyveHHs1, 3aKynisri, ManHo, biHaHCK Ta BrooXKeT, agMiHiCTpaTMBHA AisanbHICTb [1, 59].

KpUTUYHUM enemMeHTOM couianbHO-eKOHOMIYHOT 6e3nekn Byab-skoi kpaiHm € Hauio-
HanbHa cTtparteria kibepbeanekn (National Cybersecurity Strategy, NCS) [3]. Came B Hin
Kibepbeaneka Ta iHpopMauinHa 6e3neka BU3HaHI 9K OA4HI 3 FONOBHUX NPIOPUTETIB Yy NpoTuAii
3arposam HauioHanbHin 6e3nedi. Kibepbesneka 3anmae kno4oBe Micue cepen npiopuTeTiB,
afXXe CcydvacHi KOHMMIKTU BCE YacTile MNepeHocATbCs Yy UMdpOoBUM NPOCTip. 3axucT
iHbopMaLiHNX CUCTEM Bif, 30BHILLHIX i BHYTPILLHIX 3arpo3 € BaXXSIMBUM acneKkToM cTpaTerii
HauioHanbHoI 6e3nekn. Takox HeobxigHO CTBOPUTU YHidikOoBaHi cTaHgapTn Ans 3abes-
NeYeHHsa 3naroaXeHoi poboTn MK BINCbKOBMMW, UMBINBHUMW Ta MiKHApPOOHUMW NapTHe-
pamu. ligTpumka HaykoBuX [oOcCrnigpkeHb y cdepi 0O60pPOHHOT iHOPMATUKM CRpUATUME
pO3po6Li IHHOBALIMHWX pilleHb, L0 AO03BONSATL BUNEpeaKaTh CyNpOTUBHMKA Y TEXHOSOTIYHIN
roHui. deTanizauito peanisauii Ctparterii kibepbe3nekn BigobpaXkeHo y LOPIYHUX nraHax
ypsiay, B akmx 3 60Ky opraHiB Bnagu nependayeHo 3axoam wono 3anobiraHHs i nigroToBKu
pearyBaHHs Ha MOXNUBI KiGepiHUMAEHTM Y pamKax CTBOPEHHSI e(PeKTMBHOI HaLiOHanbHOI
cuctemu kibepbesneku [4, 151].

Y cy4acHoMy CBITi, € BiiCbKOBiI KOHGMIKTN Ta OBOPOHHI CTpaTerii eBOMOLIOHYOTb 3
HaA3BUYANHOK LUBMAKICTIO, KPUTUYHO BaXKNMBOK CTae noTpeba B aganTtauil Ta TpaHcdop-
Mauil cuctemm BINCbKOBOI OCBITM [5, 467]. CTBOpeHHs Ta pO3BUTOK iHTErpoBaHOro
iHTenekTyanbHOro OcBiTHbOro npoctopy (E-learning) y pamkax sk ¢opmManbHOi, Tak i
HedopManbHOI BINCbLKOBOI OCBITM, WO 0a3yeTbCs Ha AOCAMHEHHSAX Cy4YacHUX LMdpOBUX
TEXHOSOriN i rMMBOoKIN iHTerpauil LMX TEXHOMONIN Y NOBCAKAEHHE XUTTH, BUOAETLCA 0COBNBO
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aKkTyansHum [5, 472]. Takum YmMHOM, iHTerpauis udpoBMX TEXHOMOrIN B CUCTEMY BiNICbKOBOI
OCBITM He TiflbKM CNpuUsSTUME ONTUMI3aUil HaB4yanbHOro MNpoLlecy Ta NiaBULLEHHIO edek-
TMBHOCTI ynpaBsfiHHA, ane N 3abe3neynTb PopMyBaHHA HEOOXIAHWX KOMMNETEHTHOCTEN Y
BINCbKOBOCNY>X00BLiB, A03BONSAKOYM 1M YCMiLWHO aganTtyBaTUCs Ta LOiATM B yMOBaXx
iHdbopMauinHoro cycninoscTea [5, 474].

Ane cnig 3asHauuTn, WO Mpouec MOoAepHi3auii iHpopmauiiHoro 3abesneyeHHs
CYNPOBOMAXYETLCA YUCIIEHHUMU BUKNMKaMU Ta puankamu. Cepen OCHOBHUX — BUCOKI
iHaHCOBI BUTpaTK, HEOOXiAHI Ansi pO3po0KM | BAPOBaIKEHHSI TEXHONMOTIN, @ TaKoX PU3NKN
Kibep3arpos, ki MOXyTb BUHUKATK MNig 4Yac BNpoBagXEHHSA HOBUX cucteM. Hectaya ksani-
ikoBaHMX KaapiB MOXe CTaTu 3Ha4yHUM 6ap’epoM, a iHEePTHICTb opraHi3auiiHUX CTPYKTYp
YNOBINTbHUTY BNPOBaLXXEHHSA 3MiH.

OuikyBaHMMM pesynbTaTaMn MoAepHi3auii CTaHyTb NigBULLEHHST ONEpaTUBHOCTI Ta
TOYHOCTI ynpaBniHHA 000POHHNMM NpoLecamMn, epekTBHA NPOTUAIS CydacHMM 3arpo3am, a
TaKoX 3MiLUHEeHHS1 060pPOHO30aTHOCTI AepXKaBu. Y BMCHOBKY CydacHi TEXHOMOrii JO3BOSMATb
CKOPOTUTU Yac pearyBaHHS, NiABULNTU edEKTUBHICTb B3aeMOil MK PI3HUMU PiBHAMU
KOMaHAyBaHHA Ta CrpUATUM iHTerpauil 3 MbKHapoAHUMU NapTHeEpPaMu.
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BowuTiok Onecsa PomaHiBHa

3nobyBay BMLLOI OCBITU cneuianbHocTi 126 «IHopmauinHi cuctemm Ta TEXHOMOri»
JIbBIBCbKOro Aep>XaBHOMo YHIBEPCUTETY BHYTPILLHIX CnpaB

MarepoBchbka TeTsiHa BanepiiBHa

OOUeHT Kadenpn iHopmauinHMX TexHonorin JIbBIBCbKOro [OepXXaBHOro YHIiBEPCUTETY
BHYTPILLHIX cnpaB, kaHanaaT gisnko-MaTeMaTUYHUX HayK, OOUEHT

AHANI3 AAHUX TA HAOAHHA NIATPUMKK B NMPOLIECI ﬂ__PI/IVIHFlT_'_TFI
PILLEHDb Y NPAKTU4YHIN OIANTBHOCTI HALIOHAJBHOI noniull
YKPAIHU

AHoTauifa. [lJaHa cTaTTa 4OCniAXKY€E BaXXNUBICTb BUKOPUCTAHHSA CyHaCHUX aHani TM4HNX
METOAIB | TEXHOMOrIN AN NiATPUMKM MPUAHATTS pilleHb Yy poboTi NPpaBOOXOPOHHUX OpraHiB.
Ocobnuea yBara npuainsetsca 36opy, 06pobui Ta aHanidy Benukux obcAariB gaHuX, Lo
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[03BONAKTb NIABUWNTM €PEKTUBHICTb OnepaTUBHOI AiSfbHOCTI, BUABNATUM KPUMiHaANbHI
TEHAEHUIT, NPOrHO3yBaTK 3MNOYMNHHICTb Ta 3abeanedyBaTn 6e3neky rpomagsaH. CtaTTa Takox
pO3rnagac iCHyKui BUKIMKN Ta NepcrnekTuBU BNPOBAaMKEHHA aHaNiTUYHUX iIHCTPYMEHTIB Y
NpakTUKy HauioHanbHOI NoniLii, 30Kpema B KOHTEKCTI aBToMaTm3auii npoueciB Ta iHTerpadii 3
IHLUMMW OepXKaBHUMKW CTPYKTYpPaMu.

Bctyn. AHania gaHux Ta NiATPMMKa yXBarieHHSA pilleHb € KIHYOBUMW acrekramm
e(eKTUBHOro yrnpaeniHHA B OisnibHOCTI HauioHanbHoI noniuii YkpaiHu. BoHn 0o3BonsaoTb
noniuii cCBOeEYacHO OTpuMyBaTU HeOoOXigHy iHopMauilo Ana NPUAHATTS OBrpyHTOBaHMX
piLleHb, L0, B CBOK Yepry, NigBuLyBaT e(pekTUBHICTb X po6oTn B ymoBax rrnobanisadii Ta
UndpoBux TpaHcdopmadin. Lle KpuTu4HO Baxknueo Ansi 3abesneyeHHs HaneXHoro BUKO-
HaHHS PYHKLiM Noniuii, Lo OXONMKTb He Nnuwe 60poTbOY 3i 3NOYNHHICTIO, a 1 NOKpaLLEHHS
rpomMaacbkoi 6e3nekun Ta B3aeMOLit0 3 iHLWIMMN OEPXKaBHUMU OpraHamu.

AHani3 faHnx y KoHTeKCTi HauioHanbHoI noniuil YKpaiHu € CKragHuM npouecom, Lo
OXOMSHKOE Kifbka eTaniB. [1o4aTKOBO 34iMCHIOETHCA 36ip AaHUX 3 PI3HUX JKepen, K BHYTPiL -
HiX (3BiTW, 6a3n gaHux) TaK i 30BHILUHIX (PUHKOBI OOCNIAXEHHS, couianbHi Mepexi), 3 BUKO-
PUCTAHHAM aBTOMAaTM30BaHUX iIHCTPyMeHTIB (BeO-ckpaniHr, API) ana edektuBHoro 36opy
Benuknx obcsrie iHbopmauii. Ha etani o6pobkn aaHi ounwarTbes Big HeENoTpibHMX abo
3acTapinux 3anucis, CTaHOAPTU3YKOTLCS | arperyoTbCs A9 noganbLlloro aHanisy. ctaHgap-
TM3yBaTW [f[aHi gonomaratTb cheuianisoBaHi MOBW nporpamyBaHHs. AHani3 BKAOYae
BUKOPUCTAHHA Pi3HUX MeToaiB, Big 6a30BMX CTAaTUCTUYHUX OO CKMaAHiWMX moaenen ma-
LUMHHOIO HaBYaHHSA, SKi O03BONMAKTb BUSABMATM 3aKOHOMIPHOCTI Ta pobuTu nporHosmw.
OcTaHHiM eTanom € Bidyanisauisa gaHux y Burnsgi rpadikie abo naHenenm ans 3py4vyHoro
CIPUAHATTA Ta iHTepnpeTauii, wo 3abesneyvye NIATPUMKY B MNPUAHATTI pilleHb Ans
NPaKTUYHOI AisNbHOCTI Noniuil.

[na edekTMBHOro aHanisy iHpopmauii 3aCTOCOBYHOTbCSA SK TpaauLinHI, Tak i HOBITHI
meToaun. OCHOBHI IHCTPYMEHTM BKIHOYalOTh NporpaMHe 3abesneyeHHs, Take sk Power Bl Ta
Tableau gns cTBOpeHHs iHTepakTMBHUX fawbopai, a Takox Google Data Studio gns
6asoBoi aHanitukn. Cepeg MoB nporpamyBaHHsa nonynspHumun € Python 3 Gibniotekamu
pandas, scikit-learn, matplotlib Ta R gnsa aHanituyHux 3agay. TexHonorii Benukux gaHux, Taki
Ak Hadoop i Spark, gossonsaiTs 0b6pobnatn Benuki obesrm iHpopmadii, a anroputmum
MaLUMHHOIO HaB4YaHHS, 30KpeMa perpecii, AepeBa pilleHb Ta rMnboke HaB4YaHHSA, 3aCTOCO-
BYIOTbCA AN NPOrHO3yBaHHA Ta aBToOMaTu3auil npouecis, WO nigBuLLlye eEKTUBHICTb
pO6OTM NPaBOOXOPOHHUX OpPraHiB.

[Mpouec yxBaneHHs pilleHb Ha OCHOBI aHanidy AaHux y HauioHanbHin noniuii YkpaiHm
BKIOYaE Kinbka eTtanis. CnoyaTky BU3Ha4aeTbcs npobnema, Wo O03BONSE YiTKO chopMy-
NoBaTW 3aBAaHHS, Hanpuknag, nokpaweHHs e(eKTUBHOCTI pearyBaHHs Ha Hag3BUYaWHI
cutyau,il. MNoTim NnpoBOAUTLCA OLUiHKA anbTepHaTuB, e NOPIBHIOKTBLCA Pi3Hi BapiaHTu gin 3
ypaxyBaHHSIM iXHiX nepesar Ta pu3ukKiB, WO Moxe 6yTu 34iIMCHEHO 3a OOMOMOroK iHCTPY-
MeHTIB aHanidy, Taknx sk SWOT. licnsg uboro NPUNMAaeTbCs PilLIEHHS 3 YpaxXyBaHHSAM Pi3HUX
KpuTepiiB Yepes metoam GaraTokputepianbHOro aHanidy. OCTaHHIM eTanom € MOHITOPUHT i
KopeKLUia pilleHb, L0 BKMOYaE OUiIHKY edeKTUBHOCTI peani3oBaHUX 3axofiB Ta BHECEHHS
HeobXigHMX KOPEKTUBIB ANs1 AOCATHEHHS ONTUMarbHUX pe3ynbTaTiB y AiSNbHOCTI Noniuii.

Pa3sowm i3 nepeBaramu 3actocyBaHHs aHanidy JaHuX y NpakTUYHIN OiIANbHOCTI ICHYIOTb i
NEeBHI BUKIMMKM, LLIO NOB'sI3aHi 3 opraHisauieto ecpektmBHoro 36opy, 06pobkm Ta aHanisy gaHnx
ANS NPUAHATTA 0BrpyHTOBAHMX pilleHb Y peanbHOMY Yaci, Mpu LbOMY rapaHTytoun 6esnexy,
KOHPiAEHUIMHICTb Ta TOYHICTb iHbopMaul.
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AHania gaHux i NigTpMMKa NPUAHATTA pilleHb € BaXXKNUBMMW CKNagoBMMKU poGOTK

NPaBOOXOPOHHUX OpraHiB, 3okpema HauioHanbHoT noniuii YkpaiHn. Ocb Kinbka npuknagis
YCMILUHOro BUKOPUCTAHHA aHanidy AaHux y QisnbHOCTI Noniuii:

1.

OpaHuM i3 NpUKNagiB BUKOPUCTaHHA aHanidy AaHux Ans 3abesnevyeHHs rpomMancbKol
Oe3nekn € nporpama «besneyHe wmicTo». BoHa Bknoyae B cebe iHTerpauito
BileOKaMep CMNOCTEePEXEHHHA, OAaTYUKIB i CUCTEM KOHTPOSIO 3a OOPOXHIM pyxoMm, a
TaKoX BWKOPUCTAHHA aHanitTM4HuX cuctem ans 36opy i obpobkm paHux. 3a
[0MOMOroH0 LbOro aHanidy nosiuiga Moxe:

BUSIBNIATN NPaBOMNOPYLUEHHS B PEXUMI peanbHOro 4acy;
BM3HaA4YaTu Micus 3 NigBULLLEHUM PU3UKOM 3STOMUHHOCTI;
OonTMMI3yBaTW PO3MNOAiN NaTpyniB i BU3HAYaTU NPIOPUTETHI 30HU OS5I KOHTPOJSTHO.

IHTerpoBaHi iHpopmauiiHi cuctemmn ans 60poTbbu 3 OpraHi3oBaHOK 3MOYUHHICTIO
gonomaralTb BUABNATU 3B'A3KM MK yYaCcHMKaAMM 3MO0YMHHUX YrpynoBaHb, BicTe-
XyBaTn IxXHi piHAHCOBI TpaH3akuil, NepeMileHHs Ta iHWi acnektn gisneHocTi. Lle
A03BONsiE opraHizyBaTu Binbll epekTnBHy 60poTbbY 3 OpraHi3oBaHOK 3NTOMUHHICTIO,
BUABNATU Ta HeWTpasnisyBaTu HebesneyHi Mepexi OO0 Toro, Sk BOHU 3MOXYTb
pearnisyBaTu CBOI 3MOYNHHI HaMipW.

LLle ogHMM BaXXNMBUM IHCTPYMEHTOM € 3aCTOCYBaHHS METOAIB MAaLLUMHHOIO HaBYaHHS
Ta CTaTUCTUYHOrO aHanidy aAnsa nependadyeHHa 3novmHiB. AHani3 JaHux Npo Micus, Yac
i TMMX NpaBOoNoOpyLEHb J03BOSISIE NPOrHO3yBaTU MMOBIPHICTb BUHUKHEHHS 3ITOMUHIB Y
NeBHUX panoHax i B NeBHUM 4Yac. Ha OCHOBI Takumx NPOrHO3iB noniuis Moxe OonTu-
Mi3yBaTW CBOI pecypcu, 3abesneyyBaTi NPeBEHTUBHI 3ax04M i BYaCHO pearyBaTu Ha
NOTEHUiNHI 3arposu.

BukopuctaHHa aHanisy AaHux nst AOChiMKEeHHS NPUYUH OOPOXKHBO-TPAHCNOPTHUX
npurog, (4TM) gossonsie BuaBUTU HebesneyHi OiNsHKM JOpIr Ta NOTEHUinHO Hebes-
neyvHi dpaktopu (Hanpuknag, HedoCTaTHE OCBITIIEHHS, HEAKICHE OOPOXHE MOKPUTTHA
abo Bucoki wswuakocTi). Lli gaHi gonomaratoTb noniuii i MicueBum opraHam Bragu
BNpOBaAKyBaTW BiONOBIAHI 3axoAn Onsl nokpaweHHs 6e3nekn Ha goporax, Taki siK
BCTAHOBIIEHHS KamMep aBTOMATU4YHOI doikcauil nopylieHb, 3MiHA PO3MITKA 4Mn
BCTAHOBIIEHHA [OAATKOBUX 3HAKIB.

BukopuctaHHa aHanidy gaHux 3 pisHUMX mxkepen (Bigeokamepw, couianbHi Mepexi,
MOGINbHI gofdaTkM TOLWO) Aonomarae HauioHanbHii nonidii BUABNATU Haa3BUYaKHI
cuTyauii abo MacoBi NOpYLLUEHHSA NPaABONOPSAAKY B pearibHOMYy Yaci. 3aBasku iHTerpauii
AaHUX 3 Pi3HMX CUCTEM Monilia MOXe MUTTEBO pearyBaTu Ha CUTyaLito, HanNpaBnaT
natpyni abo HaBiTb KOONepyBaTU 3 IHLUMMM CUITOBMMW CTPYKTypamu ans 3anobiraHHA
eckanadii noain.

AHani3 gaHnx nNpo BMNagKkM LOMALLUHBbOro HacunbCTBa gornomarae nosniuil BUSBNATU
TeHOeHLUil Ta nokanisyBatn Hanypasnusiwi perioHn. BukopuctaHHsa iHhopmMauinHnx
cucTeM [o3Bonde Binbll WBMAKO pearyBaTV Ha BUKAWKA Ta HagaBaTu HeobXigHy
Aonomory noctpaxganum. 3aBasku 36opy AaHnx Npo NpaBoMnoOpyLUEHHS B Lin cdepi,
noniuisa Mmoxe po3pobnAaty Ginbl edPeKTUBHI CTpaTeril NigTPUMKN XXepTB HacUNbCTBa
Ta NonepeaXeHHsA TaknuxX 3rOYUNHIB.

BucHoBOK. BMKOpPUCTaHHA Cy4YaCHUX MeTOAiB aHanidy AaHux i cucteM MigTpuMKK

NPUAHATTA pilleHb 3HA4YHO nNiABULLYE eEeKTMBHICTbL AisnbHOCTI HauioHanbHOT noniuii
YKkpaiHu, 0O3BOMSAYM ONepaTUBHO pearyBaTu Ha Pi3HOMaHITHI BUKIMUKW, 3HWXKYBaTU PiBEHb
3MOMUHHOCTI Ta 3abesnedvyBaty OGinbly MNpo30piCTb pobOTM MPaBOOXOPOHHUX OpPraHis.
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[HTerpauis TakMx TexHOnori [003BONSE He nuuwe YAoCKoHanuTtu pobodi npouecu, a 1
NiaABMLWMTYM piBEHb 6€3MNEKM B KpaiHi, 3aBASIKM LLUBMAKOMY Ta TOYHOMY aHanisy iHdpopmaldii, Wwo
HaOXo4uTb Y pearibHOMY Yaci.
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DEFENSE ANALYTICS: LEVERAGING ARTIFICIAL INTELLIGENCE FOR
STRATEGIC INSIGHTS AND OPERATIONAL EXCELLENCE

Artificial intelligence (Al) has emerged as a revolutionary tool in the defense sector,
fundamentally transforming the way analytical support is provided for operations and
decision-making. In an era characterized by complex and evolving threats, such as
cyberattacks, hybrid warfare, and asymmetric conflicts, Al plays a critical role in enabling
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defense organizations to maintain operational superiority. The ability to process and analyze
vast amounts of data in real time, anticipate potential threats, and provide actionable
intelligence makes Al indispensable for modern defense strategies.

One of the most prominent applications of Al in defense analytics is in the field of big
data analysis and intelligence gathering. Defense operations generate immense volumes of
data from a multitude of sources, including satellite imagery, sensors, open-source
intelligence (OSINT), and social media platforms. Al algorithms excel in processing this data,
identifying patterns, and drawing correlations that are often imperceptible to human analysts.
For example, Al-driven natural language processing (NLP) systems can parse intelligence
reports, extracting critical information and detecting early warning signs of emerging threats.
These capabilities enable defense agencies to act proactively, addressing potential risks
before they escalate.

Predictive analytics is another area where Al has made a significant impact. Machine
learning (ML) models analyze historical data to identify trends and predict potential security
risks. In the context of cybersecurity, Al algorithms can detect anomalies and vulnerabilities in
networks, anticipating attacks such as phishing, malware intrusions, or distributed denial-of-
service (DDoS) assaults. By providing a predictive framework, Al enhances the ability of
defense organizations to mitigate risks and implement preemptive measures. For example,
predictive models can forecast enemy troop movements or cyberattack strategies, allowing
for more effective resource allocation and response planning.

Al also enhances situational awareness by integrating data from multiple sources and
presenting it in a coherent and actionable format. This capability is particularly critical in
complex and dynamic operational environments. For instance, Al-enabled image recognition
systems can analyze satellite or drone imagery to detect enemy installations, identify
equipment, or monitor unusual activities. By synthesizing geospatial data, battlefield sensor
inputs, and real-time surveillance, Al provides commanders with a comprehensive
understanding of the operational landscape. This enhanced situational awareness is pivotal
for informed decision-making, minimizing risks, and maximizing mission success.

Automation is another area where Al significantly contributes to the efficiency of
defense analytics. Routine tasks, such as categorizing data, generating reports, and indexing
documents, can be automated using Al, allowing human analysts to focus on higher-level
strategic analysis. Virtual assistants and chatbots powered by Al further enhance productivity
by assisting with data retrieval, answering routine queries, and streamlining communication
processes. This shift towards automation not only reduces the workload of personnel but also
accelerates the decision-making process, which is often critical in time-sensitive defense
operations.

Cybersecurity, a cornerstone of modern defense strategies, greatly benefits from Al-
driven innovations. Advanced intrusion detection systems (IDS) powered by Al monitor
network traffic, identifying and neutralizing threats in real time. Al algorithms are capable of
recognizing suspicious patterns, such as unauthorized access attempts or abnormal data
transfers, and can automatically deploy countermeasures to prevent data breaches.
Furthermore, Al enhances the ability to secure sensitive information by employing techniques
like encryption, anomaly detection, and user behavior analysis. This is particularly important
in safeguarding classified information and ensuring the integrity of defense communication
systems.

Despite its numerous advantages, the integration of Al into the defense sector is not
without challenges. One of the primary hurdles is ensuring the availability of high-quality and
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diverse datasets for training Al models. Incomplete, biased, or corrupted data can lead to
inaccurate results, undermining the reliability of Al systems. Additionally, ethical and legal
concerns arise with the deployment of Al, particularly in autonomous systems capable of
lethal actions. The use of Al in defense must align with international laws and ethical
guidelines to ensure accountability and prevent misuse.

Technical and organizational barriers also pose significant challenges. Integrating Al
into existing defense infrastructure requires substantial investment in hardware, software,
and personnel training. Resistance to change and a lack of Al literacy among staff can further
hinder adoption. Moreover, the risk of adversarial Al, where opponents exploit vulnerabilities
in Al systems, necessitates the development of robust countermeasures. Techniques such as
adversarial training, continuous model updates, and advanced security protocols are
essential to safeguard Al systems from manipulation.

Looking to the future, the role of Al in defense analytics is expected to expand
exponentially. Emerging technologies, such as quantum computing, promise to enhance Al
capabilities by enabling faster data processing and more complex analysis. The development
of collaborative Al-human systems will further optimize decision-making by combining the
strengths of machine precision with human intuition and ethical judgment. Additionally,
advancements in autonomous systems, including drones, robotics, and unmanned vehicles,
will revolutionize reconnaissance, logistics, and combat operations.

In conclusion, artificial intelligence represents a paradigm shift in the analytical support
systems of the defense sector. By enabling real-time intelligence, predictive analytics,
enhanced situational awareness, and automated processes, Al empowers defense
organizations to address emerging threats with unprecedented efficiency and precision.
However, to fully realize the potential of Al, it is crucial to overcome challenges related to data
quality, ethical considerations, and adversarial risks. Continuous investment in Al research,
infrastructure, and personnel training will be essential for ensuring that Al remains a reliable
and secure asset in the defense sector. With strategic integration, Al has the potential to
redefine the future of national and global security.
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lananko Hatanis BonogumupiBHa

cTapwumn Buknagad kadenpw iHgpopmauinHmx cuctem ta texHosoriv HHIYTB JlbsiBCcbkoro
OepXXaBHOro yHiBepcUTETY BHYTPILLHIX cnpas

POJIb CRM-TEXHOJOTA Y NMNIABULWEHHI EOEKTUBHOCTI BIBHECY

CyyacHi ymoBu BefeHHs1 Bi3HecCy, WO XapakTepu3ylTbCs BMCOKOK KOHKYPEHLIEH,
LWBMAOKAM PO3BUTKOM TEXHOSOrN Ta 3MiHIOBaHMMKW BMMOramMu pUHKY, CBigyaTb Npo Te, Wo
ycrnix MOXyTb [JOCArTW nuwe Ti KoOMMaHii, AKki 30aTHi e(eKTUBHO iHTerpyBaTu Cy4dacHi
iHpopMauinHi TexHonorii y ¢Bol Bi3Hec-npouecn. BUKOPUCTaHHA iIHHOBALIMHNUX TEXHOMOTIN
[03BOSISE NignpMeMcTBaMm aBToMaTuU3yBaTu PYTUHHI onepauii, NokpallyBaTn AKicTb obcny-
roByBaHHSA KMIEHTIB, ONTMMI3yBaTW YNpaBmiHCbKi npouecn Ta 3abesnevyyBaTu THYYKICTb Y
pearyBaHHi Ha 3MiHW. EekTnBHe 3acTOCyBaHHS TakMX TEXHOMOriM CNpUsie MigBULLEHHIO
KOHKYPEHTOCMPOMOXXHOCTI KOMMaHii, A03BONSE OTpUMyBaTN Binblue AaHuX ONs NPUAHATTS
pilleHb i 3abe3neyye MOXIMBOCTI Ana MacwtabyBaHHsA Bi3Hecy.

Y xoai BnpoBamKeHHS iHOpMaLiNHNX KOMM IOTEPHUX TEXHOSONN ANa aBToMaTmuaauii
Gi3Hec-npouecis, 3okpeMa B cdepi npogaxis, 6ynu ctBopeHi cneudianizoBaHi CRM-cuctemu
(Customer Relationship Management), wo 3a6eanevyoTb ehbekTuBHE yrnpasBniHHA B3aEMO-
BiHOCUMHaMK 3 KnieHTamu. Lli cuctemun 0o3BONAOTL KOMMaHIAM LieHTparnizoBaHo 36upatwy,
30epiratn Ta 06pobNATM AaHi NPO KIiEHTIB, LLO Aa€E 3MOry aBTomaTnudyBaTtu baraTto acnekTiB
B3aemofii 3 HMMKU. B pesynbtaTti KomMnaHii OTpuMyOTb MOXMIMBICTE Binbll edeKkTUBHO
ynpaBnaT1 NpoLLecoM NpoAaxis, nepcoHanidyBaTy Npono3nuil 4na KOXKHOrO KnieHTa, a Takox
niaBuLLYBaTW piBEHb 3a40BOSIEHOCTI Ta NOSASIbHOCTI CBOIX CMOXMBaYIB.

CRM-cuctemu ctanu nepimm BuaoM iHopMaLinHUX cuctem, siki cpokycysanm ysary
KepiBHUKIB He Ha Bek-odpici, Ak B cuctemax ERP, i He Ha BMpOOHMYMX npouecax, sk B
cuctemax MRP, MRP I, a Ha (ppoHT-0cbici — B MapkeTuHry, npogaxax, cepsici Ta obcny-
ropyBaHHi [1].

Axkwo posrnagatn 6ygosy CRM, To ue cknagHum 6isHec-npouec, Habip goaaTkis, LWO
BKIOYae npouec 36opy iHopMaLii i 4O NPUAHATTA pilleHb Ha KOro ocHoBI. [laHa cuctema
[O03BOMISIE MPOBOAUTW aBTOMaTU3auito BignoBigHMX 6i3Hec-NpoueciB B MapKeTUHry,
npogaxax i o6cnyroByBaHHi KnieHTiB [2].

3actocyBaHHs CRM-cuctemn mMae 4mMCneHHi nepesaru, siki gonomararotb GisHecy
NOKPaLNTN e(EeKTUBHICTb YNpaBniHHA B3aeMWHaAMX 3 KMiEHTamMu, NiABUWMTU piBEHb
nNpogaxiB i 3aA0BONEHOCTI KNieHTiB (Tabn. 1).

TABJIMLA 1. [lepeBaru i moxauBocTi Bukopuctanua CRM

MepeBarn MoxnuBocri
MokpalLeHHs1 B3aemogii 3 CRM posBonsie 36epiratn BClO iHpopMaLito Npo Kni-
KnieHTamu €EHTIB B OQHOMY MiCLi, LLO Ja€ MOXINMBICTb Mepco-

HanidyBaTu Nigxig OO KOXHOro KrieHta. 3aBasku
ubomy Oi3HEC MOXe Kpawe po3ymiTu noTpebu Ta
nobaxkaHHsl CBOIX KI€HTIB, CTBOpKOBATWU iHAMBIOY-
anbHi npono3uuii i 3abe3nevyyBaTtn BUCOKUN PIBEHb
o6CcnyroByBaHHS.
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ABTOMaTKU3aLis npouecis CRM-cuctemn aBTOMaTtM3ylOTb PYTUHHI 3aBAaHHS,
Taki K BignpaBka email-po3cmnok, nraHyBaHHSA
3ycTpivyen, HaragyBaHHSA NPO BaXnuBi NoAil Ta gatu.
Lle posBonsie cniBpobiTHMKaM 3o0cepeanTucs Ha
BaXXIMBILLIMX acnektax ix poboTu, LWo niasvwye
3arasibHy eeKTUBHICTb.

MokpaLweHHSa ynpaBniHHA 3a ponomoroto CRM moxHa BigcnigkoByBaTu BeCb
npogaxamu npouec npogaxis: Big MNOYATKOBUX KOHTaKTIB A0
3akntodeHHs yrogn. Cuctema ossonsie 6aumtu, Ha
SIKOMY eTani 3HaxoaAaTbCHa Yyrogu, a TakoX MpPOrHo-
3yBaTn ManbyTHi goxoau. Lle gonomarae kepiBHMkam
npunmMmatn OBrpyHTOBaHI pilleHHs Ta YynpasnsaTu
npogaxamu BinbL epeKkTUBHO.

AHanis i 3BiTHICTb CRM-cuctemn HapawTb MOTYXHi iHCTPYMEHTU AOniS
300py Ta aHanisy gaHux, WO [O03BOMSE KOMMAHIAM
pPO3yMiTW, SKi CTpaTerii NpaulooTb Hankpawle, i oe €
MOXIMBOCTI AN NokpalleHHs. BoHM Takox garTb
3Mory ¢popmMyBaT Pi3HOMAHITHI 3BiTH, O CNPOLLYE
NPUNHATTA CTpaTeriyHUX pilleHb.

MNokpalleHHs nosnbHOCTI KnieHTiB | BukopnctanHs CRM pgae 3mory KomnaHisim CTBO-
proBaTtM [OOBrOCTPOKOBI BIAHOCUHM 3 KMiEHTaMW,
WwBMALWe pearyBaTy Ha iX 3anutu Ta notpebwu, wo
3Ha4yHO niaBULLYE piBEHb NOANLHOCTI. 3a40BOSEHI
KNiEHTU Oinbl CXUMbHI 4O MNOBTOPHUX MOKYMOK i
pekoMeHaaLin.

KoopauHauis Mk komaHgamm CRM posBonsie komaHgam 3 pi3HuX Bigainis (npo-
Aaxi, MapKeTUHr, NiATPUMKa KIieHTIB) npautoBaTtn B
O4HOMY iHGhOpMaUiiHOMY cepeaoBuLLi, LWo 3abeane-
yye 6e3nepebinHnin noTik iHopmauii i 3MeHLye
MMOBIPHICTb MOMUITOK Ta HEMOPO3YMiHb.

SHWKEHHS BUTpaT 3aBaskn aBToMaTU3auil Ta nokpaweHoMy ynpasniH-
Hi0 npouecamu, CRM go3Bonsie 3HMXyBaTh BATPATH,
NnoB’si3aHi 3 onepauinHo AisnbHicTio. MoxHa onTu-
MidyBaTW BWUTPATU Ha MapKETUHr, eeKTuBHiIle
po3noainayn GroaKeT 3aB4saKM TOYHUM JAHUM NPO
NoBeAiIHKY KNIiEHTIB.

MacLwTaboBaHICTb Ta rHYYKiCTb BaraTo cyyacHux CRM-cuctem € maclutaboBaHnmum i
MOXYTb agantyBaTucsa Ao 3poctatoyoro bisHecy. Lle
O3Havae, Lo cucTema Moxe niaTpumysaTu Bce Oiflb-
LLe KINIieHTIB i cknagHiwi npouecwu, 36epiratoum edek-
TMBHICTb poboTNM Ha Oyab-AKoMy eTani po3BUTKY
KOMMaHil.

3a pesynbTatamu gocrnigXeHb, NpoBedeHnX B YKpaiHi, BCTaHOBIEHO, LLIO BUTPATU Ha
YTPUMaHHSA OLHOrO KnieHTa B 5 pasiB MEeHLUI, HPK Ha 3any4eHHs HOBOro. KrieHTn NpuHOCATb
NpnbyTOK Y NOBHOMY 00CA3i NuLe Yepead pik Nicns nodatky cnisnpadi. AKLWO KOMyHikauil 3
KnieHTaMun HeedeKTUBHI, 65% 3 HUX He NPUHOCATL 3HAYHOro NpUbyTKy. 36inbLUEeHHs YyMucna
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NOCTINHNX KNiEHTIB Ha 5% MOXe Npu3BecTn 40 3poCcTaHHs obcariB npogaxie Ha noHag 25%, a
npnbyTky — Ha 50—-100%.

Ockinbkn cy4acHi cnoXxuBadi BUMararoTb igeanbHOro obcnyroyBaHHs, 75% 3 HUX
OYiKYIOTb BUCOKOrO piBHA cepBicy. lNianpuemcTtsa, ski BnpoBagxytoTe CRM-cuctemu, 36inb-
LIYHOTb KOHBEPCIto NigiB (KINbKICTb NOTEHLINHNX KITIEHTIB, LLIO NEepeTBOPIOTLCSA HA pearibHUX
nokynuis abo kopuctyBadie nocnyr) Ha 17% i nNigBuLLYyOTbL NPOAYKTMBHICTL poboTn Ha 21%

3].

OTxe, iHTerpauia ungpoBmnx TEXHONOrIN Y Bi3HEC-NPOLECU € KNIOYOBUM HaNpPsMOM
PO3BUTKY B YMOBaXx Cy4acHOro cBiTy. BnpoBagkeHHs iHHOBaLiNHUX LMPPOBUX pilieHb MOXe
Bkntovatn BukopmuctaHHa CRM-cuctem. CRM-cuctema ctae BaxxnuBum iHCTPYMEHTOM N4
KOMMaHin, AKi nparHyTb ONTMMI3yBaTW 4ac, MOKpawuTn edeKkTUBHICTb GisHec-npouecis,
npocyBatn 6peHA i, B pe3ynbTaTi, NiABUWMTN PiBEHb 3a40BONIEHOCTI KIIEHTIB i 30inbwnTn
CBOI NpnbyTKMN.

Nitepatypa

1. Oopowkesuy [O.B. CRM-cuctema $K iHCTPYMEHT NEPCOHI(PIKOBAHOMO MapKETUHTY.
Haykogi npaui lNonTtaBcbkol gepxaBHoi arpapHoi akagemii. lNMontasa: NAAA, 2013. Bun. 1
(6). Tom 2. C. 157-161.

2. laHywak-€dimeHko J1. M. CRM-cuctema gk epekTMBHUM IHCTPYMEHT PO3BUTKY roTenb-
Horo Gi3Hecy B YkpaiHi. BicHuk KniBCbKoro HauioHanbHOro yHiBepCcUTETY TEXHOMOriA Ta
ansanny. Cepis: EkoHoMiYHi Haykn. 2017. Ne 4. C. 51-56.

3. Anuyk T.B., 11. boenko O. K. BnpoBagxeHHa CRM-cuctem sk 3acidé nigaBuLLEHHS

e(eKTUBHOCTI MapKeTUHroBol AianbHOCTI. EKOHOMiKa Ta cycninbctBo. Bunyck Ne 48.
2023. https://doi.org/10.32782/2524-0072/2023-48-89

peyaHun Bayecnas OnekcaHapoBuy

BMKNagay kadpeapu TakTUKM Ta TaKTUKO-cheuianbHOI NiAroToBkM (hakynbTeTy crnyx60Bo-
B6onoeoi AisnbHOCTi HauioHanbHoi reapgii YkpaiHm KuiBcbKkoro iHCTUTYTY HauioHanbHOi
reapaii Ykpainu

NEPCMNEKTUBU 3ACTOCYBAHHA 3ACOBIB ATMOC®EPHOIO
ONTUYHOI O 3B'A3KY SAK CKNAOOBOI IHOOPMALINHO-
TENEKOMYHIKAUIMHUX CUCTEM CEKTOPY BE3INEKU TA OBOPOHU
YKPAIHU

LLIBnakun po3BmUTOK iHOOPMAaLINHUX Ta TeNeKoMYHiKauinHuX cuctem B cdepi 6e3neku
Ta 0GOpPOHN OepxaBu BMMarae MnocTiMHOro 36irbLUEHHST CUCTEMHUX MOTYXHOCTEW, Mokpa-
LLIeHHS1 NPOMYCKHOI 34aTHOCTI KaHaniB, MigBULLEHHSA PiBHA KOHMIOEHUINHOCTI Ta 3aBago-
3aXULLIEHOCTI, BULLMX LUBMAKOCTEN Nepeaadi AaHnX 3a AN BUPILLEHHS OCHOBHOI npobnemu, a
came nepefadi Haa3BMYaAMHO PI3BHOMAHITHOrO Tpadgiky OaHUX 3 YUCENbHUX MePEXeBUX
NPUCTPOIB y 6a30BYy MepeXy.

Y TOM Xe 4ac, BUPILEHHS 3a3Ha4veHol npobnemMu B ymoBax BeAeHHA ©oMoBuUX Ain
yepes NpoKnagaHHA ONTOBOSIOKOHHOrO Kaben 40 KOPUCTyBauiB, i3 3p03YMININX NPUYMH, He
3aBXau MOXNNBO peanisyBaTu.
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BukopuctaHHa pagiokaHaniB (pagiopenevHnin Ta CYnyTHUKOBUW 3B’A30K) MOXe
3abe3neunTu 3’egHaHHA Ha 6araTo OEeCATKIB, COTEHb i HAaBITb TUCAY KINTOMETPIB 3i LUBUAKICTIO
00 KinbKox coTeHb Merabit 3a cekyHay. OgHak 6e3npoBooBi pagiocMctemMu, WO Habynu
LUMPOKOro MOLUMPEHHS, MalwTb 3aHU3bKy HaOIMHICTL 4Yepes3 3anexHiCTb Big MNOniTuK
onepaTtopiB 3 HagaHHsS MOCnyr, BiQHOCHO BUCOKY BapTICTb OPEHAHOI nnaTtu, BpasfMBOCTI
pagiokaHanis 3 6oky npotugii PEB npoTuBHUKa, HEOOXiOHICTE OPOPMIIEHHA A03BOMIB Ha
BUKOPUCTAHHA pPadiodacTOTHOrO CMNEeKTpy Ta [OMOBHE LE TEXHiIYHI OBMEXeHHs Lwoao
CNPOMOXHOCTEN pagiokaHaniB 4o 30iNbLlUEHHS LWBMAKOCTEN nepeaadi aHuX.

B gaHnn 4ac nigBuLleHy 3auikaBneHiCTb, 0cobnmBo K 3acib gocTaBku Tpadqoiky,
BuknukatoTe FSO TexHonorii, ska 3abesneyye WBMAKICTL nepegadvi gaHWX OMTUYHOIO
BOJIOKHA 3 FHYYKiCTI0O 6€30pOoTOBOro 3B’s13Ky. TexHOmnoria onTMYHOro 6e3gpoTOBOro 3B’SA3KY
FSO (Free Space Optics — atmocdepHUin ONTUYHUI 3B'A30K, aTMOCMEPHI ONTUYHI NiHii
3B'A3ky — AOJ13, 6eagpoToBuii onTnyHMK kaHan 3B'a3ky (BOK3)) — ue cnocié 6e3gpoToBoi
nepegadi JaHuxX B iHpa4YepBOHIN YaCTUHI ONTUYHOrO CrnekTpa, Ae npuumad i nepegasad
MOBUHHI 3HaAxXoOMTUCS B 30HI NPAMOI BMOMMOCTI, Ta sika OO03BOSIIE CTBOPIOBATM HaginHI
KaHanw 3B'a3Ky Ha BigcTtaHax Big 100 meTpiB 4O AEKiNbKOX KiNnoMeTpiB B yMOBax atMmocdepu i
0o 100 000 km y BIiOKPUTOMY KOCMOCI, Hanpuknazg ansa 3B'd3Ky MK CcynyTHUKamu. byayun
anbTepHATUBHMM PpIlLEHHAM aTMocdepHi ONTUYHI NiHIT nepegadvi gaHWX A03BONSAOTb
HagonepaTtMBHO copMyBaTu 6e30pOTOBUN ONTUYHMI KaHan 3B'A3Ky (MOGIiNbHI cuctemn 3
aBTOHaBedeHHAM 3abe3nedvyoTb BCTAHOBMEHHS 3B'A3Ky 3a 10-15 xBWNWMH) Ta 3a 3HAYHO
MeHwmnx sutpat. AOJI3 uinkoMm 34aTHi 3aMiHUTU JOPOri PILLEHHS, WO BUKOPUCTOBYIOTHCS
3apa3s Ha 6asi ribpngHMx TEXHONOTIN.

OnTYHMI 3B’A30K Y BIifIlbHOMY NPOCTOPI OCTaHHIM 4YacOM 3axOMnuB BESNKY YaCTUHY
OOCNIAHWKIB 3aBASAKM CBOIA LUMPOKIN CMY3i MPOMYCKaHHS, SIErkOMy PO3ropTaHHIO Ta 3axu-
LLEHMM 3’€HaHHAM, L0 pobUTb NOro NpUAATHUM NS KOMYHiKauiiHuX Uinen. [1o0 OCHOBHUX
nepesar Takoro cnocoby nepeaadi iHpopmauii MOXXHa BiAHECTW: BUCOKI LUBUAKOCTI Nnepeadi
(Ki HEMOXNUBO [OCArTM NMPU BUKOPUCTAHHI iHWKMX 6e34p0TOBMX TEXHOMOrIN), NpocToTa
iHCTanAuiT, BUCOKa KOHMIOEHUINHICTL nepeaadi 4aHuX, HEYYTIIMBICTb A0 eNeKTPOMarHiTHUX
nepeLlkoa, a TakoX BIACYTHICTb HeoOXigHOCTI nnaTuUTM 3a BUKOPUCTAHHSA 4aCTOTHOrO
AianasoHy. Y aaHun yac TexHonoris 3abesneyye nepegady unMdpoBMX NOTOKIB A0 AECATKIB
'6iT/Cc Ta Nerko CTUKYeTbCA i3 3BUYHUM TENEKOMYHIKaLiiHUM obnagHaHHSM.

BesnpoToBa onTuka po3rnagaeTbCa AK PilLIEHHS:

- Ha OiNnsiHKaxX OCTaHHbOT MUAi (NS 3B'A3KY MiXX BY3JTOBUMW TOYKaMN MEPEXI);

— ONs opradisau,ii 38's13Ky Bif, By3niB 3B'A3Ky Npu BeNUKUX obcarax undpoBoro Tpaqiky,
LLIO NepefaceTbCs;

- Ans 3B'A3Ky MK O6'ekTamu, KONM npoknagaHHa kKabeno Hemoxnuee (MPOM3OHM,
ripcbka MicLEeBICTb, 3ani3HULUS, paioHN BeAeHHS BOMOBMKX Ain);

— K TUMYaCOBMIM KaHan 3B'A3Ky, a TaKoX Yy Bunagkax, Konm HeobXxigHO TepMiHOBO
opraHidyBaTu KaHan 3B'sa3Ky (onepaTuMBHUM 3B'A30K, rapsiynin peseps);

— KON NoTpibeH 3akpuUTUin KaHan 3B'sA3KY, HECNPUMHATIMBUIA A0 NEPELLKOA (3a paxyHoK
BY3bKOHaNpaBneHocTi) i Takmi, Wo He Byae ix cTBoptoBaTth (aeponopTtn, 6nNm3bKicTb
pagionokaTopis, NiHin enekTponepeaady, snnve 3acobis PEB);

- pafiomackyBaHHA KOMYHiKaLuii CUCTEMU 3B'A3KY.

[MOTPIGHO BIAMITUTU TaKOX | YMHHMKKM, WO BANMBAKTb HA HAKICTb Ta HaLINHICTb
aTMocdepHMX ONTUYHMX MiHI 3B’A3KY. IX, 32 BENMUKNM paxyHKoM, ABa, a caMe:
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— MIKpOpyXxn Ta BibOpauil HECYYMX KOHCTPYKUIN, SIKi BUKOPUCTOBYHTLCS ASI1 MOHTaxXy
onTu4yHOro  obrnagHaHHa  (KOMMEHCYETbCA  aBTOMATUYHUM BiJCTEXEHHAM
HanawTyBaHb «aHTEHM» B PEXWUMi pearibHOro 4acy Ta BUPILLYETbLCA CUCTEMOLO
aBTOCynpoBoAy (HaBedeHHA Ta NpULINtoBaHHSA));

- 3MiHM NOroAHNX YMOB Ta TYMaHU siK pakTop, WO HeraTMBHO BNSIMBAE Yepes 3racaHHs
piBHIO curHany (iHgppayepBOHE BUMPOMIHIOBAHHS OCOBMMBO CUMBbHO MOMNIMHAETHLCSA
napamu Boau (CHir, AoLL), YHaCTUHKaMW NUIy Ta AuMy (KOMMEHCYETbCA BUKOPUCTAHHAM
«BIKOH MPO30pPOCTi» ONTUYHOrO Aiana3oHy, B KX HEraTUBHUI BMNIIMB HAaWMEHLUIN Ta
BMPOBa)KEHHAM HOBITHIX METOAIB MOAYIIOBAHHA Ta MyNbTUMNNEKCYBAHHA CUTHAnNY).

JInwe pekinbka pokn Tomy 6€e34p0oTOBI ONTUYHI MiHIT 3B’A3KY po3rnsganncs, ckopille,
AK ek3oTuka. 3apa3 FSO — ue nepcnektnBHa ONTUYHA TEXHOSOrIA, 9Ka Ma€e BENUKi LLaHCK
OOMNOBHUTU TPaAULiHI cMcTeMun 3B’A3Ky Ta 0OMiHY iH(bopmMaLielo MiXK nigposginamm cekTopy
Ge3nekn Ta obopoHn aepxaBu y 3abesnedeHi NoTpeb 3i 36inblIeHHA LWBMAKOCTI 0OMiHY
iHopmavuieto, HeobMexeHOT NPOoMyckHy 3AaTHOCTI, 6e3nekn 3B’A3Ky, OnepaTUBHOCTI Ta
3aBaf03axmULLEHOCTI.

HeHunceHko BorgaH AHaTtoninoBny
eKcnepT 3 NUTaHb opraHi3oBaHol 3Mo4MHHOCTI (KoHCcynbTaTmMBHa Micis €Bponencskoro Corosy)

OHOBIJIEHA IT EKOCUCTEMA AK OCHOBA AJ11 PE®OPMYBAHHA
NMPABOOXOPOHHOI CUCTEMM

PedopmyBaHHA NpaBOOXOPOHHOI cUCTEMU nepenbadae BNpPOBaLKEHHS KOMMNIIEKCY
3axoAiB 3 NepeHanaliToByBaHHA, BOOCKOHANEHHA Ta 3anpoBaXeHHs HOBen y psai npo-
uecis, npouenyp, Take iHwe. BigobpaxeHHsa Uiel JOPOXHBOI KapTu Yy CTpaTeriyHMX OOKYy-
MeHTax € nepeayMOoBOI A0 NnovaTtky iX BnpoBampkeHHs. Tomy, KoHcynbTaTtneHa micia €C B
YkpaiHi (KMEC) gonyynnacb A0 CTBOpeHHS KOMMNMekCcHOro crpaTeriyHoro nnaHy pegop-
MYBaHHS OpraHiB NpaBoOMNOPSIAKY SK YacTUHU cekTopy 6e3nekun i 06opoHn YkpaiHn Ha 2023-
2027 pokun (KCIT) sk ocHOBHMI NapTHepP Y po3pobui Ta koopanHauii 3micTy gokymeHTy. KCI
6yB cxBaneHun ykasom [NpesmaeHTa Ykpainm Big 11 TpaBHsa 2023 poky Ne 273/2023. KCI1 e
CTPYKTYPOBaHMM OOKYMEHTOM, AOPOroBKa3oMm, Skuin nepeabadae BnpoBamKeHHS BKa3aHOro
KOMMJSIeKkcy 3axofiB. 3okpemMa, MOoro BNpoBafKeHHS AeTani3aoBaHo Yy nraHi 3axogis, cnps-
mMoBaHux Ha BukoHaHHA KCI1 (oo ctBopeHHs skoro KMEC Gyna 3anyyeHa takox). lNnaH 6ys
3aTBepaXkeHun posnopsagxkeHHsam KabiHeTy MiHicTpiB Ykpainu Big 23 cepnHsa 2024 p. Ne 792-
p «lpo 3aTBepAXeHHA NMnaHy 3axoAiB, CNPAMOBaHWX Ha BUKOHaHHA KoMnsiekcHoro ctpa-
TeriYHoro nnaHy pedopMyBaHHS OpraHis NpaBoMnopsaaKy SK YaCTUHW cekTopy 6es3neku i
060poHK YkpaiHn Ha 2023-2027 pokux». KCI1 Ta nnaH 3axoais, CNpsiMOBaHUX Ha MOro BUKO-
HaHHS NnepenbadatoTb BNpoBamkeHHs ILP Ta komnnekcHol undpoBoi TpaHcdopmauii. Y Ton
Xe vac, nnaH (KCI) Ta noro nnaH 3axoaiB He OalTb AeTanizoBaHOro PO3’sCHEHHSI SAKUM
YMHOM BMNpPOBaLKyBaTU Ui 3axogu. 30Kpema, YiTKOro anroputmy BnpoBagKeHHs ILP He
nepenbayeHo, MOro OnNMC PO3MUTUKN, XOoYa eneMeHTU ONsi BAPOBa[KEHHS MPOAKTUBHOI
npaBooxopoHHOoi mogeni (ILP) nepenbayeHi y pisHMX MOro nyHKTax Ta po3aginax. 3agns
KOMMJIEKCHOrO pO3yMiHHA AeTanen uiei NpaBoOXOPOHHOI MoAeni, peKOMeH40BaHO O3HaWo-
MUTUCb 3 MOHorpadieto «Peanisauia dinocodii. «Intelligence-led Policing» B cuctemi kpu-
MiHanbHOro aHanidy HauioHanbHOI noniyii YkpaiHn». MoHorpadisa € npoayKkToM chnifibHOT Ta
KponiTKOT po60oTN NpakTUKIB-NpeACTaBHUKIB Pi3HMX NPaBOOXOPOHHMX OpraHiB Ta akageMidHol
cninbHoTU. MoHorpadpia fae BianoBigi Ha psa 3anuTaHb WoJo CyTi Moaeni Ta il enemMeHTiB.
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Ha HeobxigHocTi BnpoBagxeHHs ILP HaronowyeTbes y 3BiTax €Bponericbkoi Komicil
oo nporpecy YkpaiHun B mexax NakeTty poswmnpeHHa 2023 ta 2024. 3okpema, y 3siTi 2024
poky (Big 30 »xxoBTHA 2024 poKy) 3a3HavaeTbes, WO «PiBeHb BNpoBaaXeHHSA NpaBOOXOPOHHOI
mMogeni «MpaBoOOXOPOHHa AiANbHICTb, KepoBaHa aHaniTu4How possigkoto» (Intelligence-led
Policing/ILP) € He3HauyHuM». [MounHatoum 3 2015 poky KMEC HeogHOpa3oBO HarosiowlysasB
npeacTaBHMKaM NPaBOOXOPOHHUX OpraHiB Ta akagemivyHol cninbHoTu, wo KMEC rotoBumn
AOMNOMOITU Yy KOMMMEKCHOMY BMPOBAaMKEHHI LIET MpaBOOXOPOHHOI Moaeni. 3a iHiuiaTmeu
KMEC 6yna ctBopeHa poboya rpyna woao snpoBagkeHHs ILP 3 npegcrasHukis HITY, MBC
Ta BY3iB MBC, ogHak pobo4a rpyna gyHKLiOHyBana He3Ha4yHui nepiog Yacy 3a BigCyTHOCTI
iHibLiaTMBK 3i ctopoHn MBC ta HITY. Y 2022 poui KMEC 3aknunkano MBC BigHoBUTK poboTy
poboyoi rpynu, ogHak 6e3pesynbTaTHO.

[MeplioyeproBuMn Kpokammn ons BnpoBamkeHHs ILP Bbavato: 1) CTBOpeHHA yHidi-
KOBaHOro MNOHATINHOro anaparty. Bci yyacHuWKM npouecy MOBWHHI CTaHO4apTM30BaHO
nigxoguTy 4O BCiX NpoLueciB poboTu 3 AaHUMK, iIHpOopMaLielo, FOBOPUTU «OAHIEID MOBOHO». 2)
NMpoBeaeHHA yHKUiOHaNbHOro ayauty Oi3Hec-npoueciB (pob6ounMx npoueciB) 3
iHbOpMaLIMHOrO MEHEI)KMEHTY 33418 BU3HAYeHHSA HanbinbL epekTUBHOI Ta pe3ynbTaTne-
Hoi mogeni. 3) Nepernsaa, nepeHanawTyBaHHA, Ta/abo HOBUM Au3auvH IT-moxnuBocTen
Ta BigNOBIiAHUX NpoLeciB peryntoBaHHA 3 ynpassiHHA iHpopMaLieto, 6a3 fgaHux, peecTpis,
Take iHwe. lNepwo4veproBi KPOKN CTOCYIOTBCA BCiX MPaBOOXOPOHHUX OpraHiB i He obmexy-
toTbcs nuw MBC Ta HI1Y. Le Takox ctocyetbca BY3iB, ockinbkn ILP noBuHHO BRpo-
BaXXyBaTUCb BCIEID NPABOOXOPOHHOK CUCTEMOI OAHOYacHO. Tomy, BCi Bigomui (i He Tinbkn)
BY3u (He obmexytouncs nuw BY3amu MBC) noBuHHI npunmMaTti y4acTb Yy LbOMY MPOLECI.
["0f10BHOIO YMOBO YCNiXy BNpOBaMXXEHHS € HAacKpi3Ha cTaH4apTuaaLis npouecis, NPOAYKTIB
Ta NoHATIMHOro anapaTty. OTXe, i3 3aNPONOHOBaHUX NEPLUIOYEProBUX KPOKIB MM Ba4nMO Lo
nepernsg IT-MOXNMBOCTEN | € TUM KIHOYOBMM Basmcom, Sk hopMye MOXIUBICTb BNPO-
Ba)KEHHS1 HOBMX NpoLeciB iHpopMaLinHOro MEHEKMEHTY, Ta, TAKUM YMHOM, - NigBULLEHHSA
AKOCTI NPUNHATTA YNPaBniHCbKMX pilleHb, Binbll edeKTUBHOrO po3noainy pecypcis, WO i €
OCHOBHOI METOH0 3anpoBapKeHHs Liel npaBooxopoHHoi mogeni (ILP).

3BiT €Bponencbkoi Komicii wono nporpecy YkpaiHn B Mexax [lakeTy poswmpeHHs
2024 poky, TakoX Haromnoluye, Wwo: «YKpaiHa He Mae yHidikoBaHOI (CrinbHOI/MKBIAOMYOI)
CUCTEMWN MPABOOXOPOHHMX opraHiB 36opy iHdopmauil Ta aHaniTudHoi po3Bigku (intelli-
gence)». Omxe, bopmyBaHHS €AMHOI NPaBOOXOPOHHOI IT ekocuctemn € HeobXigHUM Ta
KPUTUYHMM KPOKOM Ha LWnaxy €Bponencbkoi iHTerpauii YkpaiHn. KMEC HeogHopa3oBo Ha
ubomy Haronowysana 3 2016 poky. Cepef 3anponoHOBaHWX MOCAILOBHMX KPOKIB OO0
upboro BOaval HacTynHi: 1) cTBOpeHHA eauHoi IT nnatcdopmn gns obMiHY JaHUMM,
iHpopMmauiero, aHaniTUYHOK PO3BIAKOK, Take iHWe, 2) peanidauia iHTeponepabenbHOCTI
(chbyHKUiOHaNbHOT cymicHOCTI) peecTpiB, 6a3 gaHux, Take iHWe, Ta CcTaHgapTM OO IX
dopMyBaHHS, 3) Nnepernsg Ta CTBOPEHHS YMOB A4 NiABULLIEHHSA SKOCTI Ta HALIMHOCTI AaHKX,
iHopmauii, ki 30epiraloTbCs y OepXaBHUX peecTpax, 6aszax gaHux, Take iHwe, 4)
CTBOPEHHSA YHiI(hiKOBAHOrO Ta KOMMSIEKCHOrO Miaxo4y Ta MpoueciB Wwoao 360py, BHECEHHS,
ornpauloBaHHSA, aHanidy Ta MoLMPEeHHs AaHux, iHpopMauil Ta aHaniTMYHOT PO3BIgKM cepen
BCIX MPaBOOXOPOHHMX OpraHis.

Cepeq KpUTMYHO HeOobXiAHWX 3agad € BNpOBa)KEHHS HOBOrO MOHATTHA Ta nigxody
«aHanitnyHol posBigkn (intelligence)» 0O HauioHanbHUX npoueayp ynpasniHHA iH(Op-
madieto. Lle, y cBoto yepry, oopMye HOBY apXiTeKTypy iHpopmMauiHUX MacusiB, npoueayp
300py Ta onpautoBaHHs, CUCTEM, Take iHwe. BpaxoBytoun cknagHiCTb BNPOBaLKEHHA 4aHOro
nigxony, KMEC rotosa gonomortu HIMY, MBC Ta iHWKM NpaBOOXOPOHHUM OpraHam y LiboMy
npoueci. HacTynHMM KpOKOM € CTBOPEHHS YHihikoBaHOI (CMifibHOI/MiXBIAOMYOT) cnuctemm
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NPaBOOXOPOHHUX oOpraHiB 36opy iHopmauii Ta aHaniTnyHoi po3Bigkn. Ockinbkn HITY €
OLHMM 3 HanbinblMX reHepaTopiB Ta CNoXmBadiB iHPOPMaUINHNX pecypciB cepen npaBo-
OXOPOHHUX OpraHiB, OPMYBaHHS L€l cMCTEMM MOXIMBO novaTth Ha 6asi IMNMHI1, abo/Ta €1C
MBC. Y Ton Xe 4yac, pilleHHs Wwoao hopMyBaHHA cMCTeMM Ha Gasi iCHYHYOI, YM HOBOI
iHbopMaUiHO-aHanNITUYHOT NOLLYKOBOI CUCTEMMU, BUBIp apXiTEKTYpU Ta TEXHOMONN NOBUHHO
OyTM NPUNHATO KOHCEHCYCOM, BCiMa MNPaBOOXOPOHHUMW opraHamu. PopmMyBaHHS
apxiTeKTypu CUCTEMWU MOBMHHO BignoBigatn poboumm npouecam, peanbHuM notpedbam. Y
3B’513KY 3 UMM, cepep 3anponoHOBaHNX NEPLLOYEProBMX KPOKIB BNpoBaakeHHs ILP BkasaHun:
«MpoBeaeHHA dyHKUiOHanNbLHOro ayauTty OisHec-npoueciB (pobounx npoueciB) 3
iHpOpMaUMHOTO  MeHeKMeHTY  3aafs  BU3HAYeHHa  Haubinbw  edekTnBHOI  Ta
pe3ynbTaTUBHOI MoAeni», SKUA NOBUMHEH CcOopMyBaTU anropuTMu MNpoueciB, SKi, Y CBOKO
Yyepry, NoBMHHI BYT OCHOBOK AN HACTynHoOro Kpoky: «lepernsin, nepeHanawTyBaHHSA,
Talabo HoBuM an3anH IT-MmoXNMBOCTEN Ta BignoBiAHUX npoueciB». PopMyBaHHSA €4MHOI
NpPaBOOXOPOHHOI cuctemn, abo nnatgopmum € cknagHMM npouecoMm. Y TOM Xe 4ac,
NepLIOYEeproBo 3ajayerd LbOro npouecy € (popmMyBaHHS TPaHCMOPTHOI apXiTEeKTypMu.
Cuctema enekTpoHHOI B3aeMOfil AepXXaBHUX eneKTPOHHUX iHJOopMaUuiHUX pecypciB
«TpembiTa» BXe € roTOBOK OCHOBOK LbOro npouecy. €EanHMn noptan AepXXaBHUX NOCNyr
«[is» € rapHUM nNpuMKkNnagomM BNpoBamXeHHs uiel igei. Kpim Toro, NpunwoB Yac po3rnsgHy Ty
pPO3ropTaHHsa iHPOPMaUiNHUX Ta TPaHCMOPTHMX MOXMIMBOCTEMW Ta CUCTEM Yy XMapi Ta
3any4yeHHs MOXXINMBOCTEN LUTYYHOIO IHTENEKTY, SIKNIA, Y CBOKO Yepry, nepeabavyae BHECEHHSA
3MiH 10 3aKOHO4aBCTBa Ta Mig3aKOHHMX HOPMAaTUBHO-NPaBOBUX aKTiB, Nepernsa TeEXHOMOorIN
Ta TEXHOSIOTNYHOI CYMICHOCTI, Take iHLue.

CTBOpeHHsA oHoBneHol IT ekocuctemun nepenbadae OHOBIEHHSA, Nepernsag Ta BHe-
CEHHSA 3MiH A0 apXiTEKTypu Ta TEXHOSOrin cuctem obmiHy Ta 36epiraHHs iHpopMmalii, aHa-
NITUYHOT PO3BIAKW, OpraHi3aUinHO-LITAaTHUX CTPYKTYP NPaBOOXOPOHHUX OpraHiB, nepernsgy
npoueayp iHPOpMaLUiNnHOrO MeHeMXKMEHTY (BKMYar4dn, ane He obmexyruncb 360pom
iHbopMaUil, OLIHKOK Ta ynopsakyBaHHA iHGOpMaLii, cTaH4apTU30BaHOro aHanisy iHgop-
MaUil, Take iHLWe), 3aKOHIB Ta NiA3aKOHHMX HOPMAaTMBHO-NPAaBOBUX akTiB, Take iHwe. Llen
npouec € ckrnagHum Ta nepeabadae neperns, BIPOBaAXEeHHS Ta NOEAHAHHA CTaH4apTIB Ta
dopmartiB, TexHonorin Ta 6ayeHHs. KMEC rotoBuii 4ony4mMTucb 40 LbOro npouecy 3apaau
AOCArHEHHS1 aMBITHOT METU — SSKHaLWBUALWOI €BPONENCHKOI iHTerpauii YkpaiHu.

Nitepartypa

1. Peanisauia dinocodii «Intelligence-led Policing» B cuctemi KpumiHanbHOro adaniay
HauioHanbHol noniuil YkpaiHu: moHorpadpia / Kopuctii O., Weeus ., bytko P.,
IeHnceHko b. Ta iH., 3a 3ar. pea. KopuctiHa O.€. — Kuis: «BAITE», 2024. 444 c.

2. «KomnnekcHun ctpaTteriyHnin nnaH pedopmMyBaHHS OpraHiB NpaBonopsiaky sk YaCTUHU
cektopy 6e3nekn i obopoHn YkpaiHm Ha 2023-2027 pokuM», CXBaneHuh YKa3oMm
MpesungeHTa Ykpainm Big 11 TpaBHa 2023 poky Ne 273/2023.

3. PosnopsagkeHHa KabiHeTy MiHicTpiB YkpaiHu Big 23 cepnHs 2024 p. Ne 792-p «[1po
3aTBEpPKEHHS NnaHy 3axonis, CrpsiMOBaHNX HAa BUKOHAHHA KOMMNEeKCHOro cTpaTteriyHoro
nnaHy pedopMyBaHHS OpraHiB NPaBoOMNopsiAKY SK YacTUHM cekTopy Gesnekun i 060poHM
Ykpainm Ha 2023 — 2027 pokun».

4. 3BiT Wo[o nporpecy YkpaiHu B Mexax NakeTty poswmpeHHs 2023 Ne SWD(2023) 699 final
Bin 8 nwuctonaga 2023 poky, Pexwum poctyny: https://op.europa.eu/en/publication-
detail/-/publication/a0f3eaa6-7eee-11ee-99ba-01aa75ed71a1/language-en
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5. 3BiT WwWopao nporpecy YkpaiHu B mexax Nakety poswmpeHHs 2024 Ne SWD(2024) 699 final
Big 30 »xoBTHa 2024 poky, Pexum poctyny: https://neighbourhood-enlarge-
ment.ec.europa.eu/document/download/1924a044-b30f-48a2-99c1-50edeac14dal_en?
filename=Ukraine%20Report%202024.pdf

[’sakoB AHApin BonogumunpoBuy

OOUeHT Kadenpu iHdopmauinHmx cuctem Ta TexHonorin HHIYTIB JleBiBCbKOro aepXaBHOro
YHIBEPCUTETY BHYTPILLHIX cripas, KaHANOAT TEXHIYHUX HaYK

PALIOHAJTIbHA CTPYKTYPA NrEOIH®OPMALIUHUX CUCTEM
NMPABOOXOPOHHUX OPIrAHIB

36inbLUEHHS KifTIbKOCTI | IHTEHCMBHOCTI iIHPOpMaLiMHMX NOTOKIB, 3MEHLLIEHHS Yacy Ha 1X
00pobKy Ta MigBULLEHHS BUMOTr 00 NPUNHATTSA BigNOBIAHOMO PiLLEHHSA MOPOAXKYE aKTyarnbHY
3agady no po3pobui pauioHanbHOI CTPYKTYpU iHOPMALINHOI CUCTEMU NPaABOOXOPOHHUX
opraHiB, aka 6 6yna 3gaTHa BupillyBaTK 3aBOaHHSA No 3abe3neyeHHIo UMBINbHOI 6e3neku.

CyyacHnn nigxia [0 CTBOPEHHS aBTOMAaTM30BaHOrO YnpaeniHHA nigpo3aginamm
NPaBOOXOPOHHUX  OpraHiB  nepepbadae  BNPOBaKEHHA Yy  BKasaHWA  npouec
reoiHdopmauinHnx cuctemM. MoxnmnBocCTi reociHpopmauinHux cnucteM edekTuBHO 36upaTy,
36epiratv, aHanidyBaTu Ta BidyanidyBaTuW MPOCTOPOBiI AaHi BU3HA4alTb iX BUKITHOYHO
BaXXNIMBY pOSfib B MNPaBOOXOPOHHIA AianbHOCTi. CborogHi reoiHopmauinHi cuctemum
NOEAHYIOTb Y COBIi MOXIMBOCTI CUCTEM KepyBaHHA Baszamu JaHuX, peaakTopis pacTpoBOi 1
BEKTOPHOI rpadikm 1M aHaniTu4HMX 3acobiB i 3acCTOCOBYHOTbLCS B kapTtorpadii, reonori,
MEeTeOopOonorii, 3eMeBNOPSAXEHHI, eKONoril.

KoHuenTyanbHO reciHopmauinHi cuctemum nependayatoTb HACTYNHUA (OYHKLOHaN:

- 06pobka Ta NOegHAHHA Pi3HMX BUAIB AAHUX — CYMYTHUKOBWUX 3HIMKIB, PO3BiggaHUX,
iHpopmauito Npo MicueBiCTb Ta iHPPACTPYKTYpy ANS CTBOPEHHSA KOMMIEKCHOI
KapTMHM onepaTuBHOI 0BCTaHOBKY;

— NPOrHO3yBaHHSA Ta MOAEMOBAHHSA Pi3HUX CLeHapiiB PO3BUTKY NOAIN, OLiHKa MOXINBUX
HacnigKiB Ta pU3UKIB;

- ynpasriHHS NIOMMCTUKOKO Ta pecypcamu, ONTUMi3auia MapLupyTiB nepemileHHsd, a
TaKoX NfaHyBaHHA pO3TallyBaHHS NOMCTUYHUX LEHTPIB;

— NPOBEeAEHHSA MOHITOPUHIY Ta aHani3dy, aHarni3 AnHaMikv po3BUTKY NOAiN, BUABNEHHA Ta
NPOrHo3yBaHHA 3arpo3. MOHITOPUHT AOBKINNA Ta OUiHKM 36UTKIB Big npupogHux abo
aHTPONOreHHNX KaTacTpow;

— KoopAauHauia 3 MiKHapogHMMW napTHepamu, OOMiH reonpoCcTOpoOBUMW AaHUMKU 3
MKHapOAHMMU OpraHi3auisMn Ta napTHepamu Ans KoopavHauii cninbHUX gin y cdepi
6e3nekn Ta 060POHM.

3po3yMino, Wwo dyHKUIOHaNbHa CTPYKTypa reoiHdpopMaLuinHOT CUCTEMM NPaBOOXO-
POHHMX OpraHiB BU3HA4Ya€TbCA CYKYMHICTIO 11 (PYHKUiM, O 30aTHa BUKOHYBATW BKasaHa
cuctema. BignosigHoO 0o LbOro MOXXHa BU3HAUYUTU (PYHKLIOHaNbHI CKagosi reociHopmauin-
HOI CMCTEeMM MPaBOOXOPOHHUX OpraHiB, BUXOAAYM 3 HeOobXigHMX 3aBAaHb, WO Ma€e BUKO-
HyBaTW cuctema:

36ip gaHux. IHCTpymMeHTM ansa 360py NPOCTOPOBUX AAHUX i3 PIBHUX AXKEepen, TakuxX AK
CYNYTHUKOBI 3HIMKM, aepooTo3HIMKN, GPS-Tpekepu, BigeokaMmepn Ta SaTuUmnKu.
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36epiraHHa paHux. basu gaHux gna 36epiraHHA Benukux o6cCAriB MPOCTOPOBMX
AaHNX Ta MeTagaHux, siki 3abesnevyoTb WBUAKUA AOCTYN i 06pobKy iHhopmauii.

AHani3 gaHnx. AHaniTUYHI IHCTPYMEHTU 0N BUABNEHHS 3aKOHOMIPHOCTEN, aHani3y
TeHOEeHLUIN Ta NPOrHo3yBaHHA, AKi JonomMararoTb Y NraHyBaHHI Ta NPUUHATTI pilLeHb.

Bisyanisauia gaHux. ['padidHi iHTepdencn, ki 4o3BoNA0TL BigobpaxkaTu nNpocTo-
pOBi AaHi y BUrNaai kapT, giarpam i mogenen, Wo nosierwye iHTepnpeTtauito Ta aHanis.

IHTerpauia gaHux. MoxnuBiCTb iHTerpauil AaHuX 3 iHWKX iIHPOPMALUIMHNX CUCTEM,
Takux sk 6asy gaHux KpUMMiHanbHUX 3anuciB, PEECTPU TPaAHCMOPTHUX 3acobiB Ta cUCTEMMU
MOHITOPUHTY 6e3nekn.

MOHITOPUHI Ta BiACTeXeHHS. |[HCTpYyMEeHTM ANns peanbHOro 4Yacy MOHITOPUHTY Ta
BIOCTEXEHHA pyxXy nigo3ptoBaHMxX ocib, TpaHcnopTHMX 3acobiB Ta 06'ekTiB, WO crpusie
onepaTtMBHOMY pearyBaHHIO.

3BiTyBaHHsA. ABTOMaTU4yHE reHepyBaHHs 3BiTiB i CTAaTUCTUYHUX AAHUX ONS aHanisy
edeKTUBHOCTI onepavwin i NigroToBkn 40 ManbyTHIX 3aBaaHb.

Bce ue 0o03BONUTL NPAaBOOXOPOHHUM OpraHam eeKkTMBHO BUKOHYyBaTU CBOI 3aBAaH-
HS, 3abe3ne4vytoun TOYHICTb, ONEPATMBHICTb Ta NOKPALLEHHS NPOLIECIB NPUAHATTS PilleHb.

3auek Mukona Onerosuy

3p06yBsay Buwoil ocsiTh 3 kypcy HHIYTIE J1bBiBCbKOro AepXXaBHOrO YHIBEPCUTETY BHYTPILLIHIX
cnpas

JlecbkiB MNanuHa 3iHoBIIBHa

npodpecop kacdeapn MmeHegKMEHTY Ta ekoHoMiYHOT 6e3nekn HHIYTIE JlbBiBCbKOrO AepxaB-
HOro YHIBEPCUTETY BHYTPILLHIX Crpas, KaHANOAT TEXHIYHUX HAYK, OOLIEHT

3MIHA niaxoAaiB A0 3ABE3NEYEHHA KOHKYPEHTOCIPOMOXHOCTI
TA AKOCTI B CYMACHOMY BI3HECI 3 BUKOPUCTAHHAM LUTYYHOI'O
IHTENEKTY

CyyvacHuin 6isHec BCTynae B epy, A€ TEXHONMOriYHI iIHHOBAaLii Ta BUKOPUCTAHHS LUTYY-
Horo iHTenekty (LUI) 3miHOWOTL TpaguuivHi nigxoan [0 YNpaBniHHA SKICTIO Ta KOHKY-
peHToCcnpoMOoXHicTIo. |HTerpauis WI y 6isHec-npouecy O03BOMNSAE KOMMaHIAM He e
NoKpaLLlyBaTu AKICTb NPOoAYKLUIT Ta Nocnyr, ane n gopMyBaTu HOBi KOHKYPEHTHI nepeBaru, Lo
3abe3neyvyoTb CTabiNbHUIN PO3BUTOK Y MIHIMBUX YMOBAX PUHKY.

OgpHieto 3 kntovoBMx cdep 3actocyBaHHs LI € ynpaBniHHSA BUpOOHMYMMK NpoLecamu.
BukopuctaHHs iHTenekTyanbHUX CUCTEM aBToMaTu3auil J03BOMSE NignpuemMctBamMm edek-
TMBHO KOHTPONIOBATM Ta ONTUMI3yBaTM BUPOOHMYI onepauii, 3HWKYHYM BUTPATK |
NigBULLYYIHOYM NPOAYKTMBHICTb. Y LIbOMY KOHTEKCTi Hawa poboTa cnpsasmoBaHa Ha aHani3 3miH
nigxoaiB A0 KOHKYPEHTOCNPOMOXHOCTI Ta SKOCTI 4yepe3 BukopucTtaHHa LI y cydacHomy
BisHeci.

LLle ogHieto BaxknuBow cdgepoto 3actocyBaHHs LI € po3pobka Ta BNpoBagKEHHS
HOBWX NPOAYKTIB. IHTENeKTyaneHi cCUCTeMU LO3BOSISAOTb NPOBOAUTY LLUBUOKUM | TOYHUIW aHa-
ni3 PUHKOBUX TEHAEHLiN, BPaxOBYHUM LUMPOKMKA crnekTp ¢akTopiB. Takuin nigxig crnpusie
CTBOPEHHIO iHHOBALMHMX NPOAYKTIB, agdanToBaHMX 40 3MiH NOTpPeb Cnoxmeauis, WO 3HAYHO
NigBULLYYE KOHKYPEHTOCNPOMOXHICTb KOMMaHIMN.
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TpaguvuinHi nigxoan 0o ynpaeniHHA SKICTHO, Taki K cTaHgapTtusadia 3a ISO, meto-
pornorii Lean Ta Six Sigma, nokasanu cBot e(eKTUBHICTb Y CTBOPEHHI CTabinbHUX NpoLeciB
Ta 3MEHLLEHHI KinbKocTi AedekTiB. OgHak BOHN MatoTb OOMEXEHHS Y LBUAKOCTI pearyBaHHS,
aganTauii 4o 3MiH Ta aHanisi Benmkux obcsariB gaHux. Y cyyacHoOMy CBiTi HeobXxigHO BNpo-
BaKyBaTW TEXHONOT I, siki 3a6e3nevyoTb He nuLle KOHTPOSb SKOCTI, ane 1 1l NPOrHO3yBaHHS
Ta BOOCKOHaneHHs [1].

LI BigkpuBae nepen 6Gi3HECOM HOBI MOXMMBOCTI ANA aHanidy, NpOrHo3yBaHHA Ta
ynpaeniHHa akicTio. IHTerpauis LI B ynpaBniHCbKi npouecn A03BOMSE ONTUMI3yBaTh KOXEH
eTan X1TTEBOro LMKIYy NPOoAyKTy abo nocnyrn, NoYMHaK4M Bif NPOEKTYBAHHS Ta 3aKiHYy4M
nicns NpoAaXXHUM 06CIyroByBaHHAM.

OcHoBHi Hanpsmn BukopucTtaHHs LI B ynpasniHHi skicTio [2]:

— aHania gaHux y peanbHoMmy 4aci. 3aBaskm anroputmam LI nignpuemctea MOXyTb
OTpMMYyBaTK AeTarnbHy iHpopMaLilo Npo cTaH obnagHaHHA, Npouecis i NpoayKuii B
peanibHOMY 4aci, Lo J03BOSISIE BYACHO BUABNATU Ta YCyBaTU BiAXWUIEHHS;

- NporHo3yBaHHsA gedekTis. Moaeni MalwnHHOro HaBYaHHA BUKOPUCTOBYIOTb ICTOPUYHI
AaHi ansa igeHTudikauii wabnoHie, WO MOXyTb Npu3BOoauUTM A0 AedekTis. Lle pae
3MOry KOMMaHisiM BXMBaTW NMPEBEHTMBHI 3aX04N, 3MEHLLYIOYN KiNbKICTb OpakKy;

- onTuMmizauia BMpobHMYMx npouecis. BukopuctanHs WI gna aBTomatmsauii Bupob-
HUYMX TMpOUeCiB [03BOSISE 3MEHLIUTU BMUB IOACBKOro dakTopy, nNiaBULLNTH
TOYHICTb Onepauin i aganTyBaTn npoLuecu nig 3MiHHI yMOBY;

- iHOMBIAYyanisauia NnpoAykKTiB i nocnyr. AHaniT4Hi moxnueocTi LUl gonomaratoTs Kpale
pO3yMiT NOTpebun KNieHTiB Ta aganTyBaTU NPOAYKLIIO YM NOCAyrn ANa 3a40BOSNIEHHS
iHOMBIAYaNbHUX BUMOT.

KnacuyHa Teopisi KOHKYpeHUii nigkpecnioe porib €PEeKTUBHOMO BUKOPUCTAHHA pe-
CYpCiB, € KOHKYPEHLiSl € PYLUIMHOK CUIO PO3BUTKY PUHKY.

Teopist KOHKYpeHTHUX nepesar M. [NopTepa akueHTye yBary Ha TpbOX CTpaTeridyHnx
nigxogax: AndpepeHuiadis, NigepcTso 3a BUTpaTaMmun Ta PoKyCyBaHHS Ha OKPEMOMY CerMeHTi
PUHKY [3].

PecypcHa Teopis cTBepaXye, WO KOHKYPEHTOCNPOMOXHICTb 3aneXuTb Bif 34aTHOCTI

KOMNaHii cTBoptoBaTh Ta e(PeKTMBHO BMKOPUCTOBYBATU YHiKarbHi pecypcn — matepiasibHi,
iIHTenekTyarbHi, TEXHOMONIYHI.

I[HHOBaUIMHMI NigXig y CBITI WBMAKUX 3MiH: IHHOBALilI CTalTb FOIOBHUM YUHHMKOM
3abe3neyeHHs 4OBroTpmBanoro ycnixy [4].

Y cy4yacHOMy CBITi TEXHOMOrIT BigirpaloTb BupilanbHy ponb Y hOpMyBaHHI KOHKY-
peHTHUX nepesar. WI — ue Habip TexHONOoriKn, Wo A03BONATE CUCTEMaM aHarsnidyBaTu AaHi,
HaBYaTUCS Ta NPUIAMATM PILLIEHHS 3 MiHIMANbHUM BTPYYaHHAM MOAMHWU. Moro BNpoBamKeHHs!
CTBOPIOE HOBI MOXNUBOCTI Ans 6isHecy, pobnayum npouecu G6inb ePeKTUBHUMU, LUBUOKUMN
Ta TovHMMU [5]. LI cTae He nuwe iIHCTpYMEHTOM N4 NigBULLLEHHSA KOHKYPEHTOCMPOMOXHOCTI,
a N BU3HaYarnbHUM (HaKTOPOM YCMiXy y CydacHomy 6isHeci. Moro BnpoBamkeHHs 3MiHIOE
Gi3Hec-Moaeni, CTBOPHOE HOBI MOXITMBOCTI ANA PO3BUTKY Ta BiAKPUBAE HOBI FTOPU3OHTU Y
nobynoBi KOHKYPEHTHUX CTpaTerin. 3aBAskn aganTauii anropuTMiB MaMHHOMO HaBYaHHA Ta
aHaniTMYHUX Moenen, KoMnaHil 34aTHi OCArTU HOBUX PIBHIB NPOAYKTUBHOCTI.

Hanpuknag, Amazon, oguH i3 rnobanbHux nigepis y cepi enekrpoHHOI KoMepui,
aKTUBHO BnpoBagXye TexHonorii W ana ontumisauii ceoro naHutora noctadyaHHs. OgHuM i3
KNIOYOBUX pillieHb CTano BUKOpUcTaHHa poboTusoBaHux cuctem Kiva ta anroputmie LI gna
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ynpaeniHHA cknagcbkumu npouecamu. LW aHanidye gaHi npo nonut Ha ToBapw, NPOrHo3ye
o6carn 3aMoBreHb i PO3NOAINSe pecypcn TakMM YMHOM, W06 3MeHWUTn 4ac obpobku
3aMOBIEHHS. 3aBAsKN iHTerpauii MalWwWnHHOro HaB4aHHA poboTM30BaHi cucTeMn ePeKTUBHO
nepeMilLyoTb TOBapy Ha ckrnagi, 3abeanedyoumn 3HMKEHHS PU3NKY MOMUITOK Y (hOpMyBaHHI
3amoBrneHb. Ha cborogHi noHag 300,000 poboTiB 4itoTb Ha CKNaacbkux 00'ekTax KoOMMaHii.

BnpoBagpxeHHSa 3MiH NigBuULLYy€e TOYHICTb BUsBIeHHs AedekTiB Ha 30%, WO 3MeHLUye
yacTky 6paky Ha 15%. Lle Takox ckopodye BUTpaTU Ha KOHTPOSMb SKOCTI Ta PEMOHTH,
NoKpaLLytoYn eKOHOMIYHY e(PeKTUBHICTb NnignpuemMmcTsa [6].

LUTy4yHun iHTenekT y Amazon npaute wnaxom 36opy Ta o6pobku Benukux obcesris
AaHUX, AKi BKIHOYaKTb iCTOPI0 NOKYNOK, NOLUYKOBI 3annTu, Nnepernsian Toeapis i B3aemogii 3
nnatcpopmoto. Cuctemmn LI aHani3yloTb Ui AaHi Ana BusiBNeHHsA wWwabnoHis i BnogobaHb
KOXHOrO iHAMBIAYanbHOro KnieHta. Ha OCHOBI OTpMMaHWX BiLOMOCTEN anroputMm CTBOPHO-
I0Tb NepCcoHani3oBaHi pekoMeHaauil, aki JonomMaratoTb CoXuBayam 3HaXo4uUTW Ti NPOAYKTH,
SKi HanbinbLwe BiANOBIAAOTb IXHIM iHTepecam i noTpebam. NepcoHani3auisi, 3acCHOBaHa Ha
WI, npuHocuTe Amazon BigyyTHI nepeBary B NnaHi (piHaHCOBMX pe3ynbTaTiB. 30Kpema,
AOCMNIIKEHHA NOKa3yoTh, WO NepcoHarni3oBaHi pekoMmeHaauii gopmytote 4o 35% pgoxonis
KOMMaHii.

3anyyeHHs CnoXxuBadiB 3aBAAKM NepcoHanisaoBaHMM Npono3unuisiM CTBOPHOE BigYyTTS
iHAMBIQYanNbHOro NiaxoAy, LWo NiABULLYE TXHIO NOSASbHICTL A0 6peHay. B pesynbTaTi KNieHTu
NOYMHaKTb cnpurumMaTn Amazon He TiflbKM SK nnaTtgopMy Ans NoKyrnok, ane n Sk HaginHoro
napTHepa, LWo gornomarae im 3HaxoanTn NnoTpibHi ToBapw. Llen acnekt ocobnmBo BaxXnnBmm y
KOHKYPEHTHOMY CEpPeaOBULLI, Ae CrOXMBaYi MatoTb 6e3niy anbTepHaTUB.

Kpim Toro, BukopuctaHHs Wy Amazon cnpusie ontumisauii NoricTM4HMX npoLeciB.
Anroputmun LW gonomaratoTb NporHo3yBaT NONUT Ha TOBapW, LLO A03BOSISIE KOMMAHIT BiNnbLu
edeKTUBHO YNpaBndaTh 3anacamMmm Ta 3MeHLWyBaTn BUTpaTU. 30Kpema, 3aBAsiku NPorHo3am
NonuTy KOMMaHiA MOXe CBOeYacHO 3abe3neunTy HasiBHICTb HeobxigHMX ToBapiB y Bigno-
BiJHMX perioHax, Wo MiHiMi3ye Bunagku gediunty abo HagnuLKy ToBapiB Ha cknagax. Lle He
TiNIbKM 3HWXKYE BUTPATU Ha NOTCTUKY, ane U Cnpusie CBOeYacHin 4OoCTaBLi 3aMOBMEHb, LU0
NoKpaLlye piBeHb 00CNyroByBaHHS KITiEHTIB.

Taknum 4nHomM, BnpoBamkeHHs LI no3sonsie Amazon He nuwe 3anuwaTtuca KOHKY-
PEHTOCNPOMOXHOIK Ha Cy4aCHOMY PUHKY, ane W CTBOPIOBATU CTiKI KOHKYPEHTHI nepesaru,
AKi 36epiraloTbCA Yy AOBrOCTPOKOBI NepCrnekTuBi. 3aBAsiki LIbOMY KOMMaHisi 3MILHIOE CBOE
nigepcTBo B ENEKTPOHHIN Komepuil, 3abeanedvyrounm CBOIM Khi€EHTaM BUCOKY SKICTb
obcnyroByBaHHS, NepcoHanisoBaHi pekomeHaauii Ta WBUAKy JOCTaBKy ToBapis [7].

OnTtumisauisa skocTi npoaykTiB i nocnyr 3a gonomorow LI Bumarae cucteMHoro
nigxody, iHTerpauil nepefoBUX TEXHOMOrN Ta opraHisauivHux 3miH. EdpektmBHe Brpo-
BagpkeHHs LI y npouecn BupobHMUTBA Ta 06GCRyroByBaHHSA 34aTHE 3HAYHO MOKpaLLMTU
AKICTb NPOAYKLii, CKOPOTUTU BUTPATM Ta 3abe3nednmTn KOHKYPEHTHI mepeBarn Ha pPUHKY.
OaHMM i3 rONOBHMX acnekTiB € BNPOBaAKEHHA aBTOMAaTM30BaHNUX CUCTEM KOHTPOSO SIKOCTI,
LLIO BUKOPUCTOBYIOTb anroputMm MaLIMHHOIO 30py Ta rMMOUHHOrO HaB4yaHHSA. Lli cuctemm
MOXYTb BUSIBNATU HaBiTb HANApiOHiwi gedekTn Ha eTani BMpobHmuTBa. Lle no3Bonsie 3Ha4yHO
CKOPOTUTW Yac NepeBipoK i NiABUWLNTN ePEKTUBHICTb BUSIBNEHHA Bpaky y npogykrax, Lo
pobuTb Npouecu BinbLl HAZIMHUMK Ta 3HUXKYE NMOBIPHICTb JIIOACHKMX MOMUSIOK.

CrpareriyHi 3axogu, Wwo BkNtoYaoTb 3actocyBaHHs LI, noBUHHI ByTn iHTerpoBaHi B
3aranbHy CcTpaTerito Komnawil, signosigatn il Micii Ta uinsam. BoHW MOBMHHI BKovaTn
[OBrOCTPOKOBUIN MaH PO3BUTKY, HABYaHHA nepcoHany, iHBECTULIl Y HOBITHI TexXHonorii, a

31



TaKoX 3axoau, CNpsAMOBaHi Ha 36epeXXeHHs1 KOHKYPEHTHUX NepeBar y nocTiMHO 3MiHIOBaHOMY
cepepoBuwi. Bci ui 3axogn cnpusitoTb CTBOPEHHIO CTiKOI BidHec-mogeni, LWo MOoXe
aganTtyBaTUCA 00 3MiH PUHKY i NiATPUMYBaTU BUCOKUI PiBEHb KOHKYPEHTOCMPOMOXHOCTI.

3aranowm, iHTerpauis LI B cTpaTerito KOMNaHii € BaXXNMBMUM KPOKOM AN CTBOPEHHS
cTinkoi 6isHec-mofeni, aka 3gaTtHa aganTyBaTUca 4O 3MiIHIOBAHOro cepefoBuwa 1a nigtpu-
MyBaTWN BUCOKUN pPiBEHb KOHKYPEHTOCMPOMOXHOCTI. Takuin nigxig BkntoYae JOBroCTpOKOBUMN
nnaH pPO3BMUTKY, iHBECTULIi Yy HOBITHI TEXHOMOrii, HaBYaHHA nepcoHany i 3abe3neyeHHs
€TUYHNX | NPaBOBMX HOPM, LLO CNpUSE MIOBULLEHHIO 3aranbHOI eeKTUBHOCTI i cTanoro
po3BUTKY KomnaHil. BnposagxeHHs LI € kntoyoBum ansa TpaHcopmalii cydacHoro GisHecy,
po6nsumn noro Ginbl ePekTUBHUM, THYYKUM | TOTOBUM 0 BUKIUKIB ManbyTHLOTO.
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3ayek Oner IropoBuy

OOUeHT Kadpeapu iHpopmMaLuinHux TexHosorin dakynbteTy Ne 2 JIbBiBCbKOro gepXaBHOro
YHIBEPCUTETY BHYTPILLHIX CpaB, KaHANAAT TEXHIYHUX HAYK, OOLEHT

NMPOBJIEMU 3JTOYNHHOIO SACTOCYBAHHA WUTYYHOIO IHTENEKTY

LtyyHun iHTenekt (WI) € gyxe kopucHum B BGaraTbox ranyssax AisnbHocTi. B Tomy
yucni BiH Moxke OyTu BUKOPUCTaAHUIN ANs NOoKpaweHHs e(peKTUBHOCTI pobOTH NMPaBOOXOPOH-
HUX opraHiB Ta 3abes3neyeHHs nybnivyHoi 6e3nekn [1]. Ane € i He3akOHHI MeToau 3acTocy-
BaHHA ChatGPT [2]. 3nounHHe 3acTocyBaHHA LI € BaxxnmBow npobnemoto, sika BMMarae
yBaru sik 3 6oky cycninbcTBa, Tak i 3 boKy Brnaaw.

Hanpuknag, 3noumHui nerko oé6xoasate BOGygoBaHum po3pobHukamm ChatGPT 3axucr:
3ab0OpOHY Ha CTBOPEHHSA LWKIANMBOro kogy. [Ans uboro BOHM NpOCTO po3buBaloTb 3aBAaHHSA
Ha Kifbka 4acTuH, wob 3anutn BUrNaganu HemTpanbHUMKU. A NOTIM 3a iHCTPYKUiAMK Big
CaMoro X LUTYYHOro iHTenekTy 36uparoTb IX B OA4HY nporpamy. HaBiTb Ti, XTO Hi4Oro He
TAMNATbL Y NporpamMyBaHHi, CTBOPKOKOTbL LKIANMBI nporpamHi 3acobu nig ceoi noTpebw,
BukopuctoBytoum ChatGPT gk iHcTpykTOpa.
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LLle ogHa nonynsapHa Hiwa He3aKoHHOro BUKOPWUCTaHHS Herpomepexi — couianbHa
inxxeHepis. ChatGPT 3gaTtHui 6e3 3ycunb HanMcaTn NEPEKOHSTMBUI TEKCT AN PiLLMHIOBOrO
canTy abo nucTyBaHHA, 6€3 NOMUMOK i 3 TakuMu geTansmu, siki BBe4yTb B OMaHy KOpuc-
TyBa4ya. BiH Moxe BecTu gianorn Ta nepekoHyBaTu Nogen y CBOIM NpaBoTi, CTBOPIOBATU
npuBabnmei Npono3uuii 4ns PO3CUNOK i HacnigyBaTN KOHKPETHY MaHepy ChifikyBaHHS, Wob
BugatTn cebe 3a peanbHO icHytoudy noauHy. LI moxe cTBoproBaTh Oyxe peaniCTUYHI
QILUMHIoBI NINCTU, NOBIOOMIIEHHSA YM HaBITb TerleOHHI A3BIHKM 3a AONOMOIOK rofI0COBUX
6oris.

HacTynHuin cnoci6 3actocyBaHHa ChatGPT — moxnumBicTb 6e3nocepeaHbo 3anutaTtu
NOro, SIK CKOITW 3/T0MUH 3 HAaNBINbLLOK BUrO40H0, Ai3HAaTUCH NMPO HOBI ahepn, cxemm obmaHy,
OTpPUMaTK CTAaTUCTUKY LLIOAO CKOEHUX 3MOYMHIB, LWO6 HE KOHKYPYBATM 3 iHLLMMW 30HUHLUAMM,
a TakoXX OTpMMaTU PO3YMiHHS, sIKi NOMUIKM pOBNATb iHLWI Waxpai, Ha YoMy iX TOBMTb Noniuis i
K LUbOro YHUKHYTU. TakmM 4YMHOM, HEMpOMepexa MnepeTBopunaca Ha iHCTPYMEHT, AKUN
NPUHOCUTBL SIK KOPUCTb, Tak i wkoay [2].

Takox Moxnuee BMKOpUCTaHHA anroputmi LWl ana nporHo3dyBaHHs abo nigbopy
naponiB Nig Yac CKOEHHS KiGep3rOoYnHIB.

Llle ogHMM HaNpAMKOM BUKOPUCTAHHA LUTYYHOrO iHTENEKTY B 3IIOMMHHMX Linsx €
NOLIMPEHHA Ae3iHopmaLil WNAXOM CTBOPEHHS AindenkiB ANna CTBOPEHHS dhanbLUMBUX
Bi4eO uM ayaio, Wo iMiTylOTb BiJOMUX MOLEN, a TaKOX LUMASIXOM BUKOPUCTaHHSA aBToMa-
TM30BaHMX BOTIB, SIKi MAaCOBO PO3MOBCIOAKYOTb Ae3iHopMaLito B CoLianbHUX Mepexax.

MoxxnnBe BUKOPUCTAHHA TEXHOSOr BiATBOPEHHS ronocy NIAWHW 3 METOK Liax-
pancbKoro OTpMMaHHs rpowen abo iHdopmauii. Takox 3a gonomorow iHCTpymeHTis LUI
MOXINNBO reHepyBaTtu NigpobneHi AOKYMEHTH, NignmMcun Ym oTo.

Y npoueci HeneranbHOI AisanbHOCTI Y diHaHcoBiIn cdepi 3a gonomoroto LI moxnuee
3MOBXMBaAHHS GipXXOBMMW anropMTMamm ansa MaHinynsuin Ha (piHaHCOBUX PUHKaxX Ta aHanisy
CXeM BiAMMBAHHSA rpoLLer Ta NOLyKy cnocobiB ix onTuMmisauii.

LLII moxxe BUKOPUCTOBYBATUCHL AS151 aHani3y BENMKMX 06CAriB AaHNX i3 METOK KpagiXKKn
iaeHTnikaui’ ocib. Takox MOXNMBe HeneranbHe 3aCTOCYBaHHA TEXHOMOrIT po3ni3HaBaHHS
obnnyb ansa cTeXxeHHsa 3a ocobamu.

[ns 3anobiraHHs 3no4nMHHOMY BUKopucTaHHio LI HeobxigHi 3akoHoAaBui 3axoaum, a
camMe CTBOPEHHS YiTKMX HOpMaTUMBIB Ta npasun BukopuctaHHs L. Ane Ha gymky agBokaTta
AHacTacii KnsiH npaBoBe BU3HAYEHHS Ta peryntoBaHHS 3aCTOCYBaAHHSA LUTYYHOrO iHTENEKTY B
YKpalHCbKOMY 3aKOHOOABCTBI BiACYTHI i BignoBiganbHICTb 3@ HENpPaBOMIipHE BMKOPUCTAHHS
LWUTYYHOrO iHTENEeKTYy Ha AaHWi Yyac HOpMaTMBHO He 3akpinneHa [3]. Mnoba KocTaHTuH Ta
Baxnic |HHa BBaxaloTb, IO 3MiHM Yy 3aKOHOOABCTBO YKpalHW AN CTBOPEHHS MpaBOBMX
IHCTPYMEHTIB perynioBaHHsA OiANbHOCTI O06O’EKTIB LUTYYHOrO iHTEMNEKTY € HaranbHUMMU, Kpim
LUbOro HeobxigHO nependaynTy PUANYHY BIONOBIAANbHICTE 3a LWKOAY, CNPUYUHEHY
BUKOPUCTAHHSAM LUTYYHOTO iHTENeKTy [4].

3aKoHOOaBCTBO, WO Perynioe BUKOPUCTAHHSA LUTYYHOrO iHTENEKTY, Y iHWNX KpaiHax
CBITY TakOX He npunHATe. €Bporiericbka Komicia 3anponoHyBana perriameHT LWwoao
peryntoBaHHA BMKOPUCTAHHA WTy4HOro iHTenekty Artificial Intelligence Act, akmin akTMBHO
obroBoproeTbCs 3akoHoaaBusamu €C, i 6 rpygHa 2022 poky Paga €C yxBanuna cninbHy
NO3MLi0 LWOAO LbOro pernamMeHTy. Ane 3aKOHOM BiH CTaHe nuLle nicns Y3rogKeHHs ChifibHOT
Bepcii TekcTy 3akoHy Pagoto €C Ta €BponapnameHTom. Y KaHagi po3pobnaetbcs 3akoH npo
WTy4yHUn iHTenekT i aadi — Artificial Intelligence and Data Act (AIDA). Takox Ha cTagii
po3pobneHHa noaibHi 3akoHogasui aktn € y CLUA, Bpasunii Ta iHwunx kpaiHax [9].
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Ponb WI y manbytHbomy Oyae nuwe 3poctatu. Ane € i 3HayHi npobnemu, sKi
HeobXxigHO BupilyBaTK HaranbHo. Hanbinbw 3Ha4HO Npob6remMolo € BiACYTHICTb HOpMa-
TUBHO-MPAaBOBOro pPerysitoBaHHSA 3aCTOCYBaHHS LUTYYHOrO IHTENEKTY SK Y CBITi, Tak i B YKpaiHi.
Tomy HeobXxigHO po3pobuTM HanexHe 3aKoHO4aBCTBO, fke 6 BM3Hayano npasuna BUKO-
PUCTaAHHA TEXHOMOrIN LWTYYHOro iHTENEKTY Y Pi3HUX ranyssx, wo 3abesnedysano 6 saxuct
ocobucToi iHdopmauii Ta 3anobirano 6 BMKOPUCTAHHIO TakKUX TEXHOMOrIN i3 3NOYNUHHUMM
HamMipamu.

Nitepartypa

1. 3avek O.l., Omutpuk KO.l.,, CeHnk B.B. Ponb wWTy4yHOro iHTENEKTy B MigBULLEHHI
e(deKTUBHOCTI NPaBOOXOPOHHOT AisnibHOCTI // HaykoBuin BiCHUK JIbBIBCbKOro Aep>KaBHOro
yHiBepcuTeTy BHYTpILWHIX cnpas. Cepisa opuanydHa. Ne 3 (2023). Jlbsis: JIeBYBC, 2023.
C. 148-156.

2. lanpamawko OnekcaHap. Y €sporoni nonepeavnu npo LWaxpancbKi CXemMu 3 BUKO-
puctaHHam ChatGPT // HosuHu 24. 30 6epesHs 2023 p. URL: https://24tv.ua/tech/
chatgpt-rozshiriv-mozhlivosti-shahrayiv-neochikuvanim-sposobom_n2284722
https://24tv.ua/tech/chatgpt-rozshiriv-mozhlivosti-shahrayiv-neochikuvanim-
sposobom n2284722 (nata 3BepHeHHsA: 13.12.2024).

3. Knan AHnactacis. lNpaBoBe perynioBaHHS LWITYYHOrO iHTenekty B YKpaiHi Ta cBiTi //
GOLAW. 03.02.2022. URL: https://golaw.ua/ual/insights/publication/pravove-regulyu-
vannya-shtuchnogo-intelektu-v-ukrayini-ta-sviti/ (qata 3BepHeHHs: 13.12.2024).

4. noba KocTtaHTuH, Baxnic IHHa. 3akoH YkpaiHn «[1po WTYy4YHUN iHTENnekT»: BiH €7 //
FOpmngunyHa raseta online. 13.03.2023. URL: https://yur-gazeta.com/publications/prac-
tice/ciyne-pravo-telekomunikaciyi/-zakon--ukrayini-pro-shtuchniy-intelekt-vin-e.html
(naTa 3BepHeHHs: 13.12.2024).

5. Kotkos Irop. Al Act: wo €C gymae npo wtyyHun iHtenekT // Legal IT Group. 31.01.2023.

URL: https://legalitgroup.com/ai-act-shho-yes-dumaye-pro-shtuchnij-intelekt/  (gata
3BepHeHHs: 13.12.2024).

3ae6¢cbkun Aimutpo Bonogummnposuy

acnipaHT 3-ro Kypcy 3ao4Hol oOpMKU HaBYaHHSA AOKTOPAHTYypu Ta acnipaHTypyn OaecbKoro
AEepXXaBHOro YHIBEPCUTETY BHYTPILLHIX Cnpas

BMPOBAIXEHHA ENNIEKTPOHHUX BA3 OAHUX NONITPA®ONIOINYHUX
AOCNIAXEHb B KPUMIHAIIbBHOMY AHANISI

Bin noyatky noOBHOMacWTabHOrO BTOPrHEHHS POCIMCbKUX OKYMNaUiMHUX BINCbLK
nonirpad 3apekomeHayBaB cebe sk edekTUBHUIA 3acib BUSABMNEHHSI korabopaHTis, npea-
CTaBHUKIB nybniyHOI cnyx6bu 3 HagBHMM NOABIMHMM FPOMaAsSHCTBOM Ta wWnuryHis. poTte
nonirpacp Tak camo €edEeKTMBHO 3aCTOCOBYETbCS ANl BUSBMEHHS OCIO npuyeTHUX [0
NpOTUNPaBHOI AiANbHOCTI, Ta 3okpemMa W Kopynuii. [JocuTb edekTnBHO nonirpad BUKO-
PUCTOBYIOTb NiAPO34inn cektopy 6e3nekn i 06OPOHU YKpaiHM, a TakoX MpuUBaTHUMU 1
aepxaBHuMmn 6aHkaMyn B KagpoBMX Nepeipkax Ta cnyx6oBux poscnigyBaHHaX. KinbkicTb
nonirpacponoriyHMx AocnigpkeHb Ans 3a3HadeHux noTpebd Ta nigpoaadiniB 3pocrae y
reoMeTpPUYHIN Nporpecii, CBiQYEHHAM TOMY € BNPOBAaPKEHHA OKPeMMX nosirpadponoriyHnx
cnyx6 sk B 6aHKIBCbKiN cdepi Tak i B CknagoBux cekTopy 6e3nekn i obopoHu Ykpainu. byab-
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Aknm ob’ekTom nonirpadponoriyHoro AocnigpkeHHsa € iHdopmauia. BignosigHo oo 3akoHy
Ykpainu «[Npo iHdpopmaLito» iHdopmauia € byab-aki BigomMocTi Ta/abo AaHi, Ski MOXyTb ByTn
30epexeHi Ha maTepianbHMX HOCisSx abo BigobpaxeHi B enektpoHHomy Burnagi [3]. Came
ANS OUIHKW AOCTOBIPHOCTI NOBIAOMIISIEMOT iHpOpMaUiT NPOBOAMUTLCA AaHUW BUA, AOCNIOXKEH-
HA. OTpuMaHi AaHi pesynbTtaTiB nonirpadonoriYyHNX SOCigpKEHb MaTh LiHHI BIiGOMOCTI SKi
notpebytoTb YHOPMYBaHHI0. BigomocTi oTpumaHi B xoai nonirpadonoriyHoro AocniaKeHHs
MICTSTb NepCcoHarbHi AaHi y4acHUKIB nonirpadoioridHOro AoCnNigKEHHS, a NeBHi 1l CKrnagosi
BiHOCATBLCA OO0 YyTNMBKX, WO nepeabadae 6inbLl cTpori BUMOrn Ao ix o6pobku.

Byab-ake nonirpadonoriyHe focnigpkeHHss B cektopi 6e3nekn i obopoHM YkpaiHu
nignarae AOKyMeHTanbHiM 3BITHOCTI. 3akoH YkpaiHum «[1po iHgopmauio» BuU3Ha4vae, WO
OOKYMEHTOM € MaTepianbHUN HOCIN, AKUA MICTUTb iH(popMaLito, OCHOBHUMU (YHKLIAMU
AKoro € ii 3bepexeHHa Ta nepedaBaHHA y yaci Ta npoctopi [3]. Tak 3a pesynbTaTtammu
nosnirpadonoriYHOro AoCniaKeHHa nosirpadonor ckragae HacTyrnHi JOKYMEHTMU:

- A0BiAKY abo iHWWIA 3BITHUIA OOKYMEHT, 4O SIKOro BXOAMTb BiAOMOCTI NpO iHiuiaTopa,
nonirpacgponora Ta cyb’ekta oONUTyBaHHS [aHOro LOCHIMKEHHSs, WO MICTATb
nepcoHarnbHi AaHi,

- nepenik 3anuTaHb SOCHILXKEHHS,

- METOAMKN JOCNIAXKEHHS, WO 3aCTOCOBYBasuCh,

— BigOOpaXKeHHs OTPMMAaHOro pesynbraTty

- BUCHOBOK.

Kpim Toro, nig 4ac nonirpadonoriyHoro 4ocnipkeHHa yTBOPHOTLCA A04aTKOBI MaTe-
pianu, a came: 3roga Ha npoueaypy nonirpadonoriYHOro OOCigKEHHS, nonirpamu
(rpadpivHe BigobparkeHHs hizionoriYHMX peakuin cyb’ekta gocnigkeHHs ), AoBigku (Npo ctaH
300poB’sA), aydio/Bigeo maTtepianu Ta iHWi matepianu. [JogaTtkosi maTepianu MOXyTb MaTu
BMKPMBAOYM AaHi 9K Ha caMoro cyb’ekTa OnMTyBaHHA Tak i Ha TPETiX 0Ci6 NPO NPUYETHICTD X
no cnyxboBux nopyweHb abo A0 NPOTU3aKoHHUX AisHb. OTpumaHa iHopmauia nig vac
nonirpadosoriYyHOro AoCnigXeHHA MOXe BiAHOCUTUCL O0:

- KOHigEeHUINHOI, B NUTaHHAX iHdhopMauii npo ¢isnyHy ocoby;

- iHpopmauis 3 obOMeXxeHMMm [OCTYynoOM, B MNUTAHHAX aBapin, KatacTtpod, iHWKUX
Hag3BUYaWHI cuTyauii, Wo ctanucsa abo MOXyTb CTaTuUCH i 3arpoxyoTb 6esneui
nogen, caktn nopyleHHa npas i cBoboa MOAWHW, NMPO HE3aKOHHI Ail opraHis
AepXXaBHOI Briagum, OpraHis MicLLeBOro camoBpsaayBaHHS, iX MOCagoBuMX Ta CNyX60BuMx
ocib [3];

- TaEMHa, B MUTaAHHSAX OnepaTMBHO-PO3LLYKOBOI, PO3BigyBaribHOI, KOHTPPO3BigYyBaSbHOI
[iSiNbHOCTI, AepP)KaBHOI Ta HaUioOHaNbHOI 6e3neku.

OTpumaHa iHdopmauisa 3a pedynbtatamu nonirpadonoriyHMx gocnigkeHb BianoBigHO
nignarae 3axmcTy. 3axucT iHopMaLil 3akoHoOaBeLb BM3HAYa€E, K CYKYMHICTb NPaBOBUX,
aAMIHICTpPaTUBHUX, OpraHidauinHnX, TEXHIYHUX Ta IHWKNX 3axoAis, Wo 3abe3neyyoTb 36epe-
XKEHHS, UinicHICTb iHpopMaUil Ta HanexxXHUM NopsAoK AocTyny Ao Hel [3]. Agxe gaHa iHgop-
Mauist K MiHIMyM BMiLLy€ NnepCcoHanbHi AaHi, TOBTO Bi4OMOCTI Y/ CYKYMNHICTb BiAOMOCTEN Npo
di3nyHy ocoby, sika ineHTugikoBaHa abo Moxe ByTn KOHKPETHO iaeHTudikoBaHa [2].

OaHum i3 HanpsiMkiB poboTM Nigpo34iniB KpUMIHANBHOrO aHanisy € noKpalleHHs
iHbopMaLiHO-aHaNITUYHOT SIANbHOCTI WASXOM PO3pOobsieHHs Ta BNPOBAaAKEHHS Cy4aCHUX
nporpamMHUX aHaniTUYHUX IHCTPYMeHTIB [4, c. 60]. HakonnyeHa iHdpopmauis 3a pesynstatamum
nonirpadponoriyHNX AoCniAkeHb Moxe OyTu BMKOpUCTaHa $AK gxepeno (opmyBaHHS
€neKTpoHHOI 6a3n aaHux gns notpeb KpumiHanbHOro aHanisy. EnektpoHHa 6asa gaHux
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nonirpadonoriyHnX AocnigkeHb Mae Oyt HOpMaTUBHO-BpErynboBaHa Tak SK Mae BMi-
LWyBaTWU MNepcoHanbHi AaHi Ta 4yTnuey iHopmauito. [Jocnigxyoym HOpMaTUBHO-NPaBoBI
OOKYMEHTU, LLO pernameHTyoTb nonirpadonoriyHi AoCnigXeHHA B cekTopi 6e3neku i
obopoHn YkpaiHu, nuwe B lMopsaaky NpoBeAeHHS NcMXoduisionioriyHOro OOChiAKEeHHS i3
3acTocyBaHHAM nosirpada B YnpasniHHI epXXaBHOI OXOPOHU YKpaiHW, BU3HAYEHO NOPSA0K
30epiraHHA | BUKOpPUCTAHHA Martepianis, WO YTBOPUNAUCA B pe3ynbTaTi AOCMiIKEHHA B
enekTpoHHomy Burnsgi [1]. B pewTi cknagoBumx cektopy 6e3nekun i 060poHn YkpaiHm nopsagok
30epiraHHsi, BMKOpPUCTaHHA Ta 0Opobkn MmaTepianiB, €ki yTBOpUNMCA B pes3ynbTarTi
nonirpadonoriYHoOro  AOCNIAKEHHA B  E€fIeKTPOHHOMY BUMMA4i He BU3HAYeHo, Lo
YHEMOXIUBITHOE BUKOPUCTAHHS X He nvle aAna oopMyBaHHA enekTpoHHOI 6asn gaHux ane,
 B3arani, 4O BUKOPUCTaHHA y eNeKTPOHHOMY AOKYMEHTOoO0biry.

B po3pobui 6a3n gaHux nonirpadonoriyHnx AoCnigXeHb Cnig BpaxyBaTW HACTYMHI
BiJOMOCTI:

- MIB, nocaay Ta nigpo3aain iHiuiatopa, nonirpadgonora Ta cy6’ekta AOCNiAXKEHHS;

— TemaTtuKky Ta TN JOCNIAXKEHHS (OepXxaBHa 3paga, NnoasivHe rpoMagsHCTBO, KOpPYNuist
Ta iH.);

- MonirpadonorivyHi MeToamKn Ta Nigxoau, Lo 3acTOCOBYBasMCh Nif Yac SOCHIAKEHHS;

- Aygio/sigeo-maTepianu;

- Monirpamu;

- [opaTtkoBi maTepiann JocnigXeHHs (3roga, YCTaHOBKM, aHaniTUYHI NpoayKTU Ta
iHWe);

- [opaTkoBo oTpuMaHa iHpopmauia nig Yac AOCNioKEHHS;

- BucHoBok nonirpadponora;

- [opaTtkoBa iHdopmauis (NpuMiTKM, pesynbTaTh peanisauii oTpuMaHoi iHdopmauir i
T.4.).

Okpemo cnig nigHATM NnTaHHA Npo 36epiraHHs Bigeomarepianis. Tak, nig Yac 3anpo-
BaPKEHHs1 eNeKTpoHHOI 6a3un nonirpadonoriyHnx AoCnigXXeHb 0QHOro 3 AepXXaBHUX 6aHkiB
YkpaiHm npobrieMHumM nutaHHAM Byno 3bepiraHHsa BigeomatepianiB Yepes ixX Benuki o6’emu
naM’aTi Ha eNeKTPOHHMX HOCIAX, AaHy npobnemaTtuky cnig BpaxoByBaTW Mifg Yac po3pobku
BiOMYMX €NEKTPOHHNX Ba3 AaHuX nonirpadonoriMyHOro AOCHiIoKEHHS.

Kpim 6e3nocepeaHbOro BUKOpUCTaHHS 6a3n gaHux nosnirpadonoriyHmx aocnigXeHb
Ans BUpiWeHHs noTpe® KpuMMiHanbHOro aHanisy BOHa MOXe CTaTu B Harofi nmigposginam
KagpoBoro 3abesneyeHHsl, NPoBeAEHHS peLeH3yBaHHA abo KOHTPOIO SKOCTi poboTn noni-
rpacbonora, aHaniTUYHIn AianbHOCTI nonirpadonora (KinekicTb NepPeBipoK 3a NeBHI Nepioaw,
iX pesynbTaTtu, peanisadis oTpuMaHol iHpopMaLii Ta iH.), a TakoX B HayKOBUX Linsax (Bnbopy
Kpalllol MeToaukM Ta nigxody nonirpadonoriYHOro AOCNIAXKEHHS B 3aNeXHOCTi Big 3anuTy,
Banigmnsauil MeToguK, X edPeKTUBHOCTI Ta iH.). Tak, B npakTuui noniuii BenukobpuTtaHii
pe3ynbTaTt nonirpadosioriyHNX AOCHiIgKEHb BHOCATBCS A0 3ararnbHOi nosniuencbkoi 6asw,
LLIO JA€ 3MOry 3HaOMUTUCh 3 pe3ynbTaTamu YNOBHOBaXXeHNM ocobam, a TakoxX 34iNCHIOBaTH
ANCTaHLIMHMIA KOHTPONb SIKOCTi po6oTn nonirpadonora.

3a3Bnyan CTpPoKM 30epiraHHA nanepoBMX AOBILOK 3a pes3ynbTaTamm nosnirpadgono-
rYHOro OOCHIAXEHHS TPU POKK, NPOTE NpU PopMyBaHHI eNekTPoHHMX 6a3 AaHuX, Ha Hawly
AYMKY, iHbopMaLia Npo NPUYETHICTb cyb’ekTa 4O NpaBONOpYLUEHHSI MOBUHHA 36epiraTtuch
3arexHo Bi CTPOKIB AAaBHOCTI MPaBOMOPYLUEHHS, a ANsi 0CiO CTOCOBHO SIKMX HE BUSIBIIEHO
NPUYETHOCTI 4O NPaBOMOPYLUIEHHS Ha Hally OOUiNbHO po3pobuTy NOpPSAOK 3HEOCOBNEeHHS
AaHUX nicnsa TPbOX POKIB.
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Omxe, 6a3a gaHmx nonirpadonoriyHNX AOCNIAXKEHb MOXE CTaTU NOTY>XHUM aHani-
TUYHUM NPOAYKTOM Ans NnoTped KpuMiHanbHOro aHanidy, Tak sk Mae BMiLLlyBaTh iHhopMaLito
NPO NPUYETHICTb A0 KPUMiHANbHUX NpaBonopyLleHb CyO’ekTiB onuTyBaHHA. [Ana peanizauii
BMPOBaKEHHSA JAHOrO aHaniTUYHOro IHCTPYMEHTY cnif:

1. BHecTn 3MiHM 0O YMHHUX IHCTPYKUIN, WO perynoTb 3acToCyBaHHA nonirpada y
BiJOMCTBI, BiHOCHO MOXNMBOCTI 06pobkM iHbopMaLii OTpuMaHoi 3a pesynbTaTamu
nonirpadonoriyHnX JocCrnigKeHb B eNTEKTPOHHOMY BUMSAI;

2. Po3pobutn enekTpoHHi 6a3n gaHux 3 BpaxyBaHHAM OCOONMBOCTEN €NEKTPOHHOro
AOKYMeHTOoobiry Ta noTpeb BigOMCTBa;
3. CnporHo3syBaTu BUTpaT Ha BNPOBaAXXEHHS eNeKTPOHHMX 6a3 AaHunx 3 BpaxyBaHHSM

KOLUTOBHOCTI €NTEKTPOHHMX HOCIiB 36epiraHHsa Ta 06pobku iHpopmalii.

3anpoBamkeHHs Bigomumx 6a3 gaHux nonirpadonoriyHuMx gocnigpkeHb abo ix
iHTerpauis B icHytoui 6a3n 6e33anepeyHo pPO3LLMPHOE MOXINBOCTI NiAPO34iNiB KpMMiHANbHOro
aHanisy, Lo NigBUWUTb SKICTb aHaNiTUYHUX NPOLYKTIB.

INiTepaTypa

1. lMopsagok npoBeaeHHA nNcnxodoisionoriyHOro AoCnifXeHHS i3 3acCTocyBaHHAM nosirpada B
YnpaBsniHHI gepXXaBHOI OXOPOHKU YKpaiHu: 3aTB. Haka3om Ynp. gepx. OXOPOHU YKpaiHu
Big 09 motoro 2021 poky Ne 95. URL: https://zakon.rada.gov.ua/laws/show/z0335-
21#Text (20.10.2024).

2. Tpo 3axuct nepcoHanbHux gaHux : 3akoH Ykpainu Big 1 yepsHa 2010 poky Ne 2297-VI
URL: https://zakon.rada.gov.ua/laws/show/2297-17#Text (nata 3BepHeHHs: 20.10.2024).

3. lMpo iHdopmauito : 3akoH YkpaiHM Big 2 XoBTHA 1992 poky Ne 2657-XII URL:
https://zakon.rada.gov.ua/laws/show/2657-12#Text (aaTta 3BepHeHHs: 20.10.2024).

4. ®epyak . A. OCHOBM KpMMiHANbHOrO aHarnisy : HaB4YanbHUN NOCIOHKK. J1bBIB : JIbBIBCHKUN
AepXXaBHUM YHIBepCUTET BHYTPILLHIX cnpas, 2021. 288 c.

IBaHyca AHAapin IBaHOBUY

AoUeHT Kadeqpu ynpasniHHS iHpopmauinHoto Be3nekoto JIbBIBCbKUM OepXXaBHUN yHiBep-
cuTeT Besnekun XUTTELIANbHOCTI, KaHANOAT TEXHIYHUX HayK, OOUEHT

Bpuy Tapac boragaHoBu4

OOUEHT Kadegpu ynpaeniHHA iHopMauiHo 6e3nekolo  JIbBIBCbKU  Aep>KaBHUN
yHiBepcuTeT 6e3neKkn XUTTEQIANBHOCTI, KaHANAAT TEXHIYHUX HayK, OOLEHT
TkayeHko ApTyp Map’sHoBUY

BUKNagay kadedpwu ynpasriHHA iHopmauinHo 6Ge3snekolo JIbBIBCbKMW OepXaBHUM
yHiBepcuTeT 6e3neKkn XUTTEQIANbHOCTI

PO3POBJIEHHA MPOrPAMU ABTOMATM3OBAHOIO NOLUYKY
BPA3JINBOCTEW ANA WEB-AOOATKIB

3i 3pocTaHHAM BUKOPUCTAHHS AoAaTKiB TakoX 3pocrna notpeba B 3axogax Gesneku
Anga 3axucTy KoHgigeHuinHnx aaHux. Bpasnusocti WEB-gogatkiB MOXyTb npmusBectn o
nopyLleHb 6e3nekn, Lo y CBO Yepry MOXe Npu3BEeCTU 4O BTpaTM 0COBMCTOI Ta hiHaHCOBOT
iHbopMmauii KopucTyBadiB, 3anofisitHHA LWIKOAW ANS penyTauil opraHisauin i topugnydHux
Hacnigkis. Tomy po3pobka aBTOMaTtM30BaHOrO MOLLYKY BpasnMBOCTeEW AN goaaTkiB Heob-
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XigHa 3 MeTOK BUSABMEHHSA Ta YCyHEHHA npobriem 6e3nekn [0 TOro, Ik HUMU 3MOXYTb
CKOpUCTaTUCA Xakepu. TakMM YMHOM BUHUKAE HEOOXiOHICTb MPOBEOEHHS AOCHILKEHHS,
CNpssMOBaHOro Ha 3abesneyeHHs1 BcebiyHOro po3ymMiHHA MeToAiB, poboymx iIHCTPYMEHTIB Ta
MeToOorOril, AKi MOXYTb BUKOPUCTOBYBATUCh OS5 PO3POOKM MeXaHi3My aBTOMaTM30BaHOro
nowyky spasnueocten y WEB-gogatkax.

MeTtoro pob6oTn € po3pobrieHHA pPoBOYOro IHCTPYMEHTY AOfs aBTOMaTuM30BaHOro
nowyky Bpasnusocten y WEB-goaaTkax.

MpoBiBWK iH(pOpMaUiINHMI aHani3 OGyno BCTAHOBMEHO, LU0 HaWMOLIMPEHILUNMM
Bpasnueoctamn WEB-gogatkiB € SQL-iH’ekuii, MixcantoBun ckpuntuHr (XSS), nigpobka
mixcantoBux 3anuTie (CSRF), 3namaHa aBTeHTUiKaLis Ta ynpaBniHHA ceciamu, HebesneyHi
npsiMi nocunaHHsa Ha o6'ekTn [1].

3aranom, aBToMaTtM3oBaHWU IHCTPYMEHT MOLUYKY BPa3fIMBOCTEN NMOBUHEH HagaBaTu
KOMMNSIEKCHE i HadiHe pileHHA ONs BUSBIEHHS | 3HMXEHHS pusnkiB 6esnekn y WEB-
popatkax. Bmbip onTumManbHOro metony po3pobfieHHs aBTOMAaTM30BAHOIO iHCTPYMEHTY
nowyky Bpasnueocten ans WEB-gopatkiB 3anexuTb Big KOHKpPeTHUX notpeb i uinen
npoekty. OagHak koMbiHaList CTaTUYHOrO | AMHaMIYHOro aHanisy Koay Yacto edbekTuBHa npu
BUABSEHHI BpasnmeBocTen. KpiMm TOro, MalimMHHE HaBYaHHA MOXHa BUKOPUCTOBYBATU AN
NiABULLEHHS TOYHOCTI BUSIBITEHHSA Bpa3nunBocTen [2].

[na po3pobkn iHCTPYMEHTIB aBTOMaTM30BaHOro nowwyky Bpasnuesocten gna WEB-
aogaTkiB noTpibHa BignosigHa cuCTeMHa apxiTekTypa i KOMMOHeHTW. Hwk4ye HaBegeHo
pPEeKOMEHAOBaHY CUCTEMHY apXiTEeKTypy Ta KOMMOHEHTU [N MNPOEKTYBaHHA CUCTEMU
aBTOMaTM3oBaHOro nowyky spasnuesocten WEB-goaatkiB: 30BHiWHIN iHTepdenc, bekena-
cepBep, CkaHepu BpasnuBocTen, 6Gasa AaHuX, 3BITHICTb, Geaneka, iHTerpauii 3 iHWKUMK
IHCTpyMeHTamu Ta cuctemamm 6eanekn.

3aranom, cuctemMHa apxiTektypa i KOMNOHEHTU MatoTb ByT po3poBEeHi TaKMM YNMHOM,
o6 3abe3neunT HaginHUM | BCebiyHMI aBTOMaTM30BaHWn 3acib NoLyKy Bpa3nmMBocTen Ans
WEB-pgogartkis. [poektoBaHa nporpama nosuvHHa BMIiTU aHanidysaTu NakeTn iHpopmaLii Ta
3HaNLWOBLIN B HbOMY Mapoflb KOPUCTyBaya, BUBOAUTM MOBIAOMMNEHHA NpO 3arpoady i goaa-
BaTW camT OO0 CnuUcky HebesneyHux cauTiB. TakoX y nporpami HeobxigHO nepenbdayvtin
PYHKUiIOHaNbHY MOXMMBICTb MPOEKTOBAHOI CUCTEMM BMBOAUTWU 3BIiT ii pobotn y dopmi
Tadnuui.

BpaxoBytoun pesynbtat iHpopmauinHOro aHanidy Hambinblw NOLMPEHUX Bpasnu-
Boctenn WEB-gogatkis, NOpIiBHANBLHOMO aHanidy MeToAiB Ta TEXHONOrN BUSIBNEHHS Bpasnn-
BoCcTen Byno po3pobneHO KOHKPETHi anroputMu Ofs BUSIBIEHHA NEBHUX BPasfMBOCTEWN,
Takmnx sk SQL-iH’ekuia Ta XSS [3, 4] .

Po3pobuBLum anroputMn poboTn NPOEKTOBAHOI CUCTEMU, MOXHA NPUCTYNNTK yXXe A0
po3pobneHHa ckaHepy Bpasnueocten WEB-goaaTkis. [Ing uboro MoXHa BUKOpPUCTATH MOBY
nporpamyBaHHa Python, cepeposuwe nporpamyBaHHa Pycharm, WEB-cepsep Apache,
SQL-cepeep MySQL (abo wochb iHWe 3anexHo Big KomneTeHuii po3pobHukiB). KoHuen-
TyanbHa mogenb poboTn aBTOMaTU30BaHOI cMcTeMu nowyky Bpasnueocter WEB-goaaTtkis
npeacTaBrieHa Ha PUCYHKY 5.

Onuc cxemu npoLecy NepeBipku:

- KOPUCTYBay: BUKOPUCTOBYE KNIEHTCbKY Mporpamy, wWo6 nepeBiputn HasiBHICTb
Bpasnuneocten Ha WEB-cawnTi, 38’s13aBLUM CaNT i3 TECTOBUM CanuTOM,;
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- KnieHTCbKa nporpama nig’eaHyeTbCa OO cepBepa, 3aBaHTaxye signosigHy WEB-
CTOpPiHKY, aHanisye, wob oTpumatn BCi NOB’A3aHi nocwunaHHs. [licns uboro BoHa
BMKOHYE BianoBiaHy ataky Ha WEB-canTi n oTpumye pesynbtart. 3HOBY aHanisye, yun
mictuTe WEB-canT gedekT i noBigoMnsie KopucTysaya,

- cepBepHa nporpamMa: OTpUMYye 3’€HaHHS 3 KMIEHTOM, BiANOBIgae NeBHUM BUMoram. 3
Bi4NOBIAHUMM HaNaLWTYBaHHSAMW ONSA TECTYBAHHA HA CEPBEPI, SIKU MICTUTb By ab-KUI
WEB-canT, Wo MoXxe MICTUTU Heaonikn. 3rigHo 3 aHani3oM iHTepakTUBHOI Moaeni, My
MOZAENEMO MPOAYKTUBHICTb MPOrpamMm Ha OCHOBI LIMX B3aEMOLIN.
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PucyHok 1 — KoHuenmyarnbHa Modesib asmomMamu308aHoi npozpamu 01151 rnepesipku
WEB-dodamkie Ha 8pa3snusicmb

MexaHi3M ckaHyBaHHSA BCTAHOBIIOE 3'€AHAHHS i3 CepBepoOM, BUKOPUCTOBYHOYUN MOCK-
NaHHSA, HagaHe KopucTtyBadem Yepes napameTp. [oTiM BiH aHanisye BXxigHi napameTpwu, Wwoob
iAeHTUdiKyBaTN BiANOBIOHUI MEXaHiI3M CkaHyBaHHS abo 3noBMUCHMKA. 3a BiACyTHOCTI Oyab-
SIKMX NapamMeTpiB pyLUin BUKOHYE CKaHYBaHHSA BCiX KOMMNoHeHTIB. Ha cepsepi WEB-gogatkis
MOXYTb OyTV BPa3nMBOCTI B Mepexi, 6asi AaHnx abo iHLWi NOB’A3aHi Bpa3nuBOCTI, SKi pobnaTb
MNOro CpUMHATANBUM A0 Npobrem nepesipku BXigHUX OaHUX.

BucHoBKU. Po3pobka aBTOMaTn3oBaHOrO iHCTPYMEHTY MOLUYKY BpasnuBOCTEN ANs
WEB-goaatkiB Mae BupiwansHe 3Ha4yeHHs ans 3abesnedeHHs 6e3nekum online-cuctem. Tomy
pO3po6eHO KOHUENTyarnbHy Mogenb poboTM aBTOMaTM30BaHOI Nporpamu, Lo 3abesnevye
edekTuBHe Ta gieBe ckaHyBaHHs WEB-pgopaTtkiB Ha HasiBHICTb BpasnmBocTen. Po3pobka
MOAyNiB i (PYHKLiOHANbHUX MOXINMBOCTEN L€l NporpaMmn CTBOPIOE KOMMIEKCHUWN iIHCTPYMEHT,
AKUN OXONJIOE LUMPOKUA CMEKTP MOTEHUIMHUX BpasnuBocTen. 3anponoHOBaHi MeToau
TeCTyBaHHA Ta nepesipka @YHKUIOHANbHOCTI IHCTPYMEHTY rapaHTylTb, LWWO BiH
npauioBaTUME HanexHMMm YMHOM | OgaBaTUME HagivHi pesynbTath. 3aranom po3pobka
aBTOMaTU30BaHOrO IHCTPYMEHTY MOLUYKY BPa3fMBOCTEM € BaXIIMBUM KPOKOM Ha LUMNAXY
nigsuweHHs 6e3nekn WEB-gopartkis.

INiTepaTypa
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KanawHik €BreHin OnekcaHgpoBuy

CTaplmi iHXeHep ynpasniHHA iHdopMauinHo-aHaniTuyHo! nigTpumkn NYHI B Mukona-
TBCbKih obnacTi, nenTeHaHT noniuii

PuwxkoB Egyapa BonogumupoBuy

npodecop kadenpwu iHpopMaUinHMX TeXHOSOrIN [JHINPOBCHKOro AepXXaBHOro yHiBepcuTeTy
BHYTPILLHIX cnpaB, KaHANAAT LPUANYHUX HaYK, Npodecop

AHANITUYHI ACMEKTUN IHOOPMALIMHO-AHANITUYHOIO
3ABE3IMNEYEHHA AIANBHOCTI TEPUTOPIANIBHUX NIAPO3AINIB
roNNIOBHUX YMNPABIJIIHb HAUIOHAJIbHOI nosniuil YKPAIHA

CTpimMKnin CTaH pO3BUTKY rpPOMaAsiHCbKOro CycnifibCTBa B YKpaiHi NPOAOBXKYE CNPUATU
ToMy, abu iHopMaUinHo-aHaniTUYHI Nigpo3ainn HauioHanbHOT noniuii YkpaiHu nocTinHO
BAOCKOHanwoBanu nigxoau, cneundiky, Metoamn Ta 3acobu 3abeanedeHHs cnyx60Boi aisnb-
HOCTI TepuTOopianbHUX NiAPO34ifiB 3 METOK HaseXHoro, nNponopLinHoro, epekTMBHoOro Ta
CBOEYACHOr0 BMKOHaHHSA (YHKLiOHanbHMX OBOB’A3KIB, BiONOBIAHO [0 YMHHOrO 3aKOHO-
AaBcTBa.

Tak, CTaHOM Ha CbOroAHiWHIA OeHb, 6e33anepeyHo OCHOBHMMW TEHOEHLUIAMU
PO3BUTKY iHOPMaLiHO-aHaNiTUYHOrO 3abe3neyvyeHHs Y NPaBOOXOPOHHIN cdepi BapTo
BU3HAUMTU: BOOCKOHANeHHs1 3acobiB afMiHICTpyBaHHA Ta YynpaBniHHS  BigOMYUMU
iHbOpMaUiMHO-KOMYHIKaUiMHUMK  CUCTEMaMK; LeHTpanisauito Ta iHTerpauito gaHmx 3
OOCTYMNHUX Ta HaABHUX iH(pOpMaLiNHMX, NOLYKOBUX, aHaNITUMHUX NNAaTOPM Ta pPeecTpiB;
BMPOBaKEHHSA HOBITHIX iIHPOPMALINHO-TEXHIYHUX IHCTPYMEHTIB ANSA NoKpalweHHS MeToaiB
B3aEMOAil MK MOSMILENCbKNMU; BUPILLEHHA MUTaHb PO3rasny>KeHHA KOMM'IOTEPHUX MepeXx;
3aCTOCyBaHHs crieuianisoBaHnx 3acobiB 3axucTy iHopMaLil; HanarogXeHHs eeKTUBHUX
MeXaHi3MiB JOCTYMy Ta BUKOPUCTaHHS iHpopMaLil B HaCTUHI JOTPUMAaHHA npas NIANHN.

Ockinbkn iHpopMaUinHO-aHaniTU4YHa LOIANbHICTb CTIMKO MNOB’A3aHa 3 PO3BUTKOM
Cy4acHMX TexHororin Ta 6esnocepegHbLO cneundiko NPakTUYHOI AiSNbHOCTI TepUTopianb-
HMX oOpraHiB (B T. 4. iX nigpo3aginiB) noniuii B perioHax, JocuTb GaraTto acnekTiB
npobnemaTtuky, noB’A3aHOI 3 iHOpPMaUIMHO-aHANITUYHUM 3abe3nevYeHHsIM  OCTaHHiIX
noTpebye cBOro MOCTINHOMO OOCHIIKEHHS Ta BAOCKOHANeHHsd, ocobnuBo 3 ornggy Ha
HEBMYEPMHI MOXIMBOCTI CrewianizoBaHOro BUKOPUCTAHHSA Ans noTpeb npaBOOXOPOHHOT
DIANbHOCTI LWUTYYHOro IHTENEKTY Ta MalLMHHOIO HaB4YaHHS [1].
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Cnig 3ayBaxuTu, WO aBTOpCbKa AyMKa Ta iHTepec o obpaHoi TemaTtuku 6ynu
chopmoBaHi nonepeaHiMM HanpauwBaHHAMN HAYKOBO-METOAUYHUX MaTepiariB HayKoBLiB, a
TaKOX NPaKTMYHOro AOCBIAY BUKOHAHHSA cry»60BMx 060B’s13KiB B YnpasniHHi iHbopmaLinHo-
aHaniTuyHol niatpumkun (gani - YIAI) MNonosHoro ynpaeniHHa HauioHanbHoT noniuii (gani -
"YHIT) B MukonaiBcbkin obnacri.

3rigHo 3i cT. 25, 26 3akoHy YkpaiHn «[1po HauioHanbHy noniuito» noniuia B Mexax
iHbopMaUiHO-aHaNITUYHOT AiSNbHOCTI hopMy€E, HANOBHIOE, NIATPUMYE B aKTyarbHOMY CTaHi
Ta KOPUCTYETbCA peecTpamn i 6aszamum faHux, WO BXOAATb A0 €4MHOT iHopMauiiHOI
cuctemmn MiHicTepcTBa BHYTPILLHIX cnpaB Ykpaiuu (gani — €1C MBC) [2].

HanosHeHHst €1C MBC noniyencbknmmn 34inCHIOETLCA 3a 4OMOMOro iHopmauiiHo-
KOMYHiKauinHOT cuctemu «lHdopmauiHmii noptan HauioHanbHoI nonidii YkpaiHu» (gani —
cuctema IMHM) BignosigHo Ao lMonoxeHHss Npo iIHPOPMAaLiMHO-KOMYHIKaUiNHY cUcTtemy
«IHpopmauinHmin nopTan HauioHanbHOT noniuil YkpaiHny» 3aTBepaxeHoro Hakazom MBC Big
03.08.2017 Ne 676, 3apeectpoBaHnm y MiHicTepcTsi tocTuuil Ykpainm 28 cepniHs 2017 3a Ne
1059/30927 (gani — MNMonoxeHHs) [3].

BignosigHo go n. 2 poaginy IV MNMonoxeHHs agmiHictpatopom cuctemun IMHMN BusHa-
YEeHO YMNOBHOBAXEHWUN CTPYKTYPHUM Migpo3ain anapaTty LeHTpasibHOro opraHy ynpasIiHHS
HauioHanbHOT noniuii YkpaiHu.

3asHaymMmo, Wo BignoBigHO A0 NyHKTY 2 lNMonoxeHHs npo [enapTtameHT iHdopma-
UiHO-aHaniTM4HOI NiaTPUMKM HauioHanbHOI noniuii Ykpainu (gani — A1Al1), 3atBepg)xeHoro
Haka3oM HauioHanbHoi noniuii YkpaiHu Big 31 ciyHa 2020 poky Ne 77 (3i amiHamwn), OIATT
CNpSAIMOBYE Ta KOOPAWHYE AiSNbHICTb Y cpepax uMppoBoi iHPpacTpykTypu Ta umdpoBoil
TpaHcdopMauii npoueciB cny>x00Boi AiANbHOCTI, iHopMaLiMHO-aHaNiTUYHOT AisiNbHOCTI Ta
[isSiNbHOCTI, NOB’A3aHOol i3 3abe3neyeHHs M ycima BMaamMu 3B’A3Ky CTPYKTYPHUX Migpo3ainis
LeHTpanbHOro opraHy ynpasniHHSA, TepuTopianbHUX Nigpo3ainis noniuii Towo [4].

Takum ymHom, came [OIAl 3 nignopsakoBaHumn YIAIT N'YHI B perioHax, € Bignosi-
AanbHUMW 3a opraHizauito (34iMCHEHHS) PO3pOobMeHHs, YyNPOBamKEHHSA, CYNPOBOAKEHHS
(agMiHicTpyBaHHS) iHOPMAaUINHMX CUCTEM, KOMMIOTEPHUX TEXHOSOriN, KOMYHiKaUinHUX
MepexX Ta CUCTeEM 3B’s3Ky Ans 3abe3neveHHa AisfibHOCTI OpraHiB (B T. Y. Nigpo34inis) noniuil.

BesymoBHUM € Te, WO, HanpsMoK iHpopmauinHo-aHaniTu4Hol niaTpumkn HITY Ha
CbOrOAHILLHIA OEHb OXOMNMIE 3HAYHUM Nnact 3abe3nedeHHsa cny>00BOiI AisANbHOCTI Ta
cydacHMX yHKUiOHanbHUX MoxnmuBocTen noniuii. Came nepea axiBugmMu 3as3HayveHux
nigpo3ainie NocTarTb 3aBAaHHSA i3 3abe3neyeHHsa aHaniTM4HOI o0pobku iHdopmalil, ska
NoCTiNHO HakonuyyeTbea y 6ina 80 nigcnctemax IMHI, wo y ceoto Yepry, noTpebye BUCOKOTO
TEXHIYHOro Ta iHgOpMaUuiHO-aHaniTUYHOro PIiBHA NIArOTOBKW, MNPaKTUYHOrO AOCBidy Ta
cneuianisaoBaHMX HaAaBMYOK BMKOPUCTAHHA Big4 NpauiBHMKIB nonidii. OgHak, came npobnema
aBTOMaTM30BaHOI aHanitTMyHoi obpobku cnyxboBoi iHdopmauil ctae gepani ABHOW i
noTpebye CBOro po3B’A3aHHS.

PaHiwe M1 HeoaHOPa30BO BKasyBanm Ha NOTOYHI Npobnemu y cdepi iHdpopmaLinHo-
aHaniTMyHoro 3abesneyeHHs NONILENCbKOT AIANbHOCTI Ha Pi3HMX eTanax ii po3BuUTKy [5].
lMponoHyBanu BapiaHTV BUPiLLEHHA NPOBNIEMHNX CTaHIB Ta NOKpaLLEeHHA cuTyaldii [6]. | cepea
iHLWOro nepesary Hagasanu NMTaHHSAM 3axXUCTy Cry>k00BOi iIHpopMaLlii, L0 HAKONMMYYETbLCS i
obpobnsaeTbea y BignosigHUX nigcnctemax [7]. Npu uboMy BREBHEHI, WO pa3oMm i3 nporpe-
CUBHUM PO3BUTKOM BiJOMYMX TEXHOSMOrN Npouec IX HayKoBO-OOCNIAHOMO CynpoBoay MNoBU-
HEeH MpPOBOAUTUCL MOCTIMHO caMe ANS BUSBIMEHHSA MNEBHUX HanpaAMmiB AN noganbLioro
BAOCKOHAsNEHHS.
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Tox, Ha GOHi 36iNbLUEHHS MKBIAOMYMX, BiOOMYMX CUCTEM Ta NiacucTtem iHdopma-
LinHO-KOMYHiKauinHot cuctemun IMNHIM noctae HaranbHe NWTaHHS LWOAO 3acTOCyBaHHSA
aHaniTU4HOro  MNPOrpamMHOro  3abe3neyeHHsi, 34aTHOro  MiABUMWMTM  e(PEeKTMBHICTb
onpaulBaHHSA HaKonM4eHol iHopmaLii, 3MEHLWNTN MOMUNKU CYO’EKTUBHOIO XapakTtepy,
BUSBNATU NOPYLUEHHS BBOAY iHGhOpMaUii Ta BXnBaTn JOAATKOBI 3axX04un Woao ii 3axucty [8,
c. 83].

3 NpuYMHM BIOCYTHOCTI LEHTpanizoBaHOro npOrpaMHoOro MNpPoAyKTy aHaniTU4HOro
CNpsIMyBaHHS LLOLO OnpaLoBaHHS PO3Pi3HEHOro iIHPOPMALIMHOIO KOHTEHTY Ta, Hanpuknag,
BIJEOKOHTEHTY 3 KaMep YCiX PIBHIB BiAeOCNOCTEPEXEHHSA, NPeACTaBHUKN TepuTopianbHUX
nigpo3ainis BMMYLLEHI NPUCTOCOBYBATW, AOOMPALbOBYBATN Ta BUKOPUCTOBYBATU CTOPOHHI
nporpamMHi npoayktn 6e3 BianoBiaHMX npoueayp cepTudikadii, wo 6e3yMmoBHO NOpPOLXKye
nMTaHHA 6e3NeKoBOro xapakTtepy. Takui cTaH He BignoBigae HopMaTMBam, BCTAHOBNEHUM
3aKOHOOABCTBOM [epKaBW, BIJOMYMM HOPMATMBHO-MPaBOBMM akTaM i OCOBNMBOCTAM
BOEHHOIO CTaHy B KpaiHi.

Tomy B SIKOCTi 3ax0AiB LWOAO BUPILLEHHA Npobnemn NponoHyeEMO:

1. Ha piBHi [OIAlNM BM3HauMTKM TexHiYHi 3aBOaHHS WOAO pPO3pobKM cneuianizoBaHMX
iHdbopMaLinHO-aHaNITUYHMX NPOAYKTIB 3 METOK CTBOPEHHA abo agjanTauis HasiBHUX
IHCTPYMEHTIB ANs aBTOMAaTU30BaHOI aHaniTM4HOI 0BpobKM TEKCTOBOI, YMCNOBOI Ta
BieoiHdopMaLlii.

2. PeanisyBaTu iHTerpauito HoBUKX pileHsb i3 nigcucremamu IMNMHM gna miHimisadil pyyHol
npaui Ta nocuneHHa 6esnekn obpobkn iHdopmauii. BnpoBagutn cuctemy MOHITO-
PUHTY SIKOCTI AaHUX Ang 3anobiraHHsa NoOMUIIKam.

3. [MpoBoAnTU Npouenypu aBTOPCLKOT peecTpauii, BITYN3HAHOT cepTudikauii Ta Bigom4yoi
HOPMaTMBHO-NPAaBOBOI perynsuil BCiX NporpaMmHUX pilleHb (NporpaMHuX NpoayKTiB)
nepep ix NpakTMYHUM BUKOPUCTAHHSIM.

4, BxxuTun 3axogis Woao nigsuLLeHHs KkBasnidikauii npauiBHMKIB BigNnOBIgHMX NiApo34inis y
YaCTUHI NPOBEAEHHA TPEHIHriB i3 PoBOTM 3 HOBUMM TEXHOMOrIAMW, BKOYAKYUN
WTYYHUA IHTENEeKT Ta MalUMHHE HaBYaHHS O5151 PO3BUTKY TEXHIYHUX Ta aHaniTM4HUX
HaBWYOK.

5. [MokpawyBaTn TexHiYHy iHpacTpykTypy Yy nigpo3ginax HauioHanbHOT noniuil.
PoswupioBatn obuymcrnioBanbHMX MOXITMBOCTEN cepBepiB Anss 0b6pobku BEnMKMX
AaHux. 3abesnedvyBaTn TepuTopianbHi  NiAPoO34inu cy4yacHUmMK  iHopMaLinHO-
aHaniTMyHUMM 3acobamm obpobkm iHGopmauii.

6. 3anyyaTn ekcnepTiB i HayKoBUiB ANs MNOCTIMHOMO BAOCKOHANEHHs iHopmauinHo-
aHaniTMyHux cuctem. [poBoauTn perynsapHuUn aHania TeHgeHuin i 3arpos y cdepi
iHbopMaUiHO-aHaniTUYHOI Ta IHOPMaLUINHO-TEXHIYHOT NITPUMKN NOSILil.

Lli 3axogn [03BONATH 3HAYHO NIABMWMTU ePeKTUBHICTL poboTH iHpopmaLiiHO-aHa-
NiTMYHMX Nigpo3ainis HauioHanbHOI noniuil YkpaiHn Ta nokpawaTtb piBeHb iHopMaLuinHOT
NiATPUMKN CcnyX60BOT AisiNbHOCTI B YMOBaX BOEHHOIO CTaHy.
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KanuH Codis MNMeTpiBHa

3nobyBay BUMLLIOT OCBITM OCBITHbOrO CTyneHst «b6akanaBp» cneuianbHOCTi «IHpopmauinHi
CUCTEMM Ta TEXHOMOTIiI» JIbBIBCbKOro AepXXaBHOro yHIBEPCUTETY BHYTPILLHIX CnpaB

Oripko Onbra IropiBHa
JoueHT kadeapw iHpopmauinHOro Ta aHaniTMyHoro 3abesneveHHsa AisnbHOCTI NpaBo-

OXOPOHHUX OpraHiB JIbBIBCbKOrO AepXXaBHOro YHiBEpCUTETY BHYTPILLHIX cnpas, KaHouaat
TEeXHIYHUX HayK, OOUEHT

IHCTPYMEHTM OSINT Y CYYACHIU OCBITI: NEPCMEKTUBU TA
BUKJTUKHU

Y cy4acHuMx ymoBax rnobanisauii Ta po3BUTKY HOBITHIX iIHpOpPMaLiMHUX TEXHOOTIN
NOTPIOHO 3HATK Ta PO3YMITW, WO Take iHopMaLisa, K HEKO KepyBaTW Ta PisHi il acnekTu.
IHpopmauia (Big nat. informatio — po3’dacHeHHs, BUKNag pakTiB, nogin, npencTaBneHHs,
MOHATTH, O3HANOMIIEHHS, NPOCBITa) — Ue 3adikcoBaHi B AOKYMEHTHIN dopmi abo nybnivyHo
BUronoLUeHi BIQOMOCTI Npo noAil Ta ABuLLa B CyCninbCTBI, AepXaBi Y1 OBKINi, ki noavHa
cnpuynMae 3a 4OMNOMOroK BfaCHUX OpraHiB 4yTTs abo cneuianbHuUX NnpucTtpoiB [1]. Po3BuToK
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iHOpMaLiHMX TEXHOMOrIN, AKi ABNATbL COO0 cMCTeMy METOoAiB, NMpoueciB Ta cnocobis
BMKOPUCTaHHA 064YMCNiOBanbHOI TEXHIKM N CUCTEM 3B’A3KYy 4515 CTBOPEHHS, 360py, nepeadi,
NoLLYyKy, 0OpobneHHs Ta NowWwnpeHHs iHdopmaLil, 4O3BOMIMB 3HAYHO 3MIHUTU NOBCAKOEHHE
Xntt4. 3aBasku IT ctanm MOXIMBMMKW aBTOMaTU3aLid NPOLECIB, LWBMAKUA AOCTYN A0 AAHUX i
HOBi (POpPMM KOMYHiKaUji, WO CYTTEBO MiABULLYIOTE €(EKTUBHICTb OpraHisauii AisnbHOCTI
nogen. Baxnuemum Hanpsmkom y Lbomy € 3actocyBaHHA OSINT(Open Source Intelligence),
KU MOXE CINYXXUTU KOPUCHUM IHCTPYMEHTOM 1151 AOCHIDKEHDb | 6e3neku.

TexHonorii OSINT fo3BONATL BUKOPUCTOBYBATU BIAKPUTI Jxkepena iHopmauii, ki
AOCTYyNHi 6e3 cneuianbHMx Ao3BoniB. Lle MoXyTb ByTn Mefia, couianbHi Mepexi, AepKaBHi
peecTpu, KoMepuiHi 6a3n aaHux, HaykoBi Ny6sikauil Ta iHWi mkepena. B ymoBax LWBUAKOro
PO3BUTKY TEXHOSOrin, Takux AK IHTepHeT peyen(loT), WTy4HUM iHTEeneKkT Ta Benuki AaHi,
iHpopMmauisi, ka paHiwe 6yna 6 HegocTynHOW abo BaXXKo OOCSKHOK, CbOrogHi Moxe ByTu
edekTUBHO 3ibpaHa i npoaHanisoBaHa.

OpaHum 3 ocHoBHMX 3actocyBaHb OSINT € MOHITOpPUHr iHGOpMaLiNHUX NOTOKIB Y
pearibHOMy 4aci AN BUABSIEHHS NOTEHUINHUX 3arpo3. 3a 4onoMoroko iHCTpyMeHTiB OSINT
MOXXHa onepaTMBHO OLHIOBATM CTaH Be3nekn Ha pi3HMX eTanax: Big NonepemKeHHs 3arpo3
00 OUiIHKM HacnigkiB Big ix peanisauii [2]. Y cekTopi 6e3nekn YKpaiHu: ue Moxe BKIYaTu
aHania nyénivyHnx NoBigOMMEHb, MOHITOPUHI coLianibHUX Mepex Ha npeameT AesiHopmadil
abo aHani3 cTaHy KpUTUYHOI IHPaCTPYKTYpM.

TexHornorii OSINT oxonntotTb BEMNUKY KINbKICTb Pi3HOMaHITHUX IHCTPYMEHTIB Ta
METOAMK, LLIO JO3BOSISAOTL OTPUMYBATU iHpOPMALIiIO 3 PI3HUX BIAKPUTUX [XKepern.

OcHoBHUMMK acnektamm 3actocyBaHHA OSINT € (puc 1):

20.0% B AHani3 couiasibHUX Mepex

MoHiTopuHr megia

BuKopuCTaHHA reoiHdopmaLiiHmx
cuctem

25.0%
AHani3 Bigeo Ta 306paKeHb

Puc.1 CmamucmuyHi daHi 3acmocysaHHs OSINT

1. AHani3 couianbHUX Mepex: couianbHi Mepexi, Taki sk Facebook, Twitter(X), Insta-
gram, € ogHMM 3 HanbinbLMX Sxepen iHpopmauii, Ae MOXHa BUABNSATU Pi3HOMAHITHI
3arpo3u — Big iHpopMaLiHMX aTak Ao aKTiB HAcKMnbCTBa YuM gecTabinisadii cycninb-
ctBa. AHani3 uux nnatgopm 3a LOMNOMOrod aBTOMaTM30BaHUX CUCTEM [OO3BOSISIE
LLUBMAKO BUSIBIISATM 3arpo3n Ta pearyBaTu Ha HUX.

2. MoHITOPUHI Mefiia: HOBUHHI CanUTy Ta iHLWIi Meaia NnaTtgopMmn MICTATb BESUKY KiNbKICTb
KOPWUCHOI iHChopMaLil 4Ns OuiHKM NOMITUYHOT Ta couianbHOI CUTyaLil B KpaiHi.
3. BukopnctaHHa reoiHOMauinHUX CUCTEM: 3aCTOCYBaHHS reonpoCTOPOBUX LaHUX,

Takux sik KapTn, GPS-TpekKiHr, € BaXXNMBMM 151 OLIHKM Ta NPOrHO3yBaHHSA CUTyaLin Ha
nosni 60t0 abo A1 MOHITOPUHIY iHPaCTPYKTYpW.
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4. AHani3 Bigeo Ta 3006pakeHb: 3aBOAKM PO3BUTKY TexHonorin obpobku 300paxeHb
MOXHa aBTOMaTU4HO aHarnidyBaTu Bigeo Ta otorpadii Ans BUSBIEHHA MOXITMBUX
3arpos, Takux 9K 3MiHW Ha TepuUTopil, 3arpo3un B iIHPaCTPYKTYpi Y4 Mmacosi npotectu [1-
6].

IHcTpymeHTn OSINT BigirpaloTe BaxnuMBy posib Yy NiAroToBui daxiBuiB, 34aTHUX
edeKTUBHO npaulBaTn 3 BigKpuTUMn gaHnmu. BoHn gonomaraioTb He nve oTpumMyBaTtu
iHbopMaUito 3 BIAKPUTUX DKepen, a U CNpusitoTb PO3BUTKY BaXKIMBUX KOMMETEHTHOCTEMN:
NOLIYKY, aHanisy, iHTepnpeTauil Ta BUKOPUCTAHHSA BIOKPUTOI iHpopMmauil y npodecinHin
OisiNbHOCTI.

IHTerpauis iHcTpymeHTiB Maltego, IBM i2, Analyst’'s Notebook, DataMiner y HaBuarb-
HUA Npouec 003BONUTbL 3a406yBavyaM BULLOI OCBITU: 3aCTOCOBYBATU TEOPETUYHI 3HAHHA Ha
npakTuui, 3000yBaTn peanbHUin 4ocBig poboTH 3 4aHMMK, PO3BMBATM aHaNITUMHE MUCTIEHHS,
aHanisyBaTu akTtyarnbHi iHpopMauiinHi NOTOKM, bopMyBaTWM MPOrHO3M LWOAO MOXMINBOIO
PO3BUTKY CUTYyaLin.

Y pesynbTaTi HaBYaHHS 3000yBayi 3MOXyTb ONaHyBaTU Taki NPaKTUYHI HABUYKW:

- BUKopuctaHHa Google Dorking Ans po3LWmMpeHoro rnoLyky B iHTEpHeTi;
- poboTa 3 AepXaBHUMN peecTpaMn Ans OTPUMAHHSA BiOKPUTUX OaHUX;
- BUMKOHAHHSA JeaHOoHIMi3aLlii ocio;

- NpoBeLEHHS 3BOPOTHOMO NOLLYKY 306paxeHb;

- opraHisauis OSINT-poscnigysaHb;

- BM3HAYEHHS reonokaduii 3a 306paxxeHHsIMU;

- noLwyk ocobunctux gaHux y Google i couianbHuUX mepexax;

- BM3HAYEHHS NOrogn B MUHYSIOMY;

- poboTa 3 Google Cache, Google Maps Ta Street View onsi BCTaHOBNEHHS NOKaLil;
- BukopuctaHHa Webarchive Ta Wayback Machine;

— NpoBeaeHHA PaKTUYEKIHTY.

Takui Komnekc 3HaHb | HABNYOK 3a6e3neunTb BUCOKUI piBEHb NIArOTOBKM ManbyTHiX
daxiBuiB 40 BUPILLEHHA CKNagHUX NpodecinHnx 3aBaaHb y cdepi 6eanekn Ta 0G0poHN.

BnpoBagpxeHHa OSINT B OCBIiTHIN npoLec Mae i NeBHi BUKMNKN, 30Kpema Lie 3abeane-
YeHHs1 iHopmauinHoi 6e3nekn. PoboTa 3i 3Ha4UHUMKM obcaramn BIOKPUTUX AaHUX Mig 4Yac
HaBYanbHOro NpoLecy MOXe CTBOPIOBATM PU3MKN BUTOKY KOHigeHUinHOI iHpopmauii abo
HeCaHKLIOHOBAHOro AOCTYyny OO0 HaB4yanbHUX MaTepianiB, TOMy BUHUKAE HeOOXigHICTb
pO3pobuTK edeKTMBHI 3axoan 3axMcTy HaByanbHUX 6a3 JaHuX, BMPOBAIKEHHSA CyYacCHUX
cuctem kibepbesneku. Lle ogHMM BWUKIMKOM € €TWUYHI Ta MpPaBoOBi MUTaHHSA, BaXNUBO
OOTPUMYyBaTUCh €TUKM Ta 3aKOHOAABCTBa Npu 360pi AaHUX, WO6 YHUKHYTU NOPYLUEHHS nNpas
NIOANHU YM KOHIAEHLINHOCTI.

IHTerpauis OSINT y HaB4yanbHUIM Npouec, BpaxyBaBLUM HAssBHI BUKINUKN, € NepCnek-
TUBHUM | NOTYXXHUM IHCTPYMEHTOM A5 NiAroTOBKM (paxiBLiB, 34aTHMUX BUpiLyBaTU CKNagHi
3aBaHHA B YMOBax Cy4YacCHUX iHpopMaLuiHUX BUKNKUKIB. BNpoBamXeHHS LUX TEXHOSOrIN Y
CUCTEMY OCBITU CripusiTume OOpMyBaHHIO KOMMETEHTHOCTEN, WO BiANOBIAATb akTyanbHUM
notpebam cekTopiB 6e3nekn Ta 060pPOHM.

Nitepartypa

1. IHopmauia Ta iHdopmauiiHi TexHornoril : https://zakon.rada.gov.ua/laws/show/2657-
12#Text
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OSINT Framework : https://osintframework.com/
Mporpamu nigrotosku B ranysi OSINT https://www.issp.training
3BiTK 3 Kibepbeanekn Ta aHaniTMKM gaHux https://www.gartner.com/en

OdiuinHa gokymeHTauia Ta nocibHmkn OSINT https://www.act.nato.int/wp-content/up-
loads/2023/05/rfi022059 gala.pdf

MaTepianu npo reoiHopmaLinHi cuctemn https://esri.in.ua
7. OocnigkeHHa Ta 3BiTM Yy cdepi aHanisy couianbHMx Mepex i Megia
https://www.hootsuite.com

o koD

o

Kanyrin Bonogumup KOpinosuy
npodpecop kadpeapu KpuMiHanbHOro aHanisy Ta iHopmauinHux texHonorin Ogecbkoro
OepXXaBHOro yHIBEPCUTETY BHYTPILLHIX cnpas

BIAEOAHATNITUKA Y KPUMIHATIbHOMY AHANISI

B ymoBax cy4acHOro cBiTy, ie TEXHOSOriT CTPIMKO PO3BUBAKOTLCSA, BiA€OHanNITMKa CTae
BaXXINMBUM IHCTPYMEHTOM Y AiSNbHOCTI NigpOo34iniB KpUMiHanbHOro aHanisy. BukopucrtaHHs
BigeoaHanisy [03BONSiE NPaBOOXOPOHHUM opraHam edpekTMBHO 0bpobnaTn Ta aHanidysaTtu
BenuKi obcsrn BigeogaHunx, Wo y NoganbLlioMy CrpUsie po3KpUTTIO, NonepeaXeHHo, Npoqi-
NaKTULi KpMMiHaNbHUX NpaBonopyLleHb, NiaBULLEHHIO Ge3nekn Ta 3abesneveHHo npaso-
NOPSAKY.

Bigeoananituka — ue TexHosoris, Wo [03BONSE aBTOMATMYHO aHanisysaTu Bigeo-
NMOTOKM 3 METOIO BUSIBIIEHHS Ta po3ni3HaBaHHs 00'eKTiB, NoAiv i noBeAdiHKN. Bukopuctosyoum
anropMTMM MaLLMHHOMO HaBYaHHA Ta LUTYYHOrO iHTENEeKTy, BigeoHasniTMka MOXe aBToMa-
TUYHO 00pPOBNATK BIAEONOTOKM 3 KAMEP CNOCTEPEXKEHHS, LLIO AO3BOSISE LWBMALLE 00pobnaTu
BENUKi obcArn BigeogaHux, WO 3HAYHO 3MEHLIYE 4ac, HeobXiaHWn Ans poacnigyBaHb i
Cnpuse BUKOHaHHIO 3aBAaHb WO nonerwye poboTy aHaniTukKiB.

OcHOBHUM [XepenoM OTpUMaHHA iHdopmaLil € cUCTeMU BIiAEOCNOCTEPEKEHHS,
OCHalleHi nporpamHuUM 3abe3neyeHHAM ke 3abesnedyye MOXIMBICTb MNPOBELEHHS
nofanbLlloro gocnigkeHHs. BoHn 0o3BonsaTb BUSBNATU NiZo3pini il B peanbHOMY vaci Ta
onepaTtvMBHO pearyBaTu Ha 3arpo3u. Cepen KOMMaHin, wWo po3pobnsaiwTb Taki cuctemu,
nigepamu €: kopnopauia NEC (AnoHiqa), «kFACE ++» Neurotechnology (Jlutea), i Cognitec
Systems GMBH (Himey4dnHa), a TakoX ykpaiHCbKMN BUPOBHUKM akTUBHOro obnagHaHHa Ta
Kamep BigeocnoctepexeHHs ZetPro, nporpamHo-anapatHoro komnnekcy CAMAP (vers.
VMS). [1]

MoXnuBO akueHTyBaTu yBary Ha OCHOBHUX BUAaxX BigeoaHan i TUKK:

1. BBaxaeTbCs, WO HaANBaXXNMBILLOK CKagoBOK BigeoaHan TUKMU € po3ni3HaBaHHSA OCi0 -
igeHTudikauis ocid 3 6a3n gaHux NS KOHTPOM AO0CTyny abo MoLlyKy 3MOYMHLUIB. €
po3ni3HaBaHHA 06NUYYsA, sike 3HaxoOAuTb 3aCTOCYBaHHS B Pi3HMX cdhepax, BKIHOYaUM
©e3neky, MapKeTUHr, OXOPOHY 340pOB'A Ta GaraTto iHwuX. Llen HanpsiMok € cknagHum
3aBOaHHAM, SKe BMMarae BUKOPUCTAHHS Cy4aCHUX anropuTMiB MAaLUMHHOIO HaBYaHHS,
KOMN'tOTEPHOro 30py Ta BESMKMUX 0BCAriB aHUX.

2. HacTtynHOW CKNagoBOK MOXIMBO BBaXaTW KOHTPOMb aBTOMOBINLHOIO pyxy, SKUn
nonsrae y poanisHaBaHHi HOMEPHUX 3HakKiB, BU3HAYEHHS TUMy aBTOMODINSA Ta OLUiHKa
LWBMAOKOCTI pyxy. Taki cMCTeMU BiAeOCNOCTEPEXEHHS BUKOPUCTOBYHOTLCS AN dOpMy-
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BaHHA Ta BedeHHs iHopmaUuinHol nigcuctemun «lapnyH» iHopmaLinHO-TENEKOMYHI-
KauinHoi cuctemm «IHdpopmauinHmin noptan HauioHaneHOT noniuil YKpaiHu», Npu3HaveHol
ans obpobku BigOMOCTEN MPO TPaAHCMOPTHI 3acobum Ta HOMEPHiI 3HAaKWU TPAHCMNOPTHUX
3acobiB, WO pPO3LWYKYOTLCA B pamkax KpUMIHanbHUX, BUKOHABYMX MNPOBaKEHb,
npoBagXeHb y cripaBax Npo aagMiHiCTpaTUBHI NPaBOMOPYLLUEHHS, ONepaTUBHO-PO3LLYKOBOI
AiSNbHOCTI, @ TAaKoX 3a yXBarow cnigyoro cyaai, cyay [2].

3. AHanis noeediHKM — BU3HA4Yae aHOMasibHy MOBEAiHKY, Hanpuknag TpuBasnoro 3Haxo-
DXXEHHS 06’eKTa CNOCTEPEXEHHS Yy MEBHIN 30Hi, WO MOXe BKa3yBaTW Ha MOTEHUINHO
HeGe3neyHi cuTyauii Ta O03BONSIE BUSBNATU aHOManbHi YM nigo3pini Aii, ski MOXyTb
CBIQYMTN NPO NIArOTOBKY YN BYMHEHHS KPUMIHANIbHONO MpaBoOMNoOpYLEHHS. Y LbOMY
BUMNAOKy CUCTEMW BiEOCNOCTEPEXEHHSA B peanibHOMY 4vaci 3abe3neyvytoTb MOHITOPUHT
cuUTyauil Ha MicusiX Nogin.

[Ana aHaniTMyHoi 06pobKM BUKOPUCTOBYETLCA POTO- i BigeoiHdopMaLlia, oTpumaHa 3
TEeXHI4YHMX 3acobiB i TEXHIYHMX Npunagis, ki MaTb PYHKLIT OoTO- | Bigeodikcauii (3anucy),
3aKkpinneHunx noniuieto Ha cny>x60BMX TPaHCNOPTHMUX 3acobax, PO3MILLLEHNX NO 30BHILLHLOMY
nepumeTpy Jopir i GyaiBenb, a Takox iHopmauis, oTpuMaHa 3 aBTOMaTU4YHOI GOTO- |
BiJ€OTEXHIKM, L0 3HAaX04MUTbCH Y NPUBATHOMY BOJSIOAIHHI.

CneuianizoBaHe nporpamHe 3abe3neyvyeHHs cTBOpeHe Anst POPMYBaHHA Ta BEAEHHS
M «MapnyH», aHaniTM4HOT 06pobKKN 1 IHPOPMYBaAHHA NPO po3LwyK T3 abo HOMEPHOro 3HaKy
Ansa 3anobiraHHA BYUMHEHHIO MPaBoMNopyLUeHb, aHanidy TMM4yacoBoro Habopy gaHux npo Ho-
MEpPHI 3HaKW, LLIO HaaXOoAATb i3 CUCTEM Bigeodikcalil, Ha npeaMeT IX POo3LyKy, 04HOYaCHOro
nepebyBaHHS Ha Pi3HMX TPAHCMNOPTHMX 3acobax, BUKOPUCTAHHS 3HULLLEHUX 3HAKIB, @ TaKOX
Ons  aBTOMaTU30BaHOro iHOOPMYBaHHA MpPO Taki akTnm gucnetyepiB, onepaTUBHUX
4YeproBux, HapsAiB Noniuii opraHie (Nigpo3ainie) noniuii Ta iHiyiaTopie poawyky. [3].

Bigeosanucmn mMoxXyTb cnyryBatv BaXnMBUMU JoOKa3amMu B CyLoBUX crnpaBax. Buko-
PUCTaHHSA BiAEOHanNITUKN ANS aHanisy uMx 3anuciB NigBULLLYE TXHIO LiHHICTb Y NpaBoBi
cucTemi, ofHak, Cnig BpaxyBaTu, WO SKICTb BigeodaHWX MOXe CYTTEBO BMSIMHYTU Ha
pesynbTatv aHanidy. [loraHe OCBITNEHHHA, HM3bKa po34inbHa 30aTHICTb Ta iHWI dpakTopu
MOXYTb YCKNagHWUTK po3nidHaBaHHA 06'ekTiB i OCIO.

B xoai nposeaeHHs aHaniTUYHOrO OOCHIOKEHHA MOCTalTb NMUTAHHA AKi cnif Bpa-
xyBaTu. Lle, KOHIAEHUINHICTb, €TUYHI NUTaHHA Ta NpaBO Ha NpuBaTHICTb. Baxnueo w06
TexHornorii 3abeaneunnu 6anaHc Mk 6e3nekoto Ta npaBamMmn rpoMagsH i He nopyLuyBanu
npasa nauHu, abo Anst MacoBOro CrnocTepeXeHHsa 6e3 HanexHol nigctaBn. BaxknmMBo Takox
OOTPUMYyBaTUCA MPUHLUMMIB NPO30POCTi Ta NiA3BITHOCTI Yy BUKOPUCTAHHI BigeogaHux. lNopsgok
OTPUMaHHSA iHopMaLii, BAKOPUCTaHHA TEXHOMOrIN JoCTyny, TUNiB HabopiB AaHMX, obcar |
CTPYKTYpa AaHuX, OO0 SIKUX HaJaeTbCA AOCTYMN 3 aBTOMATU4YHOI (POTO- i BigEOTEXHIKK, LLO
3HaxXO0AMTbLCS y NPMBATHOMY BONOAiHHI, BiANOBIAHO A0 noTpeb HauioHanbHOT noniuii Ykpaiim
BM3HA4aloTbCA 3rigHO i3 3aKOHO4aBCTBOM YKpaiHu.

AK BMCHOBOK, BileOHaniTUKa € NOTYXXHUM iHCTPYMEHTOM Y AiANbHOCTI Nigpo3ainis
KpMMiHanNbHOro aHaniay, Lo Ao3Bonse ehekTMBHO 06pobnATH Ta aHanidyBaTu BigeoaaHi ons
PO3KPUTTS 3MNOYMHIB i nigBuieHHA 6e3nekn. OgHak 1i BUKOPUCTaHHSA CynpOBOOXKYETbCS
HW3KOK BUKITMKIB | €TUMHUX NUTaHb, SKi NOTPEBYIOTE PETENBHOrO PO3rnsaay. TiNbKM LWASXOM
PO3pOOKM YiTKUX HOPM i CTaHOapTiB MOXHa OOCArTU CrnpaBeasiMBOCTI Ta MPO30pPOCTi Y
BUKOPUCTaHHI BiAeOoHaniTUKN B KpUMiHanbLHOMy aHarsisi.

INiTepaTypa
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Kosanie Mupocnae Bonognmuposuy

3aBigyBad Kadepu agMiHiCTpaTMBHO-NPaBOBUX ANCUMNNIH HaBYanbHO-HAayKOBOrO iHCTUTY-
Ty NpaBa Ta NPaBOOXOPOHHOI AisiNbHOCTI J1bBIBCbKOro AepXXaBHOIO YHIBEPCUTETY BHYTPILLIHIX
cnpas, KaHaANAaT LPUANYHNX HayK, Nnpodecop

Kaumapuk Oner IBaHOBU\Y,

3gobyBay BWLLOI OCBITM HaB4YanbHO-HAyKOBOrO IHCTUTYTY MpaBa Ta NPaBOOXOPOHHOI
AisinbHOCTI JIbBIBCbKOro Aep>XaBHOMo YHIBEPCUTETY BHYTPILLHIX CripaB

POJIb AAMIHICTPATUBHOI'O TA IH¢OPMAI:III7IHOFO NMPABOBOIO
PErynioBAHHA BIAHOCUH B IHOOPMALIMHOMY CYCMNIJIbCTBI

OaHuM i3 NpiopuUTeTHUX CcTpaTeriYHMX Hanpsmis y €sponencbkoMy Coto3i € pO3BUTOK
iHbopMaUinHoro cycninbcTea. LiboMy nutaHH YKpaiHa y KOHTEKCTi Yroau npo acouiauito
MK YKpaiHO, 3 OfHIiel CTopoHu, Ta €Bponencbkum Coro3om, €BponencbkumMm chiBToBa-
PUCTBOM 3 aTOMHOI eHepril i IXHIMW Aep)XaBaMu-4fieHaMu, 3 iHLWOI CTOPOHW, NPUAINSE BENUKY
yBary, a TakoX BUAINATLCA 3HAYHI (piHAHCOBI pecypcu. [1paBoBi OCHOBWU (hopMyBaHHA Ta
PO3BUTKY iHPOPMALIMHOro CycrnifibCTBa 3a3HaveHi 9K CaMOCTIMHUW HanpsaM A5 HayKOBUX
pocnigkeHb y [pioputeTHMX Hanpsimax yHOAMEHTanbHUX Ta NPUKNagHUX HayKOBUX
AocnigxeHb B ranysi npaBa HauioHanbHOI akagemii npaBoBMX Hayk YkpaiHm Ha 2021-2025
pokn (po3gin 1.9).

Ponb npaBoBOro peryntoBaHHA agMiHiCTpaTUBHOIO Ta iH(OpMaLinHOro npasa B
iHpbopMaUuiHOMY CyCninbCTBI A03BONSAE NIAINTU OO0 BU3HAYEHHA MEX LbOro perynioBaHHS.
IHbopmaUinHe cycninbCcTBO € 06’EKTOM NPaBOBOro perynioBaHHsA. Lle 3yMoBnNeHo Tum, Wwo
BaXKNuBI CycninbHi BIQHOCUMHW, 30KpeMa CyCnifbHi BIAHOCUHU B iIHPOPMAaLiMHOMY CYCNiNbCTBI,
nignaratoTbe NPaBOBOMY PErySIOBaHHIO.

Buxogsa4m 3 cyTHOCTI iHpbopmaUinHOro cycninbCcTBa Ta OCHOBHOIO NPU3HaYeHHs npasa
BUMNMNBAE, WO CYCNifbHi BiAHOCMHM B iH(pOpMaUiNHOMY CyCninbCTBI PeryrioTbCa BCiMa
ranyssmu npasa. KoxHa ranysb npaBa pPeryne NeEBHUN CNEKTP CYCMiflbHUX B3AEMUH Y
iH(bOopMaUiHOMY CYCNINbCTBI 3anexHo Big npegmMeTa NpaBOBOro peryritoBaHHA. Y LbOMY
nnaHi NpaBoBe perynioBaHHA CyCcninbHUX BiAHOCUH B iH(POPMaLiNnHOMY CyCrinbCTBI HIYMM He
BIAPI3HAETLCA Big NPaBOBOro peryrnoBaHHA CyCniflbHUX BIAHOCUH B iHAYCTpianbHOMY
CyCninbCTBI.
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Lincbposisauis BnnmBae Ha po3BUTOK NyGniYHO-NPaBOBOrO perynoBaHHS, WO po3Ln-
PIOETECA Yy cdpepi BUKOPUCTaAHHA UMAPOBOI iHopMaLil Ta 3acToCyBaHHSA iHOpMaUiMHNX
TEXHONOrIN MI3UYHUMK Ta IOPUANYHUMK ocoBamu, opraHamu nybniyHoi Brnagu. |i BUHK-
KHEHHS 3YMOBMUO PO3BUTOK iHPOPMALINHOT iHPPaCTPYKTYpU — MOBCIOOHE BNPOBaIKEHHS
UMGPOBUX KaHasiB 3B’A3KYy, LLO PO3LIMPIOTbL MOXMAMBOCTI Ta YMOBWU 34IMCHEHHSA iH(Op-
MaLinHOT OisiNbHOCTI.

Lindposiszauis npnsBogutb 4O BUHUMKHEHHA B3aEMO3B’SI3KIB MK PisHUMU chepamu
NOACBLKOI OIANbHOCTI, Y TOMY Yuchi 4O 30iNblEHHSA LiHHOCTI iHdhopMauii B ynpassiHHi Ta
nosiBi HOBMX OO’EKTIB y BipTyanbHOMY cepefoBulli. AgMiHicTpaTMBHe NpaBo YKpaiHU He
MOXe He pearyBaTu Ha 3MiHW Yy CyCniflbHUX BigHOCUHAaX, MOB’A3aHNX i3 PO3BUTKOM iHhopMa-
yinHoro cycninsctea [1, c. 1003].

BusHayeHHs MexX agMiHICTpaTUBHO-MPABOBOro perynioBaHHSA BiAHOCUMH B iHGopma-
LinHOMYy cycninbCcTBi Oyge HemoxnueBum 6€3 3BEPHEHHS OO0 MNUTAHHA Npo npeameT
aAMIHICTpaTMBHOrO Npasa sk ranyasi.

[ns BM3HAYEeHHS MeX afMiHICTpaTMBHO-MPABOBOro perynoBaHHA iHGPOopMaLUinHOro
CyCninbCTBa, BU3HAYEHHSA MeX nNpeameTa agMiHICTpaTUBHOMO npasa y peryntoBaHHi 4ouinb-
HO PO3rNAHYTU oopMaT agMiHICTPaTUBHO-MPABOro peryroBaHHSA CyCninbCTBa.

EkcTpanonsuis oTpuMaHnx BUCHOBKIB Ha aAMiHICTpaTMBHO-NPaBOBE perynoBaHHSA
iHdpopMauinHoro cycninbctea dyge AOPEYHON, OCKINbKN 30iNbLIEHHSA poni iHbopMmauinHNX
TexXHonorin, iHdopmaLii, 3HaHb Ta SKICHIi NepeTBOPEHHA B CYCMiNIbCTBI HE NOBWUHHI BMIIMHYTH
Ha 3MiHy MeX ny6niyHo-NpPaBOBOro peryntoBaHHA CyCnifnibCTBa.

Akwo posrnagatn iHpopMauinHe CycrninbCTBO AK CyCMifIbCTBO HOBOrO TUMY, MeXi
aAMIHICTPaTUBHO-NPaBOBOro perynioBaHHA CycnifibCTBa HOBOrO TUMY 3anuNANCA HE3MIH-
HUMU. Llen BMCHOBOK MOXHa 3pobuTuM Ha nigcrtasi aHanidy Crtpaterii pedopMyBaHHS
aepxasHoro ynpasniHHA Ha 2021-2025 poku, CTtparterii 34inCHEHHS LMAPOBOro PO3BUTKY,
UMdpoBUX TpaHcdopMaLin Ta umdpoBsisauil cuctemu ynpasniHHA gepXXaBHUMU (hiHaHCaMK
Ha nepioa oo 2025 poky Ta 3aTBEPPKEHHSA NiaHy 3axoAiB Wwoao 1 peanisauil, HauioHanbHoOT
€KOHOMiYHOT cTpaTerii Ha nepiog 0o 2030 poky [2; 3; 4].

Mexi iHdopmaUiHO-NPaBOBOro perynBaHHS BiQHOCUMH Yy IHGOPMAUiMHOMY cCycC-
NiNbCTBI 3yMOBMIOKOTLCA ABOEAMHOK MNPUPOAOK npegmMmeTta iHdopmauinHoro npasa. [lo-
nepwe, ranysb iHOPMaUIMHONO MpaBa BCTAHOBIIHOE OCHOBW (ICHYBAHHA Ta pPO3BUTKY
iHdbopMaUiHOro cycninbCcTBa 3arasiom (B ycix cpepax iHpopmauinHoro cycninibcTea).

Mo-apyre, ranysb iHopMaUinHOro npaesa geTanbHO peryntoe BigHOCUHM B iIHGpOp Ma-
LiMHOMY CyCninbCTBI, WO cKnagawTbca Yy cdepax, WO CTaHOBNATb OCHOBHI €fneMeHTuU
aepxasu: iHopMaUuinHi TEXHOMOrIT BUKOPUCTOBYIOTLCA Y CYCMifIbHUX BiAHOCMHaX, MOB’A-
3aHMX 3 peanisaudieto pi3HMX (POpM 34IMCHEHHS BNaaun HapoaoM (erlekTpoHHa neTuuis),
opraHisauiss Ta MexaHi3aMm [LiafbHOCTI OpraHiB [ep)kaBHOl BnagM Ta MiIiCLEBOro camo-
BpsiAyBaHHS (ENEKTPOHHE ypaayBaHHS).

Buxogaum 3 mex agMiHICTpaTUBHO-NPABOBOrO peryritoBaHHA BigHOCUMH B iHGOpMma-
LiMHOMY CYCNiNbCTBI, MOXHa 3pOOGUTU BUCHOBKM LLOAO [Xeperl NpaBOBOro perynoBaHHS
BIAHOCMH B iHGOpMaLUiMHOMY CyCninbCTBI, BigMOBIAHO, MiCLi agMiHICTpaTUBHOrO npasa B
OaHOMy perynioBaHHi. 3akpinfeHHs OCHOB ICHYBaHHA Ta pPO3BUTKY iH(opmauinHoro
CyCninbCTBa 34INCHIOETLCS BUKIKOYHO Ha piBHI KoHCTUTYUiT YKpalHu, ane ynpasfiHHA
HanexunTb 40 NpeporaTus ranysi agmiHicTpaTMBHOIO rnpaea.

[eTanbHe peryntoBaHHA BIQHOCKH B iH(popMaLinHOMY CyCninbCTBI, SIKi CKragatTbCs B
ranyssix, WO CTaHOBNATb OCHOBHI eneMeHTU OepXaBu, 3OINCHIOETbLCS He Tak Ha piBHI
KoHCTUTyUIT YKpaiHn, SIK Ha piBHI iHWKX JKepen npasa. [leTanbHe peryntioBaHHS BIQHOCKH Y
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iHpbopMaUuiHOMY CyCnifbCTBI 3a iHWWUMKU chepax XUTTS 34INCHIOETLCS iHLWMMW rany3samu
npasa.

3acnyroBye Ha OKpemy yBary nuTaHHsS Npo Micue Ta porb ranysi iHpopmauinHoro
npaBa B CUCTEMI MPaBOBOro perynoBaHHS.

IHpopmauinHa cdepa iHOpPMaUIMHOrO CycninbCcTBa Ta 1l NpaBOBe peryritoBaHHSA
3anMaloTb LEeHTpanbHe Micue B iHGOpMaUuiHOMY CychninbCTBi, Wo O6yMOBMNIOETHCA 3Ha-
YeHHAM iHbopmaLil Ta iHpopMaLuinHoI cchepn B CyCninbCTBI HOBOrO TUMY, NpoTe iHdopMaLis
Ta iHopmauinHa cepa He € eguHMMM 06’eKTamu NPaBOBOro peryrtoBaHHA B iHGOpMa-
LiHOMY CycCninbCTBi. ICHYIOTb OO’€KTM NPaBOBOro perynioBaHHA: iHdopMauiiHa iHdpa-
CTPYKTypa, €ENneKTPOHHI KOMyHikauin, nybnivyHi iHdopmauinHi pecypcn, 3abesnedeHHs
iHdbopMauinHoi Ta kibepbeaneku, mepexa IHTepHeT [1, c. 1005].

3 uiel NpuMyKnHKM y ranysen agMmiHicTpaTMBHOIO Ta iHPOpMaUiIMHOro npaea pi3Ha ponb
perynioBaHHA BiAHOCUH B iHGhOpMaLiHOMY CycninbCTBi, 06yMOBneHa pisHMMKU NpeamMmeTamm
NpaBoOBOro peryroBaHHsA. HesBaxawunm Ha ue, He MOXHa He Big3Ha4yuMTU B3aEMO3B’SI30K
aAMiHICTpaTUBHO-NPaBOBOro Ta iHPopMaLiHO-NPaBOBOro peryntoBaHHs BIAHOCUH B iHOp-
MauinHOMY CyCMifibCTBI, WO nonsirae y B3aemopil ranys3en agmiHicTpaTUBHOIO Ta iHdop-
MaUinHOro npasa LOoA0 perynoBaHHA BiAHOCUMH B iHGYOpMaUiHIin cdepi iHopMaLinHoro
CycninbCcTBa.
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KoumaH KocTsaiHTUH MaBnoBuy

acnipaHT kadeapwu KpuMMiHanbHOro aHanisy Ta iHdopmauinHmx TexHonorin OaecbKkoro
OepXXaBHOro yHiBepcUTETY BHYTPILLHIX cnpas
Popoc NaHHa BonoaumupisHa

3aBigyBadka kadpegpu KpuMiHanbHOro aHanidy ta iHopmauinHux TexHosnorin Ogecbkoro
AEepXXaBHOro YHIBEpCUTETY BHYTPILLUHIX cnpas, KaHanaaT oPUaNYHUX HayK, OOLEHT

NEPCMEKTUBM BOOCKOHAJIEHHA IHOOPMALIUHOIO
3ABE3INEYEHHA NPOTUAII KIBEP3ATPO3AM Y CEKTOPI OBOPOHU
YKPAIHU

CyyacHuin CBIT XxapakTepu3yeTbCsl CTPIMKMM PO3BUTKOM iHPOPMALLIMHUX TEXHOOTrIN,
Lo CNpuUsie 3POCTaHHIO IX 3HAYYLLOCTI B YCiX cdepax CycrnifibHoro Xuttd. Pasom i3 unm
MOCUMIOETLCA | 3arpo3a KibepHEeTUYHUX aTak, SKi CTaHOBMNATb CEPMO3HUA BUKIUK OIS
AepXXaBHUX opraHiB, KpUTUYHOI iHGpacTpyKTypn Ta 060POHHOro cektopa. [na Ykpainu, sika
3HaxX0AMTbLCS B YMOBax TpMBanoro 36ponHOro NpoTUCTOSIHHS, 3abe3neveHHs kKibepbeaneku €
He IMwe BaXNMMBUM €fIeMEHTOM HauioHanbHOI ©e3neku, ane n HeobOXigHOK YMOBOH
30epexeHHs CyBEPEHITETY Ta cTabinbHOCTI gepXaBu.

MpoTnais kibep3arpo3am y cekTopi 060poHM BMMArae KOMMMEKCHOro nigxony, Lo
BKMOYAE PO3POOKY CyyaCHUX TexXHiYHUX 3acobiB, YyAOCKOHANEHHs HOPMaTUBHO-MPaBOBOI
6a3n, nigBULLEHHS piBHA NpodecinHOI NiAroToBKM haxiBLiB Ta e(PeKkTUBHOI KoopaMHaLiT MixX
opraHamu AepXxaBHOi Bnagn. Y LUbOMY KOHTEKCTi iHbopmauinHe 3abe3neyeHHsa BUCTynae
KNOYOBMM €NEMEHTOM, LLO LO3BOSISE ONepaTUBHO iAEeHTUIKyBaTK 3arposun, OUiHIOBaATH 1X
NOTEHUiMHI Hacnigkn Ta 3abeanedyBaTn afeKkBaTHY peakuito Ha KibepiHungeHTn [3, . 94].

Po3B’si3aHHs noBHOMacLTabHOI arpecii NpoTn YKpaiHM 3HA4YHO MOCUANMO 3HAYEHHS
KibepnpocTopy siK We OAHOro (poHTY cy4vacHoi BiMHW. KiGepGeaneka crtana KpUTUYHO
BaXXITMBOK CKMNagoBOK HauioHanbHOi 060pOHKN, agyxe BOPOr aKTMBHO BUKOPUCTOBYE iHGOP-
MaUinHi TexXHoNoril ANA 34IMCHEHHA aTak Ha AepXXaBHi yCTaHOBU, BINCbKOBY iIH(PpaCTPyKTypy
Ta CUCTEMMU YNpaBhiHHS.

Y nepwwi gHi BiHM Byno 3acikcoBaHO 3HAYHUK Cnrieck kibepartak, cnpsiMOBaHMUX Ha
BUBEAEHHSA 3 fagy KpUTUYHUX iHopMauinHux cuctem. [NpoTe 3aBOsiku LWIBMAOKOMY peary-
BaHHIO Ta NigTpMMUI MDKHapO4HWX NapTHepiB YkpaiHa 3morna 3MilHUTU 3aXUCT CBOIX
iHpopMmauinHnx cnctem. 3okpema:

— PO3LUMPEHO HAPACTPYKTYPY ULEHTPIB pearyBaHHA Ha iHUMOEHTM Kibepbeanekn
(CERT-UA), siki KOOpAMHYIOTb BUSBIIEHHS Ta HeWTparnisauilo aTak;

- BNPOBa)KEHO [0AAaTKOBI 3acobw MOHITOPMHIY iHOpMaUiiHUX cucTeM  Ons
BUSABIIEHHSA 3arpo3 y peanbHOMY 4aci;

- 30iNblWEHO BUKOPUCTAHHSA XMapHUX TEXHOMOoriM, Wo 3abe3neynno pesepBHe
KONitOBAHHA KPUTUYHUX OaHUX Ta NigBULLMNO CTINKICTb CUCTEM [0 aTak.

Monpwu ue, 3anuwaeTbcs Npobnema HeaAoCTaTHLOI IHTerpauii iHbopMauiMHUX CUCTEM
0BOpPOHHOrO CeKkTopy B €aAuHy nnatgopMmy, WO YCKNagHIOE KOOpAMHALil0 B yMOBax
mMacwTabHux kibepatak.

OB60pOHHUIN CEKTOP YKpaiHM CTUKAETLCA 3 TAKUMU OCHOBHMMMU Kibep3arpo3amu:
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- aTaku Ha CMCTeMM yNpaBniHHSA BiNCbKaMW: 3namM KaHaniB 3B’d3Ky, CNpobu BUKpageHHs
abo maHinynsauii onepaTMBHUMN JAHUMW;

- PYWMHYBaHHA KPUTUYHOT IHPACTPYKTYPU: 3NOBMUCHUKN aTaKylTb €eHepreTudHi,
NOFICTUYHI Ta TPaHCNOPTHI cuctemMu, ki 3abesnedyroTb YHKLiIOHYBaHHA 36pOMHUX
cun;

— PO3MOBCIOAXKEHHS LUKIANMBOrO NporpaMHoro 3abesneyeHHsa: BUKOPUCTaHHA BipycCiB
TMNY wiper Ans 3HULWEHHS AaHnx Ta gectabinisauii pobotn cucrtem;

— KibepposBigka Ta LWNUIYHCTBO: CcnNpobu 3 BOKy NpOTMBHMKA OTpuMMaTW LOCTyn OO
3aKkpuToi iH(popmauil 4Yepe3 IWMHIOBI aTtaku, ypasnuMBOCTi B cuctemax abo
BUKOPUCTaHHS iHCanaepis;

- iHbopMaUiMHO-NCUXONOriYHI onepavuil: gesiHgopmauis Ta MaHinynauii B iHopma-
LiNHOMY MPOCTOPI, CNPSIMOBaHI Ha AeMopani3aLito BiMCbKOBUX i HaceneHHs [4, c. 25—
20].

OcHoBHI Heponikn B HasiBHOMY iHdOpMauinHOMYy 3abe3neyeHHi kibep3axucty B
cekTopi 060pOHN YKpaiHM 3HAYHOK MIpPOK MOB’A3aHI 3 OpraHi3auinHUMK, TEXHIYHUMK Ta
kagpoBumn acnektamu. OfHIED 3 KNHOYOBUX NpobnemM € HegoCTaTHA KoopauHauis Mix
nigposginamu, Wwo ycknagHioe obMiH iHbopmalieo B ymMoBax MacluTabHux aTak.

CeprnosHoto nNepeLLKkoao TakoX € AediunT BUCoKokBanicikoBaHnx gpaxisuiB y cdepi
Kibep3axucty. ObmexeHa KagpoBa CNPOMOXHICTb HE LO3BOSISIE ONEpaTMBHO BUABMATM Ta
HenTpanidyBaTn 3arposu, WO OCOBMMBO KPUTUYHO B YMOBaxX MOBHOMACLUTABHOI BiViHMW.
BogHo4ac 3HayHa 4YacTuHa obnagHaHHSA Ta nporpamMHoro 3abesnedYeHHs 3anulacTbCs
3acTapinot Ta He BignoBigae cyvyacHUM cTaHgapTam kKibepbesneku, WO pobuTb cuctemy
BinbLWw BpasnMBoOK A0 aTak.

Mpobnema diHaHCYyBaHHA € LWe OOHMM BaXNMBMM acnektom. HesBaxawounm Ha
Mi>KHApOAHY NIATPUMKY, 3HA4YHa KiNbKiCTb MPOEKTIB Yy cdepi Kibep3axmncTty 3anuwaetbecs
HefodiHAaHCOBAHOIO, WO 0OMEXYE MOXITMBOCTI 4NA MoAepHi3auil iHdpacTpykTypm [3, c. 96].

MogepHisauis TeXHIYHOT iIHPPACTPYKTYPU € OOHUM i3 KINOYOBMX 3aBAaHb 3abe3neyveHHs
edeKTUBHOro kibepsaxmcty B 06OPOHHOMY ceKkTopi YkpaiHu. Cy4dacHi TexXHOMOoriyHi nnart-
dopmu 3gaTHi 3abesneunTn WBMAKY 06pobKy BeNmkmx obcariB 4aHUX, NiABULLNTY CTIAKICTb 4O
atak i cnpuAaTK iHTerpaudii 3 MiXHapogHMMW cucteMamu. Y LbOMY KOHTEKCTIi 0cobnvBo
NEPCNEKTUBHUM € BUKOPUCTAHHA cMCTEM LITY4HOro iHTenekTy (LUI), siki MOoXyTb aBTOMaTUYHO
BUABNATM aHoMaril B Mepexax, aHanidyBaty NoBefiHKy NOTEHUIMHUX 3MTOBMWUCHUKIB i Npor-
HO3yBaTW MOXNKMBI cueHapii atak. 3aBasku LI, He nuwe 3MeHLWYeTbCA Yac pearyBaHHA Ha
3arposu, ane n nNiaB1LLYETLCSA TOYHICTb | e(PEeKTUBHICTb HerTpanisauii kibepatak [2, c. 168].

LLle ogHMM BaXXnMBMM HanNpPsMOM € 3aCTOCyBaHHA GrIOKYENH-TEXHOMOrIN ona 3abes-
NevYeHHs UiNiCHOCTI AaHuX i 3aXUCTY KPUTUYHUX TpaH3akuin. [leueHTpanisoBaHa CTpyKTypa
BrOKYEenHy YHEMOXITMBIOE HECAHKLIOHOBaHe BTpyYaHHs abo 3MiHy JaHMX, WO pobuTb Noro
ifeanbHUM ANSA BUKOPUCTAHHSA Y BiIICbKOBUX NOMICTUYHMX CUCTEMAaXx 4um nig Yac 36epiraHHA
KOHQiAEeHUiNHOT iHdopmaLii. BoagHoyac moaepHisauis mepexeBoro obnagHaHHA Ta npor-
pamHoro 3abeanedeHHs 0o ctaHgapTieB HATO 3a6e3neunTb CYMiCHICTb YKPaiHCbKMX CUCTEM
i3 MbKHapoaHMK nNnaTtgopmamu, NiABULLNTE piBeHb 6e3nekn i CTBOpUTL YMOBU ANs BinbLu
TiCHOI cniBnpaui 3 napTHepamu. Lle 403BONUTL CTBOPUTU HAfiNHY iHOPaACTPYKTYpy, 30aTHY
NPOTUCTOSATM Cy4acHUM KiGep3arpo3am y KOHTEKCTi noBHOMacLITabHoI BiiHYM [4, . 29].

EdektnBHa koopauHauis 060poHHOro cektopy notpebye CTBOPEHHSI iHTErpoBaHOi
nnaTtgopMn Ans 3axuueHoro obmiHy iHpopmauieo B pearnbHOMY 4aci, 3 BUKOPUCTaAHHAM
cy4acHuX kpunTorpadivyHmMx anropuTMiB AN 3axX1cTy AaHUX i MexaHiamiB aganTtauii 4O HOBUX
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Kibep3arpos. BogHo4ac knio4oBMM acnekToMm € MNigroToBka BMCOKOKBaNigpikoBaHMX dhaxiBLiB
yepe3 po3pobKy OCBITHIX Mporpam, perynspHy cepTudikauito Ta 3anydeHHs MiXKHapOAHUX
eKCrnepTiB ANA TPEHiHriB, Wo 3abes3neynTb onepaTMBHE pearyBaHHS Ha CyyacHi aTakm Ta
NiABULNTL CTiKKICTb cuctem [1, c. 113].

BaxnuBo 3asHaunTy, WO WBMAKE Ta edeKTMBHe pearyBaHHS Ha Kibepsarposu B
Cy4acHMX ymoBax Hemoxnvee 6e3 BNpoOBamXEHHs1 aBTOMATU30BaHUX CUCTEM. AHaNiTUYHI
nnatdopmn SOC (Security Operations Center) 0o3BONATb LEHTPAnNi3oBaHO BUABIATY Ta
KnacudgpikysaTu 3arposu, aHanisysaTu aHomManii B MepexeBoMy Tpaduiky Ta NporHosysaTtu
MOXNUBI cCuUeHapii atak. BuKOpuUCTaHHA UuUux nnatgopM 3HAYHO CKOPOYYE Yac Mix
BUSBIIEHHAM aTaku Ta 1l HenTpanisauieto, NiaBuLLYOYN 3aranbHUn piBeHb Be3nekn CUCTEM.
TakoX KPUTUYHO BaXXNMMBWUM € BUMKOPUCTAHHA LMdpoBoi kpumiHanictukn (digital forensics),
sika [O03BONde peTenbHO OOCAiMKyBaTW IHUMAEHTW, iOeHTUdIKyBaTM [Kepena aTak i
BiOCTEXyBaTu MeTOAM 3NOBMUCHUKIB, LLIO JoNOMarae yHMKaTu NOBTOPEHHS NoAibHMX 3arpos
y ManbyTHLOMY.

OkpimM BUABMEHHS Ta po3chnifyBaHHA, BeNUKe 3HaA4YEeHHS Mae€ BiAHOBMEHHS CUCTEM
nicnga atak. BukopuctaHHa cuctem pes3epBHOro KoritoBaHHA 3 BUCOKUM piBHEM BiAMOBOCTIN-
KOCTi 3abeanedye onepaTuUBHE MOBEPHEHHS A0 PoOOTM HaBiTb MNiCNs CEPNO3HUX Kibep-
iHUMAOEeHTIB. 3aBasikM Cy4YaCHUM TEXHOSOrisIM pe3epByBaHHA MOXHa MiHiMizyBaTuU BTpaTtu
AaHUX Ta CKOPOTUTU Yac NPOCTOK KPUTUYHOT iHPpaCTPYKTYpH, L0 € 0COBMBO BaXXTMBUM Y
BiCbKOBUX ymoBax [1, c. 115].

EdektuBHmnin kibep3axmcTt Takox notpebye akTMBHOI cniBnpaudi 3 MiKHapogHUMU
napTHepamun. Y4yacTb YKpaiHW y ChinbHUX HaBYaHHAX, Takmx sik Locked Shields, opraHiso-
BaHnx HATO, cnpusie niaBuLLEHHIO PiIBHA MiArOTOBKU YKpaiHCbKMX (baxiBuiB Ta iHTerpauil y
MiKHapoaHe kKibepbesnekoBe cniBTOBapUCTBO. IHTerpauia oo rnobanbHux cuctem obminy
iHdpopmauieto npo 3arpo3n, Takux 9k STIX / TAXII, no3sonsie onepaTMBHO OTpUMYBATU OaHi
NPO HOBITHI 3arpo3n Ta MeToau aTak, WO 3Ha4YHO NigBULLYE 30aTHICTb pearyBaTu Ha Cy4acHi
BUKITUKM.

BukopucTaHHs OocBigy MiKHapOAHUX MapTHEPIB € BaXNMMBUMM AN BOOCKOHANEHHS
HauioHanbHOI KibepcTpaTeril. BnpoBamkeHHA nepefoBMX TEXHOMOrN, OTPUMaHNX 3aBAAKU
cniBnpaui, cnpusie 3miuHeHHIo kibepbesnekn aepxasun. Kpim Toro, MikHapogHa B3aemMogis
[o3Bonse YkpaiHi He nuwe oTpumyBaTW MIQTPUMKY, a W LINUTUCS BNACHMM [O0CBILOM
npoTnail kKibepsarposam B ymoBax ribpMAaHOi BiHK, WO NiaBMLLYE ii ponb Ha rnobanbHoOMy
piBHi [2, c. 174—-175].

OTmxe, ymMmOBM noBHOMacLITabHOI BiNHM BUMararlTb Bif YKpaiHW HeramHoro BAOCKO-
HaneHHs cuctemu iHopmauiiHoro 3abesneveHHs kibepbesnekn B 06OPOHHOMY CEKTOPI.
MogepHisauia TeXHIYHOT iHppacTpyKTypu, BNPOBAIKEHHSA iIHHOBALIMHUX TEXHOMOTrIN, NigBN-
LWEHHA piBHA MiOrOTOBKM NepcoHany Ta nornnbneHHst MikHapogHoro cniBpobiTHMUTBA
[03BOSIATb CTBOPUTU CTINKY cucTtemy npotuail kibepsarposam. Peaniszauis unx 3axogis He
nvwe 3abe3neuntb epeKTMBHY KibepobopoHy, a 1 3MiLHWUTL No3uLii YKpaiHu y rmobanbHOMy
iHdbopMauinHOMy NPOCTOPI.

Nitepartypa

1. Tyuantok M. B. OcobnuocTi npotuaii Kibep3noymHHOCTI Nig 4ac BOEHHOMO CTaHy.
IHcbopmauia i npaso. 2023. Ne 3. C. 108-117.

53



2. T'yuantok M. B. Ctparterii npotugii cyqacHum kibepsarpo3am Ta 3abe3neveHHs kibep-
CTINKOCTi KPUTUYHOT iH(bpacTpykTypu YKpaiHu. lHdopmauis i npaBo. 2024. Ne2 (49). C.
164-177.

3. MawrTanip B. Ta iH. KibepbopoTbba B ymoBax 36ponHOro NpOTUCTOAHHS: aHania, ctparterii
Ta BUKNMKK. CyyacHi iHdbopmauinHi TexHonorii y cdepi 6e3nekn Ta o6oponHn. 2024. T. 49.
Ne1. C. 93-104. DOI: https: // doi. org / 10.33099 / 2311-7249 / 2024—-49-1-93-104.

4. TepHoBun O., WkypeHko O., MiHeHko J1. MMpobnemHi acnektn kibepobopoHu: micue Ta
ponb kibep3axmcTy B 36ponHux cunax Ykpaiim. CyyacHi iHdbopmauinHi TexHonorii y cdepi
6esnekn Ta obopoHun. 2023. Ne 1 (46). C. 23-31.

Kykypyasa Oner AHgpinosuy
KypcaHT 3-ro kypcy, HHIM®IKI JieBiBCbKOro AepXaBHOro yHiBEPCUTETY BHYTPILLHIX Cripas
Monsk CeaTocnas lNeTpoBuY

B.o. 3aBigyBada kadenpun onepatmBHO-po3wykoBol AisnbHocTi, HHITIPIKI JlbBiBCbKOrO
AEepXXaBHOro YHiBEPCUTETY BHYTPILLHIX cnpas, OKTOp dinocodii y ranysi 3HaHb «[MpaBo»

IHOOPMALUIMHO-AHANITUYHI TEXHONOT I NIPABOOXOPOHHUX
OPIrAHIB, AKI CMIBMNPAUIOIOTH 3 IHTEPIMOJIOM TA €BPOINOJIOM Mg
YAC PO3CIIAYBAHHA BOEHHUX 3J1I04YNHIB

B ymoBax pocincbkoro noBHomMacLUTabHOro BTOPrHEHHS OAHNM i3 KMOYOBMX 3aBAaHb B
paMKkax KpuUMiHanbLHOro NpoBaXKEHHHA € YiTKa opraHisauid OoCcy[oBOro poscnigyBaHHA B
pamkax MixXKHapo4HOro cniBpobiTHMUTBa. [Ana edheKTMBHOIO po3cnifyBaHHA Takux 3M04MHIB
HeobxigHa TicHa cniBnpaus MK PI3HUMKW HaUiOHaNbHUMKW Ta MiKHAPOOHUMMK OpraHamu, a
TaKOX BUKOPUCTaAHHSA nepenoBux iHopMaLinHO-aHaniTUMHUX TEXHONOrIN. Baxnuey posb y
Lin poboTi BigirpaldTb MiKHApPOAHI opraHisauii, 3okpema IHTepnon i €Bponon, ki
3abe3neyvyoTb KoopauHauilo Ta oOMiH iHdopmauied MK NPaBOOXOPOHHUMU OpraHamm
pidHMX kpaiH. Came TOMYy OCOGMMBO BaXnMBUM MOCTAE AOCMIMKEHHSA iHGOpPMaUinHO-
aHaniTUYHUX TEXHOSIOri NMPaBOOXOPOHHMUX OpraHiB, SKi criBnpauloloTb 3 IHTepnonom Ta
€Bpononom nig yac poscnigyBaHHA BOEHHUX 3MTOYNHIB.

[Mepw 3a Bce NOTPIOHO 3a3HauuTu, Wo IHTepnon (MixHapoaHa opradisauis Kpumi-
HanbHOI Moniuil) — ue MiKHapoAHa opraHisauida, sika 3abesnedvye cniBnpautlo MK Hauio-
HaNbHUMM NPABOOXOPOHHMMW OpraHamMu Anst 6opoTbOun 3i 3NOUMHHICTIO. OgHUM i3 OCHOBHMX
3aBaaHb IHTepnony € 06MiH iHpopmauieto NPo 3NoYMHLIB, PO3CiQYBaHHSA 3MI04YMHIB, @ TAKOX
HafaHHS TEXHIYHOT Ta KOHCYynbTauiHOI AONOMOrM Nig Yac poscrigyBaHb. 3aBAsSiKM CBOIN
rnodanbHin Mepexi Ta ePekTUBHUM KaHanam KOMYHiKauil [HTeprnon Moxe KoopauHyBaTtu gii
NPaBOOXOPOHHMX OPraHiB y Pi3HMUX KpaiHax, WO Mae BaXnMBe 3HAYEHHSA NpU po3criigyBaHHI
BOEHHMX 3MTOYUHIB, SIKi YHAaCTO BUXOOATb 3a MeXi oaHiel aepxasu [1].

€Bponon (€Bponencebke NonilencbKe yrnpaeniHHSA), Y CBOK Yepry, € areHTcTBoM €C,
SIKe KOOPOUHYE LIANbHICTb NPAaBOOXOPOHHUX OpraHiB KpaiH-dneHiB €C y 60poTbbi 3 TpaHc-
HauioHanbHUMK 3no4YnHamu. €sponon 3bupae, aHanisye Ta 06MiHIETbCS iHopMaLie Npo
KPUMiHanNbHI 3arpo3n Ta 3M04YMHLIB, @ TakoX NiATPUMYyeE onepaTuBHe ChiBPOBITHULTBO MiXK
HauioHanbHUMK NoniuisMn. B ymoOBax BOEHHUX 3MOYMHIB, SKi MOXYTb MaTu BMSMB Ha KifnbKa
€BPOMNENCLKNX KpaiH, €BpONon Bigirpae KnNw4oBy posfb Yy 3abesnedeHHi 6e3nekn Ta
npasocynas.
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CyvacHi iHgbopMauiiHO-aHaniTUYHI TeXHONOTriT 3arMMaloTb LieHTpasribHe Micue y pos-
CniayBaHHiI BOEHHMX 3ITO4MHIB. 3aBOSKM TEXHOMOrAM MOXHa WBUAKO 36mupaTun, aHaniayBatm
Ta nepegasaTy iIHPOPMALLIKO MK PIBHUMK KpaiHaMK Ta opraHisavisiMmp, Lo 3Ha4YHO nigBuLLye
epeKkTMBHICTbL crigumx ain.

Ha cboroaHi ogHMM 3 OCHOBHUX IHCTPYMEHTIB N5 MibKHapOAHOT cnisnpadi € pisHi 6asu
AaHnx, Wo 36epiratoTb iHGOpPMaLito NPO 3N0YMHLUIB, MICLSA 3I04MHIB, 4OKA3M Ta iHLWI KPUTUYHI
BiQOMOCTI. IHTepnon Ta €Bponon MawTb AOCTYyNn OO0 Takux 6a3 gaHux, sKki BKYalTb
iHbopMaUito NPO TEPOPUCTIB, BOEHHUX 3SI0HMMHLIB, BUKPALEHI KynbTypHI LIHHOCTI, @ TakoX
npo 36poto, boenpmnacu i BinCcbkoBi 3acobu. Cuctemn, sk 1-24/7 IHTepnony, 3abesneyvyoTb
HauioOHanNbHUM MNOSILENCbKUM LOCTYN OO0 akTyarnbHOI iHdopMauii, Wo [03BOSISE LWBUOKO
pearysBaTu Ha 3arpo3u Ta CrifKyBaTh 3a 3NOYNHHOK AiASbHICTIO HA MDKHAapPOAHOMY PiBHi.

BukopuctaHHa MeToaiB aHanisy BENUKUX AaHUX Oa€ 3MOry NpaBOOXOPOHLUSIM 06po6-
natn BenunyesHi obcsarn iHgpopmauii Npo 3ro4nHK, iHaHCOBI NOTOKK, NepeMiLLeHHs ocib, a
TaKOX IHLWI AaHi, WO MOXYTb LOMOMOITU Y BUABMNEHHI 3MOYMHHOI gisnbHocTi. Lle ocobnueo
BaXXNMBO Nig 4ac po3CnigyBaHHS BOEHHMX 3IIOYMHIB, OCKIfbKM iHopMauis Moxe 6yTu
Pi3HOMaHITHOIO | HagXoAnTW 3 BaraTbOX AXKepen: Bif CBIAKIB, XXypHanicTiB, NPaBO3axMCHUKIB,
rpoMafCbKNX OpraHisauin, a Takox 3 oHnanH-nnatdgopm [2, c. 55].

OpHak, y cydacHOMY CBiTi BOEHHI 3MT0YMHU YacTO CYNPOBOAXKYOTLCSA BENMKUM 06CArom
LUMGPOBUX A0Ka3iB, TaKUX SIK €NEKTPOHHI JIUCTK, 3annucy Ha MoOinbHUX TenedoHax, oTo-
rpacii Ta Bigeo, wo 36epiratoTbca B IHTepHETI. KpuMmiHanicTn BMKOPUCTOBYHOTb CydacHi
TexHonorii ansa 36opy, 36epexeHHs Ta aHanidy Takux gaHux. BUKopuctaHHa cuctem wityd-
Horo iHTenekTy (L) ans aHanisy udpoBmMx 4oKasiB 4O3BOMSE aBTOMATUYHO iAeHTUdIKyBaTH
KNOYOBI efleMeHTU, SKi MOXYTb OyTU BaXXnMBMMU ANSA PO3ChigyBaHHS.

KpiM TOro, BOEHHI 3M04YMHN YaCTO CYNPOBOAXYHTBCA IHTEHCUBHUM BUKOPUCTaAHHAM
couianbHNX Mepex Ta I[HTepHeTy Ans nponaraHan HacunbCTBa, KoopauHauii A abo npuxo-
ByBaHHA [OKasiB. BukopucTaHHsa TexHonorin gns 30opy Ta aHanisy BigKpUTUX OxKepen
iHbopMaUil [03BOMSE BUABMATU 3B'A3KM MK MigO3ptOBaHMMUM, BUBYATU 1X OISANbHICTb Ta
BUABSIATU MOXINBI MiCLA CKOEHHSA 3M0oYuHIB. [pn LboMy, reoiHhopMauinHi cuctemu garTb
3MOry Bi3yarnidyBaTu Ta aHanidyBat¥ MPOCTOPOBI AaHi, Taki 9K MiCUS CKOEHHSA BOEHHMX
3M104UHIB, NepeMilleHHs 3no4YmHuiB abo BMTOKWM iHbopmauii Npo BiNCbKOBI onepauii. Lle
0CcOBNMBO KOPUCHO NSt 3'ACyBaHHS OOCTaBUH 3MOYMHIB, TakMxX K Hanagu Ha MUPHe
HacesIeHHSA, 3HULLEHHS IHPPaCTPYKTYpU, HACUNLCTBO HaL LUBINbHUMN.

Ha Hawy ayMKy, Knio4oBY posib Y pO3ChigyBaHHI BOEHHUX 3M104MHIB HA MibXKHAapOgHOMY
PiBHI Bigirpae koopauHauia gin Mk IHTepnonom, €Bpononom i HauioHanbHUMKU NPaBOOXO-
POHHMMK opraHamu. Lia cniBnpausa 3abesnevyetbcsa yepe3 oOMiH iHGopMmaLieto, chinbHe
BUKOPUCTAHHS aHaniTUYHUX TEXHOSOrIN, a TakoX NPOBEeAEHHS CMiflbHUX onepauin. [HTepnon
Ta €Bponon HagatTb TEXHIYHY NIATPUMKY, CNPUSAIOTL Y po3pobLi cTpaTerin po3cnigyBaHHs, a
TaKOX OpPraHi3oBYKOTb HaBYaHHS [ON9 MPaBOOXOPOHLIB LWOAO PO3ChigyBaHHS BOEHHUX
3M104YMHIB. |HTEPNON, 3i CBOED Mepexer HauioHanbHUX Nigpo3ainis, Mae MOXMAMBICTb Hada-
BaTW UinecnpsMoBaHy gornomory y 36opi Ta 0OMiHi iHpopMauielo Woao MiKHAapogHUX -
3M104MHLUIB, NOB’A3AHMX 3 BOEHHMMW 3r0YMHaMu. 3aBAsKM CBOIN rnobarnbHii NPUCYTHOCTI
[HTEpnon MoXxe KoopAMHyBaTW PO3CiAyBaHHSA, SiKi BUXOOATb 3a MeEXi OOHIEl AepKaBu.
€Bponon TakoX Bigirpae BaXnuBy posib Y CAPUSHHI eeKTUBHIN cniBnpaui M KpaiHamu
€sponencbkoro Cotody, ocobnmneo y BMNagKkax, KON BOEHHI 3MTI04MHN MalOTb €EBPONENChKe
abo perioHanbHe 3Ha4eHHs [3].

Ane Bce X Taku, NONpu 3HauYHI OOCArHEHHs, € 6arato BUKMWKIB, SKi CTOATb nepen
MDKHapOAHUMUM oOpraHi3auisMm B npoueci poscnifyBaHHA BOEHHUX 3M0uYuHiB. OgHuMm 3
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rONOBHMX € NONITUYHI Bap'epu, OCKINbKM AesKi AepXKaBn MOXYTb He BaxaTu cniBnpautoBaTy
yepes MNoNiTUYHI, EKOHOMIYHI abo BINCLKOBI iHTepecn. TakoX BUHUKAE nNpobnema 3axucty
AaHux i 3abesneyeHHs KOHiAeHUIMHOCTI, OocobnMBO KONM MoOBa KAe npo 4YyTnuBy
iHbopMmaL,ito, Lo CTOCYyETbCA Besneku.

TakMm 4YnHOM, ycnilHe po3crnigyBaHHA BOEHHUX 31104MHIB NOTpebye TiCHOI cniBnpaui
MK MDKHapOAHWUMM Ta HauioHanbHMMKW OpraHamMn, Takmx ik IHTepnon i €sponon, Ta BUKO-
PUCTaHHS HOBITHIX iHOpMaUiNHO-aHaNITUYHNX TexHonorin. Lli TexHonoril [o3BonsAwTb
3HaAYHO NIABULLNTN edeKTUBHICTb 360py AoKasiB, aHanidy AaHUX i BUSBNIEHHS 3B'A3KIiB MiX
3r04MHaMUK, WO Ma€e BupilLanbHe 3HadYeHHs Ansa 3abesnedeHHst npaBocyaas i BigHOBIEHHS
Mi>KHapoaHoro npasonopsaaky. CninbHi 3ycunnsa npaBOOXOPOHHUX OpraHiB Ha rnodansHomy
piBHI gonomaratoTb 60poTbbi 3 BOEHHMMM 3roYMHAMK Ta crnpusioTb Mupy | 6esneui Ha
MDKHapPOLHIN apeHi.
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KynewHuk Tapac fpkoBuy
BUKNagad kadeapun MeHemKMeHTY mucTeuTBa JIbBiBCbKOT HaLioOHanNbHOI akagemii MucTeuTB
KynewHuk OkcaHa IropiBHa

cTapLumMi BuKnagay kadenpyu MeHeKMEHTY MucTeluTBa JIbBIBCbKOI HaLiOHaNbLHOT akagemil
MUCTELTB

LUTYYHUW IHTENEKT | PEBONIOUIA Y LUOPOBOMY MAPKETUHIY

BcTyn. Y CBITi, iKUK CTPIMKO CTae LUMPPOBMM, MapKETUHT 3a3HaB paanKanbHUX 3MiH
3aBOsKM BMPOBAKEHHIO HOBUX TexHosnorin. OgHMUM i3 HANMOTYXHILWINX PYLITB LUMX 3MiH €
WwTy4Huii inTenekt (WI). WMoro 3paTHicTb aHanisyBaTu OaHi, MporHosyBaTW TeHOeHLii Ta
CTBOpIOBATU MNepcoHani3oBaHi piweHHs pobutb LI HeBig’€éMHOK 4aCTUMHOK Cy4YacHOro
LMGPOBOro MapKETUHTY.

Ak npaure W y uncdppoBomy mapkeTuHry? LLUTYYHUA iHTENEKT Yy MapKeTUHry
BMKOPUCTOBYE anroputMn MalMHHOIO HaB4YaHHSA Ta 06pobKn NpMpoAHOT MOBM ANa 06pobkm
Benuknx obcarie gaHux. Lle gossonsie mapketonoraMm oTpumyBaTu rnunboke po3yMiHHSA
noBediHKM CMoXuBadiB, aHanidyBaTM PWUHKW Ta BAOCKOHanwBaTtu cTpaTterii B3aemoaii 3
ayauTtopieto. OcHoBHUMU (pyHKUismMK LI B MapkeTuHry €:

1. AHani3 ganux: LI moxe WwBmako aHanisyBaTn Benuki obcarn indbopmallii, BKnovaoum
NoBeiHKY KOPUCTYBaYiB, KyniBeSlbHi 3BUYKW Ta aHi couiaribHUX Mepex.

56



2. ABTOMaTu3auia npoueciB: 3aBaskun Yat-60Tam, aBTOMaTUYHOMY TapreTUHry pekna-
MU Ta email-MapKeTUHry MOXHa 3MEHLUUTU Yac, WO BUTPAYaETbCA Ha PYTUHHI
3aBaaHHA.

3. MepcoHanisauin: LI 3a6e3neyye rinepnepcoHanisaoBaHWn KOHTEHT, WO Bignosigae
notpebam i BnogobaHHAM KOHKPETHUX CMOXMBaIB.

Bnnue LWI Ha uncppoBU MapKeTUHr

1. MokpaweHa aHaniTuka. 3aBaskm aHaniTMiHuM Mmoxnueoctam LI mapkeTonoru
OTPMMYIOTb JOCTYN 40 NPOrHO3iB, WO IPYHTYIOTLCS Ha pearnbHUX AaHux. Lle nossonsie
CTBOPOBATU TOYHI CTpaTeril TapreTuHry Ta nigBuLyBaT KOHBEPCILO.

2. MepcoHanizoBaHun poceia. LI 0o3Bonsie KomnaHissMm cTBOproBaTU NepcoHanisosa-
HWUW OOCBIO ONSA KOXHOro cnoxmeada. Hanpuknag, ctpimiHrosi cepsicu, sk-oT Netflix,
BUKOPUCTOBYOTL anroputvn LI, w06 pekomeHAyBaTM KOHTEHT, AKMA BignoBigae
CMakKaM KopuUCTyBadiB.

3. Po3ymHi yaTt-60tn. Yat-60tn 3 LI npautorote 24/7 i 3abe3nevytoTb WBUAKY Ta

eeKkTMBHY B3aemogilo 3i crnoxumeadyamu. BoHM MOXyTb BignosigaTtv Ha 3anutu,
BUpiyBaTK NpobnemMu KnieHTiB i HaBiTb NPOMNOHYBATN TOBAPW UM NOCAYTH.

4. OnTtumisauia peknamu. LUl go3sonsie aBToMatn4yHO ONTUMI3yBaTU pPeEKNaMHiI Kam-
naHii, obupatroumn npaBunbHI NNaTgopmu, ayanTopii Ta Yac 4nsi nokasy oronoLeHsb. Lle
3HUXXYE BUTPATU Ta NiABULLYE €(PEKTUBHICTb.

5. Bupo6HuutBo KoHTeHTy. Cuctemn LI, Taki gk GPT (3okpema, ChatGPT), MoxyTb
CTBOPOBATU SAKICHWMIA KOHTEHT Ansi 6noris, couianbHUX Mepex i HaBiTb peknamHux
oronoweHb. Lle ckopodye vac i 3ycunns, HeodxigHi Ana BUpOOHULTBA KOHTEHTY.

Buknuku BukopuctaHHs LI B MapkeTuHry

Monpwu BCi nepeBaru, BnposamkeHHA LI B LMppoBUin MapkeTUHT Mae HN3KY BUKIUKIB:

1. MpuBaTHicTb AaHUX: BuKkopuCTaHHA OaHUX CNOXMBAYiB BUKIIMKAE MUTAHHSA LWOLO
KOHiAEHLIMHOCTI Ta 3axucty iHdopmauii.

2. 3anexHicTb Big TexHonorin: HagmipHa 3anexHicTb Big LUl moxe npuasectn o
BTpaTW KpeaTUBHOCTI y po3pobLii MapKeTUHIOBUX CTpaTEri.

3. Baprictb: IHTerpauia LI notpebye 3Ha4HMX iHBECTULIA y TEXHONOrII Ta HaBYaHHSA
nepcoHany.

Man6yTtHe LUl y undppoBoMy MapKeTUHry

ManbyTHe uMdpoBOro MapKeTuHry, 6e3cyMHIBHO, TICHO NoB’si3aHe 3 po3BuTKkom LUI. Y
HaNBNXK4i POKM MOXKHA O4iKyBaTK Taki HoBaLii:

1. IHTepakTMBHMI KOHTEHT: LI fo3BonnTE cTBOptOBaTU BiNnbLl iIHTEPAKTUBHUIA | 3aXOr-
NMBUA KOHTEHT, Hanpuknag, BipTyanbHy peanbHicTb (VR) i 4ONOBHEHY pearnbHiICTb
(AR).

2. Po3ymHui aHani3 HacTpoiB: LI 3moxe aHanidyBaTM eMOLiHWIA CTaH CrnoXmnBadis
yepes IXHi JonucKM B couianbHUX Mepexax i BignoBigHO aganTyBaTV MapKETUHIOBI
cTparerii.

3. LUTy4Hi acucteHTU: [0N10COBI NOMIYHUMKK, SK-OT Alexa 4m Siri, CTaHyTb LLe Baxnn-

BiLLMMM KaHanamm B3aEMOAIi 3 KIiEHTamu.

BucHoBok. LUTy4YHWI iHTenekT 3MiHIOE npaBuna rpyv y UMPPOBOMY MapKETUHrY,
3abe3neyyoun KOMMaHiAM HOBi IHCTPYMEHTM nana B3aemodii 3 aygutopieto. Woro
BNpOBaMKEHHS BIOKPMBAE BenuyesHi MOXMMBOCTI ONA aHanidy, nepcoHanisauii Ta
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aBTomMaTu3auii npouecis. [llpote, wob MakcumanbHO ckopucTaTuca nepesaramm LI,
HeoOXigHO BpaxoByBaTW E€TUYHI acCMekTW, TMOB’A3aHi 3 BUKOPUCTAHHAM OaHuX, i
NPOAOBXYBaTW PO3BUBATU MOACLKY KpeaTUBHICTb.
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Neryubkun CtenaH BacunboBuy

KypcaHT 2 kypcy dakynbTeTy Ne2 JIbBiBCbKOro Aep>KaBHOIo YHIBEPCUTETY BHYTPILLHIX CripaB
OHunko Mukuta BitaninoBuy

KypcaHT 2 Kypcy cakynbteTy Ne2 JIbBiBCbKOro AepXXaBHOrro yHiBEpCUTETY BHYTPILLHIX cnpas
F'ypuH Mapta MukonaiBHa

30obyBay BuwoOi ocBiTU 1 Kypcy dakynbTeTy Ne2 JIbBiBCbKOro OepXXaBHOro YHIBEPCUTETY
BHYTPILLHIX cnpaB

Pyauu Tapac Bonoanmuposuy

OOUeHT Kadenpn iHopmauinHMX TexHonorin JIbBIBCbKOro [OepXXaBHOro YHIBEPCUTETY
BHYTPILLHIX cnpaB

BUKOPUCTAHHA AMHAMIYHUX MACUBIB Y KITACAX HA NPUKNAJI
PO3B’A3AHHSA NIHIMHOI CUCTEMU ANTEBPUYHUX PIBHSAIHb

"onoBHe gocsirHeHHst C++ nondarae y 3MiHi napagurm nporpamMmysaHHs (paradigm shift)
3 npoueaypHOi Ta MoAysnbHOI Ha 00’€KTHO-OPIEHTOBAHY, fka BM3Ha4yae CTaHOapT po3pob-
NEHHA nporpamHoro 3abesneyeHHs. [ONoBHUM OOPOOKOM  06’EKTHO-OPIEHTOBAHOI
napagurMm crana iepapXidHiCTb NporpamMHUX CTPYKTYp, Sika BIiOATBOPHOETLCA Yy arperauii
ob’ekTiB Ta ycnaakyBaHHi knacis [1].

Ha [OymKy aBTOpPCLKOro KOMeKkTuBy, Hema noTpebw paetanidysaTu nigxoau OO
pO3B’A3aHHSA NiHiIMHOT cuctemn anredbpuydHux pisHsaHb (JICAP) 3 ornagy Ha Ty 06CTaBuHy, WO
ue BigoMunin maTepian 3 Kypcy BuLoi matemaTtuku. O4eBngHo, LWo He 6yae 3pobneHo XoaHnx
BIAKPUTTIB i Yy NPOEKTYBaHHI knacis. poTe, y 4OCTYMNHIM ANS WWPOKOro 3arany HaB4asibHO-
MeToauyHIn niTepatypi [2 - 11] oyxe mano ysaru BigBeOEeHO BUKOPUCTAHHIO OUHAMIYHUX
MacuBIB Y MPOEKTYBaHHI Kracis.

3pO3yMino i 4OCTYMHO BUCBITIIEHO BUKOPUCTAHHA MacuBiB NpuW NPOEKTYBaHHI KnaciB y
[12], ane 3HOBY X Taku — dpikcoBaHuX. Lia o6¢cTaBmMHa cnoHykana Hac NPOBECTMN NPONOHOBaHe
YMTaUbKIn ayanTopil Le CKPOMHE [OCHIMIKEeHHs, AKe Yy neply 4Yepry OpieHToBaHe Ha

58



CTYLEHTCbKY ayauTopito. [1na okpecneHol ayauTopii, i He TifnbKKW, LS TeMa € akTyasnbHO 3
GaraTboX NyHKTIB Ba4YeHHs.

Po3B’si3aHHs nocTaBneHol HaMmn 3agadi byae nonsratv y BUKOPUCTaHHI TEXHOSOTrIN
06’ekTHO-OpieHTOBaHoro nporpamyBaHHa (OOI1). 3okpema, HamMM MNPOMNOHYETLCA MPOEKT
LWabrnoHHOro Kracy 3 BUKOPUCTAHHAM AMHAMIYHMX MACKBIB.

OTxe, po3noyYyHeMO 3 TOro, Lo NogamMo NPOEKT NPOrpamMHOro Koay i noginMmocs ges-
KMMW CBOIMU MipKyBaHHSIMMW.

BukopuctaHHa WwabnoHHOro Knacy € ckopiwe Ans "AeKopyBaHHA", HiXX OUKTYETbCA
SIKOKCb HaranbHoto notpeboto. OronoLwyyn MaTpuLi Ta BEKTOPU MOXHa 6yno BukopucTaTtu
TV double abo float (ane He int).

#include <iostream>

using namespace std;

template <typename T>

class TDarray

{

private:

T** M; // Marpuusa xoebiuieunris
T* R; // BekTop B1iJbHUX UJICHIB
T* X; // BekTop HeBimoMmmx

int n; // Hopsamok cucTemu

public:
// KoHcTpykTOp iHinmianizsyBaHud
TDarray(int n) : n( n) {
M = new T * [n];
for (int i = 0; i < n; 1i++)
M[i] = new T[n]();
R = new T[n] ()
X = new T[n] ();

void setMatrix (T** inputMatrix) {

for (int i = 0; i < n; 1i++)
for (int 7 = 0; J < n; Jj++)
M[i][]j] = inputMatrix[i]l[j];

}
void setVectorR(T* inputVector) {
for (int i = 0; i < n; 1i++)
R[i1] = inputVector[i];
}
void print () {
cout << "Marpuusa M:" << endl;
for (int 1 = 0; i < n; 1i++) {
for (int 7 = 0; J < n; Jj++)
cout << M[il[3j] << "\t";
cout << endl;
}
cout << "BexkTop R:" << endl;
for (int 1 = 0; 1 < n; 1i++)
cout << R[i1i] << endl;
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void invertMatrix () {
double temp;

T** E = new T * [n];

for (int 1 0; 1 < n; 1++)
E[1] = new T[n] ();

for (int i = 0; 1 < n; i++)
E[(1]1[1i] = 1.0;

for (int k = 0; k < n; k++) {
temp = M[k] [k];

for (int j = 0; J < n; Jj++) {

M[k][]J] /= temp;
E(k][]J] /= temp;

for (int 1 = k + 1; 1 < n; 1i++) {
temp = M[1i] [k

]
for (int j = 0; j < n; Jj++) {
M[i] [J] -= M[k][J] * temp;
E[1][]J] -= E[k][J] * temp;
}
}
}
for (int k = n - 1; k >= 0; k--) {

for (int i = k - 1; i >= 0; i--) {
temp = M[i] [k

]
for (int j = 0; J < n; Jj++) {
M[1i][J] -= M[k][]J] * temp;
E[1i][J] -= E[k][]J] * temp;

for (int i = 0; i < n; 1i++)
for (int j = 0; J < n; Jj++)
M[i] [J] = E[1]1[3]>

[ ]
for (int 1 = 0; i < n; 1i++)
delete[] E[i]
delete[] E;
}

void solve () {
for (int 1 = 0; 1 < n; 1i++) {
X[i] = 0.0;
for (int 7 = 0; J < n; Jj++)
X[1] 4= M[i][J] * R[J];

}
}
void showSolution () {
cout << "BexTop po3B’aA3kiB X:" << endl;
for (int 1 = 0; 1 < n; i++) {
cout << "X[" << 1 4+ 1 << "] =" << X[1] << endl;
}
}
// IlecTpykTop
~TDarray () {
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for (int 1 = 0; i < n; 1i++)
delete[] M[1i]

delete[] M;
delete[] R;
delete[] X;

}

}i

// TonoBHa mnporpama

int main ()

{

setlocale (LC CTYPE, "ukr");

int n;

cout << "BeBegmiTb mopsmok cmucTtemm (n): ";
cin >> n;

double** matrix = new double* [n];
for (int i = 0; i < n; 1i++)
matrix[i] = new double[n];
double* vectorR = new double[n];
cout << "BmBeniTe mMaTpuupo koedpiuientim:" << endl;
for (int i = 0; i < n; 1i++)
for (int j = 0; j < n; J++) {
cout << "marpuus[" << i + 1 << "][" << J 4+ 1 K "] =",

cin >> matrix[i]l[]j];

}

cout << "BBegnmiTk BekTOp BijabHuMx ujeHiB (R):" << endl;
for (int 1 = 0; 1 < n; i++) {
cout << "R[" << i 4+ 1 << "] =";

cin >> vectorRI[i];
}
TDarray<double> fun (n);
fun.setMatrix (matrix) ;
fun.setVectorR (vectorR) ;
cout << "llouaTkoBe 3HaueHHa:" << endl;
fun.print () ;
fun.invertMatrix () ;
cout << "ObepHeHa mMaTpuudg:" << endl;
fun.print () ;
fun.solve () ;
fun.showSolution () ;
for (int i = 0; i < n; 1i++)
delete[] matrix[i];
delete[] matrix;
delete[] wvectorR;
return 0;

}

MacuBy popmyOTbCA KOHCTPYKTOPOM  iHilianidyBaHHA TDarray (int n). Ha

BiAMiHY Bia ()IKCOBAaHOTO MACHBY, A€ MOro po3mip NoBWHEH GyTW BiAOMMI nig Yac Kommi-
NIOBaHHSA, ANHAMIYHE BiABEeAEHHA nam’aTi nig macus y C++ 003BONSiE HAM BCTAHOBMOBATU
OOBXMHY MacuBy Mif Yac BMKOHAHHS NPoOrpamMHoro kogy. TobTo po3mip 06’ekTy fun Knacy
TDarray Oyae BU3Ha4yaTUCS y NpoLeci BUKOHAHHS NPOrpaMHOro Koay Ha iHgopmaLiniHomy
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PiBHi, WO ycyHe noTpeby 3MiHIOBaTM NPOrpamMHUN KO Y NPOLECi BUKOHAHHSA 4eproBoro
YMCMNOBOrO EKCNEPUMEHTY.

Tum He meHwe, C++ He Mae BMOHTOBAHOINO MEXaHi3My 3MiHM PO3Mipy AMHaMIYHOro
MacuBy Nicns BiaBeAEeHHS nam’aTi nig Hboro. Lle ctocyeTbes | macuBiB y knacax.

3BepHeMO Bally yBary Ha wWe oauH acnekT. [na popmyBaHHSA ABOBUMIPHOrO AvHa-
MIiYHOro MacuBy BUKOPUCTAHO BKa3iBHWK [pyroro mnopsiaky. Yomy BUKOPUCTOBYETLCHA
BKa3iBHWK Apyroro nopsaky? Lle BkasiBHMK Ha BKasiBHUK. [MpOeKT nporpamHoro kogy Oyk-
BanbHO HaM roBOpuTb, W06 AobpaTncsa 4o OOBINbHOMO 3HAYEHHS, sike 36epiraeTbCs y Macusi,
HaM NOTPiIGHO NepenTn 3a agpecolo, OTPUMaT TaMm e OaHy agpecy i Togi M1 OTPUMAEMO
3HayeHHs [13 - 14].

IHTepdenc knacy opMyeTbCca po3pobneHMMn Hamm MeTodamu, siki 3B’A3yH0TbCA 3
BnacTtmBocTaAMU. Po3pobneHi Taki meToau:

- setMatrix — nepegaBaHHs MaTpuLi KoedilieHTiB y Knac;

- setVectorR — NepeaaBaHHsA BEKTOPA BiflbHUX YMEHIB Yy Krac;

- print — BUBEOEHHSA MaTpuLi Ta BEKTOPa Yy KOHCOMbHUIA 400aTOK;

- invertMatrix — 0B4YMcneHHs obepHeHOl MaTpuLi;

- solve — obuncneHHs kopeHis JICAP;

- showSolution — BUBELEHHS Y KOHCOMbHUI A04AaTOK BEKTOPA PO3B’s3KIB.

CTBOpEHUN iHTEpdENC KNacy Aae 3Mory 3axXMCTUTU MOro BNacTMBOCTI Big BMNAAKOBOIo
MoAniKyBaHHS abo 30BHILLHBOrO BTPYYaHHS.

3a cTtaHgapTaMmm nporpamyBaHHS 3a OMHAMIYHOK NaM'ATTIO MOTPIOHO CTEXUTU i
BYaACHO BUBISTbHATU, TOMY HaMW CTBOPEHO AECTPYKTOpP ~TDarray ().

Ckopue 6yno ckasaHo, WO po3Mip AMHAMIYHOro MacuBy 3MIHIOETLCA Nif Yac npose-
AEHHS MOTOYHOrO YNCITIOBOrO EKCNEPUMEHTY, arne Hige Lboro BHO BKa3aHoO He Oyno. 3miHu
PO3MipHOCTI MacuBiB BUPOBNAOTLCA 3@ HACTYMNMHUM anropuTMOM:

- HacTaHOBOK int n; orosowyemo nopagok JICAP;

- HaCTaHOBaMu
cout << "Enter the order of the system (n): ";
Ta

cin >> n;

BMBOAMMO NOTPiGHE MOBIAOMIIEHHS Y KOHCOMbHUM 0OA4ATOK Ta BBOAMMO 3HAYeHHS
nopsaaky JICAP;
- OronoLwyemMo ABOBUMIPHUIA Ta OAHOBUMIPHUIA MacuBW NOPSAKY n HacTaHOBaMM

double** matrix = new double* [n];

double* vectorR = new double[n];

i, BiANOBIAHO, iXHi po3MipHOCTI B6yayTb 3MmiHioBaTUCA 3a 3MmiHM npsaky JICAP npwm
NPOBEAEHHI MOTOYHOIO YNCNOBOrO EKCNEPUMEHTY.

3a cTtaHgapTamu nporpamyBaHHs, 3a AWMHAMIYHOK MaM'ATTIO MOTPIOHO CTEXUTM |
BYACHO BUBISNTbHATU, TOMY HaMW CTBOPEHO AECTPYKTOpP ~TDarray ().
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AK BUMCHOBOK 3ayBa)KMMO, WO MacuBWM € OAHIE 3 HanbBINbLl KOPUCHUX i LUMPOKO
BMKOPUCTOBYBaHUX CTPYKTYP AaHUX y NporpamyBaHHi. BoHn gatoTb 3amory 36epirati Benuiki
obcarn gaHux Ta WwWenako obpobnsaTr ix, a 3a BUKOPUCTaHHS Y Krnacax 3MiHIBaTK PO3MIPHICTb
AMHaMIYHNX MacuBIB NpU NpoBeAeHHI YUNCINOBUX EKCMEPUMEHTIB.
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MarepoBchbka TeTsiHa BanepiiBHa

OOUeHT Kadenpn iHopmauinHMX TexHonorin JIbBIBCbKOro [OepXXaBHOro YHIBEPCUTETY
BHYTPILLHIX cnpaB, kKaHaAnaaT gisnko-MaTeMaTUYHUX HayK, JOLUEHT

MenbHUK ApocnaB PycnaHoBuy4

KypcaHT ®akynbteTy Ne 2, rp. IT-116 JIbBIBCbKOro AEp>KaBHOMO YHIBEPCUTETY BHYTPILLIHIX
crnpas

3ACTOCYBAHHSA VR | AR TEXHOJNOIW B OCBITI | TPEHIHIAX:
CTBOPEHHA IMMEPCUBHUX HABYAJIIbHUX CEPEOOBULL ANA
NMPAKTUYHOIO HABYAHHA Y CNELUIANISBOBAHUX 3AKITAOAX BULLOI
OCBITU

AHoTauifa. [aHa cTtatra npucBsveHa [OOCHIOKEHHKO MOTeHuiany 3acToCyBaHHS
TexHornorin BiptyansHoi (VR) Ta gonoBHeHoi peanbHocTi (AR) B OCBITHbOMY Mnpoueci Ta
TPeHiHrax y cneuianiaoBaHMx 3akragax BULWOI OCBITM cuctemu MiHiCTepcTBa BHYTPILLHIX
cnpaB YkpaiHn. OcobnvBa yBara NpUAINSETbCA OMNUCY IHCTPYMEHTIB i nnatdopm ans
CTBOPEHHHA IMMEPCUBHUX HaBYarbHUX CepefoBUL, SiKi CNPUAITb PO3BUTKY MNPAKTUYHUX
HaBMYOK Ta MiABULLEHHIO MOTMBAUii 34006yBadviB BMLLOI OCBITM [0 HaBYaHHA, a TaKoOX
NPaKTUYHIA NigroToBLUi KypCaHTIB | CTYOAEHTIB OO BWUKOHAHHA NPOdECiHUX 3aBhaHb Y
pearibHUX yMOBax.

Y pocnigXeHHi po3rnsaHyTo MoxnuseocTi BukopuctaHHsa VR i AR ona mopentoBaHHs
Pi3HOMaHITHMX CLEeHapiiB, NOB’A3aHMX i3 3abe3nevyeHHAM rpoMagcbkoi 6e3nekun, KpumiHa-
NICTUKOIO, TAKTUYHOI NIArOTOBKOK Ta pearyBaHHAM Ha HaAs3BuM4YanHi cutyadil. [igkpecneHo
nepeBarn Unx TEXHOMONN Y MNOPIBHAHHI 3 TpaguUiiHUMKM MeTO4aMM HaBYaHHs, Ans 3abes-
neyeHHs1 6eanevyHoro cepegosuLLla Npu BignpauoBaHHI CKNagHUX cUTyaLin, po3BUTKY Npak-
TUYHUX HABUYOK i POPMYBaHHS CTIMKOCTI 0 CTPECOBUX YMOB.

CrtaTtTa Takox aHanidye BUKNNKK, NoB’s3aHi 3 BnpoBagxeHHsM VR/AR y HaByanbHui
npouec 3aknagie MBC, Bknwo4aroum TexHiYHi Ta piHaHCOBI OOMEXEHHS, a TakoX Heob-
XigHicTb aganTauii HaBYanbHUX nporpam. OKpecrneHo MeToAMuYHI MigxXxoauM OO0 CTBOPEHHS
IHTEpPaKTUBHUX HaBYarnbHUX CepeaoBULL, L0 BPaxoBYyOTb cneundiky niarotoBku axisuiB y
cneuianizoBaHux 3aknagax.

Y cTatTi npeactaBneHo pekoMeHgauil Wono iHTerpauil uMx TEXHOMOorin y cuctemy
ocBiT MBC Ta okpecrneHo nepcnekTnBm iX No4anbLUOro po3BuTKY.

KnrouyoBi cnoBa: BipTyanbHa peanbHiCTb, JONOBHEHA peanbHiCTb, OCBITA, HABYaHHS,
iHHOBALiI.

Y cy4vacHomy cBiTi TexHonorii BipTyansHoi (VR) Ta gonosHeHoi (AR) peanbHocTi cTa-
I0Tb BCe Oinblu 3Ha4yLwMmK, 30KpemMa y cdepi ocBiTU, A€ BOHM 3abe3nevyloTb YHiKanbHi
MOXINUBOCTI AONSA HaBYaHHA Ta TpeHyBaHb. Y cheuianidoBaHMX 3aknagax BuMLLOI OCBITU
cuctemmn MBC Ui TexHoONorii MOXyTb HabyTn 0CoBnMBOI BaXIMBOCTI, CNPUAYN edPeKTmB-
HOMY MPaKTUYHOMY HaBYaHHK MamnbyTHiX daxisuiB. TexHonoria VR 4o3BonUTbL CTBOPUTH
peaniCTUYHI CMMynAUii 4Na MOOENoBaHHA CKNagHUX onepaTuBHUX cuUTyaulin y 6esneyHomy
cepepoBuwi, Toai Sk AR iHTerpye B peanbHUM CBIT BidyarnbHi Ta 3BYKOBI €NeMeHTH, LUO
OOMOMOXYTb BinpaLBaT HAaBUYKN pearyBaHHs y pearnibHOMY Yaci. BukopucrtanHa VR Ta
AR moxe gonomortu 3gobyBadam BULLIOT OCBITU rNnOLLE 3p03yMiTM HaBYanbHU MaTepian,
PO3BMHYTM NPOECINHI KOMNETEHTHOCTI Ta NiAroTyBaTmucs Ao poboTM B yMOBaxX MigBULLIEHOI
CKNaaHOCTI.
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MepeBarn VR i AR TEXHONOriN B OCBITi YACNEHHI, 0COBMNBO Y KOHTEKCTI NPaAKTUYHOIO
HaBYaHHS B cneuianizoBaHnx 3aknagax Buwoi ocsitn cuctemmn MBC. [Mo-nepwe, ui
TEXHONOrIT CNpUsTb MIOBULLLEHHIO 3auikaBfeHOCTi Ta MOTMBAaUil KYpCaHTIB i CTyOEHTIB
3aBOSKM MOXIMBOCTI 3aHYpPEHHS y 3axonnunee iHTepakTMBHE HaB4arnbHe cepegoBuLle. Lle €
Ha43BUYaNHO BAXKNIMBUM AN Cy4aCHOro NOKOSIHHSA, sike 3BUKINO A0 iIHTepakTUBHUX hopMaris
cninkyBaHHs Ta posear. [lo-gpyre, VR i AR pos3BonstoTb rmublie 3po3ymiTu CKhagHi
KOHUenuii Ta asuwa, 3abesneyyoum MOXIMBICTb ANsA Bidyanidauil i HabyTTa npakTUYHOro
A0CBidy B yMOBaX, MakCMManbHO HabnmxeHux OO peanbHuX. Taki MeToau HaB4YaHHSA €
0COb6MMBO UiHHMMW ON9 ONaHyBaHHS HaBMYOK, HEOOXiAHWX Yy NPOMdECINHIN OisnNbHOCTI
CNiBPOBITHUKIB MPaBOOXOPOHHUX OpraHiB, Ta CNpUsOTb e(EKTUBHILLOMY 3aCBOEHHIO |
3anam’siToByBaHHIO HaB4yanbLHOro marepiany.

CTBOpPEHHS IMMEPCUBHUX OCBITHIX CEPEOOBULL, BUMArae OCBOEHHS Pi3HUX IHCTPYMEH-
TiB Ta nnaTdopm Ans po3pobku BipTyanbHOI Ta gonoBHeHo! peanbHocTi (VR Ta AR). Cepepg
TaknX IHCTPYMEHTIB MOXHa BUAINUTM NONynapHi irpoBi ABWXKKW, Taki Ak Unity ta Unreal
Engine, aki HagalTb BeSnMKi MOXIIMBOCTI ANl CTBOPEHHS iHTEPaKTUBHUX cueHapiiB Ta
BidyanbHUX eqdeKTiB.

Okpim TOro, icHytoTb crneuianidoBaHi oHnanH-nnartgopmu, Taki 9k CoSpaces Edu, wo
NPOMNOHYIOTb MPOCTI Ta AOCTYNHI IHCTPYMEHTN ANA CTBOPEHHS OCBITHIX nporpam y VR Ta AR.
Lli nnaTgopmm YyacTo BKNOYaKTb FOTOBI LWabnoHu, 6idniotekn moaenen Ta iHCTpyMeEHTH aAns
A0OaBaHHS IHTEPAKTUBHUX enemMeHTiB 6e3 HeobXigHOCTI rMnBoKMX 3HaHb y ranysi nporpa-
MYBaHHSI.

Ha npaktuui, CTBOpeHHA OCBITHIX gogaTtkie 3 BukopuctaHHaM VR Ta AR Moxe BKNio-
yaTn po3pobKy BipTyanbHUX nabopaTtopin Ans BignpauloBaHHSA HaBUYOK y cdepi npaso-
3aCTOCYBaHHS, IHTEPAKTUBHUX 3aHATb 3 BUKOPUCTAHHSAM LOMOBHEHOI peanbHOCTI Ans moge-
NIOBAHHA pearibHUX CUTyaLlin, a TakoX TPEHIHMB Ta CUMYISLIN, CIPSIMOBAHUX Ha MigroTOBKY
A0 BMKOHAHHA NpodecinHnx o6oB’A3KiB.

[MepcnekTnBn poO3BUTKY Ta ManOYTHE 3aCTOCyBaHHS BipTyanbHOI Ta [LOMOBHEHOI
peanbHocTi (VR Ta AR) B OCBITi 3anexaTb Big NOTOYHMUX TEHAEHLiN Ta iIHHOBALN Y Ui ranyai.
AHani3 icHy4YMX TpeHaiB O3BONAE NPUMYCTUTU, SK Lii TEXHOIOTiT BUKOPUCTOBYBaTUMYTbLCA Y
ManbyTHbOMY.

Ha cborogHilwHin AeHb CnocTepiraeTbCs NOCTiMHE 3pocTaHHs iHTepecy Ao VR Ta AR B
ocsiTi. LlopoKy 3'aBnsTbCA HOBI OCBITHI nporpamu, nnatgopMn Ta iHCTPYMEHTH, WO
PO3LUMPIOKTb MOXITMBOCTI BUKOPUCTAHHS LIMX TEXHONOTIiN Y HaBYanbHOMY npoueci. Po3aBuTtok
XMapHUX TEXHOSOFN i Cy4aCHUX MepeXeBUX pilleHb 3HAYHO PO3LUMPKOE OOCTYN A0 BipTYy-
anbHUX | JONOBHEHUX HaBYanbHUX PeCcypciB, LLO BiAKPMBAE HOBI MOXINUBOCTI OS5 NiArOTOBKM
BMCOKOKBanicikoBaHnx gpaxiBuiB y ranysi npaBonopsaky tTa 6eaneku.

OanH 3 NepcnekTMBHUX LWNAXIB po3BUTKY BUkopucTaHHsA VR Ta AR B OCBITi nondrae B
iHamBigyanisauii HaB4YaHHA. Lli TexHonorii gatTb 3MOry CTBOptOBaTU aganTUBHI HaBYaslbHI
cepeaoBMLa, SIKi BpaxoBYKTb YHiKanbHi noTpebu, 34ibHOCTI Ta 0COBNMBOCTI KOXHOMO
3gobyBaya BWLLIOI OCBITU. BuKOpuUCTaHHS OOMOBHEHOI peanbHOCTI ANA HanawTyBaHHS
npouecy HaB4yaHHSA BIQMOBIAHO A0 iHAMBIQyanbHUX ynogobaHb Ta CTUMK0 HaBYaHHSA, €
KNOYOBMM acrekToM LbOoro nigxony, WO Cnpusie NiaABULLEHHIO e(EeKTUBHOCTI NiAroTOBKU
ManbyTHIX daxiBLiB.

[HWKM BaXNUBUM HanpssiMOM po3BUTKY € iHTerpauia VR 1a AR y doopmarnbHy ocBiTy.
MoXnMBICTb BUKOPUCTaAHHA UMX TEXHOSOrN Yy HaBYanbHWUX 3aknagax Ta B pamkax
CTaHZapTHMUX OCBITHIX NporpamM MOXe 3Ha4YHO MNOCUITUTWU 1X BMSIMB HA HaBYaHHSA. TakoXx
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OYiKyeTbCs 36iNbLUEHHS KINbKOCTI AOCMiAKEHb, NPUCBAYEHNX e(PEKTUBHOCTI 3aCTOCYBaHHSA
VR Ta AR B OCBITI, LLIO AONOMOXeE KpaLle 3p03yMiTh, SKUM YMHOM Lii TEXHOMOrII BNSIMBAOTb Ha
HaBYanbHWUI NpoLec Ta pe3ynbTaTh HaBYaHHS.

BnpoBagkeHHa VR/AR y HaByanbHui npouec 3aknagis MBC BigkpuBae 3HauHi
nepcnekTuBKn, o4HaK Lien Npouec TakoX CYNPOBOAKYETLCS HU3KOK BUKITUKIB.

TexHiyHi Buknukn VR/AR BKntoyatoTb HEOOXIOHICTE Y BUCOKONPOAYKTMBHOMY obnaj-
HaHHI Ta iIHPPACTPYKTYPI, O YacTO BiACYTHI Y HaBYanbHMX 3aknagax i noTpedytoTb 3HAYHMX
pecypciB Ansa BnpoBampkeHHNA. Take obnagHaHHA BUMarae perynspHoro TexHiyHoro obcny-
rOBYyBaHHS!, OHOBJIEHHS NPOrpaMHOro 3abeanevyeHHsa Ta peMOHTY, Wo notpebye kBanigiko-
BaHWX cneuianicTiB. KpiM TOro, WBMAKNA PO3BUTOK TEXHOSIOTNN NPU3BOAUTL 40 3acTapiBaHHS
obrnagHaHHs Ta nporpam, 3MyLLYy4M iHBECTyBaTU B iX MOAepHi3aLito.

@iHaHCOBI BUKMNUKM MOB’A3aHi i3 BMCOKOK BapTICTIO BMPOBAKEHHS, sika BKIIOYae
3akyniBnio obnagHaHHs, po3pobKy nporpamMHOro 3abesnedeHHs, aganTtauilo NpUMILLEHD i
HaBYaHHS MepcoHany, Wo MoXxe nepeBullyBaty BHOLKETHI MOXIMBOCTI 3aknafiB OCBITW.
Okpim Toro, HeobGXxigHi 4OAATKOBI BUTpPaTK Ha NIATPUMKY Npaue3naTHOCTI TEXHONMOTIN | OHOB-
NEHHS MNiLeHsin nporpamHoro 3abe3neyeHHs.

BukopuctanHa VR/AR y HaB4anbHOMY MpoLECi NOB'AA3aHE i 3 KilbkOMa METOAUNYHUMM
BUKNMKaMK: HEOBXIQHICTIO aganTauil TpaauuiHMX HaBYanbHUX Nporpam LUMASXOM iHTerpauil
Cy4acHMX TEXHOSMOTrIN, Wo noTpebye cniBnpauto HayKoBO-NeaaroriyHoro cknagy Ta TeXHIYHUX
cneuianicTis; NiAroTOBKOK BMKNadayiB, siki MaloTb OnaHyBaTu HOBI HaBMYkM poboTtun 3 VR/AR
Yyepes creuianbHi TPEHIHIM; a TaKoX CTBOPEHHSAM SKICHOMO HaB4anbHOIo KOHTEHTY, po3pobka
SIKOro BMMarae 3Ha4YHMX pecypciB Yacy i piHaHciB.

Takox BukopuctaHHa VR/AR y HaB4anbHOMY nNpoueci CynpoOBOMAXKYETbCA HU3KOH
opraHisauiiHUX BUKINUKIB, cepen SKMX CKeNTUYHE CIPUNHATTA HOBMX TEXHOSOrIN Yepes cTpax
3MiH abo HegocTaTHO OBGi3HaAHICTb MPO iX nepesBaru, 3HaYHW Yac, HeobXigHUM Ans iX
iHTerpauii Ta aganTauii 4O HaB4YanNbHOro MPoLEecy, a TakoX Npobremn AOCTYNHOCTI Ans
OKpemMux OcCib i3 MeEOUYHMMW NPOTUMNOKA3AHHAMMW, TAKUMU SK KIHETO3 UM NOPYLUEHHS 30pY.

[Ansa nogonaHHa UMX BUKITMKIB BaXXNMBO 3anyyaTtu iHaHCOBY NIATPUMKY 4Yepes
OepXXaBHi KOWTW, FPaHTM 4YM napTHepCbKi nporpamun ans npuabaHHs obnagHaHHa Ta
CTBOPEHHSA KOHTEHTY. [1o4aTKOBO MOXHA 3anyckaTu NifIOTHI NPOEKTU, 30KpemMa ekcrepuMeH-
TanbHi Kypcu, Wob ouiHNTK edPeKTUBHICTb TEXHONOTIN. Takox HeobxigHa MmixxancumnniHapHa
cniBnpaus cneuianicTiB i3 TEXHOMOrIN, OCBITU Ta NCUXONOrii ANA po3pobkn 36anaHcoBaHUX
HaBYasnbHUX Nporpam. BaxnvMeum € HaBYaHHA NepcoHany vyepes3 TPEeHiHrn Ta cemiHapu, a
TakoX aganTauis HaBYanbHUX NNaHiB And Toro, wobd VR/AR gonosHoBanu, a He 3aMmiHoBanu
TpaguuinHi METOAN HaBYaHHS.

OTxe, 3acTOCyBaHHSA TEXHOMOrIN BipTyanbHOI Ta AONOBHEHOI peanbHOCTI B OCBITI Ta
TPEHiHrax BigKpUBaE 3HA4YHI MOXMMBOCTI N MOKPALLEHHS NPakTUYHOro HaBYaHHA y cre-
LianisoBaHux 3aknagax suwoi ocsitv cuctemu MBC. MNonpu HasBHI ycnixy y BNpoBagKEHHI
VR i AR y HaB4anbHUW npouec, 3anuuarTbCs LUMPOKI NepcnekTMBuM Ans noganbLlunx
A0CNiopKeHb Ta CTBOPEHHA HOBMX METOAIB i 3aC06iB. PO3BUTOK LiX TEXHOMOTIN MOXe CpUATU
GinbLL iIHTEHCMBHOMY BMKOPWUCTaHHIO Yy MiAroToBUi ManbyTHiX ¢paxiBuiB, WO 30aTHE Kapau-
HanbHO 3MIHMUTY NiAXig A0 HaBYaHHSA | NPOdECINHOrO TPEHYBaHHSA Yy chepi NPaBOOXOPOHHOI
DiSANbHOCTI.

INiTepaTypa
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MAH>XAW Onekcanap BonogummupoBsuy,

3aBigyBad kadpegpu npotuail kibepanoumHHocTi HHI Ne 4 XapkiBCbKOro HauioHasibHOro
YHIBEPCUTETY BHYTPILLUHIX CNpaB, KaHaMAAT pUaANYHUX HayK, Npodecop.

NOPIBHANBHUA AHATI3 METOOONOII SOCTA 2021 TA SOCTA 2025

European Union Serious and Organised Crime Threat Assessment (EU SOCTA) — ue
OOKYMEHT, B SIKOMY BW3HA4YeHO MOTOYMHUM CTaH Ta TeHAeHUil PO3BWUTKY OpraHi3oBaHoI
3no4ymHHoCTI B €C. BiH cknagaeTbecsi 3 BUKOPUCTAHHAM BignoBigHOI MEeTOL4ONOTIl.

Ha TenepiwHin yac 3actocosyeTtbca metogonoria SOCTA 2021 poky [1], BogHo4ac 3
BepesHa 2025 poky noyHe giatn SOCTA 2025 [2], sika cTaHe Bxe YeTBepTol iTepauieto Liboro
BaxxnmBoro AokymeHty. Ak i y SOCTA 2021 koHuentyansHa mogens SOCTA 2025 nobya-
OBaHa Ha OCHOBI YOTUPLOX OKPEMUX aCMneKTiB:

- okyc;

- IHCTPYMEHTH (IHOMKATOPW/MOKA3HUKN);
— aHani3 Ta BU3Ha4YeHHS NpPiopuUTETIB;

- pes3ynbTar.

PoKyc
SOCTA 2025 oxonntoe Taki OCHOBHI HAanNpAMKW:

- 3M104MHHI cyb’exTH;

- chepun cepro3Hoi Ta opraHi3oBaHOl 3fI04MHHOCTI;

- IHOPACTPYKTYPY 3NOYNHHOCTI;

— reorpaciyHi acnekTu;

- PYLUINHI CUNK ONs CepMO3HOT Ta OpraHi3oBaHOI 3NT0MMHHOCTI;
— BMSIMB CEPMO3HUX 3II0HMMHIB Ta OpraHi3oBaHOI 3fI04MHHOCTI.

Ha BigmiHy Big SOCTA 2021 y SOCTA 2025 Biginwnun Big 3aCTOCyBaHHA TEPMIHY
OpraHi3oBaHi 3MOYMHHI yrpynoBaHHs (organised crime group), BBiBWM 6inbl LWKPOKe
MOHATTA 3NOYUHHI Mepexi (criminal networks).

[MOHATTS «3MOYMHHA Mepexa» € LWUPLWUM TePMIHOM, HiXX OopraHi3oBaHe 3r04YuMHHE
yrpynoBaHHs, Ta Bigobpaxkae npupoay Cy4acHOro 3rf0YMHHOIO cepeaoBuLa, sike € BinbLu
CKnagHuM i BKMovae B cebe TakoxX 3M0YUHHI 06’eqHaHHSA, sSKi BEpTUKANbHO Ta iepapXxivyHO
MEHLL iHTerpoBaHi. 3N0YNHHI MepeXxi BKNoYatoTb FPynu Ta okpeMunx ocio, siki B3BaeMogitoTh 3
OpraHi3oBaHNMMK 3MTOYNHHUMW YTPYNOBAHHSAMW.

3NOUYMHHI Cy6’eKTU OXONIOKOTh:
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- 3MNOYMHHI MepeXxi;
- OpraHi3oBaHi 31T04NHHI YrpyrnoBaHHSA
- poni y KpUMiHanbHin QissnbHOCTI.

Cdrepun cepno3Hoi Ta opraHi3oBaHOI 3NOYMHHOCTI 5K i Yy nonepeaHin MeToaonorii
SOCTA 2021 xapakTepu3yrTbCs MONMTOM Ta NPOMNO3ULLED Ha HeneranbHi ToBapu Ta/abo
nocnyrn. BogHoyac y SOCTA 2025 ©yno npmubpaHo 3ragyeBaHHs npo Te, wo SOCTA
OXOrIE BCi cdhepn 3MOYMHHOI AiANbHOCTI B paMkax mMaHaarty €Bporony, Ta nos’dA3aHi
KPUMiHanNbHi 3Mo4nMHN, SIK 3a3HadeHo B PernameHti €C wopno €sponony. Takum 4mHOM,
chepwm cepiro3HOl Ta OpraHisoBaHOiI 3NOYNHHOCTI CTanu TpakTyBaTUCS BiNnbLU LLMPOKO.

IHcbpacTpyKTypa 3NOYMHHOCTI — Le 3acobu, Wo CnpusaioTb BUYMHEHHIO 3M104YMHIB;
eneMeHTU, L0 BUKOPUCTOBYIOTLCS SIK YaCTUHA KpUMIHanbHOI AisnbHOCTI abo cnocoby ain, ki
pobNATb 3MOYMH MOXNUBMM abo NoMerwyTb MOr0 BUYMHEHHS, @ TaKOX 3axoawu, Lo
BXMBAKOTbCA ANS YHUKHEHHA nepecnigyBaHHsA. Tak camo sik i y SOCTA 2021 ctocoBHO
iHPaCTPYKTYPU 3NOYUHHOCTI 3a3HA4Ya€eTbCs, WO Lue MOXYTb ByTn aii, siki cami no cobi €
KpUMiHanNbHUMK i 4il, siki cami No cobi € 3aKOHHUMU, ane BUKOPUCTOBYIOTLCS AS151 BUMHEHHS
3MNOYMHIB.

MeorpadivyHi acnekTn xapakTepusyTbCs TUM, LLO Nif Yac aHanidy rofioBHa yeara
NPUAINAETLCA KNIOYOBMM MICLSIM Y MeXax Ta 3a Mexamn €C, aki NoB’si3aHi 3 CEpMO3HOI Ta
OpraHi3oBaHO0 3MOYNHHICTIO. Y Mexax Lboro Hanpamky y SOCTA 2025 6yno npegcraBneHo
oKpeMuin nepernik inguMkaTopis, SKi NOTPebyTb BUMIPIOBaHHS.

PywinHi cunu Ana cepmMo3HOi Ta opraHi3aoBaHOI 3NTIOYMHHOCTI XapakTepusyTbCs
3MiHaMW B MakpocepeoBuLLi, AKi MOXyTb MPU3BECTU [0 MNOSIBU BPasnuBMX Micub Ta
MOXINUBOCTEN AN opraHizoBaHoi 3no4mHHOCTI. Y SOCTA 2025 3a3Ha4vaeTbCs, WO po3ay-
MIHHS 3MiH Y MakpocepeoBULLi | TOro, Ik BOHW BNSIMBAKOTb HA OPraHi3oBaHy 3M0OYUHHICTb, €
BaXXSTMBMM He TiflbKM ANSA OUiHKM MOTOYHMX 3arpos, ane n Anst ManbyTHbOI 3arposun.

BuBYeHHA BNNMBY CepUO3HMUX 3/I0MUHIB Ta OpraHizoBaHoI 3TIOYMHHOCTI JonoMa-
rae OuiHUTW BIQMOBIAHI PU3MKK, BUXOASYM 3 XapakTepy BNnvBYy, Moro obcsary, 4actotu Ta
CEepUO3HOCTI.

IHcTpyMeHTHM (iHankaTopu) SOCTA

3rigHo 3 nonoxeHHaMn SOCTA 2025 iHankaTopy BUKOPUCTOBYHOTBLCA K IHCTPYMEHTU
ans 36opy, aHanisy Ta BM3HAYeHHsI NPiOpUTETHOCTI iHpopmauii. Ana Ttoro, wob ouiHuTK
3arpo3n Cepro3HOI Ta OpraHi30BaHOI 3MOYMHHOCTI BUKOPUCTOBYKOTLCA Habopu iHgukaTopi,
AKi BU3Ha4aloTbCA paHiwe 3asHadveHuMmn Hanpsmamm SOCTA. Ak i y SOCTA 2021 iHawn-
KaTopu noainatTbeca Ha ABa suan: onncosi (D/escripive/) Ta 3arpoa (T/hreat/).

Onwucosi iHankaTopu (D) BUKOPUCTOBYOTLCS A515 aHanidy Ta onucy 3arpo3un. Y SOCTA
2021 3a3Havanocs, Lo OrnuCcoBi IHONKATOPWU BUKOPUCTOBYHKOTLCS BUKIKOYHO ONs aHanisy
NOTOYHMX 3arpo3. [HankaTopu 3arpo3m (T) BUKOPUCTOBYOTLCA AN OLiHKM MOTOYHOI 3arpo3u
Ha OCHOBI LUKann 3arpo3un (BMcoka, cepeHsl, HM3bka, HynboBa, He 3acTocoByeThbCs / high,
medium, low, nil, not applicable).

MopiBHAHO 3 SOCTA 2021 y SOCTA 2025 6yno 3miHeHO Bary oKpemux iHanKaTopi..
MeToau HakonNMYeHHA AaHUX
Y SOCTA 2025 BuaineHo Tpu piBHI HAKOMUYEHHS OaHUX:

- HaHi, saki nepebysBatoTb B €BpONoni.
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- 30BHIWHI AaHi Big KpaiH-yneHiB €C, TpeTix KpaiH Ta iHWWX BiANOBIOHMX NapTHepiB
(3rigHO 3 nonoxeHHaMn SOCTA 2025 BOHM MatOTb Y3roaXyBaTUCA i3 HAKOMUYEHHSIM
AaHnX | pesynbTatamu kapTorpadyBaHHs 3rIO4NHHNX Mepex B €C).

- IHpopmauia 3 BiOKPUTUX [Kepen, WO BUKOPUCTOBYETLCH SK OOAATKOBE [LXeperno
OaHnX.

AHani3 Ta BU3Ha4YeHHs npiopuTteTiB

MeToto aHani3y € po3pobka HanbinbLl TOYHUX Ta OBI'PYHTOBAHUX BUCHOBKIB HA OCHOBI
OTPUMaHOI iHhopMaLii, 3 METOK BUSABMNEHHA KMHOYOBUX 3arpo3 Ta HagaHHA 0GrpyHTOBaHMX
pekomMeHaauin Wwoao BM3HaYeHHs npioputeTis. KroyoBsi 3arpo3n — ue 3arposu, siki MatTb
HaWBULLMA PEUTUHT HA OCHOBI Y3ro)KEHOro MexaHiamy BU3Ha4YeHHSA NpiopuTeTIB.

BuaHaueHHs npiopuTeTiB BigbyBaeTbCca y Tpu eTanu:

1) oUiHIOETLCA NOTOYHA 3arpo3a (Ha OCHOBI iHAMKaTOpIB 3arpo3 T, 3rMOYNHHUX CyD’ek-
TiB, IHPACTPYKTYPU 3NOYNHHOCTI, reorpadivyHOro BUMIpYy);

2) OLHIETBCS BNNB CEPNO3HOT Ta OPraHi3oBaHOi 3N104YMHHOCTI;

3) OUiHIETBCA ManbyTHS 3arpo3a (ManbyTHIN PO3BUTOK HA OCHOBI OYiKyBaHUX 3MiH Y
HaBKOMULIHbOMY CepefoBuLL).

OuiHKKM 32 UMK TpbOMa KPUTEPISIMU B CYKYNHOCTI A4atoTb 3aranbHUM 6an ans KoxHol
ccbepu opraHi3oBaHOI 3MOYNHHOT AisinbHOCTi. Cchepn 3 HamBUMWMMKM CymapHUMK Banamm
BU3HAYalOTbCA HAK KIIOYOBI 3arpo3n. |HOMKaATOpWM 3arpo3 3BaXyrTbCA BignoBigHO [0
3asganerigb y3rogKeHux BaroBux KoeqilieHTiB.

BaxnmBo po3pisHATK WKany i Bary iHgukaTopis 3arpod. Bara iHankaTopa 3arposu — ue
NPUCBOEHE 3HAYEHHHA HA OCHOBI Y3roKeHOI MOPIBHAMNBHOI 3HAYyWOCTi iHauKaTopa. Baru
iHOMKaTopiB BKasaHi y goaatky A.

XapaKTepucTMkM HanbinbLL 3arpo3nmMBMX 3NOYNHHUX CYD’eEKTIB, iIHPACTPYKTYpuU 3n0-
YMHHOCTI Ta reorpadiyHoro BuMipy maroTb 6yTn Ginbll rMMboOKo NpoaHarnizoBaHi Ha OCHOBI
onucosux iHaukaTtopis D Ta iHaukaTopis 3arpo3 T.

PesynbTatun

Ha nigctasi SOCTA Bu3Ha4aoTbCA NPiopUTETN NPOTUAIT CEPMO3HIN Ta OpraHi3oBaHin
3no4mHHOCTI B €C Ha Hanbnmxui YoTnpm pokn. PekomeHgauii woao BM3HauYeHHs NpiopuTeTiB
MaloTb Oyt O6rpyHTOBaHMMM 3 OMWCOM BIAMOBIAHWMX MPUYKUH. 3a3Ha4YalTbCA TaKOoX
nporanuHu y posBsigyBanbHuX BigomocTsx. [lig 4ac onucy npioputeTiB ocobnvea yeara
NPUAINSAETbCS 3MOYUHHUM cyB’ekTaMm, iHPPACTPYKTYpi 3MOYMHHOCTI Ta reorpadivyHomy
BUMIpY. POKyCyBaHHS He TiNbKM Ha 3MOYMHHUX CyB’ekTax Ta reorpadiyHoMy BUMIpi, ane n Ha
iHpacTpykTypi 3rnounHHocTi € HoBenoto SOCTA 2025 y nopiHsiHHI 3 SOCTA 2021.

MeTtogonorias SOCTA 2025 rpyHTYyeTbCS Ha nonepeaHix MeTofonorisax, npote mae
XapakTepHi BigMiHHI pucu, ski MatoTb ByTK BpaxoBaHi Nig Yac cknagaHHs HauioHanbHUX
mogenen SOCTA.

BucHoBku. [lig 4Yac cknagaHHs HauioHanbHoi mogeni SOCTA pekomeHayeTbcsA
BpaxyBaTu:

1. 3MiHy TepMiHOMOrYHOro anapaTy, 30Kpema B YaCTUHI 3aCTOCYyBaHHSA BinbLU LUIMPOKOro
TEPMIiHY «3JTOMUHHI MepeXi» 3aMiCTb «OpraHi3oBaHUX 3NOYNHHUX YIPYyNOBaHbY.
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2. HeobxigHiCTb OUiHIOBaHHA NOTOYHMX 3arpo3 Ha OCHOBI YCix iHankaTopis 3arpo3 T. Kpim
TOro, NOTPiIGHO BpaxyBaTu, WO OMUCOBI IHOUKATOPU MOXYTb 3aCTOCOBYBaTUCb He
TiINIbKW OANS aHanisy noToYHUX 3arpoas.

3. 3MiHy OkpeMux iHOuKaTopiB Ta ix Barn gns ouiHkn 3arpos. Cepepg iHworo B SOCTA
YkpaiHa 6ynu gogaHi HOBIi, ane 3anuiieHi cTtapi iHauKaTtopu, ski 6ynn BUKIOYEHi 3
SOCTA 2025. Tak camo Barun okpemunx iHgukatopie B SOCTA YkpaiHa He Bignosiga-
t0Tb OHOBINeHin Basi iHankaTopis y SOCTA 2025.

4, B opwurinanbHin metogonorii SOCTA 2025 BigcyTHi iHAMKATOPKW, AKi NO3Ha4YaoTbCsA SK
D/T, saki sugineni B SOCTA YkpaiHa.
5. MoxxnmBicTb 3MiHM NONPaBOYHNX KoedilieHTiB Ansa BignosiaHux iHamkatopie B SOCTA

YKpaiHa LWAsXoM 3aMiHM 3Ha4YeHb MOKa3HMKIB OLIHOYHOT LWKanu Ha cTtauioHapHi Benu-
YMHK 3aMicCTb iHTepBanbHUX No aHanorieto 3 metogosorieto SLEIPNIR. Lle go3sonutb
YHUKHYTW HEOAHO3HaYHNX OLLIHOK 3 BOKY BUKOHABLIB Ta 4O3BONUTL 3aCTOCYBaTU BiNnbLu
CMpOLLEHNI yHiBepcanbHUM Nigxig 4o po3paxyHKy NOKa3HUKIB.

6. MoxnmBiCTb KONbOPOBMX NO3HAaYeHb iHAUKATOPIB BigNOBIAHOI Barn Ansa Bidyanisauil
OTpMMaHUX pe3yrbTaTiB, a TakoX MporpamyBaHHS BiAMNOBIAHWX aBTOMaTU30BaHUX
pilLEHb.

7. MoXnmBIiCTb pO3paxyHKy IHTerpanbHOro MokasHWKa OUIHKW nig Yac dopMyBaHHSA

SOCTA YkpaiHa.
Nitepatypa

1. EU Serious and Organised Crime Threat Assessment (SOCTA) 2021. European Union
Agency for Law Enforcement Cooperation, 2021. URL: https://www.euro-

pol.europa.eu/cms/sites/default/files/documents/socta2021_1.pdf (mata 3BepHeHHS:
29.08.2024).

2. European Union Serious and Organised Crime Threat Assessment (EU SOCTA) 2025 —
Revised methodology, 14642/23 REV 2, 21 November 2023. URL: https://data.consi-

lium.europa.eu/doc/document/ST-14642-2023-REV-2/en/pdf (naTa 3BEPHEHHS:
10.11.2024).

MaHiBcbka Conomis-IBaHHa MukonaiBHa

CTtapwwnin iHCneKTop Bigainy aHaniTM4HOI poboTK ynpaeBniHHA KpuMiHaneHoro aHaniszy MNYHrl
y JIbBiBCbKi 0GnacTi

BUKOPUCTAHHA MOXNUBOCTEN KPUMIHATIBHOIO AHANI3Y Nig
YAC OMNEPATUBHOIO NMPOBAAXEHHA TA AOCYAOBOIO
PO3CIIAYBAHHA

3HayHa yBara A0 KpUMMIHaNbHOro aHarsi3dy € Kr4OBOK Yy Cy4YacHii MpaBOOXOPOHHIN
OISNbHOCTI, Tak $K, BiH BU3Ha4ae cTpaTerito Ta TakTuky 60poTbbu 3 3mnoumHHicTio. Cnig
3ayBaXuTu, LLO KPUMIHANbHUIA aHania — ue crneundivyHnn Bua iHpopmauinHo-aHaniTMYHOT
[isSiNbHOCTI, CNPSIMOBaHM Ha BCTAHOBIEHHA Ta nepeabayeHHs B3aEMO3B’SI3KIiB MiXK JaHUMU
NPO 3MOYMHHY AiSMbHICTE Ta IHWUMW JaHUMW, MOTEHUINHO 3 HUMMKM MNOB'A3aHUMM, 1X
OLiHIOBaHHSA, iHTepnpeTauist Ta NPOrHO3yBaHHA PO3BUTKY OOCIILKYBaHUX NOAIM 3 METOK X
BMKOPUCTaHHSA NiJ Yac AOCYAO0BOro po3cnigyBaHHS Ta 34iIMCHEHHS onepaTUBHO-PO3LLYKOBOI
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[OiSNbHOCTI, @ TakoX Ans po3pobMeHHA TakKTUYHUX | CTpaTeridHMX 3axodiB i3 npoTuaii
3no4umHHocTi [1, ¢. 16-17].

Y npoueci KpMMiHaNbHOro aHanisy 34iNCHIETBCA CUCTEMATUYHE BUBYEHHA JaHUX MPO
3I104MH, 30KpeMa iHopMaLis NPo 3M0YUHLIB, TXHI METOAM Ta 3HapSAOsA 3MOYMHY, a TaKoX
KOHTEKCT BUMHEHHS 3MTI0OYUHY, BKINOYalo4um Yac i micue. Llen aHanis mae He nuwle onvcosui, a
N aHaniTMYHUA XapakTep, CNpsSMOBaHUW Ha BUSBNIEHHS 3aKOHOMIPHOCTEW i TpeHAdiB Yy
3MNOYUHHOCTI [2].

Pesynbtatom KpuMiHanbHOro aHanizy € po3pobka rinote3 Ta BWUCHOBKIB LWOAO
MUHYIUX, TENEPILWHIX i ManbyTHIX NpOTUNPaBHUX i, CTPYKTYpU Ta cdepu LianbHOCTI 3n0-
YMHHUX rpyn. La iHdopmauis Hagae nigctaBu Ans NpoBedeHHS ornepaTUBHO-PO3LLYKOBUX
3axogiB Ta cnigyux gin. CyyacHi TexHonorii, 3oKpema nporpamMHi 3acobu aHanisy gaHux,
pobnsATb Npouec KpUMiHaNbLHOro aHanisy 6inbw ePekTMBHMM i WBNAKMM. 30KpeMa, iHCTPY-
MeHTH, Taki gk IBM i2 Ta Power Bl, HagatoTe MOXNKMBOCTI ANs Bidyanisauil JaHuX, WO Cnpusie
3POCTaHHIO NPOAYKTUBHOCTI Ta 3MEHLLEHHIO Yacy, HeobxiaHoro anst 06pobkn iHdopmauii [3].

LLinpoknin cnekTp NuTaHb, NOB’A3aHUX i3 MPABOBMMW acrneKkTamu BUKOPUCTAHHA MEeTo-
AiB KpUMiHanNbLHOro aHanisy nif Yyac onepaTuUBHOrO NPOBa)XEHHS Ta JOCYAOBOro poscniay-
BaHHSA, AocnigxXyBanu 3HaHi B4eHi, 3okpema: O. KO. bycon, O. M. Ixyxa, O. M. 3aeupb, O. B.
KanunHoscbkmn, C. M. KHsazes, O. €. KopuctiH, O. B. KopHenko, M. B. KysHeuos, B. A.
Hekpacos, [1. V. Hukudopuyk, O. 0. Opnos, O. B. TuxoHosa, O. M. Llinbmak, C. C.
UepHaBcbkun, B. |. LLIKONbHIKOB Ta iH.

3aranbHa MeTa KpUMiHanbHOro aHanidy nonsirae y HanpawtoBaHHi HOBUX HanpsiMis B
ornepaTuUBHO-PO3LLYKOBIN AiSNbHOCTI Ta 4OCYA0BOMY pO3ChigyBaHHI KpUMiHanNbHUX npoBag-
XeHb; AN OTPUMaHHS AeTanbHOro aHamniTM4YHOro NPOAyKTy Woao o6’eKTiB KpUMIHANBLHOro
aHanidy; SKICHOro nsiaHyBaHHA OKpeMUX OrnepaTMBHO-PO3LUYKOBUX 3axo4iB Ta Cchigymx
(rmacHux Ta HernacHux) Ain; aHaniTM4HOro CynpOBOKEHHA OnepaTuBHO-PO3LLYKOBOI
OISNbHOCTI Ta 0OCYO0BOro po3chnigyBaHHSA; aHanidy ctaHy Ta e®eKTUMBHOCTI 4OCYyO0BOro
pO3CrigyBaHHS, OMepaTUBHO-PO3LLYKOBOI Ta MNPEBEHTUBHOI AOiANbHOCTI Yy npoTtuail
3M104YMHHOCTI; 06pobreHHs BeNNKOro obcesry iHgopmau,ii, WO YHEMOXITMBIIOE BiACTEXEHHS
Ta NoB’A3yBaHHA (hakTiB ©e3 3aCcTOCyBaHHA crneuianbHUX aHaniTUMHUX MeToais; aHanisy
CKNagHoI i posranyXeHoi CTPYKTypu 3B’A3KiB 06’€KTiB onepaTnBHO-PO3LLYKOBOI cnpasu abo
KPUMIHANbHOrO MNPOBAKEHHS; BUSIBNIEHHS PU3WKIB, TEHAEHLiA ManbyTHbOro pPO3BUTKY
3M0YMHHOCTI Ta, Yy noaanblwomy, i 3anobiraHHsa; BupiweHHs Oinbw  MacwTabHuX
AOBrocTPOKOBUX NMpobnem i uinen, ans BUABMNEHHA KPYMNHUX doiryp 3MOYMHHOMO CBITY abo
CUHOMKaTIB, MPOrHO3yBaHHA 3POCTAHHA BWUAIB 3MOYUHHOI AiSSIbHOCTI | BCTAHOBMEHHS
npiopuTeTIB AiANbHOCTI NPaABOOXOPOHHUX OpraHiB; aHanidy iHopmadii, cnpsMoBaHOI Ha
BUABJSIEHHA TEHAEHLiN, 3aKOHOMIPHOCTEN, MPOrHO3YBaHHS PO3BUTKY 3a BESTMKMIN Nepios Yacy.

CyvacHi iHtbopmaUinHi TEXHOMOrIT BpaXkatoTb CBOTMU MOXINBOCTAMM Ta JO3BOSISOTD,
AK NOMINWNTUN XUTTS 3BUYANHUX MEPECIYHUX rPOMaasiH, TaK i CNpuaTn edpekTUBHIA pobOoTI
npauiBHMKiB HauioHanbHOI noniuii. Agxe 3a OONOMOroK CyyYaCHUX TeXHOMOorin oBpobku
iHpopMauil Ta HOBITHIX TEXHIK MOXIMBO BMKOHATW MOCTaBfEHi 3aBOaHHS 3 NerkictTio Ta
LWBUAKICTIO.

Cnig 3ayBaxuTu, LLIO B YMOBaAX CbOrogeHHs Nigpo3ainv KpuMiHanbHOro aHaniay WoaHs
Ha NpoecinHOMY pPiBHI KOPUCTYOTLCS CUCTEMaMM BiOEOCMNOCTEPEXEHHA Ta aHanisylTb
COTHI TepabanT BigeomaTepianis, WO € HEBIA'EMHOK CKNagoBoK poboTu aHaniTUKa.

KpuMiHanbHi aHaniTUK1M po3KpUn BeCb HaKOMMYeHUr noTeHuian nigpo3ginis Kpumi-
HaNbHOro aHarni3y y CeKkTopi BigeoaHaniTukn came 3 NnoBHOMacLUTabHUM BTOPrHEHHAM — a Le
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aHarni3 Benuknx MacuBiB Bileo, reornpoCTOPOBMM aHani3, aHania mMapLipyTiB pyxy, y TOMy
Yuncni BINCbKOBOI TEXHIKM BOpOra, po3ri3HaHHSA BOEHHMX 310MMHLIB, MapoaepiB, HE3aKOHHOIo
obiry 36poi, BMKpaAEeHHS NOAEN, AMBEPCAHTIB, MOKPALLEHHSA BigeomaTepianis, MOLWYK Ta
BCTAHOBIEHHA [iTel, SKMX HEe3aKOHHO JenopTyBanu 3 YKpalHW Ha TepuTopilo KpaiHu
arpecopa, CnpocTyBaHHA gesiHopmadii, wo HabyBana CycnifibHOro pe3oHaHcy Ta cigna
Aemopanisadito i naniky (IMNCO).

KpuMiHanbH1M aHanis 4O3BOSISE WBUAKO BUSABNATY KPMMIHAIbHI NpaBonNoOpyLEeHHs Ta
noAaii, AKi MOXXyTb HabpaTu CyCcninbHWUI Pe30HaHC, Po3rnsaaTh iX 0co6NMBOCTI Ta po3pobnsaTu
cnocobu 6opoTbbn 3 HUMK. EdbekTMBHE pOo3CnigyBaHHS 3SI0MUHIB TaKOX CTae MOXITMBUM
3aBsiKM aHani3y HasiBHOI iHCbopmaLii Npo 3M04KH, IX 06CTaBUHKU Ta OCIB, NPUYETHUX 4O HUX.
KucenboB A.O. gKkun akLeHTye Ha TOMY, O 3HaHHA 3 aHaniTMKM JO3BONATL Nigpo3ainam
HauioHanbHOT noniuii eekTnBHiLLEe NPOTUAIATA KPMMIHANbHUM NpaBonopyLweHHsM. [Jocko-
Haso BOMOAITM iIHTEPHET-pecypcammn Ta 6aszammn JaHUX HEMOXITMBO ©e3 cneujianbHNX 3HaHb,
YMiHb Ta HaBU4YOK. Bce ue BuMarae Big noniLencbKoro nocTikMHOI CaMOOCBITU, NiABULLEHHS
KBanigikauil Ta BiABiOQyBaHHA Bi4MNOBIAHUX 3aHATb, TPEHIHTB TOLWO, a TakoX BpaxyBaHHS
NONiLENCbKUMM TaKTUYHUX OCOBNMBOCTEN Nif Yac onepaTuBHO-PO3LLYKOBOT NPOTUAIT KpUMi-
HanbHUM MpaBonopyLleHHAM [4, c. 67, c. 149-152; 5, c. 12-14], B TOMYy 4ucni B ymoBax
BOEHHOIO CTaHy.

OcHOBHUMM 3aBOaHHSMMU, SIKi MOXKHA Ta AOUINbHO BMPiLLYBaTK 32 4OMNOMOIOK HOBITHIX
TEXHONOTIN, 30KpeMa, Bigeo TEXHOSOrIN, €: po3ni3HaBaHHS, agXe HanvacTiwe po3ni3HatTbCs
obnny4da niogen i Homepu asToMobiniB abo BaroHiB; 3aBOaHHA, MOB'A3aHi 3 aHaniaom
noBeaiHkM NanHN, aBToMObiNsa abo iHWoro pyxomoro oO6'ekTy; peani3auis OXOPOHHUX
JYHKLUiN Ha pisHOMaHITHUX 06’ekTax. B ymoBax CborogeHHsi pO3BUTOK CUCTEM BifeocnocTe-
pexeHHs B YKpalHi He MpOCTO iHCTPYMEHT ANnSA OnepaTtMBHOrO pearyBaHHs Ha MpaBo-
MOPYLLEHHS, a CTpaTeriyHe NMTaHHA HauioHanbHOI 6e3nekn YKpaiHu.

AHanis cyyacHux TeHAeHUiM y po3cnigyBaHHI KpUMiHaNbHUX NpaBOMoOpyLUeHb CBia-
YNTb, LWLO YCNiX TX po3kpuTTA BinbLl gk Ha 90 % 3anexuTb Big HAsABHOCTI BigeomaTtepianis, oe
3adhikcoBaHa kpuMiHanbHa nogis. Mpu ubomy B 97 Bunagkax 3i 100 3aBXau € BiA€OKOHTEHT i3
NOBHOK abo 4acTKOBOK ikcauietd 3nounHy. [bkepena Takoro KOHTEHTY OTOYYykTb Hac
BCIOAN: L€ i CUCTEMM BIiOEOCMNOCTEPEXKEHHS i BiOEOKOHTPOM, pO3TalLOBaHi Ha o6’ekTax
IHOPACTPYKTYpU HaceneHux MyHKTIB, i BigeopeecTpaTopu, PO3MiILLEHI B TPaHCMOPTHUX
3acobax, i HaBiTb NOUTENBLCHKI Bigeo, 3pobneHi BMNagakoBMMK CBigKamuM nogaii.

3a pesynbTatamum NpoBeOeHMX aHaniTUMHUX 3axodiB BCHA iH(hopmauis ysarasnbHio-
€TbCA Y BigNosigHOMY dhopmarti Ans noganbsLuoi 1i peanisadii 3aMmoBHMKkaMn abo ocobamu, ski
OTpMMalTb aHaniTU4HUW NPOAYKT. YCA OTpMMaHa Ta onpaubOoBaHa B pesynbTaTti aHani-
TUYHUX OOCNiAXEeHb iHopMauist NoOBUMHHA OyTU BMKNageHa y 3p0o3yMinin Ond 3amMOBHMKA
dopwmi. Llieto dopmoto Moxe ByTu Bigeopsia, cxema, aHanitTMyHumM 3BiT abo 6yab-aKnin iHWNKA
aHaniTM4HUN JOKYMeEHT[6].

OTXe, BUKOPUCTaAHHSA MOXIMBOCTEN KPUMIHANBLHOIO aHanidy nig 4Yac onepaTuUBHOIO
NPOBaKEHHS | OCYQ0BOro po3cnifyBaHHA Ma€ BuUpillanbHe 3Ha4yeHHs ONna e(PeKTUBHOCTI
OIANbHOCTI NPaBOOXOPOHHMX OpraHiB. BpaxoByroum HOBI hOpMM Ta XapakTep 3rO0YNHHOCTI,
aHanis 0o3BONsE onepaTtMBHO BUSABIIATU HOBI CXEMU 3110MMHIB, €DEKTUBHO po3criigyBaTu
3M104YMHM Ta NPOrHO3yBaTW MOXIMBI 3MOYUHHI Aii. KpuMiHanbHWiA aHani3 3anuwaeTbCcs Ba-
XNUBMM IHCTPYMEHTOM Ana 3abesneveHHs 6e3nekn Ta 60poTbbu 3i 3MOYMHHICTIO B HaA3BM-
YanHUX ymoBax. BukopuctaHHs pisHOMaHITHUX MeToAiB aHanisdy, Taknx sk aHani3 KpumiHa-
NbHOT CTaTUCTUKK, KapTorpadiyHMi aHania Ta aHani3 3B'A3KiB, [03BOSMSE OnepaTuBHO
pearyBaTu Ha 3MOYMHHICTb Ta 3anobiraT MOXIIMBMM 3arpo3am y nepio BOEHHMX AiN.
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6. MeToau4yHi pekomeHOauil WOOO oOpraHisauil Ta NpoBEeAEeHHS KPUMIHanNbHOro aHanisy
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MapxxaH €nusaBeta BonognmupiBHa

KypcaHT 3-ro kypcy dakynbtety Ne 3 [IoHeubKOro Aep>xaBHOro YHIiBEPCUTETY BHYTPILLIHIX
cnpas, psgoBsa noniuii

Mekapcbkun Ceprin NeTpoBuy

OOLEHT Kadpepu onepaTMBHO-PO3LLYKOBOI AisiNIbHOCTI Ta iHgopmauinHol 6e3nekn [JoHeub-
KOro AepXXaBHOro YHiBepCUTETY BHYTPILLHIX cnpas, KaHaMAaT opUaNYHUX HayK, AOLEHT

NMPABOBUWU ACMNEKT IHOOPMALIMHO-AHATNITUYHOIO
3ABES3IMNEYEHHA PO3LUYKY OCIB, 3HUKITUX BE3BICTU B YMOBAX
NMPABOBOIO PEXUMY BOEHHOIO CTAHY

3akoH YkpaiHu «[1po npaBoBui ctaTtyc ocib, 3HMknmnx 6e3BicTn 3a ocobnmeux obcTa-
BuH» Big 12 nunHa 2018 poky Ne 2505-VIII nig ocoboto, sika 3HMKNa 6e3BicTn 3a 0cobBnNBMX
o6cTaBuH BM3Ha4ae 0coby, 3HMKNY 6e3BiCTM Yy 3B’A3KY i3 36pOMHMM KOH(NIKTOM, BOEHHUMM
OiSMU, TUMYacOBOK OKyMauiero YacTUHU TepuTopil YKpaiHu, Hag3BMYaHUMWN CUTYaLisiMU
NPUPOLHOro YM TEXHOrEHHOro xapakrtepy [1, c1. 1]. dediHiuieto € Te, wo ocoba, gka 3HUKNa
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6e3BicTn nig 4ac Aii NpaBOBOro peXxmMMy BOEHHOIO CTaHy TaKOX BiAHOCUTLCHA A0 KaTeropii
0cCib, 3HMKNux 6esBicTn 3a ocobnmBmx ob6CTaBWH. 3a3HavYaeMo Te, WO HHopmauinHo-
aHaniTMyHe 3abea3nevyeHHs po3LyKy OCib, 3HMKNMX 6e3BiCTN B yMOBaXx Aii NPaBOBOro pexumy
BOEHHOIO CTaHy Mae npasy pernamMeHTauito. Tak, Ha nigcraBax BU3HaYeHNX 3aKkOHOM YKpa-
iHn «[lMpo npaBoBui cTatyc ocCib, 3HNKNUX 6e3BicTN 3a ocobnmeMx obCTaBuH» i€ €anHNn
peectp ocib, 3HuknNux 6e3BicT 3a ocobnmBux o6CTaBUH. PeecTp CTBOpEHUN ANs Hako-
NMMYEHHs Ta UEHTpanisauii BiAOMOCTEN Ta OaHMX MNPO Takmx Ocib, a Takox ans obniky
iHpopMmauii, HeobxigHOI Ans X epekTMBHOro po3Lwyky [1, cT. 12].

Hepxatenem Peectpy € MBC Ykpainu. BignosigHo go sumor lNonoxeHHs npo €anHni
peecTp ocib, 3HUKNMX 6e3BicTN 3a 0CcobNMBMX ODCTaBWH, AKe 3aTBepaKeHo Hakaszom MBC
Ykpainu Big 29 ceprnHa 2022 poky Ne 535 PeecTp € dyHKUiOHaNbHOK NiACUCTEMOK €ANHOI
iHoopmavuinHoi cuctemmn MiHicTepcTBa BHYTPILWHIX cripas YkpaiHuu [2]. depxaTtenb mae npaso
AOCTyny A0 BigoMoOCTeNn, BHeCceHUX 0o PeecTpy, y noBHOMY 06csa3i [1, cT. 12]. depxatenb y
MeXax BU3HAYEeHUX MOBHOBaXKEHb, Ma€e NpaBO OTpMMYBaTK iHCbopMaLito (BKNoYa4ym nepco-
HanbHi [aHi) Bi4 iHWWX OpraHiB AepXXaBHOI Bragn, y TOMY YUCHi WNAXOM iHOopMaLinHOT
B3aemogil Mk PeecTpoM Ta iHWUMK JepXaBHUMU iHpOpMaLIHUMKN pecypcaMn B eSTeKTPOH-
Hin popmi iHbOpMaLiMHO-KOMYHIKaLiHUMK 3acobamMu 3 BUKOPUCTAHHAM 3acobiB TEXHIYHOIO
Ta kpuntorpacdiyHoro 3axmcTy iHcopmauii BignoBiAHO OO BMMOr 3aKOHOAABCTBA 3 MUTaHb
3axucTy iHgopmadii [1, cT. 12]. CTpykTypa PeecTpy cknagaeTbCs i3 B3aEMOMNOB'A3aHUX PO3-
ainiB, siKi MiCTATb BiAOMOCTI: NpO OCi6, 3HUKNMX Ge3BicTM 3a ocobnuBmx o6GCTaBMH Ta MNpPO
HeBNi3HaHi Tina (ocTaHkn) noMmepnux (3armbnunx) ocib Ta NoB’A3aHi 3 HUMKM peYi, AOKYMEHTM [2].

Otxe, oo PeecTpy BHOCATLCA BigOMOCTi Npo ocoby, 3HUkNy 6e3BicTn 3a 0cobBnMBMX
obcTaBuH: npi3BuLLEe, BrnacHe iM’s,, N0 BaTbKOBi (3@ HAABHOCTI) (YKpalHCbLKOK MOBOK Ta
naTUHCBKUMU AiTepaMu BigNOBIAHO A0 Npasun TpaHcriTepauil), PoTo; iHdhopmauist npo gaty
Ta Micue HapomXeHHS; iHpopmaLia Npo CiMenHun cTaH; iHopMauis Npo 3ageknapoBaHe
(3apeecTtpoBaHe) micue NpoxmBaHHsA (nepebyBaHHA) ocobu; iHdopMauia Npo dakTUyHe
MiCLLe MpPOXWMBAHHSA; Yy pasi SAKWO Taka ocoba ynoBHOBaXX€Ha Ha BUKOHAHHA QOYHKLIN
aepxasu, iHpopmauis npo poboTofaBus, y SKOro BOHa BWKOHyBana poboTy (npoxoguna
cnyx0y); peKkBi3aUTM OOKYMEHTIB, L0 MOCBigYYOTbL 0COOy, NiATBEPAXYHOTb rPOMaAsHCTBO
YKpaiHn 4n cneuianbHUin ctatyc ocobu (Hasea, HoMep, cepis (3a HasiBHOCTi) JOKYMEHTa,
AaTta Buaadi, yNnoBHOBaXXE€HU CYO’eKT, LIO MOro BWAaB); YHiKarbHWA HOMEpP 3anucy B
€anHoMmy aepxxaBHoMy aemorpacdpidyHoMy peecTpi (3a HasaBHOCTI); Aata, micue (y ToMy Ymchi 3
NPUB’SA3KOI0 4O HACENeHoro NyHKTY, KOOPAUHATN 3HUKHEHHS), 06CTaBUHN Ta Yac 3HUKHEHHS
ocobu; npukmeTn ocobu; iHdopmauia npo HasBHICTb KPUMIHANBHOrO NPOBAMXEHHS,
po3noyaToro 3a (hakToOM 3HUKHEHHSI Takoi ocobu, abo B AkoMy noTepninuin € ocoboto,
3HMKIOK 6Ge3BiCTK 3a 0cobnuBUX 0O6CTaBMH; HANMEHYBAHHSA OpraHy, KM 34iNCHI0E OOCY-
[0Be po3crigyBaHHA B KpMMiHaNbHOMY NPOBaXXeHHi 3a (pakTOM 3HUKHEHHSI 6e3BicTK ocobn,
abo B iHWOMY KpMMiHanNbHOMY MNPOBa[XEHHi, B SIKOMY MNOTEPninuin € ocobol, 3HUKMIOH
GesBicTM 3a ocobnuBmMx 0BCTaBMH; HANMEHYBaHHSA TepUTOpianbHOro opraHy (nigposainy)
HauioHanbHOi noniuii YKpaiHu, akuin 30incHI0E po3Lyk ocobu, 3HMKNoI 6e3BicTu (y sikoro B
npoBagkeHHI nepebyBae onepaTMBHO-pO3LWyKoBa abo po3LlykoBa cripaBa), HaMeHyBaHHS
IHLLIOro opraHy, SKMn 34iMCHIOE OnepaTUBHO-PO3LLYKOBY AiSNbHICTb; iIHpOpMAaLis Npo HaaB-
HICTb pilleHHs cyay Npo BM3HaHHS 0cobu 6e3BiCHO BiACYTHLOK abo OronoLleHHs ii nomep-
not (3asHavyaeTbCsl HaWMMeEHYBaHHA cydy, SKMA NPUMAHSB BigNOBIOHE pilleHHs, aaTta
yXBarneHHS pilleHHs cyay, HOMep cnpasu, HOMep NPOBaMXXEHHS, a TakoX iHbopmaLia npo Te,
4n Habpano BkasaHe Cy[OBE pPilleHHS 3aKOHHOI CWUNK); gaTta Ta Micue BCTaHOBMEHHS
MicLie3Haxo4KeHHSA 0cobu, 3HMKNOT 6e3BicTY; iHLWAa iIHdopMaLisi, O MOXe CNPUATU PO3LLYKY
ocobu, 3HuKIoI 6e3BicTM 3a ocobnuemnx obcTasuH [2].
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Okpim Toro, Hakazom MBC Big 28.06.2023 Ne 534 3atBepaxeHa [HCTpyKUia 3 dopmy -
BaHHA Ta BefeHHsa ©0asn pgaHux «Po3wyk» iHopMaUiHO-KOMYHIKaLiNHOT CUCTEMMU
«IHopmauinHmMin nopTan HauioHanbHOI noniuii YkpaiHu», dka BU3Ha4ae nopsaok popmy-
BaHHA i BegeHHs 6asn gaHux «Poswyk» (B «Po3wyk») iHdopmaLuinHO-KOMYyHiKaLinHOI
cuctemn «lHgopmauinHnin noptan HauioHanbHol noniuii YkpaiHny [3]. MNpu ubomy B[
«Po3wyk» — Le aBTOMaTM30BaHM BGaHK BigoMocTen, y sskoMy obpobnsaeTbes iHdopMauis
LLIOAO Pi3HUX KaTeropin OcCib, AKi po3LyKyHTbCS, 30Kpema i Woao ocid, 3HMKNMx 6esBicTu.
Cy6’ektamn HanoBHeHHs Bl «Po3Lwyk», 3a3Ha4yeHOo |HCTPYKUiED, BU3HAYEHI npaLiBHUKK
onepaTtuMBHUX NiAPO34iniB, SKi 34INCHIOTL ONepaTUBHO-PO3LLYKOBY OiSNbHICTb [3].

Hakaszom MBC Big 05.07.2023 Ne 553 3atBepakeHO onoxeHHsa npo iHpopmauinHy
nigcuctemy «EnNekTpoHHa po3lwykoBa crpaBa» iHGOpMaUiHO-KOMYHIKaUinHOI CcUCTeMM
«lHdopmauiHmMin nopTan HauioHanbHOT nonidii Ykpain» [4]. [laHe nonoXeHHs BU3Ha4ae
METY, CTPYKTYpY Ta OYHKLUiT iHdpopmMauinHol nigcucteMn «ENekTpoHHa posLlykoBa cripaBa»
(I «EPCy») iHdbopmaLinHo-kOMYyHiKaLinHOi cuctemn «lHdpopmauinHum noptan HauioHanbHoT
noniuii YkpaiHu», a Takox nopsiAok 11 BAKOPUCTaHHA opraHamu (nigpo3ginamu) noniuii B
po3swykoBin poboTi [4]. BignosigHo I «kEPC» cTaHOBUTbL COBOK CYKYMHICTb MPOrpamMHux
3acobiB, sKi npM3HadeHi ansa oopMyBaHHs Ta BegeHHs iHpopmauinHux pecypcis M «EPC» B
enekTpoHHomy Burnsagi. KoHcratyemo, wo ogHieto metoto BeaeHHs M «EPC» € iHdopma-
LiHO-NnowykoBe Ta iHhopmaLinHo-aHaniTuyHe 3abe3neyvyeHHs1 po3LLYKOBOI poboTHN OpraHis
(migposainiB) noniuii, 3okpema i Woao po3LwyKy ocib, 3HMKNMx 6e3sicTn [4]. 3asHavyeHuMm
Haka3om BcTaHoBneHo Te, wo OPC «Po3wyk» cknagaetbcs 3 ABOX YacTuH: neplia — B
enektpoHHomy Burngagi B 1M «EPCx», y akin HakonuuyoTbCcsa Ta cUCTEMATU3YOTBCA O0KY-
MEHTH, WO He MICTATb iHbopMaLii 3 oOMexXeHM JOCTYNOM; Apyra — y nanepoBoMy BUrMSAi
BiANOBIAHO O BCTAHOBIIEHOIO 3aKOHO4ABCTBOM YKpalHW NOpsiaKy BeOeHHA OinoBoacTBa Ta
NOBOPKEHHS 3 AOKYMEHTaMMU, SKi MiCTATb iHpopMaLito 3 obmexeHnm goctynom [4].

Okpim BULWEHABEOQEHOIO, MiXKHAapOAHe CNiBPOBITHNLTBO 3 BUKOPUCTaAHHAM iHpopma-
LiMHOT cnctemun IHTepnony npu po3swyui ocobu, 3HMKNOI 6e3BiCTN pernameHToBaHoO IHCTpyK-
Liel0 Npo NopsiioK BMKOPUCTAHHSA NPaBOOXOPOHHUMW opraHamu YKpaiHu iHopMaLinHol
cuctemmn MikHapogHOI opraHisauil KpuMiHanbHOI noniuil — IHTepnon, Aka 3aTBepa)XeHa
Hakazom MBC, OI'Tl, HABY, CBY, OBP, M®Y, MKOY Big 17.08.2020 Ne 613/380/93/228/414/
510/2801/5 [5]. BukopucTaHHs iHdoOpMauiinHOT cuctemmn [HTepnony npaBoOOXOPOHHUMU
opraHamu YKpalHW 30INCHIOETLCA BIAMOBIAHO O BCTAHOBMEHOro nopsagky y dopmi
HaOCUNaHHA 3anuTy (3BEPHEHHS) OO YMOBHOBAXEHOro nigpo3ainy abo y dopmi npamoro
poctyny [5].

Y 3anuntax (3BepHEHHsIX), WO HaACUNaTbCA YNOBHOBaXXEHOMY Nigpo3ainy, 3asHava-
IOTbCSA: HOMEpP KPUMIHANbHOrO MNPOBaKEHHS Ta OnepaTMBHO-PO3LUYKOBOI (PO3LLYKOBOI)
crnpaBu (3a HasABHOCTI); AeTanbHMM onuc obCTaBuH 3no4vvMHy abo niactaB NpoBeAeHHS
onepaTMBHO-PO3LUYKOBUX 3axO4iB YM 30INCHEHHS igeHTudikauii ocobun; obrpyHTyBaHHSA
noTpebu 3BepHEHHS 40 KOMMETEHTHUX OPraHiB iHO3EMHUX AepKaB; 3axoaum, WO MalTb ByTn
30iMCHEHI KOMMETEHTHMMW oOpraHamMuM IHO3EMHUX OepXaB Ta nepenik BigoMOCTen, sKi
HeobXiaHO OTpMMaTK 3-3a KOPAOHY; Nepenik AepaB-dneHiB IHTepnony, Ha TepuTopil SKnx
HeobXxiaHO npoBecTW BIiANOBIAHI 3axoan [5]. | ToMy, ynoBHOBaXeHUN niapo3ain 3 YkpaiHm
3anuTye nybnikauito MeHepanbHUM cekpeTapiatom IHTepnony XKoBTOro OnoBilLEHHA 3 METOH
BCTAHOBJIEHHS MiCLEe3HaxX04KeHHs1 0cobuM 3HMKMOT 6e3BicTn abo Ansa igeHTudikauii ocobu,
sika He MOXKe NMoBigOMUTM Bi4OMOCTI Npo cebe.

My6nikauis XXOBTOro ONOBILLEHHSA 3aNUTYETbCS 3a CYKYMHOCTI TakMX YMOB: PO3LUYK
ocobu 3HMKNoI 6e3BicTn abo 3axoamn 3 iaeHTudikauii ocobu, Wo 34iNCHI0E NPaBOOXOPOHHUI
opraH YKpaiHM B yCTaHOBMIEHOMY 3aKOHOLABCTBOM MOPSAKY; MICLE3HAXOMXKEHHA ocobu
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3HUKNoi 6e3BicTM abo AaHi ocobu, sika nignarae igeHTudikauii, Wwo npaBOOXOPOHHUM
opraHam YKpaiHu HeBigomi [5].

OTxe, 3 MeTO ePEKTUBHOIO PO3LLYKY 0COOM, 3HMKIOT BE3BICTN B yMOBaxX NPaBoOBOro
PEXMMY BOEHHOMO CTaHy Nigpo34ifiv KpMMiHanbHOI NONiUil BUKOPUCTOBYIOTb IHCTPYMEHTapIn
iHpopMmauinHo-aHaniTuyHoro 3abesnedveHHs. [laHa AisanbHICTb pernamMeHTYeETbCS HU3KOK
HOPMAaTMBHO-NPAaBOBUX akTiB, $SIKi BM3Ha4yalTb OCOOMMBOCTI HAKOMUYEHHSA iHdOpMaUi,
BeAeHHs 6a3 gaHux Ta iHpopMauiiHy MiXKHapOA4HY B3aEMOLIH0.
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YkpaiHu: 3atB. Hakazom MBC Big 05.07.2023 Ne 553.
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MoBuyaH AHaTtonin BacunboBuy

npodecop kadenpu onepaTMBHO-PO3LLYKOBOI AisinbHOCTI JIbBIBCbKOrO Aep>kaBHOro yHiBep-
CUTETY BHYTPILLHIX Cnpas, JOKTOP HPUANYHUX HayK, npodecop

XAPAKTEPUCTUKA CYYACHOI OPIFAHI3OBAHOI 3TIOYNHHOCTI Y
KIBEPMPOCTORPI

3a pesynbtatamu OuiHKM 3arpo3 opraHizoBaHol 3no4MHHOCTI B IHTepHeTi (IOCTA)
€sponony, npioputetamm 60poTLON 3 KIBEP3NOUYNHHICTIO, AKi BU3HAYEHi LiMknom nonitukm
€C — EMPACT, Hapasi €: kibep3anexHa 3N0oYMHHICTb; CEKCyanbHa ekcnnyaTauia aiten B
IHTepHeTi; waxpancteo 3 onnatoto. Kpim Ttoro, IOCTA-2024 posrnagae goaaTtkoBy cdepy
3M104YMHHOCTI, PUHKW OHSarH-KpUMIHany, sik Ha NoBepxHi, Tak i B Darknet, a Takox 36nmxeHHS
KiGep3no4YnHHOCTI Ta Tepopuamy. BogHovac hiHaHCOBI 3MOYMHK, FONTOBHUM YMHOM LUAXpau-
CTBO 3 IHBECTULIAMM Ta BiOMWBAHHS rpoLUen, 3anuarTbCs cepoto, B SKiM HandvacTiwe
CTUKaKTbCA 3 KpunToBantotamm [1].

€Bponencbknin LeHTp 60poTbbU 3 KIGEP3NOYMHHICTIO TaKOX CTBOPHOE CriflbHY pobo4y
rpyny no 6opotbbi 3 kibepanoumHHicTio (J-CAT), 3aBOaHHAM SKOI € KepiBHULTBO CKOOPAM-
HOBaHMMM AiSIMM YYaCHMKIB NPOTU KNOYOBUX 3arpo3 Kibep3noyYnmHHOCTI. Lli iHCTUTYUinHI
MeXxaHi3aMy nNpu3Benu 0O NeBHUX YCNiXiB Ha onepauinHOMY piBHI, 30Kpema: KoopAuHauis
cninbHOI onepadii woao npotuaii 60THeTy Ramnit, akuin 3apasme MinboOHN KOMM'IOTEPIB MO
BCbOMY CBITY; KOOpAWHALA pa3oM 3 €BPOKOCTOM onepadil NPoTU LWMpOKOMacLITabHMX aTak
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3MTOBMUCHOrO NporpamHoro 3abesneveHHs, ki BUHUKNM B YKpaiHi Ta Aki poscnigyBanucsa
HW3KOK BIOOMCTB; ornepadis, CnpsiMOBaHa MpPOTUM BENUKOro opymy KiGep3noudmHUiB, SKi
3a1MaloTbCsA TOPriBNer XakepCbKMM AOCBIAOM, 31TIOBMUCHUM NPOrpamMHUM 3abe3neyeHHsaMm i
B6oTHeTamu, ekcnnontamu Zero Day, JOCTYNOM 4O CKOMMPOMETOBAHUX CEPBEPIB i NOLLYKOM
napTHEpIB Ans cnaMm-kamnaHin 1 atak 3I0BMUCHOIO NporpaMmHoro 3abesneyeHHs.

3okpema, y civHi 2024 poky onepaTtuBHi npauiBHMkn [enaptameHTy kibepnoniuii Ta
cnigyi FlonosHoro cnigyoro ynpaeniHHA Haynoniuii nig npouecyansHum kepisHuuTBoM Odoicy
"eHepanbHOro Npokypopa cniflbHO 3 Koreramy 3 €Bponosly 3aTtpymanu xakepa, SIKoro
BBa)KatOTb aBTOPOM CKITaHOI CXEMWU KPUNTOBUKPAAEHHS, LLIO BUKOPUCTOBYE CKOMMNPOMETO-
BaHi KOMM'IOTEPU NS MavHIHIY KpuntoBantioTu. 29-piyHnin xakep i3 Mukonaesa nposoguvs
3apaxeHHa cepBepiB XMapHOro mnocrtavarnbHUKa Ana KpuntomkekiHry 3 2021 poky,
agincHmBwKn 3nom 1500 obnikoBux 3anucie, W06 oTpumaTty Naposi, Nnepw HixX 3apasutu
cepBepHe oGnagHaHHA KOMMaHiT 3 KpUNTOAXKeKiHroM. [na uboro nigo3ptoBaHU CTBOPUB
NoHag MifbMOH BIpTYyanbHUX KOMM'IOTEPIB AN 3anyCcKy LKIANMBOro nporpamHoro 3abes-
neyYeHHa. Y pesynbTarTi Uiei cxemn oTpumaHo noHag 1,8 mnH espo BuaobyTtoro Ethereum,
Monero Ta TON. YkpaiHCbKi cnigyi TakoXx BUBYAKOTb NOTEHLUiINHY NPUYETHICTb MNiJ03PpHoBaHOIo
00 MPOPOCINCBKNX XakepCbknx rpyn [2].

Y HUHILWHIX YyMOBaxX CTPYKTypa Kibep3novmHUiB 3anuaeTbCsl PisBHOMaHITHOR, BKIHO-
Yarun K NMOOOMHOKMX XaKepiB, TaK i 3MTIOMUHHI MepeXxi, SiKi NPOMNOHYTh LWMPOKUA CNEKTP
Aocsigy Ta moxnmBocTen. [leski kKibep3noumHui cnpaMoBYHOTb CBOI atakm Ha €C B Mexax
€C, Toai AK HWIi NparHyTb npawBaT 3-3a KOPAOHY ANA NPUXOBYBAHHA CBOIX HE3AKOHHUX
orepauin i kowTiB y TpeTix KpaiHax. [locTinHe BuganeHHsa opymiB i MapkeTnnencis
KIBEP3MNOYMHLIB CKOPOTUMO XUTTEBUM LMK 3MOYMHHUX CaWTIB, OCKINbKM agMiHicTpaTopu
CanTiB HamaralTbCs He NpMBEpPTaTH yBarM NpaBOOXOPOHHUX OpraHiB. LIS HeBU3HAYEHICTb Y
NO€EAHaHHI 3i 3pOCTaHHAM BUMNAKIB LLaxpancTaa 3 BUXOA0M 3 PUHKY Npu3sesia 4o nogasbLiol
doparmeHTauil KpuMiHanbHUX puHKIB [3, . 26-30].

HatomicTb, sk cBigyatb pesynbtatv onuTyBaHHS SOCTA, y HUHILHIX yMOBax OKpeMi
CKnagoBsi TopriBni NogbMuM NepemMicTUNUCb B OHNaWH cepenosulle, Bif BepOyBaHHSA XepTB
00 peKknamu He3aKOHHMUX MNOocnyr. 3f0YMHHI YrpynoBaHHA BWKOPWUCTOBYKOTb HamaraHHs
HeneranbHWX MIrpaHTiB MoTpanuTu B KpaiHM €Bponu, BuMMararTb BUCOKY onnaTty 3a
KoHTpabaHoy B €C abo BcepeauHi €C, a TakoX 3a AONOMOry B OTPUMaHHI feranbHOro
cTaTycy onsa npoxmnsaHHs [3, c. 18].

BoagHovac BaXXnuBO CKNagoBOK NepeBakHO! BiNbLLOCTI 3N0YNHHMX onepauin € Bia-
MUBaHHSA rpowen, 3okpema 68% O3Y BMKOPUCTOBYHOTb OCHOBHI METOAW BiAMMUBAHHS PO-
LWen, Hanpuknag, iHBeCTyBaHHA B HepyxoMicTb abo uiHHIi ToBapu. Y GaraTbOx BuMNagkax
3M104MHLi BUKOPUCTOBYHOTb 4OCTYN A0 napanenibHoi 6aHKIBCbKOI CUCTEMMU, sika OO3BOSISIE iM
nepekasyBaTu rpoLli napTHepam no BCbOMY CBIiTY. BupilanbHe 3Ha4yeHHs MaloTb Gpokepu
abo nocepedHUKM MIOKNHOYEHHS 3M0YMHHUX MepeX, Fpyn Ta OKpPeMUX 3rO4YMHLIB, SKi
CMpUAITb 3NOYMHHOMY Oi3Hecy, 3B’sA3y0MM BUPOOHUKIB 3 ONTOBMMW OUCTpubB’toTopamu,
ANCTpUG’OTOPIB 3 NocTavanbHMKamMu TPAHCNOPTY, a TakoX NOMerwyTs 4OCTyN A0 iHgop-
mMatopiB, BOMBLb, NigPOOHMKIB JOKYMEHTIB Ta iHLIMX creuianicTiB 3 KpMMiHanbHOI cnpaswu [3,
c. 26-30].

HatomicTb cneucnyxbu kpaiHu-arpecopa HamaralTbCA BUKOpUCTATU Kibep3noyumH-
HICTb MPOTW Hawoi KpaiHW. 30Kpema, BiHHULbKI Kibeprnoniuencbki Ta cnigdi cninbHO 3
Kibepdaxisusamm obnacHoro YnpasniHHA CBY BMKpunu ABOX MeLUKaHLiB 06nacHoOro LeHTpy,
AIKi opranidyBanu AisanbHiCTb 60TOEepMU LLIASXOM HECAHKLIOHOBAHOIO BTPY4YaHHsS B poboTy
aBTOMaTU30BaHMX CUCTEM, KOMM IOTEPHUX MEPEX Ta MEPEX eNeKTPo3B’A3Ky. LLlogeHHOo ainku
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3abesnedvyBanu peecTpadito CoTeHb (DENKOBUX akayHTIB y BiJOMUX couianbHUX Mepexax, y
TOMY 4ncri 3abopoHEHNX Ha TepuTopil YkpaiHu. 3a onepaTnBHOK iHpopmMauieto, dirypaHTu
3a JOMOMOroK MnaTiKHMX cepBiciB pd mMornv npogaBaT HOBOCTBOPEHi 06GIiKOBI 3anucu
areHTam KpaiHu-arpecopa, ki y noganbLloMy BUKOPUCTOBYBanu ix ans nposeneHHs IMCO
Ta NOLUMPEHHS 3aKNUKIB 40 yKpalHUIB yxmunaTtucs Big Mmobinisauii. NpaBooxopoHui nposenu
OBLYKM Yy MPUMILLEHHSIX BiHHWYaH Ta BUNYYUNn KOMM'IOTEPHY TExXHiKy i cepBepHe obnag-
HaHHSA, 30Kpema gecAaTkm mogemis Ta 19 wnto3sie, cneuianizoBaHe nporpamHe 3abesneyeHHs
i Mmamke 20 TMCAY CiM-KapTOK YKpalHCbKMX MOBinbHMX onepaTopis [4].

B YkpaiHi cyguTMMyTb y4acHUKa MiKHApPOOHOro XakepCbKOro YrpynoBaHHS, npuyeT-
HOro 0O HaHeCeHHsA noHag 3 MIpA rpH 36uTkiB KpaiHam €Bponu Ta [liBHIYHOI AMepuUKN.
3NOBMUCHUKN aTakyBanun npoMucriosi nignpnemctea y ®panuii, Himeuwunni, CLUA, Hopserii,
Higepnangax i KaHagi, BUKOPUCTOBYOYM BlaCHOPYY po3pobrieHi Bipycu-LUMdpyBanbHUKK.
Takum 4YMHOM Xakepu OTpuUMyBanu OOCTYN OO0 CepBepiB yepes 3ramaHi akayHTu CrniBpo-
GiTHWKIB, BMKpaganu iHdgopmauio i 3awmdpoByBann KOMM'OTEPU, MICAS YOro BuMMaranu
BMKYn y kpuntoBantoTi. Ocoby 1 micue nepebyBaHHSA O4HOMO 3 HaWaKTUBHILINX YneHiB O3Y —
49-piyHOro KMsHMHaA — BCTAHOBWNM YKpaiHCbKi KiGepnoniuerceki. o 6GaraTtopiBHEBOI
Mi>KHapoaHOI cneuonepadii gonydunnuca €sponon, €BPOKCT i NPaBOOXOPOHHI opraHn 3
KiTbKOX MPOBIgHMX KpaiH CBiTy. Pa3oM i3 HAMKM yKpalHCbKi noniuerncbki nposenu noHag 80
OOLIYKIB i NPUNUHUAM AiSNbHICTL yrpynoBaHHs. [lig Yac obwykiB BUAYYUNM KOMMT IOTEPHY
TEXHiKy 3 AOKa3aMM CKOEHUX 3104MHIB, 6GaHKIBCbKi Ta CiM-KapTKun Ta Mamxe 4 MIH rpH. Takox
y cnisnpadi 3 iHO3eMHMU Koneramm yKpaiHCbKi NosliuencbKi BUSBUITM KPUNTOAKTUBU HA CyMy
noHag 24 MnH rpH, 9 eniTHMX aBToMOGINiB Ta 24 3eMenbHUX AiINsSHKMA 3aranbHOK MNOoLEe
mamxe 12 ra. [loBeaeHo, L0 3a 4ONOMOror nporpaMmm-BumMaraya 3filoBMMUCHUKKN 3abnokyeanu
noHapg 4000 iHcbopmaLinHUX CUCTEM HOPBE3BKOro MiaNPUEMCTBA i 3alimMdpyBanu HassiBHy TaM
iHpopmauito, nicna 4oro Bumaranum 2500 6iTkoiHiB (ekBiBaneHT 348 MnH rpH) 3a Ti
aewndpyBaHHa. Cyma 3aBgaHoi NigNnpPUEMCTBY MarHOBOI LUKOAW LUASIXOM TUMYaCcOBOro
3yNMHEHHSA NOro AisifibHOCTI BHACNIAOK KibepaTaku cknagana 8,9 mnH eBpo. Y BepecHi 2024
poKy cnigyi Haunoniuii 3aBepwmnu [ocydoBe po3cCrigyBaHHS BiAHOCHO YKPaiHCbKOro
dirypaHTa i ckepyBanun obBrHyBanbH1UM akT 4o cyay [5].

3Baxarum Ha ocobnuey Hebesneky nofibHOro BuMAy 3MOYMHIB AN BCi€l CBITOBOI
cninbHOTK, Y BepecHi 2024 poky B MicTi [[aara kibepnoniuencbki Ta cnigyi Haynoniuii nogi-
nununcs 3 iHO3eMHUMK Koneramu 3 NPoBiIgHUX KpailH CBITY YCNiLWHUM LOCBIAOM 3HELLKOPKEHHSA
MDKHapOAHMX YrpynoBaHb XakepiB-BuMMaradiB. OKpiM LIbOro, npaBOOXOPOHLi PI3HUX KpaiH
Oo3HanoMunucsa 3 nepefoBMMM MeTo4aMWu BUSIBMIEHHS, LOCIIKEHHS Ta 3HELUKOKEHHS
LWKIANUMBOro nporpamHoro 3abesnedeHHs. MNpoBeaeHa 3ycTpiv ctana we OgHUM BaXKITMBUM
KPOKOM Ansa npotugii rnmobanbHuM kKibep3arpo3am Ta 3axucTy OO’EKTIB  KPUTUYHOI
IHPpaCTPYKTYpU KpaiH-yHacHULb.
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MopryHoBa TeTsiHa IBaHiBHa

AOUEHT Kadeapu KpuMiHanbHOro aHanidy Ta iHgopmauinHux TexHonorin Oaecbkoro
Aep>XaBHOro YHiBepCUTETY BHYTPILLUHIX CNpas, KaHANOAT TEXHIYHUX HaYK, JOLEHT

XMAPHI TEXHONOTII B CUCTEMI NIAFTOTOBKM NMPABOOXOPOHLIB:
E®EKTUBHICTb TA BUKITUKX BNPOBAIXKEHHA

CyyacHi TexHOMOriYHIi NepeTBOPEHHS OXOMSIOKTb YCi aCneKTU XUTTS, BKNHYaun
chepy ocBiTW. 3aknagun BULLOI OCBITU, SKi 3A4IMCHIOTL NIArOTOBKY dhaxiBuiB Ansi CUMCTEMU
BHYTPILLUHIX Cnpas, MaTb UTU B HOTY 3 YAacOM i BNPOBa[XyBaTW HOBITHI IHCTPYMEHTUN AN
3abe3neyvyeHHs BUCOKOI SIKOCTI HaB4anbHOro npouecy. XMapHi TEXHOMOriT CTann BaXnmemum
KOMMNOHEHTOM UMdpPOBOI TpaHcopmadii, 3abesneyyoum OOCTYyn OO0 akTyanbHUX 3HaHb,
IHTEpaKTUBHMX NnaTdopM i aBTOMATM30BaAHUX CUCTEM HaBYaHHSA. Y AaHin poboTi BUCBITNIO-
I0TbCSA MepeBarn XMapHUX TEXHOSOrN A CMCTEMM NIArOTOBKM NPaBOOXOPOHLIB, PO3KpU-
BalOTbCA OCHOBHI acnekTu 1X e(peKkTUBHOCTI, a TakoX BU3HAYaKOTbCSA KITHOYOBI BUKMNKK, LLO
NocTaloTb Ha LWNAXY X BNPOBaLXKEHHS.

OpHieto 3 HanMbBINbLWNX nepeBar XMapHUX TEXHONMONN Y KOHTEKCTi NiAroTOBKM NpaBo-
OXOPOHLiB € 3abe3neyeHHs OOCTYNHOCTI HaB4danbHUX pecypciB [1]. XmapHi nnatdopmu
[03BONIATL 3000yBaYyam BULLOI OCBITU OTPUMYBaTK OOCTYN OO MaTepianiB He3anexHo Big
MicuSa 3HaXOMKEeHHS Ta 4vacy. Lle ocobnueo BaxnuBO ANS NpauiBHWUKIB MPaBOOXOPOHHUX
opraHiB, AKi 4YacTo NpauUTb Y 3MiHHMX YMOBaX i NOTPEBYOTh LLUBUAKOrO OHOBJIEHHS 3HAHb.
Hanpwuknag, XxmapHi cepicM MOXyTb 3abeanedyBaTn 4OCTYN A0 aKTyalnbHUX 3aKOHOL4aBYNX
aKkTiB, METOOMYHUX pPeKOMeHAaui Yn HaBiTb ONepaTUBHUX TPEHYBanbHWUX CLEHapiiB Yy
peansbHOMYy 4aci.

Kpim TOro, xmapHi nnatgopmu crnpusitoTb iHTEPaKTUBHOCTI HABYaHHSA. 3aBAsiKU TakUM
TEXHOSOriAM CTBOPKOKOTLCA peanicTU4YHi cumynsuil, ski A03BONsAKTbL 3400yBavam BULLOT
OCBITU TpPEeHyBaTUCS Yy BUPILIEHHI CKNagHUX CUTyalin, WO MakcuManbHO HabnwxkeHi go
peanbHUx ymoB poboTu. Hanpuknag, ue MoXyTb OyTM cumynsauii ynpaBniHHA HaTOBMNOM,
pearyBaHHs Ha Hag3BW4arHi cuTyauii abo koopauHauia Aii nig vyac 3aTpyMMaHHs npaBo-
NOPYLUHMKIB. Takunin Niaxia cnpusie po3BUTKY KPUTUYHOIO MUCIIEHHS, aHaniTU4HMX 3aibHocTen
Ta KOMaHOHOI poboTu.

EKOHOMIYHa eheKTUBHICTb XMaPHUX TEXHOSIOTIN TaKOX € IXHbOK 3HAaYHOK NepeBaroto.
BukopuctaHHA XMapHUX CepBICIB 3HWXYE BUTpPATU Ha IHPPACTPYKTYpy Ta TEXHiYHe
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obcnyroByBaHHs. Y TON Yac AK TpaguuiiHi cepBepHi pilleHHs1 NoTpebytoTb 3HAYHMX dDiHaH-
COBUX PeCYpCIiB, XMapHi NnaTopmmn NponoHyTb MOAENb ONnaTn 3a BUKOPUCTaAHHSA (pay-as-
you-go), WO A03BONse onTtumidyBaTu Butpatu. Kpim Toro, ixHa macwwrtaboBaHiCTb Oae€
MOXIMBICTb LWBMAKO aganTtysaTu nnatgopMy A0 notped okpemux rpyn 3auikaBreHux ocid
abo uinoro 3aknagy.

BaxnuBnM acnektom B CUCTEMI NIAroTOBKM (paxiBuiB € aBTOMaTM3auia npouecis
OUiHIOBaHHSA. XMapHi TEXHONOTrIT 4O3BOSIATL NPOBOANTU TECTU, aHanidyBaTh ix pesynbtatn
B peanbHOMy 4aci Ta copmyBaTth iHAMBIOyanbHi pekomeHgauil ans 3gobyBadviB BULOI
ocBiTU. Lle 3HMXKye HaBaHTaXXeHHSA Ha BUKNagadis, 4O3BOMAAYM IM Binblie Yacy npuginatm
po3pobui HaBYanbHMX MaTepianiB i BOOCKOHaNeHH MEeTOAMK BUKNagaHHA. Hanpuknag,
aBTOMATU30BaHi TECTM MOXYTb He NULLIE OLHIOBATM 3HAHHS, ane 1 aHanidyBaTu cnabki micus
B Mi4roTOBLi KOXXHOro 3gobyBada BULLIOT OCBITH.

OpHak yci ui nepeBarn MOXyTb OyTW peani3oBaHi nuwe 3a YMOBM MNOLOSMAHHSA
BUKIUKIB, SKi CYyNpOBOKYIOTb NpoLEeC BNPOBaMAXKEHHA XMaPHUX TEXHOSONIN.

[Mepwurm i HaMBaXKNMBILLMM BUKIMKOM € 3abe3neveHHs Ge3neku gaHux. Cuctema
BHYTPILLHIX CNpaB ornepye BENMMKOK KiSTbKICTIO KOHIAEHUINHOT iHpopMaLii, BUTIK SIKOT MOXe
MaTu CEpMO3Hi Hacnigkm sk Ans OCBITHLOrO MpPouecy, Tak i Ans HauioHanbHOI 6e3neku.
BukopuctaHHa xmapHUX nnatgopm BUMarae BNpoOBa)KEHHA CKNagHUX MeXaHi3MiB 3axuCTy,
Takmx sk GaraTopiBHeBe LWMMPYBAHHA, KOHTPOMb OOCTYNy Ta MOHITOPUHI aKTUBHOCTI
KOpuCTyBayiB. BaxxnmeBo Takox obupaTtu npoBamngepiB XmMapHUX NOCNyr, SKi BignosigaloTb
HauioHanbHUM cTaHgapTam 6esneku.

[Apyrum CyTTEBMM BUKINKOM € iHPPACTPYKTypHA rOTOBHICTb 3aKnaiB BULLIOT OCBITU. Y
BGaraTtbox perioHax YKpaiHu CnocTepiraeTbCsl HeLOCTaTHIM piBEHb PO3BUTKY MepEXeBOl
IHPPaCTPYKTYpK, LLO OBMEXyE MOXIUBOCTI BUKOPUCTAHHSA XMapHUX piweHb. Hanpuknag,
BIACYTHICTb WBMAKICHOro IHTepHeTy abo cydacHoro obnagHaHHA MoOXe YCKIagHUTK OOCTYn
00 HaBYyanbHUX MaTepianiB YnM PYHKUIOHYBaHHS iIHTEPaKTUBHUX TpeHaxepiB. Lle Bumarae
IHBECTULIN Y MOLEPHI3aLit0 OCBITHLOT IHPPACTPYKTYPU Ta PO3LUNMPEHHA TEXHIYHOT NIATPUMKN.

He meHwWw BaxnmBum € noacbkunin dakTop. Buknagadi ta 3go6yBadi BULLOT OCBITU
4acTO CTMKaKTbCS 3 TPYAHOLAaMMN Y BUKOPUCTaHHI HOBUX TEXHOSOriN Yeped bpak goceigy abo
HebaxxaHHS 3MiHIOBaTK 3BMYHI MiOXOAM OO HaBYaHHA. Lle ctBoptoe noTpeby B opraHnisauii
TPEHIHriB Ta iHpopMaUINHMX KaMnaHin, siKi AONOMOXYTb NogonaTn NCUXOoNoriyHMn 6ap’ep i
nigrotyeBaTtn nepcoHan go epekTMBHOI poboTn 3 XMapHUMMK NnaTgopmMmamu.

KOpmnaunyHi acnekT TakoxX BigirpaloTb 3HAYHY POSb B CUCTEMI NIAFOTOBKM NMPaBOOXO-
POHLiB. BMKOPUCTaAHHA 3aKOPOOHHMX XMapHUX NraTtopMm 4acTo perynieTbCca MiXkKHapoa-
HAMW HOPMaMK Ta HaLiOHanNbHMM 3aKOHOL4ABCTBOM [2]. Hanpuknag, nutaHHs 36epexeHHs
JaHNX 3a MeXaMu KpalHM MOXe CTBOPHOBATU PU3MKU ONS IXHbOI KOHiAeHUIMHOCTI. Tomy
HeobXigHO Po3pobNATH BriacHi HaLiOHanbHi piLLEHHS, SKi BignoBigaTUMyTb BUMOram 6e3neku
Ta NpaBoOBMM HOPMaM.

Cnig BigMiTUTK, LLIO NONPU BUKNKA, XMaPHI TEXHOMOTIT € NOTY>XXHUM iIHCTPYMEHTOM AJ15
MOZEpPHi3aLil OCBITHBOro npouecy B 3akragax ocBiTM [3], 30Kkpema, 3aknagax cuctemu
BHYTPIiLLHIX cnpai. [ns ycnilHOro BNpoBamXEHHS LMX TEXHOMOrN HeobXigHO BpaxoByBaTn
0CO6IMBOCTI NPaBOOXOPOHHOT AiANbHOCTI Ta JOTPMMYBATMCA KOMMSIEKCHOIO Migxoay.

1. Po3pobutn HauioHanbHy XMapHy nnaTtgopmy, gka Bignosigatmmve Bumoram 6esneku
Ta Oyae cneuianbHO aganToBaHa ANd 3aknagiB OCBiTU CUCTEMW BHYTPILLHIX CrpaB.
2. IHBeCTyBaTM Yy PO3BUTOK IHPPACTPYKTypu, 3oKkpema 3abesneyeHHs LWBMAKICHOro

|HTepHeTy Ta Cy4dacHOro obnagHaHHs B HaBYarnbHUX 3aknagax.
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3. 3abesneuntn nigBuLLEeHHA UMAGPOBOI rPaMOTHOCTI BUKNadadiB i 34obyBadiB OCBITU
Yyepes creuiani3oBaHi TPEHIHIMM, CeMiHapW Ta HaBYanbHi Kypcu.

4. IHTEerpyBaTuU XMapHi TEeXHOSoril noeTanHo, MOoYMHaK4M 3 MNIFOTHUX MNPOEKTIB, LU0
A03BONUTbL BpaxyBaTu NOTEHUiMHI PU3NKK Ta KOpUrysaTu nigxig Ha OCHOBI OTPUMAHOro
aocsigy.

5. PerynspHo npoBoauntn ayguT 6e3neku, o6 3anobirtu BUTOKY OaHUX i NigBULLATK

A0BIPY A0 BUKOPUCTAHHA XMapHUX PilleHb.

Ha 3aBeplueHHs BiA3HAYMMO, LLO BMPOBALKEHHS XMapHUX TEXHOSOorn y cuctemy
NiArOTOBKX MPaBOOXOPOHLIB CNpUATUME MiABULLEHHIO OOCTYMHOCTI, IHTEPaKTUBHOCTI Ta
edeKTUBHOCTI HaBYaHHs. BogHo4ac, BUPILIEHHS ICHYIOYMX BUKMUKIB LO3BOMUTL CTBOPUTHU
cyyacHe OCBITHE cepefoBuLle, siKe BignosigatMMe BUMOram 4vacy Ta cnpuatnme qopmy-
BaHHIO BMCOKOKBanidpikoBaHMX KagpiB ANs CUCTEMM BHYTPILLHIX cnpas.
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BaHHS, AoKTop dhinocodii

KotoBcbka Onbra lNeTpiBHa

aoueHT kadedpwu adMiHICTpaTMBHOrO Ta (PiHAHCOBOro MeHeKMeHTy, HauioHanbHoro
yHiBepcuTeTy «JIbBiBCbKa nonitexHikay, kaHanaat inocodCcbkmMx HayK, JOUEHT

cniBrnPALSA OPIrAHIB CEKTOPY BE3IMNEKU 3 TPOMAACBLKUMUA
(HEYPAOQOBUMU) OPTAHISAUIAMU B NATAHHAX KPUMIHAJIBHO-
NMPABOBOIO 3ABE3MNEYEHHA BE3IMNEKU KIBEPIMPOCTOPY

AKTMBHUI PO3BUTOK KibepTexHonorii Ta IT-6i3Hecy B OCTaHHi pOKM aKTUBHO CMOHYKae
ONA BYMHEHHS 3M0YUHIB OHSTaMH Ta y cdepi iIHpopmaUiHUX TeXHOMOorin. Y BCbOMY CBITI
3M104MHM Y KIBepnpoCTOopi LWOPOKY 3aBAatoTb 36UTKIB Ha aecaTkm Minbapais gonapis CLUA gk
aepxasam, TaK i IpyBaTHUM KOMMaHiaMm. Baxxnueum acnektom onepaTUBHOIO Ta eeKkTunB-
HOro pearyBaHHs Ha kibep3arposu € cniBnpausa opraHiB cektopy 6esneku 3 npuMBaTHUMMU
KOMNaHisMKU Ta HeypsaoBumMu (rpoMagcbkumMn) opradisauismn y cdepi KpMMiHanbHO-
NpaBoOBOi OXOPOHWU KibepnpocTopy. Taka B3aemMofiss CpuUsSiTUME YCYHEHHIO nporanuH y
MeToaax NpoTuail KibepanoynHam.

Kibep3nounH (KoMmn’roTepHUM 3NMO4YUH) — CYCMiNbHO HebesneyHe BUHHE OisHHS Y
KibepnpocTopi Ta/abo 3 MOro BMKOPUCTaAHHAM, BIQNOBIAANbHICTE 3a fAke nepenbdayeHa
3aKOHOM YKpaiHu Npo KpUMiHanbHy BiANOBigaNbHICTbL Ta/abo sike BM3HAHO 3NTIOYMHOM MiXK-
HapogHMMK gorosopamu YkpaiHu. Y KpumiHanbHOMY KOAEKC YKpaiHu BiCyTHE BU3HAYEHHS
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MOHATTA «KpUMiHanNbHE NPaBOMOPYLUEHHA 3 BUKOPUCTaHHAM KibepnpocTopy», Toadi K ue
PopMynNOBaHHS BUKOPUCTOBYETLCS Y 3akoHi YkpaiHn «[1po OCHOBHI 3acaan 3abe3nevyeHHs
Kibepbe3nekn YkpaiHm».

KibepnpocTip — cepenosuwle (BipTyanbHWn NPOCTIp), sike Hagae MOXMIMBOCTI ANs
30iINCHEHHS KOMYHiKauin Ta/abo peanisauii cycninbHMX BiQHOCWH, YTBOpPEHe B pesynbTarTi
PYHKUIOHYBaHHA CyMICHUX (3'€QHaHWX) KOMYHiKauiHUX cucteM Ta 3abe3neyeHHs
€NEKTPOHHNX KOMYHIKaUin 3 BUKOPUCTaHHAM Mepexi IHTepHeT Ta/abo iHWuxX rnobanbHux
Mepex nepenadi gaHux [6].

OpraHu cektopy 6e3neku BigirpatoTb rofioBHY posfib Y KPUMiHaNbHO-NpaBoOBOMY 3a-
XUCTi KibepnpocTopy, 30kpema Yy 3abesneyeHHi NpoTtuail 3noumHam, 3axucTi 06’ekTiB
KPUTUYHOT iIHPPaCTPYKTYpMU.

[o opraHiB cektopy 6e3nekm HanexaTtb MiHICTEPCTBO BHYTPILLHIX CnpaB YKpaiHu,
HauioHanbHa reapgisa YkpaiHu, HauioHanbHa noniuia YkpaiHu, [depxaBHa npukopaoHHa
cnyxba Ykpaivn, [epxaBHa MmirpaudinHa cnyxba YkpaiHu, [OepxaBHa cnyxba YkpaiHu 3
Haa3BMYanHUX cutyadin, Cnyx6a 6e3nekn YkpaiHu, AHTUTEPOPUCTUYHMIA LEeHTP npu Cnyxoi
6e3nekn YkpaiHu, Cnyxba cygoBOi OXOpOHW, YNpaBniHHA Oep)KaBHOI OXOPOHWU YKpaiHwu,
[epxaBHa cnyxba cneuianbHOro 3B’A3Ky Ta 3axucty iHdopmauii YkpaiHn, Anapat Pagu
HauioHanbHOT 6e3nekn i 060poHN YKpaiHK, po3BigyBaribHi opraHun YkpaiHu [5].

Y 2001 poui 35 gepxaB (kpaiHm Pagn €sponun, a Takox Asctpanisi, [JoMiHikaHCbka
Pecnybnika, AnoHia, MNanama, CLUA) npunHanu KoHBeHUis Npo KiBGep3nOYUHHICTb, SIKY
YkpaiHa patudpikyBana 07 BepecHs 2005 poky. KoHBeHUiss npo kibep3noumHHiCTb cTana
OCHOBOW AS1s1 rapMOHi3aLii HauioHanbHOro 3akoHogaBscTBa y cdepi kibepnpocTopy, ska
NPOAOBXYETbCA | 3apa3. KoHBeHUis crnpsiMmoBaHa Ha AONOBHEHHSA iICHYOUMX KOHBEHUIn Pagu
€ponn Woao cniBpobiTHALTBA Yy KpUMIHAMbHIA Cepi, a TakoX aHanoriyHUX yrog Mix
fepxasamu-yneHamu Paau €sponu Ta iHWuMmM KpaiHamu. [i meTa - nigBuwmTh epekTUBHICTb
KpUMiHanNbHUX po3cnigyBaHb i Cy4oBMX nepecnigyBaHb, NOB’A3aHMX i3 NPaBONOpPYLUEHHAMM,
LLIO CTOCYIOTbCS KOMM'IOTEPHUX cUCTEM Ta AaHux. Okpim Toro, KoHBeEHLia CTBOpPIOE NpaBoBi
ymMoBKM Ons 300py OOKa3iB Yy KpMMiHanbHUX CnpaBax, 30KpeMa B €feKTPOHHIN dopMi, Lo
cnpusae BOOCKOHANEHHIO MiXKHaApOAHOro cniBpobiTHMLTBA Y NpoTuaii Kibep3noyYnHHoCTi [2].

MpaBoBi Ta opraHisauinHi ocCHOBM 3abe3neyYeHHst 3aXMCTy iHTepeciB Yy KibepnpocTopi B
YkpaiHi Bu3Ha4yeHo y 3akoHi YkpaiHu «[1po ocHOBHi 3acaan 3abes3neveHHs Kibepbeaneku
Ykpaium». Y crtatti 10, n. 5 3a3HayeHoro 3aKOHy BW3HAYEHO MOXIUBICTb 3anyYeHHS
€KCMepPTHOro noTeHuiany, HaykoBUX YCTaHOB, NPOgecCinHMX ob’edHaHb Ta rpomMagCbKux
opraHiszauin 4o po3pobKKM KITHOYOBUX rany3eBuX MNPOEKTIB i HOPMAaTUBHUX AOKYMEHTIB y cdepi
Kibepbeaneku [6]. Y cTtatTi 6, n. 3 uboro x 3akoHy nepeabayeHo, Lo rpoOMaACchbKi opraHisadii,
pasoM i3 HayKOBMMW YCTaHOBaMW, He3anexHumu ayaumtopamMu Ta ekcrneptamu 3
Kibepbesnekn, 6epyTb yyacTb Yy poO3pobfieHHi HOpPMaTUBHO-NPABOBMX akTiB, SKi
perfnameHTyoTb NPOBEOEHHS He3anexHoro ayauty iHopmauinHol 6e3nekn Ha ob’ekTax
KPUTUYHOI iH(PpaCTpyKTypu BigMNOBIAHO A0 MiXKHAPOLHMX CTaHAapTIB, a TakoX cTaHAapTiB
€sponencbkoro Coto3y Ta HATO [6].

Y LbOMY KOHTEKCTIi A0OLifIbHO YTOYHUTM 0COBAMBOCTI HaUiOHaNbHOro Ta MiXKHAaPOAHOIrO
3aKOHOAABCTBA, SKi PerynoTb y4acTb rPOMaaCcbkux (HEypsaoBuMX) opraHisauin y 3abesne-
YeHHi 6eanekn kibepnpocTopy. 3akoH YKpaiHu «[1po rpomagcbki 06’egHaHHA» BU3HaYae OBi
dopmmu rpomaacbkmx 06’egHaHb (rpomagcbka opraHisauis abo rpomazcbka cninka) npaBoBi
3acagu OiAnNbHOCTI, TXHIO He3amnexXHiCTb Big OepXaBHWX OpraHiB Ta NpaBo Ha yyacTb Y
npouecax, Wo MarTb cycnifibHe 3Ha4YeHHs [4]. 3asHayeHuM 3akoHOM Yy cTaTTi 2. n.4. nepe-
YyarneHo MOHATTA «HeypPsiAOBi OpraHi3auii» Yy KOHTEKCTI OisNbHOCTI iHWKX AepXaB Ta MiKHa-
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POOHMX HeypsaoBMX oOpraHisauin: «Heypsagosi opradisauil iHWWX AepkaB, MiDKHapOAHi
HeypsaoBi opraHisadii (gani — iHoO3eMHi HeypsaaoBi opraHisadii) 4iloTe Ha TepuTopii YkpaiHu
BIiANOBIAHO 40 LbOro Ta iHWKWX 3aKoHIB YKpaiHW, MbXKHaApO4HUX OOroBopiB YKpaiHu, 3rofa Ha
000B’A3KOBICTb SIKMX HagaHa BepxoBHoto Papoto Ykpaium» [4]. PakTnyHO 3rigHO Hauio-
HanbHOro0 3aKOHO4ABCTBA Ta MiXKHApPOAHMX HOPMATUBHO-NPAaBOBMX akTiB, 30kpema Pagu
€Bponun, NOHATTA «rpoMafCbka OpraHizauis» Ta «HeypsiioBa OpraHisauis» BMKOPUCTOBY-
IOTbCH 9K CMHOHIMW, XO4a HEeYpSAAOBi OpraHisauil € Aewo WMPLWNM NOHATTAM.

TepMiH «HeypsagoBa opraHisauia» (non-governmental organization) 6epe cBii no4aTok
i3 yacy ctBopeHHst Opranisauii O6'egHaHux Hauin y 1945 poui. Y poagini 10, crtatTti 71
Cratyty OOH Brepwwe BM3HAYEHO KOHCYNbTaTMBHY pPOSfb HEypsiAoOBUX oOpradisauin [7].
3rogom ponb HeypsiAOBMX OpraHidauin y 6inbLIOCTi KpaiH i3 pO3BMHEHOK OeMOKpaTieto
3Ha4yHO po3wupunacsk. Nopsa i3 gepxaBHUM (ypsgoM) Ta NPMBaATHUM CEKTOPOM (BidHecom)
BOHM ChOpMyBanu Tak 3BaHUM «TPETIM CEKTOp», AN SAKOro XapakTepHi Taki O3HaKu §K:
3axuUCT Ta NpeaCTaBlEHHA BaXXMNBUX ANSA CYCnifibCTBa NNTaHb, HEKOMEPLINHICTb AiANbHOCTI,
He3anexHicTb i opraHizauinHun nnopaniam [1]. Heypsagosi opraHizauii MawTb  4iTKO
BM3HAYeEHi Uini, HanpaMn AiAnNbHOCTI (couianbHi, eKOHOMIYHI, MONITUYHI Ta €KOMOoridHi) Ta
QYHKUIT, SKi MOXYTb 3MiHIOBATUCA 3anexHo Big noTpebd cycninbctBa. [ONOBHI PyHKUii
HeypsiAoBMX OpraHisauin: 1. HagaHHA NiIOTPUMKM SIK MaTepianbHOI, Tak i HemaTepianbHoT; 2.
cniBnpauys 3 ypsagomMm (opraHammn OepXxaBHOI Bflagn) AN BUPILWEHHSA CYCniflbHO BaXKMMBUX
nUTaHb, y4acTb y opMyBaHHi NyOniyHOI NONITMKKN; 3. 3aXMCT i NPOCYBaHHA NpaB NEBHMUX
couianbHuMx rpyn; 4. HaB4YaHHS iX (HOBUM HaBuyKam); 5. iIH(POPMYBaHHS OO BaXKIIMBUX
nuTaHb; 6. Mobinisauia MacoBoi NIATPUMKM Ta 3anyyvyeHHs TPOMaACbKOCTi 40 PO3B'sS3aHHS
akTyanbHux npobnem [1].

Ha cborogHiwHin geHb B YKpaiHi, SK i B CBITi B LinomMy, piBeHb kKibepbeanekn siBHO
HegocTaTHIM. MixHapoaHa cniBnpaus crnpusie BUPILWEHHIO Uiei npobnemn, ogHaK OCHOBHI
3MiHW NOBMHHI BYTW 34iCHEHI B cCepeanHi kpaiHu, Wwob 3rogom nepegaTu CBITy HaL yCniLUHWUIA
nocsig 60poTbbun 3 Kibep3noUnHHICTIO | perynioBaHHA KibepnpocTopy. [Ansa uboro gepxaea i
CYCninbCTBO MOBUHHO 06’egHATN CBOI 3ycunns Ta 3pobuTyv BCe MOXNMBE AN NOOONaHHSA
npobremu KibepanoumHHOCTI. 3akoH YKpaiHu «[1po rpomaackki 06’egHaHHS» HabyB YMHHOCTI
y 2013 poui, ane po3BUTOK rPOMaAAHCLKOro CycnifnibCTBa B YKpaiHi, 30KpemMa rpomMmagcbkux
opraHiszauin, 3Ha4HO akTmBidyBaBcs nicna 2014 poky. 3BaxawuM Ha BaXIMBY poSib SK
YKpalHCbKMX, TaK i MDKHapOOHMX HeYypsAoBUX opraHisain y npoTtuail arpecii pc ta nogona-
HHi T HacnigKiB, OUINbHO NepernsiHyT! OKpPeMi NOMOXEHHS Lboro 3akoHy [8], 3okpema woao
KoopAuHauil gisnbHocTi y cdepi kibepbesnekn. Ha Hawy OyMKy 3anyyeHHs 40 BUPILLEHHSA
uiel npobnemun rpomagcbkux (HeypsOoBMX) OpraHidauinn, ki cneuianisyloTbCa y cdepi
Kibepbe3nekn Ta iHOpMaUiMHMX TEXHOMOrN AacTb 3MOry NPULIBUALINTL BUSIBIIEHHA Ta
NigHATY piBeHb 60POTLOUN 3 NPaBONOPYLLEHHAMN Y KiBEepNpOCTOpPi Ha AKICHO BULLMIA PiBEHD.
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MycinoBcbka Map’aHa MuxanniBHa

noreHT kadenpu 1HGOPMAIIMHUX CUCTEM Ta TEXHOJIOT1H JIbBIBCHKOTO Jep>KaBHOTO
YHIBEPCUTETY BHYTPIIIHIX CIIPaB, KAHIUJAT TEXHIYHUX HAYK

3ACTOCYBAHHSAM IH¢OPMALII_!7IHI/IX TEXHONOIIN Y 3AKNAOAX
BULLIOI OCBITH

Ana dopmMyBaHHA npodecinHnX i 3aranbHOKYNbTYPHUX KOMMETEHLin ManbyTHIX
GakanaBpiB i MaricTpiB NOTPiGHI HOBI yMOBM HaB4YaHHA. Cchepa BMLLOT OCBITU 4EL0 BiACTae
Bif 3aranbHOI AigxuTtanisauii, i HeobxigHO goknacTu Ginblie 3ycunb, Wob ckopucTaTUCS
IHCTPYyMEHTaMn Ta CUSTbHUMU CTOPOHaMU HOBUX IHOPMAUIMHUX TEXHOOrin, O4HOYacHO
BMpiLWLYOYM npobneMn LWOOO0 MOXMAMBUX 3MOBXMBaAHb, TakMX $K KiOepBTOPrHeHHs Ta
npobremun KoHdIAeHUINHOCTI[4].

3aBAaHHA PO3BUTKY 3aKOHOAABCTBA Y Cpepi OCBITU OKpecniorTbcss HauioHanbHo
OOKTPUHOK PO3BUTKY OCBITU, Sika BU3HA4Yae CUCTEMY KOHLENTyanbHUX igen Ta Nornsais Ha
CTpaTerito i OCHOBHI HanNpPsMKN po3BUTKY ocBiTM Ao 2025 p. [2, 3].

3rigHo 3i CTpaTerieto po3BUTKY BULLOI OCBITK B YKpaiHi Ha 2021-2031 pokn, B OCHOBY
KOHLeNnTyanbHOI Mogeni BuWOi OCBIiTM YKpaiHu mae OyTn noknageHun KibepHeTU4HMN
NpyHUMN HeobXxigHoro po3maitTa [1].

ICTOTHMI BNNMB Ha BNpPOBaMXXEHHS HOBUX iHPOPMAaLINHUX TEXHOMOriN 34INCHIoTb
CydacHi iHgpopMaUiiHi TEXHOMNOTiYHI TEHAEHLiT, OCHOBHI 3 SKMUX TaKi:

- BipTyanisauis Ta «XmMapHi» TeXHOMOTIi;

- PO3LUNPEHHSA BUKOPUCTAHHS CEPBICOPIEHTOBAHNX apXiTEKTYP;

- BNPOBaAKEHHA MOOINbHMX NPUCTPOIB Ta pilleHb Ha KOPNopaTMBHOMY piBHI 4n4
OOCTyny 0 pecypciB Ta BUKOHAHHS KOPropaTUBHUX [0 aTKiB;

- NoCUNeHHa andepeHuiauil KOpUCTyBaLbKUX NepeBsar;

- Bidyanisauisi, BebiHapu Ta BigeokoHdepeHL3B'a30K [6].

OaHuMm i3 BaXXnMBuX WNAXiB 3abe3neyeHHss e(peKTUBHOrO PYyHKLIOHYBaHHSA OCBITHLOT
CUCTEMM NPU BNPOBaPKEHHI iHPOPMAaLIMHUX TEXHOMOrIN Y HaBYanbHUW NpoLec y 3aknagax
BULLIOT OCBITU € CTBOPEHHS Ta BUKOPUCTAHHS €MEKTPOHHUX HaBYaribHO-METOANUYHUX KOMIM-
nekciB. YCi AOKYMEHTU y cknagi uboro iHgpopmMmaLinHOro KOMM'toTEPHOro NPOAYKTY — MyIbTU-
MeLiVHI, Yy HUX 3aBXAW NPUCYTHI eNeMEHTUN iIHTEPaKTUBHOCTI, BOHU MOXYTb ByTn ocbopMneHi B
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BUrNsai Habopy Be6-CTOPIHOK. ENEeKTpoHHI HaBYanbHi KOMNEKCU MOXYTb OyTN BUKOPUCTaHI
Ha NeKUinHNX 3aHATTAX (NpoKa3 Bigeo3anucis, iHTepaKTMBHUX MOAEeNen Ta aHimadii), nig 4ac
npoBeAeHHs nabopaTtopHux pobiT, aTtecTtauil Ta camocTiHOl poboTn 3000yBayiB BULLOI
OCBiTWU. TakMMm YMHOM, €neKTPOHHWW HaB4YarbHO-METOOUYHWW KOMMMEKC ue nporpaMmHun
MyNbTUMEAIanpoAyKT HaByanbHOro nNpU3HadYeHHsa, WO 3abesneyye 6GesnepepBHICTbL Ta
MOBHOTY ANOAKTUYHOIO LIMKITY NPpoLecy HaBY4aHHA Ta MICTUTb OpraHisauiviHi cucTemaTu3oBaHi
TEOPETUYHI, NPAKTUYHI, KOHTPOMIOKOYI MaTepiany nobyaoBaHi Ha NPUHLMMNAX CUCTEMHOIO
nigxoAay, iHTepakTUBHOCTI iIHPOpMaLiMHOI BIAKpUTOCTI [4].

LLlo6 nigBuwmnTn ebekTMBHICTbL pobOTY 3aknagy BULOI OCBITK, MOTPIOGHO KOMMNSIEKCHO
BMMAMBaTW Ha CUCTEMYy B LINOMY cTpaTerilo, MepexeBy iH(pacTpyKTypy, OpraHizauinHy
CTPYKTYpY, CUCTEMY YNpPaBIiiHHA, CUCTEMY MOTUBALT 4O MpaLi, KoprnopaTueHY KyrnbTypy. [ns
BUPILLEHHSA 3aBAaHHA iHopMaTmM3auii 3aknagy BWULLOI OCBITM HEOOXiAHO CTBOPUTM NOro
€OWHY EeNeKTPOHHY cuctemy, sika 6 gossonuna ynpasnsaTv 3HaHHAMM, Wo 3abesneyunno 6
PO3BMTOK iHHOBALiN, 30iNblEeHHA NPOAYKTUBHOCTI Npai WIIAXOM CKOPOYEHHS Yacy MoLlyKy
NOTPIGHOro pilleHHs B ynpaBniHHI Ta 06csry BUKOHaHMX pobiT, NiABULLEHHS KOMNETEHTHOCTI
nepcoHany. B peaynbTati KOpUCTyBadi OTpUMaroTb AOCTYN OO BUCOKOSIKICHOT iHdpopMauii, a
cami pileHHs B ranysi iHpopmauinHux TexHonoriin 6yayTb Tak 3agisHi B OCHOBHI AinoB.i
npouecu 3aknagy BULLOI OCBITH, LLO NepcoHan i 30obyBadi BULLOT OCBITU BXe HE 3MOXYTb
obxogutnca 6e3 ceps.iciB, WO HagawTbCa iHpopmauinHuMm cepegosuweM. Npu UboOMy
NigBULLYETLCA €(PEKTUBHICTb BMKOHAHHA NEepCcOHAanoM KMoro nocagoBux o6oB'a3kiB, MigBu-
LLYETBbCA AKICTb HAaBYaHHS 3000yBaYiB BULLOT OCBITH, WO pobuTb iHBECTULii B iHopMaULilHI
TEXHONOriI eKOHOMIYHO BUNpaBaaHumMu [4].

MoxHa BUAINMUTU Taki OCHOBHI 3aBAaHHS, BUKOHAHHA AKUX CNpSMOBaHi Ha dhopmy-
BaHHA €4MHOT iHhOpMaLiHOT CMCTEMM 3aKnagy BULLOI OCBITU:

- doopMyBaHHS opraHi3auiiHOl CTPYKTYpU iHbopmaTm3auil;

— CTBOPEHHS iHopMaUiMHOT iIHpaCTPYKTypu 3aknagy BULLOI OCBITU Ta aBToOMaTu3auis
1T ynpaBniHHS;

— iHbopmaTU3aLia npoueciB ynpaBniHHS 3aknagoM BULLIOT OCBITH, 30KpeMa hiHaHCamu;

- iH(bopMaTmn3aLis HaB4YanbHOro rnpouecy,

— iHpbopMaTmn3aLis HayKoBUX JOCIIOXEHb Ta NPOEKTIB,;

— NiABULLEHHS PIBHA KOMMETEHTHOCTI nepcoHany y cdepi iHpopMaLuitHUX TEXHOMOrIN

[5].

[Mpn cTBOpPEHHI iHHOPMaUINHOI cucTeMn 3aknagy BuLLOI OCBITK chnif 3abesnedvyBaTtu
PO3YMHUIN 06CAr iHHOBALIN AK Y HABYanbHil, Tak i B ynpaBniHCbKin AignbHOCTI. CTBOpPEHHS Ta
opraHisauist eauHoT iIHopMaLiMHOT cMCTeMU 3aknagy BULLIOT OCBITU — CKNagHe opraHisadinHe
Ta TEeXHONOriYyHe 3aBAaHHs, Wo OByMOBMIE AOUIMBHICTL MoeTanHoi po3pobku cuctemu:
PO3B'A3aHHA 3a[a4i OTPUMAHHA Ha KOXXHOMY eTani 3aKiH4eHOro NPoAyKTYy, KM NOCHiLOBHO
MOANiKyBaTUMETbCA Ta HapoLlyBaTUMETbCS Big eTany Ao eTtany. TifbKu Ha Takih OCHOBI
MoXe 6yTn 3abeaneveHe cTiike PyHKLiIOHYBaHHA iHPOPMAaLiHOT CUCTEMM BULLOI OCBITH.

IHpopmaTM3aLis BUWOI OCBITM B YKpaiHi € OAHUM i3 NPIOPUTETHUX HaNPSIMKIB
pedopMyBaHHA BULLOT LLIKONW. Ha wnsaxy iHpopmaTuaauii HaB4anbHOro NpoLecy BaXnmBum
€ CTBOPEHHS, BMPOBaXXEHHSA Ta PO3BUTOK KOMM'IOTEPHO OPIEHTOBAHONO OCBITHLOrO cepe-
[O0BMLLA Ha OCHOBI iIHOOPMAaLIMHUX TEXHOSIOTNN, CUCTEM, MEPEX Ta PeCcypCiB.

Lle — komnnekc nepeTBOopeHb, MOB'A3aHMX i3 HACUMYEHHAM OCBITHLOI CUCTEMMU
iHbopMauiHO npoayKuieto, iHpopMmauinHuMn 3acobamu, WO TFPYHTYOTbCA Ha MIKpO-
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NPOLIECOPHIN TeXHiui, Ta iHpopmauinHUMKM TexHoMoriaMn npu BCeOIYHOMY BUMKOPUCTaHHI
MOXIMBOCTEN CUCTEMHOIO MigxoAy K MeToaosorivyHoT 6asn.

Pecypc cuctemHoro nigxogy, iHTErpoBaHOro 3actocyBaHHAM iHOpMaLMHUX TEXHO-
norin y npoueci npodeciiHOoi NigroToBKKN, NO3BOSISIE OPraHisatopam Ta y4acHMKamMm HaBYarb-
HOro NpoLecy YiTKO YCBIAOMITIOBATM B3aEMO3B'A30K YCiX KOMMNOHEHTIB OCBITHLOI CUCTEMU Ta
GinbLw ehekTMBHO peani3oByBaTV OCHOBHI 1T (PYHKLUIT: opraHi3auito, KepiBHULTBO, KOHTPOIb.
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HoBocbonoBa €nusaseta KOpiiBHa
KypcaHT 3-ro kypcy, HHIT®IMKI JibBiBCbKOro AepXaBHOro YHiBEPCUTETY BHYTPILLHIX cnpas
NMonsk CeAaTocnas lNeTpoBuy

B.o. 3aBigyBava kadegpu onepaTtuMBHO-po3wykoBol AisnbHocTi, HHIM®IMKI JibBiBCbKOrO
AepXXaBHOro YHiBepCUTETY BHYTPILLHIX cnpas, OKTOp dinocodii y ranysi 3HaHb «lMpaBo»

IH¢OPMALI,II7|HO-AHAJ'IITI/ILII-!_E 3ABE3IMNEYEHHA NIAPO3AINIB
AENAPTAMEHTY BHYTPILLWHBbOI BE3MNEKU HALIIOHANBHOI NOnIuil
YKPAIHU

Migpo3ginu denaptameHTy BHYTPIiWHbLOI 6e3nekn HauioHanbHOI noniuil Ykpainuv (gani
— OBB HIY) € ogHvmn 3 knio4oBUX CYB’eKTiB AOKYMEHTYBAHHS 3MOYMHIB, BYMHEHMUX
noniuenceknmun. IcHye gocutb Garato cnocobiB 3abe3neyeHHs eEeKTUBHOMO 34iIMCHEHHS
nigposginamu BB HITY onepaTuBHO-PO3LLYKOBOI AiSNbHOCTI, CNPAMOBAHOI HAa BUKOHAHHS
NOKMageHX 3aKOHOM Ha Leln opraH 3aBAaHb, TOX BBaXXaEMO, LLIO NpaBuiibHa opraHisauis
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360py, cuctematmaauii Ta 06pobkm onepaTMBHO 3HauYyLWOI iHOpMaLii Bigirpae Baxnuey
posib Y UboMy npoueci. [oroaxxyemocs i3 4yMKOK Npo Te, WO pe3ynbTaTUBHICTb AiSNbHOCTI
NPaBOOXOPOHHMX OpraHiB y 60poTb0i 3i 3N104MHHICTIO 6e3nocepeaHbO 3aneXuTb Bif AKICHOTO,
CBOEYACHOro i 4OCTaTHLOrO iHpOpMaUiINHO-aHaNITMYHOro 3abe3neveHHs Liel AisnbHOCTI [2,
c.23].

Xo4a 3aKOHOaBCTBO KOHKPETHO He PO3’ACHIOE AKi came Aii MOXYTb BUMHATW npauis-
HUkn [1BB y mexax BUpilLEHHS NUTaHb WOAO iHOpMaUiiHO-aHaniTUMHOro 3abe3neyeHHs,
nesiki nonoxeHHs Hakasy HauioHanbHol noniuil Ykpainum Big 09.11.2015 Ne83 BusHa4valoTb
OKpeMi MOBHOBaXXEHHSA Ha KOPUCTYBAHHSA iHpopMaUinHMMn pecypcamn HauioHanbHOT noniuil
Ta MiHicTepcTBa BHYTpILWHIX cnpas. Tak, npauiBHMKaM onepaTtuMeBHUX nNigpo3ainis Jenapta-
MEHTY BHYTPILWIHbOT 6e3nekn HagaeTbCsl NPaBo BiAMNOBIAHO 4O BMMOT 3aKOHOAABCTBA YKpaiHK
CTBOpPKOBATW, HaKoMU4yBaTU Ta BMKOPUCTOBYBATM OKpPEMi OrnepaTUBHO-PO3LLYKOBI, ornepa-
TMBHO-NPOMINaKTUYHI Ta onepaTuBHO-AOBIAKOBI 6a3n gaHux, o06nikM, B TOMy w4uchi
KapTOTEKW, ChnpaBuM  KOHTPOSIbHO-HArns4oBOro  MNPOBafXEHHA Ta  aBTOMAaTM30BaHi
iHdopmauinHi cuctemn 3a Hanpsamamn pobotn BB [1].

Okpim 3a3HayeHoro BuLLe, Ha Hawy aymky, BB, 6yayym cknagoBok YacTUHOK ana-
paTy HauioHanbHOT noniuii YKpaiHn, MoXxe KOPUCTYBaTUCb NOBHOBAXXEHHSIMU, MNOKNageHnMN
Ha noniyito, y cdepi iHPopMaLiiHO-aHaNiTUYHOrO 3abe3neyeHHs. Taki NOBHOBaXKEHHS
BM3Ha4vaTbca ctaTTeto 25 3akoHy YkpaiHu «[po HauioHanbHy noniuito» i nependavatotb
MOXNMBICTb NpauiBHMKIB bopMyBaTh peectpu Ta 6a3n (6aHku) gaHumx, Wo BXOAATb 40 €QUHOT
iHpopmauinHol cuctemmn MiHicTepcTBa BHYTPILLHIX cripaB YKpalHW; KOpUCTyBaTUCh UMK Ta
iHWUMK peecTtpamu, 6aszamun (6aHkamun) gaHuX; 34iMCHIOBATU iIHOPMAaLMHO-NOLIYKOBY Ta
iHbopMaUiHO-aHaniTU4HY poboTY; 34iNCHIOBATK iHbOpMaLiHy B3aEMOAi0 3 iHLWIMMKU opra-
HaMu Aep)XaBHOI Bnagun YKpaiHuM, opraHamu npaBonopsgky iHO3eMHUX OepXaB Ta M-
HapOOHMMW OpraHisauismMu; CTBOPHOBaTU BracHi peectpu Ta 6asu gaHux, HeobxigHi ons
3abe3neyveHHs WOoAeHHOT OianbHOCTI OpraHis (3aknagis, ycTaHOB) noniuii y cpepi TpyaoBuXx,
giHaHCOBMX, YNpaBniHCbKUX BiAHOCWH, BIQHOCUH AOKYMEHTOO0bIry, a Takox 6asu gaHux, Wwo
GopMyIOTbCS B MNPOLECI 3AIMCHEHHSA OMnepaTUBHO-PO3LLYKOBOI AisiNbHOCTI BignoBigHO A0
3aKoHy, Ta iHopMaUinHO-aHaniTUYHi cuctemmn (y TOMy 4ucni MiXBigomui), HeoOxigHi ang
BUKOHAHHS NOKNageHUX Ha Hel MOBHOBAaXEHbD [5].

[o Takux o6nikiB, 30Kpema, BiAHOCMMO aBTOMAaTU30BaHy iHOPMAaUiiHY CUCTEMY
onepaTMBHOrO MNPU3HAYEHHHA, B SKiK opraHizoBaHo 0Opo6Ky iHdopmauii 3 rpudom
CeKpeTHoCTi «TaeMHo» (gani — AIC OIl1)., okpemo BnpoBagKeHy 3 MeTOK 3abe3nedeHHs
onepaTMBHO-PO3LUYKOBOI AiSNIbHOCTI onepaTtMBHUX NiAPO34iNiB KpUMiHANbHOI nosiuii, Ha
BMKOHaHHSA BMMOr 3akoHy YKpaiHu «[1po onepaTMBHO-pO3LLYKOBY AisnbHiCTb», Hakasy MBC
Ykpainm Big 05.05.2016 p. Ne 07 [6, c.72]. AIC OI1 € CyKynHIiCTO NpOrpamMHoO-TEXHIYHMX Ta
TEXHIYHMX 3acobiB €NeKTPOHHUX KOMYHIKauii i Npu3HavyeHa Ans HakonnyeHHs 1 0Bpobkum
BiJOMOCTEWN, L0 YTBOPIOKTLCS B NpoLEeCi onepaTUBHO-PO3LLYKOBOI AisiNbHOCTI Ta AiANbHOCTI
3 NpoOBeAEeHHSA KpUMiHanbHOro aHanidy HauioHanbHoT noniuii YkpaiHu, kpiMm iHpopmadil, sika
06pobnseTbea B iHpopMaLuiMHO-NoLWYKOoBIKM cucTtemi «PiniH» HauioHanbHOI noniuii YkpaiHn

[4].

Baxnueum acnektom gisneHocTi BB € Te, 1o uen opraH Moxe He nuwle KopucTy-
BaTUCb 06sIikOBaHO iHhopMaLieto, a n BUCTYNaTw ii posnopsigHukom. Tak, BB 3gincHioe
iHopmaLiHo-aHaniTM4He 3abe3nevyeHHs KepiBHUUTBA HauioHanbHOi noniuii YkpaiHm Ta
OpraHiB AepxxaBHOI Bfiagm Npo CTaH BUPILLEHHS NMUTaHb, WO HanexaTb 4O NOro KomneTeHuil
[1]. Ockinbkn OCHOBHMM 3aBAaHHAM LbOro opraHy € 3abesneyeHHst BHYTPiWWHLOT 6e3nekn B
HauioHanbHin noniuii YkpaiHu, BBaXaemo, WO A0 iHdopMauii, Wo nepegaeTbcsi YNoBHO-
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BakeHMM ocobam HanexaTtb AaHi NPOo NonepespkeHHs Ta BUABMNEHHST KpUMIHANbHUX, KOpyn-
UiIMHUX Ta MNOB’A3aHUX 3 KOPYrUiE MpaBornopylweHb cepen Mnosliuencbkux, Aep’KaBHUX
cnyxk6oBUiB Ta IHWMX NpauiBHUKIB noniuii. [Ons 3abe3nedyeHHs onepaTtMBHOrO OOMiHY
noBigoOMNEHHAMM Ta iHOpMaLiEr0 onepaTUBHO-PO3LLYKOBOrO Xapakrtepy MiX nigposainamu,
LLO 34INCHIOTb OnepaTUBHO-PO3LLYKOBY AisiNIbHICTb, CTBOPKOTLCA ranysesi iHpopmauinHi
Mepexi, SIKi € CKNnagoBOK YaCTUHOK IHGOPMAaUIMHOI Mepexi NPaBOOXOPOHHUX OpraHis. B
NPaBOOXOPOHHMX BiOMCTBaxX CTBOPHKTLCA CreLianbHi rany3eBi cnyxou, Wo 3anmaroTbes
iHpopmauinHnm 3abeaneveHHam, B MBC Ykpainu ue, [denaptameHT iHdopmauiiHo-aHa-
NiTUYHOT NiaTPUMKKM HauioHanbHo! noniuil Ykpainum [3, ¢.140].

Y BUCHOBKY MOXEMO 3a3HauyuTW, LLIO OCHOBHI MOXIMBOCTI i noBHoBaXeHHsA BB y
ccepi 3AiNCHEHHS iHOpMaLiNHO-aHaniTM4HOT poboTn He nepepbayvarTbCA MNPSMO Y
HOPMaTMBHOMY aKTi, SIKUA perynte Noro AisnbHICTb, @ NEBHOK MipPOK BUMMMBAKOTL i3 JOKY-
MEHTIB, AKi CTaHOBNATbL NpaBOBY OCHOBY AiSANIbHOCTI HauioHanbHoI noniuii B winiomy. Edek-
TMBHICTb nigpo3ainis BB 3Ha4HO Mipol 3anexuTb Big NpaBubHOI opradidauil iHdop-
MaLiHO-aHanNITUYHOI AiSANbHOCTI, WO MOXe BKIYaTtn goctyn Ao 6as gaHmx, opMyBaHHS
BNacHux peectpiB, 06pobky onepaTMBHO 3Ha4yLLOl iHpopMaLii, a TakoX BUKOPUCTAHHS
aBTOoMaTm3oBaHmx cuctem, Takux sk AIC Oll. BogHovac BB Buctynae po3nopsgHUKOM
iHpopmau,ii, 3abesneyyoum KepiBHULUTBO MOMIUil M iHWI Aep)KaBHi OpraHn AaHuUMW Npo
nonepegKeHi Ta BUABIEHI 3MT0MMHU, KOPYNLUiMHI NPaBONOPYLUEHHS | NOPYLUEHHS ANCLMMAIHK
cepea npauiBHUKIB nosiuil.
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Oripko Onbra IropiBHa

aoueHT kadeapwn iHpopmauimHOro Ta aHaniTMyHoro 3abes3nedyeHHsa AisnbHOCTI NpaBo-
OXOPOHHWMX OpraHiB J1bBIBCbKOro AepXaBHOro YHIBEPCUTET BHYTPILLHIX cnpaB KaHauaaT
TEXHIYHUX HayK, OOUEHT

BUKOPUCTAHHSA BIPTYANbHOI TA AONOBHEHOI PEAJIbHOCTI B
MNIAroToBL|I ®AXIBLIB CEKTOPY BE3MNEKU TA OBOPOHU YKPAIHU:
3APYBIXHWUK 0OCBIA

BiptyaneHi TexHonorii (VR) Ta TexHonorii gonoBHeHol peanbHocTi (AR), aki 3gaTHi
npoekTyBaTn undpoBy iHopmauito (306paxeHHs1, Bigeo, TeKkCT, rpadiky) nosa ekpaHamm
NpUCTpOiB Ta o6’egHyBaTU BipTyanbHi O0’€KTU 3 peanbHUM CepefoBULLEM € OAHMMW 3
NnepcneKkTUBHUX OCBITHIX IHPOPMAaLIMHNX TEXHONOTIT B CydaCHOMY CyCifbCTBiI.

BipTyanbHa pearnbHIiCTb — Le LUTY4HO CTBOPEHUN CBIT, 9K 3aBOSKW cneuianbHUM
TEeXHIYHMM 3acobamM [03BONSAE KOXHOMY 3000yBady BMLLOI OCBITU MOBHICTIO 3aHYpPUTUCS Y
BUragaHe cepegosuue. YHikanbHicTb VR nondrae y BnnuBi Ha GinbLiCTb OpraHiB 4yTTs
NIOANHK, BKAKOYAKYK 3ip, CryX, AOTUK | HaBiTb HioX [1].

[lonoBHeHa peanbHICTb — Le TEXHOSOorid, WO IHTErpye B peanbHUM CBIT A04ATKOBI
eneMeHTM KOMM'IOTEPHOI rpadoikn, CTBOPKOOYM PO3LUMPEHE YABIMEHHS MPO HAaBKOJSIMLLHE
cepefosuLle Ta 403BOSMAKOYN KOPUCTYBAYEBI 3anuiaTUCS B KOHTaKTI 3 peanbHicTio [1-2].

[MprknagomMm BNpoBamXeHHA TEXHOSIOorin BipTyarnbHOI Ta [OMOBHEHOI pearibHOCTI B
OCBITHI MpoLec € CTBOPEHHA BipTyanbHUX nabopartopin. Lle iHTepakTVBHI HaB4YanbHi
cepenoBuLla, Aki AaloTb 34obyBayamM OCBITU MOXMIMBICTL NPOBOANTU nabopaTtopHi gocnian
Ta BMBYATM HAyKOBI KOHUeEMUii oHnanH, 6e3 HeobxigHOCTI BiaBigayBaHHA isnyHOI nabo-
paTtopii. 3okpema, y nuctonagi 2022 poky MiHiCTEpCTBO OCBITM i HAYKM YKpaiHU yknano yrogy
3 Labster, citoBUM nigepom 3 po3pobnieHHs BipTyanbHUX HaBYalbHUX CUMYMSTOPIB, Ha
nnatopmi SKoi ycnilwHO HaBYaeTbCa Ginbwe 5 MnH. cTyaeHTiB Ta yyHiB 3000 HaBYanbHUX
3aknagis B 70 kpaiHax CBiTy.

Texnonorii VR Ta AR go3Bons0Tb HAOYHO NPOBOANTM NEKLiT, TPEHIHIM 1 AEMOHCTpPa-
Lil, @ Takox BidyaridyBaTu 06’eKTV Ta npoLecH, ki HEMOXIMBO BIOTBOPUTK Y pearbHOCTi. [Jo
OCHOBHUX MepeBar BMNpOBaKeHHS BipTyanbHOI Ta AOMOBHEHOI peanbHOCTIi B npouec
HaB4YaHHs dhaxiBuiB cekTopy 6e3nekn Ta 060poHM AouinbHO BigHecTn [1-4]:

— MOKpPAaLLLEHHIO PO3YMiHHS CKnagHoI iHopMaLii Yepes iHTepaKTUBHI Bidyanisauir;

- GOpMyBaHHIO HOBUX MNPAKTUYHMUX HABUYOK,;

— AeTanisauito NpMpoaHMX NPOLECIB, SBULL YM 06’EKTIB Yepes BidyanisaLito HaB4YanbHMX
MaTtepianis;

— CTBOPEHHSA 6e3neYyHoro cepenoBuLLa Anst NPakTUYHNX i nabopaTopHUX pobiT;

- MOXNUBICTb GaraTopa3oBOro MOBTOPEHHS EKCNEPUMEHTIB ONA BOOCKOHANEHHS
HaBUYOK;

- afjanTauilo HaBYaHHA [0 iHAuMBIAyanbHUX noTped, BKMKOYHO 3i CTyAeHTamu 3
0CcoOnNMBMMK OCBITHIMK NoTpebamu;

- iHTerpauito TexHonorii BYOD (Bring Your Own Device) onst nepcoHanisadii HaB4aHHs;

- 3aCTOCYBaHHS TEOPETUYHUX 3HaHb Ha MNpakTuUi Ana  pO3BUTKY  KINKOYOBUX
KOMMETEHTHOCTEWN;
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- CTBOPEHHS “WOW-e(eKTy”, KU CNpUsSIE akTMBI3aLii yBarn Ta iHTepecy 40 HaBYaHHS.

BukopuctaHHA TexHOsorin BipTyanbHOI Ta [OMOBHEHOI peanbHOCTEW Y MiaroTtoBui
daxiBuiB cekTopy 6e3nekn € BaXXNMBUM KPOKOM 0 MOAEPHi3aUil Ta NiaBULLLEHHSA edpeKTmB-
HOCTi HaB4yaHHsA. Hawnkpawi npaktuku BnpoBampkeHHs VR Ta AR npeacTtaBneHi y Takux
KpaiHax: CnonydeHi lUTaTtn Amepuku, I13painb, Benuka bputaHia, Himeydnna ta Kutanm [5-6].
[ocsig, HabyTun UMMM KpaiHamMu, MOXe CTaTu B Harogi ons YKpaiHi y NoKpalleHHi piBHSA
PO3BUTKY iH(POpMaLiNHNUX TEXHOSOri, BPaxOBYHUM AWHAMIYHI TeMnu, SKUMWU BOHU
3MiHoTbECA (Tabn. 1).

Tabnuys 1

KpaiHa BukopuctaHHa VR Ta AR B cekTopi 6e3neku Ta o60poHuU

CLIA TpeHyBaHHA BiCbKOBMX 3 gornomoroto TexHonorin VIRTSIM gosso-
nsie B ymoBax 60noBux onepadin mogentoBatu cueHapii Ha noni 60t
3 BUKOPUCTaAHHAM gatyukiB pyxy 1a VR-rapHiTyp;

nosiuenceki BUKOpUCTOBYOTb VR ANa mogentoBaHHA cuTyauin, rno-

B’S1-3aHMX i3 NeperosopamMu, ynpasniHHSM HAaTOBNOM Ta pearyBaHHAM
Ha 306poViHi Hanagu

I3painb TpeHyBaHb CONAaTiB y CUTyauisiX MICbKOI BiiHU Ta TEPOPUCTUYHUX
3arpos, 3oKkpema:

cuctema SkyHawk: VR-TpeHaxep, Lo A03BONSE NinoTam i onepa-To-
paM OpPOHIB BUKOHYBATU MiCii B peaniCTU4YHUX yMoBax;

OIS HAaBYaHHS NONbOBUX MEAWKIB, BiANpaLtoBaHHA HAaBMYOK HaaHHS
nepLuoi gonomorn B 6o0MoBux ymoBax

Benuvka bputaHis | onga niarotoBkM 4O onepauin y MiCbKMX YyMOBax Ta BOOCKOHANEHHs
KOMaHAHOI B3aemMogii:

cuctema Bohemia Interactive Simulations (BIS) - peanicTuyHi Biicb-
KOBi TpeHaxkepu, WO BUKOPUCTOBYIOTb BipTyanbHi flaHAwadT ans
BiANpaLoBaHHA CTpaTerin Ta TakTuK;

noniuenceki 3actocoBytoTb VR Ana cumynsuii Kpu3oBux cuTyauin,
Hanpu-knag, 3axonfeHHs 3apy4YHuKiB abo MacoBMX 3aBOPYLLEHb

HimeuyunHa AN HaBYaHHA TEXHIYHOMY 0O6CNyroByBaHHIO BiICbKOBOT TEXHIKK
VR-TpeHaxepu Onsa TaHKOBMX eKinaxiB CTBOPIOKOTbL peanicTuyHi 6o-
NO-Bi CcLeHapil ANns HaBYaHHSA BOAIIB Ta CTPINbLIB y TaHKaXx;
AR-TexHosorii 3acTocoBylOTb B NiAroToBLUi dhaxiBuis 3 kibepbesneku
AnNs BUSIBNEHHS 1 NpoTuaiil kibepaTtakam

Kutan Y NiAroToBKY BiICbKOBUX FNIbOTYUKIB, OnepaTopiB APOHIB Ta MOPCLKUX CUM

BiICbKOBI cumynsaTopu: TpeHaxepun ONa BiINCbKOBO-MOPCBHKOro goro-
Ty, SIKi AO3BONSAITb HABYATUCA Yy peaniCTU4YHMX ymoBax 6e3 Heobxia-
HOCTI BUKOPUCTOBYBATK pearnbHi kopabni;

AR BMKOPUCTOBYETHCS ANS HaBYaHHS iHXeHepiB 3 06CrnyroByBaHHS
BiICb-KOBOI TEXHiKM, CnpoLlyoyM [JocTyn [o  iHdopmadii  npo
obnagHaHHA
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KaHapa AnNs TpeHyBaHb conaaris, 30Kpema y XOSI0AHOMY KriMaTi Ta apKTuy-
HUX YyMOBax

BUKopucTaHHSa AR y NigroToBLi pATyBanbHUX Nigpo34inis An4a nowyky
Ta eBakyauii nocTpaXganux y HaasBMYanHUX cuTyauisix

ABcTpania ANs BignpautoBaHHSA CRiflbHUX onepauin 3 iHWWUMK KpaiHaMn, 30Kpe-
Ma Yy MPKHapOAHUX MUPOTBOPUMX MiCiSX

nnatgopma Immersive Tactical Trainer: 3abesneyye HaB4YaHHA B
yMO-Bax G0MOBMX AN, BKNHOYaOUM ynpaBmiHHA CKMagHUMK onepa-
LisgsmMu

3apyOikHMI OOCBIA OEMOHCTPYE ePekTMBHICTb BrnipoBamkeHHs VR/AR-TexHonorin y
nigroToBKy daxiBuiB cekTopy 6esnekn Ta 06opoHn. KpaiHu CBiTY BUKOPUCTOBYIOTH Lii iIHHO-Ba-
LiMHI IHCTPYMEHTW AN NiABULLIEHHS PIBHA MiArOTOBKM NepcoHarny, onTuMisauil HaByarsib-HOro
npouecy Ta BianpaLbOBYBaHHA HaBUKIB pearyBaHHs 6€3 pu3nky ans Xutta. Taki TpeHyBaHHS
3abe3neyyoTb 3aHypeHHsi B YMOBHWM CLeEHapin, [03BOMsSYM aHanidyBatu MOBEAIHKY,
NPUAHATTSA pilLeHb | KOMaHAHY poboTy B yMOBax CTpecy. YKpaiHa MOXe BUKO-PUCTOBYBATH L
NPaKTUKK OS5 BOOCKOHANEHHS BfIaCHOT CUCTEMU HaBYaHHS.
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OCA[YA BapBapa,
3p06yBay BULLIOT OCBITU 2 Kypcy creuianbHocTi 126 «IHopmaLuinHi cuctemmn ta TEXHONOrIT»
FANAUKO Haranis,

cTapLmi BUKNagad kadpenpu iHpopmauinHMX cucTemM Ta TeXHOorin JIbBIBCLKOro Aepxas-
HOro YHIBEPCUTETY BHYTPILLHIX cnpas

NEPCMNEKTUBU BNMPOBAIXKEHHA LUTYYHOIO IHTENEKTY B AHAISI
BEJTIMKUX OAHUX

LUTy4yHun iHTenekT (LUI) sk HaykoBa ranysb icHye 3 cepegunHm XX ctonitta. MpoTarom
OCTaHHIX [ecATuUniTb, B Npoueci po3BUTKY Uiel ranysi, sika pOKYyCYeTbCA Ha CTBOPEHHI
aBTOMAaTU30BaHNX IHTENEKTyanbHUX cuctem, Bynu po3pobneHi KoHuenTyanbHi mMoaeni,
MeToam Ta nigxoaw. baraTo igen WTy4HOro iHTENEeKTy BXe iHTerpoBaHi y cheuianisoBaHi
TEXHOJOoril, WO CTanu HeBid’EMHOK YacCTUHOK NOBCAKAEHHOro Xutt4. WI 3MiHMB cyyacHi
nigxoan 0o aHanisy gaHux i NPUAHATTA pilleHb, | HUHI 3aCTOCOBYETLCA B YNCNEHHUX cdhepax,
Taknx K MegunumHa, NPOMUCNOBICTb, Hayka, PiHaHCK, OCBITa Ta iHLLI.

T. ApoBon Big3Havae, wWo BuKopucTaHHA LUl mMoxe CyTTEBO MOMErwnUTU XUTTS Ta
poboTy niogen. ABTomaTusauis pyTMHHUX i NOBTOPIOBaHUX 3aBAaHb 3a gonomoroto LI moxe
BUBINTbHUTU NOAEN Big MOHOTOHHOI poboTu i go3sonuTn M Ginblie yBarn nNpuainsaTtv
CKnagHiwmm i TBOpUMM 3aBgaHHaM [1, c. 39].

LUTYy4YHMI IHTENEKT Mae YNCNEeHHI nepeBarn Ta HeJonikuy, siKi BU3Ha4yaroTb MOro posb Y
cy4acHomy cBiTi. [lo nepeBar HanexaTtb YHUKHEHHS MOMUITOK, LLIO 0COBSIMBO BaXXNIMBO Y BUCO-
KOTOYHMUX ranyssax, Takmx sk MeauuunHa, ge poboTmnsoBaHi cuctemn 3abesneyyoTb BUCOKY
TOYHiCcTb. LI 3HMXKYE pn3nkn onsa noguHn, BUKOHYHOUN Hebe3neyHi 3aBaaHHs, npautoe 6eane-
pepBHO 6e3 BTpaTyM NPOAYKTMBHOCTI Ta LUMPOKO BUKOPUCTOBYETbCH Yy BUMMSAi UMppoBmx
NMOMIYHUKIB, TAKMX K YaT-60TK 11 roNoCcoBi acuCTeHTU. BiH € kNto4oBUM ApariBEpOM iHHOBaLIN
y TEeXHOSOrisiX, Hanpuknag, B aBTOHOMHOMY TpaHCMopTi, Ta 3abe3neyye O6’€KTUBHICTb Y
NPUAHATTI pilleHb, BUKIToYatoum Bnnve emouin. Takox LI edpekTMBHO BUKOHYE pYTUHHI 3aB-
AaHHS Ta Bigirpae BupiLanbHy posib Yy MeULNHI, NOKpaLLyYmM 4iarHOCTUKY 1 TepaneBTUYHI
MeToau.

Cepen HeponikiB BUAOINATLCA BWUCOKI BUTPATU Ha po3pobKy Ta BAPOBaAXEHHS
cucTemM, obMeXeHHS B KpeaTMBHOCTI, PU3NK 3pOCTaHHs 6e3pobiTTs yepe3 aBToMaTum3auito,
3anexHiCTb Bif TEXHOSOTIN, LLO MOXEe BMAMBATU HAa KOTHITUBHI 34i6HOCTI NtoAWHK, BiACYTHICTb
€MOLiN, fIKa YyCKNagHE MiXKOCOOMCTICHY B3aemMogito, Ta notpeda B NMOACLKOMY BTPyYaHHiI
AnNs yooCKOHaneHHs abo kopuryBaHHs poboTtu cuctemu [1].

BnpoBamxeHHs wTty4Horo iHTenekTy (W) y aHani3 Benukux gaHux BiAKpUBAE HOBI
MOXMBOCTI ANs e(peKkTMBHOI 06poOKM Ta iHTepnpeTauii BenmyesHnx obcsris iHdopmalii, Wwo
paHiwe 6yno cknagHo 3pobuTn 3a 4ONOMOrow TpaguuinHux metogis. LI ao3sonsie 3Ha4yHO
noKpawmT npouecn 36opy, 06pobkm Ta aHanizy gaHux, Wwo pobutb X Binbl TOYHUMK Ta
KOPUCHUMW NS NPUAHATTA pilLleHb Y pearibHOMY Yaci.

Cnig nigkpecnutu, WO BENUKI AaHi BUCTYNarTb CBOEPIAHNM «nanusom» ansa LI, Toai
ak WI Hapae iM NOTYXHi aHaniTUYHI IHCTpyMeHTU. B3aemopia MixX BenvkuMKM AaHuMmun Ta
LWITYYHUM iHTenekTom (LUI) BasyeTbcsa Ha M'ATK KMYOBMX enleMeHTax (Tabnuvua 1).

Lli enemeHTM OemMOHCTpylOTb, 9K Benuki Aadi Ta LWl B3aemopgitoTb, CTBOPHOHOYM
NOTYXXHUM IHCTPYMEHT AN BUPILLEHHA CKNagHUX 3aBAaHb Y PisHUX cdepax.
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Taknm 4YnHOM, NoeaHaHHA Benukux AaHux i LI cTBoproe NoTyxHy nnatdgopmy ans
iHHOBALiN Ta pPO3BUTKY B Pi3HUX cdbepax, BKoYaoum BisHEC, OXOPOHY 340POB’S, HayKy Ta
ocBiTy. 3aaTHicTb LI aHanisyBaTn gaHi 3 HEMMOBIPHO LUBUAKICTIO Ta TOYHICTIO BigKpMBaE
HOBi FOPU3OHTU B HAYKOBUX AOCMIMKEHHSX. Y MNOEAHaHHI 3i cynepkommn’'ioTepamu BiH
[03BOSISIE BUpiLLYyBaTK 3aBAaHHS, SKi paHille 3gaBanucs HepO3B A3HUMM.

Tabnuys 1. Benuki 0aHi ma wmy4HUM iHmersnekmom [2]

EnemeHT B3aemogpii Onuc

36upaHHsa gaHmx Benvki aaHi xapaktepuayotbca 06Carom, LiHHICTIO, pe-3yrb-
TaTUBHICTIO, MNPaBAMBICTIO, TOYHICTIO, Bidyarni-3a-uj-€to,
Pi3HOMaHITHICTIO, wWwBunakictTio Towo. Anroputmu LI Bigi-
rpaTb BaXXNUBY ponb Yy 30MpaHHi, 06pobui Ta aHa-nisi umx
AaHuX, Wo 3abe3nedye iXHIO KOPUCHICTb | peneBaHTHICTb As
BUPILLEHHSA NOCTaBMNEHNX 3aBAaHb.

O6pobka gaHmx Anroputmn LI npusHayeHi ans BUSBMEHHSA 3aKOHO-Mip-
HOCTEN i B3aEMO3B’A3KIB Y Bennkux Habopax gaHux. Lle nae
3MOry opraHisauigam oTpuMmyBaTu iHCAWTU W MpUA-Ma-TU
0Br'pyHTOBaHI pilleHHst Ha OCHOBI 3ibpaHoi iHbop-maLii.

MalwnHHe HaBYaHHS: AnropuTMn MalUMHHOIO HaBYaHHS, WO € nigMHOXMHow LI,
BMKOPUCTOBYIOTb Benuki obcAarn gaHuX AnA HaB-YaHHSA, 3
METOI MPOrHO3yBaHHA Ta NPUUHATTA pilleHb. Benuki gaHi
3abe3nevyoTb HeoOXigHMI MaTepian Ans BUSABMEHHS 3aKo-
HOMipHOCTEN, NoBynoBn Moaenen i PopMyBaHHA TOYHMX
NPOrHosis.

O6pobka npupoaHoi mou | NLP npautoe 3 ntogcekoto moBoto. Benuki aani gono-ma-ra-
(NLP) I0Tb HaB4YaTU Mogeni, 3gaTHi po3yMiT Ta obpobnsatu npu-
poaHy MoBy. Lle BukopucToByeTbCA B YaT-60Tax, ronocoBmx
nomiyHukax (Siri, Google Assistant, Microsoft Cortana, Alexa)
Ta iHWKX IHCTPYMEHTaXxX.

AHani3 306paxeHb i Bigeo | LI Takox LWMPOKO 3aCTOCOBYETLCS AMS aHanidy Bidyarb-HOl
iHdbopMmaUii, 30kpema y Benukmx obcsirax 3obpaxeHs i Bigeo,
Takmx $IK KOHTEHT Yy couianbHUX Mepexax. AMnro-putmu
BUKOPUCTOBYIOTb BENUKI JaHi ANS HaBYaHHA po3-Mi3-Ha-
BaHHA 06nuy, knacudikauii OB’eKTiB i BMKOHAHHSA iHLLUMX
3aBAaHb, NOB’sI3aHMX i3 BidyanbHOK aHanITUKOLO.
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Mactyx Amutpo CeprinoBuuy

CtyneHT 3 kypcy IHCTUTYTy npaBa Ta ©e3nekn OpecbKoro AepXaBHOMO YHiBEpPCUTETY
BHYTPILLHIX crpas

MaTtBeeBcbkun Oner Bonognmuposuy

Crapwuin Buknagad kadeapu KpUMiHanbHO-NPaBOBUX OUCUMNMIH IHCTUTYTY npaBa Ta
6esnekn OgecbKoro AepXaBHOMO yHIBEPCUTETY BHYTPILLHIX cripaB

PO3BUTOK KIGEP3ArPO3 Y KOHTEKCTI FMOBANI3ALII TA
BINCbKOBOI AFPECIi P®: YPOKM NS YKPATHU TA CBITY

CBIiT CbOrogHi ONMHAETLCS Nif 3arpo30l0 pekopaHux maclitabis kibepHanagis, Aki
NOCTIMHO TPAHCHOPMYHOTLCS | CTaloTb Aefani 6inbLly CKNagHUMM Ta BaXKKO NPOrHO30BaHUMMN.
Ki6ep3noumnHui BUKOPMUCTOBYIOTH BCE HOBITHIiLWI Ta TEXHIYHO AOCKOHaniwi metogu ons go-
CArHEHHSA CBOIX Uinen, Wo CTaBUTb Nepe opraHisauismu BenuyesHnin Buknuvk. Lle sumarae
He nuLLe NOCTIMHOro OHOBIEHHS 3aXUCHUX MEXaHi3MiB, ane 1 rNmdokoi aganTauii 40 WBUAKO
3MiHIOBaHOro KibepcepenoBuLLa. ¥ cydacHUX ymoBax 3abesneyeHHs1 BUCOKOro piBHSA Kibep-
©e3nekn ctano He MPOCTO BMMOIOK, a CTpaTeriyHo HeobXiaHIiCTIo Ans nNiaTpuMkmn 6es-
nepebinHoi poboTn Ta 3axmucTy KOHpigeHUiIMHOI iHbopMauil Ha BCiX eTanax AisfibHOCTI
opraHisauin.

BTim, 3pocTaHHsa KiGep3arpo3 pa3om i3 HecTadel JocBigdeHux dpaxiBuiB y cdepi
Kibepbeaneku, cTaBnATb nNepen KoprnopauisMmn, AepXaBHUMWU YCTaHOBaMW BeErNUYE3Hi BUK-
NKN Ha rnobanbHoMy piBHiI. LLIBMAKe 3pocTaHHA Kibep3noYnMHHOCTI NpU3BOAUTL He nuwle 40
3Ha4YHUX (piHaHCOBMX BTpaT, ane n 40 CeprMo3HMX NopYyLLEHb B onepauinHin 4ianbHOCTI KOM-
NaHin, 3HWKEHHSA iX penyTauii Ta BTpaTt JoBipu 3 60Ky KnieHTIB i napTHepiB. Kpim Toro, Taki
aTakm MOXYTb BUKNUKATU PErynaTopHi CaHKuii Ta wTpadu, wo we Ginblue ycKknagHie cu-
Tyauito onsi opraHisauin, LWo He roToBi epeKTUBHO NPOTUCTOATU HOBITHIM Kibep3arposam [2].

@iWwnHr, WO cTaB rofOBHOK Kibep3arpo3ot Ha novaTky MaclwTabHOro BTOPrHEHHSA
Pocii B Ykpainy y 2022 poui, 3anuwae 3a coboto nigepcrtBo cepen kibepsarpos y CLUA,
Kanagi, lMiBoeHHin kopei Ta KpaiHax €Bponencbkoro Coto3y i ctaHoM Ha cepeanHy 2024
poKy. Bigomi komnanii 3 kibepbesneku, 3okpema PICUS Lab, ESET ChecPoint, Big3HavatoTb,
WO uA 3arpos3a 3bepirae CBOK aKTyasibHICTb 3aBAsKW MOCTINHIM €BOSOUIT METOAIB i 3MiHi
TaKTUK, SIKi 3aCTOCOBYIOTb 3MOYNHHI rpynu [4].

OpawH i3 pisHoBuais hapmiHry — ue Advanced Persistent Threat (APT), abo po3wupeHa
nocTinHa 3arpo3a. Lle ¢opma npuxoBaHoi kibepaTaku, 3a SKOI 3MOBMUCHUK OTPUMYE
HeCaHKLIOHOBaHUN AO0CTYN OO LUifbOBOI KOMM'OTEPHOI Mepexi i 36epirae 1Moro nNpoTarom
TpvBanoro nepiogy 4acy, 3anuuwatoyducb HenomiveHumMm. OcHoBHa meTa APT nongrae y
BMKpaAeHHi abo BWyYeHHi KOHMIAEHUIMHMX AaHUX, @ HE Y CTBOPEHHI nepeLukos y poboTi
Mepexi, BiAMOBI B 0OCMNyroByBaHHi YW 3apaXKeHHi CUCTEM LIKIONIMBUM MNPOrpaMHUM
3abes3neyeHHsm [2].

HocnigkeHHsa kibepatak BUABUNK, WO 3a LMMU aTakaMu CTOATb YMCIEHHI XaKepCbKi
yrpynoBaHHsi, cepef akmx Gallium, Gamaredon, Webworm, MirrorFace, Kimsuky, ScarCruft,
Sednit (Fancy Bear), FrostyNeighbor, MuddyWater, Mustang Panda, Lazarus, Citrine Sleet.
BcTtaHoBneHo, WO Ui rpynu AitloTb Yy iHTepecax po3Bigok Ta ypsagis Pocii, Kutato, iBHIYHOI
Kopei Ta Ipaky, wo nigreepaxye rnobanbHUM xapaktep Ta Cepno3Hi Macwtabu cyydacHux
Kibep3arpos. Lli yrpynoBaHHS BMKOPUCTOBYIOTb CKNMadHi MeToau Ans 34INCHEHHSs aTak,
BKMOYAOYM ILLMHI, 3NTOBMUCHE NporpamMHe 3abesneyeHHsi, eKCnionTn B ypasnmnBOCTAX
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CUCTEM Ta iHWI TaKTMKK, WOo6 OoTpMMaTh OOCTyn A0 KOHiaeHUinHoI iHpopmauii, 3namaTm
MepeXi Ta iIHPpPaCTPYKTYpY, a TaKOX 34INCHUTY LLMUTYHCTBO YKn caboTax. AHani3 gisnbHOCTI
LMX XaKepCbKNX rpyn A403BOSMSE 3pO3YyMITU, AKMM YMHOM LepKaBU-arpecopun 3acTOCOBYHOTb
KIGepnpocCTip SK IHCTPYMEHT Ans 34iIMCHEHHS TeonosliTMYHOro BNAMBY Ta peanisauii
CTpaTeriyHOro TUCKY.

Y notomy 2024 poky 6yno BUSIBNIEHO BUCOKY aKTUBHICTb XakepCbKNX YyrpynoBaHHb, SIKi
OPIEHTYIOTLCS Ha CTBOPEHHI MCUXOSOrYHOro BMAMBY Ta AesiHopMmalil cepen ykpaiHuis,
0COBNMBO TUX, XTO MPOXMBAE 3a KOPLOHOM. 3FIOBMUCHUKN BUKOPUCTOBYIOTb €IEKTPOHHY
MOLWTY SIK OCHOBHWW IHCTPYMEHT OfS MOLIMPEHHSI CBOIX MOBIAOMIIEHb, CMPSIMOBAHUX Ha
MaHinynsuito ceigomicTio. Y BepecHi 2024 poky 6ynu 3adikcoBaHi HOBI cnpobu aTaku: 6ynu
BUSABEHI eNeKTPOoHHI NucTn, Hagdicnadi 3 agpecn DCHC@headlineinteresting[.]Jpro, nmosip-
HO, HauineHoro Ha ocib, aki npoxusatoTb y CyMcbkin obnacTti YkpaiHu. JIMCT mMicTuB OesiH-
doopmauiiHe NoBiAOMIEHHS YKPATHCLKOK MOBOI, LLIO € YaCTMHO BiNbLU LUIMPOKOT KaMnaHii 3
BMSMBY Ha rpOMafcbky AyMKY cepef HacerneHHs [3]. Tino enekTpoHHOro fiMcta MiCTUTb Take
NOBIJOMIIEHHS YKPATHCLKOK MOBOIO:

«LWaHoBHi xuTeni Cymcbkol obnacrTi!

Uepes pocincbki aBiaygapu B perioHi nodanmcsa cepirosHi nepeboi 3 enekTpoeHeprieto
Ta BOAoMNocTayaHHAM. Boau i enekTpukun He nepeabadaetbest B HANBNMKYI TPU TUXKHI.

Mpocumo Bac B Handnmxdyi 48 roanH npuabaTtn Bce HeObXiaHe ANs XXUTTH B EKCTPEHNX
ymoBax. Y BKIaeHHi — pekoMmeHgauil, ki JONOMOXYTb BaM NePEXMTU Len CKInagHun nepioa.
O60B’s3K0BO NepenuLwiTh iX Ha nanip.»

Takox y 2024 p 6yno Bnepule 3adikcoBaHO SIK Xxakepcbka rpyna MirrorFace, sika
paHille 3ocepekyBanacb Ha LifIbOBMX aTakax, po3luvMpusia CBOK AiSNbHICTb Ha €BPO-
NencbKi AMnnomMaTuyHi yctaHoBu. Lien kpok pobutb €C e ogHUM LEHTPOM NPUTSAraHHS aAns
Kibep3arpos 3 60Ky Kutato, lNiBHi4HOT Kopei Ta Pocii, aki TpaguuinHo uikaBnaTbcs gepxas-
HUMW CTPYKTYpamn Ta 060pOHHUM cekTopoM. BogHouac, B YkpaiHi cuTyauis 3anuwaeTtbca
Hanpy>XeHO, OCKISNTbKN POCINCbKiI XakepCbkKi yrpynoBaHHA 3okpema Gamaredon skuii nokpa-
LLUMB CBIN IHCTPYMEHT BUITYYEHHSI JaHMX AN HacTinbHOI nporpamu Signal — PteroSig. Le
KopuryBaHHs Byrno 3pobneHo Yepes octaHHi 3miHM B Signal Desktop. Tenep PteroSig moxe
aHanisyeaTu Ta po3wndpoByBaTM BUKOPUCTaHUIA KoY, 3axuiueHuin DPAPI' (Bukopucto-
BYETbCS B onepauinHin cuctemi Windows ans cMUMeTpuyHoro wmnpyBaHHA acMMETPUYHUX
npuBaTHMX KModiB) nporpamoto Signal, go3sonstoun PteroSig 3HOBY po3wimdpoByBaTth Ta
BUNyyYaTn gadi 3 Signal, 3aBgatoum NOCTIMHUX yAapiB Ha AepXXaBHi YCTaAHOBU, KPUTUYHY
iHpacTpyKkTypy Ta 060poHHUIN cekTop. [Mig Yac nofibHMx aTtak 3rMOBMUCHUKUA BUKOPUCTO-
BYyBanu sik npumaHky manbyTHio BcecBiTHIO BUCTaBKy, aka BigdyaeTtbca B 2025 poui B Ocali,
AnoHis. MNig vac uiel atakn MirrorFace Hagicnas XepTBi (PILULMHIOBUA €NTEKTPOHHUI JIACT i3
nocunaHHam Ha ZIP-apxie nig Hassoto The EXPO Exhibition in Japan in 2025.zip, pos-
MieHnn Ha OneDrive Ta mictntb oguH ¢pamn LNK nig HasBor BuctaBska EXPO B AnoHii B
2025 poui.docx. Ink, wo mackyetbca nig aokymeHt Word. lMicnsa sigkputta LNK, dann
BigoGpaxkae fokymeHT Word-npymaHKy, WO 3peLuTor NpuM3BOAUTb OO PO3ropTaHHA Bepcil
5.5.5 6ekpgopy ANEL. OgHum i3. Hamsigomiwmx npuknagis € NotPetya — Bipyc NeTta [3].

AHanisyroun BuLle3asHadeHi Ail xakepiB, BinbliCTb 3 AKMX Lit0Tb Mif KOHTPOMEM
POCIACbKNX Cneucny>x6, MoXXHa BUMOKPEMUTU ABa OCHOBHI NPIOPUTETU: NEPLUNIA — Lie NCUXO-

' DPAPI - BUKOPUCTOBYETHCS B oTepalliiHii cucremi Windows 1t CHMETPUYIHOTO
muppyBaHHS ACUMETPUIHUX TPUBATHUX KITFOUIB.
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NoriYHuM BNNUB Ha HaceneHHs, Apyrnn — ue nposegeHHa APT ta DDoS-aTak, cnpsimoBaHux
Ha napanisauito gepxaBHoro, 6aHKIBCbKOro Ta eHepreTudHoro cekrtopis. Logo apyroro
NpiopuTETY, TO BiH € BIAHOCHO 3pO3yMINNM: Lie CTaHL4apTHI aTaku, SKi He BUMaratTb CyTTEBUX
3MiH y TakTuui. OgHak, neplmn npiopuTeT € HabaraTto cknagHiwuMm i Ginbw uikasum. TyT
MOXHa NPOCTEXUTU efleMeHTN KOHUeNLii KaHaacbkoro KynbTyponora Mapwana MaknyeHa,
AKUW JOCNIAXKYBaB, K Mefia Ta TEXHOMOriT BNNnMBaTb Ha (POPMYBaHHS rPOMaaCbKol OYMKU.
3rigHO 3 noro Teopielo, Media He nuwe nepeaarTb IHPopMaLitlo, ane N BM3Ha4alTb, SK
CyCniNbCTBO CNpUrUMae pearbHICTb, WO € BaXKMNBUM IHCTPYMEHTOM Y BE€HHI MCUXOSIOrYHOI
BiMHM[S]. Tomy Pocia akTMBHO BMKOPWUCTOBYE Mefia-npocTip ONA BNAMBY Ha CBIAOMICTb
rpomMagsH, CTBOPHOKOYM NOTPIBHI HapaTMBM i MaHinyno4Yn iHpopmaLieo 3 MeTor nigpusy
MOpanbHOro Ayxy Ta 3MiHM CTaBNEeHHS 4O KM4oBMX nogin. Todi Sk B YKpaiHi iHbopmauinHa
BiHa Oinblue (POKYCYeTbCS Ha 3axMUCTi HauiOHaNbHUX LiIHHOCTEN | BopoTbbi 3 AesiHdop-
Mauieto, y Tom Yac sk B Pocil mefia BUKOPUCTOBYIOTLCA AN NponaraHan Ta NOCUNEeHHs
NONITUYHOrO KOHTPOSHO.

Kibep3arpo3an € BaXnMBOK CKNagoOBOK Cy4YaCHUX rrobGanbHUX BUKIMKIB, | TXHIK
XapakTep BMMarae KOMMMEKCHUX 3yCunb Yy 60poTbbi 3 HUMK. 3BaXKaroun Ha TEXHOMOriYHY
€BOJIOLII0 aTakK i IXHin cTpaTeriYHnMn BMAMB Ha CycnifibCTBO, KPUTUYHO BaXXNMBO BNpoBaj-
XyBaTu ebeKTMBHI 3axoan 6e3nekun, MiHiManbHi 3 AKMX Lie — NOCTIHE OHOBJIEHHST 3aXMCHUX
MEeXaHi3MiB, HaBYaHHsSI NepcoHany, Po3LMPEeHHs MbKHapOAHOI chniBnpadi, 3anpoBagXeHHs
PO3LUMPEHOIO MOHITOPUHIY Mepexi Ta aHaniTmkm nosefiHkn kopuctyBadieB UEBA — (ue
nepeaoBa TEXHONOrIA, NpU3HayYeHa AN BUSIBNEHHS, MPOrHO3yBaHHA Ta 3anobiraHHs NOTeH-
LiIHAM pU3MKaM Yy PeXxuMi peanbHOro 4vacy, nokpallyruu piBeHb 6esneku Oyab-aKkoi
opraHisauii. Ha BigmiHy Big TpaguuiiHUX IHCTPYMEHTIB Be3nekun, Ski 3ocepeakeHi Ha none-
peoHbo BM3HaYeHuX curHatypax 3arpo3, UEBA nocTiMHO HaB4YaeTbCa Ta aganTyeTbCs,
3abe3nevyoum NPOaKTUBHUIA 3aXUCT Big BHYTPILLHIX 3arpo3, 3M0BXUBaAHHS MpuBinesMn Ta
BAOCKOHanNeHunx nocTinHux 3arpo3 (APT), CTBOPEHHSA pe3epBHUX i BiAHOBIOBAbHNX MNMaHiB,
MCUXOSOriYHMI 3axnCT Ta bopoTbba 3 aesiHdopmadieto, nocuneHHsa 3axmcTy loT (internet of
Things — koMmnnekc MisaMyHUX MepexeBuX MPUCTPOIB, WO B3aEMOAiOTb MK cobor 3a
A0MOMOroK Mepexi 3B’s13Ky)
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MNMekapcbka €BreHia OneriBHa

CTyaeHTKa 2-ro Kypcy dakynbteTy Ne 4 [JoHeubKoro Aep>KaBHOro YHIBEPCUTETY BHYTPILLHIX
cnpas

BoHpapeHko Onbra OneriBHa

AOLEHT Kadpeopu UMBINbHOrO, TPYAOBOro MNpaBa Ta MpaBa couianbHOro 3abesneyeHHs
dakynbTeTy Ne 4 [loHeLbKOoro ep>KaBHOro yHiBepCUTETY BHYTPILLHIX Cnpas,
KaHOnOaT pUanyHUX HaykK, JOLUEHT

NMAPTHEPCBKI 3ACAAU AIANBbHOCTI NPUBATHUX OETEKTUBIB TA
NMPABOOXOPOHHUX OPIAHIB Y C®EPI IHOPOPMALINHOIO
3ABE3INEYEHHA

Po3BUTOK cy4yacHOro AepxaBHOro [OeMOKPaTUYHOro MexaHi3amy BU3Ha4vaeTbCs 3
ypaxyBaHHAM 3arpos, SKi BUHMKM Micna nodaTtky noBHoMacwTabHOI arpecii pocii npoTu
Hawwol gepxasu. MNpiopnteT HagaeTbCa cunam 6esnekn i 060poHN YKpaiHK, SKi BiACTOHOTb
TepuTopianbHy UIMICHICTL Ta He3anexHicTb YkpaiHu. OaHak, He AMBNSYUCbL Ha HasBHI
Hebe3nekn, B Hali KpaiHi MNOEAHYETbCSA PO3BUTOK IHCTUTYUIN, SAKi pernameHTyTbCH
HOopMamu K Ny6iYHOro Tak i NpMBaTHOrO Npasa.

Ha Tenep B cycninbCTBi pO3BMBAOTLCA UMBISIbHI NPaBOBi BiAHOCUHW, SKi MOB’A3aHi 3
pi3HMMW BuMAaAMu OOroBoOpiB. AK nNpuknag — HagaHHA NpUBaTHUX OETEKTUBHUX MNOCHYT.
3a3Ha4aemMo geiHilito Nnpo Te, WO B 3aKOHOAABCTBI YKpaiHi BiACYTHS npsima 3abopoHa Ha
30iNCHEHHA AeTEKTMBHOI OiiNbHOCTI, ane 1 HeMae 1 3aKOHOAABYOoro peryroBaHHA. YNHHUM
3aKOHOAABCTBOM YKpaiHM [O0roBipHi 30060B’A3aHHS perynoTbCs HopMamu LiMBinbHOro
kogekcy Ykpainu Big 16 ciyHsa 2003 poky Ne 435-1V [1]. Y rnmasi 63 LIK YkpaiHu 3a3Ha4veHo Te,
Lo 3@ AOroBOPOM MPO HadaHHA Mocryr ofHa CTOpOHa (BMKOHaBelb) 3000B’A3yeTbCH 3a
3aBOaHHSAM OpYyroi CTOPOHU (3aMOBHMKA) HagaTW MOCAyry, sika CrNOXMBAETbLCA B MPOLECI
BYMHEHHSA NEBHOI Aii abo 3AiNCHEHHA NEeBHOI AIANbHOCTI, @ 3aMOBHWK 3000B’A3YETLCS
onnaTuUT BMKOHABLEBI 3a3Ha4eHy nocnyry, sKWo iHWe He BCTaHOBMEHO AOroBopom [1, rn.
63]. MNMonoxeHHs rnasun 63 LIK YkpaiHM MOXyTb 3aCTOCOBYBaTMUCS OO BCiX LOroBopiB npo
HagaHHS MOCNyr, SKWO Le He cynepevntb CyTi 3060B’sa3aHHsa [1]. Lle niaTBepaxyeTbes i
nonoxeHHsamn ctatti 3 UK VYkpaiHn, sika Bu3Ha4yae 3aranbHi 3acagu  UMBINIbHOrO
3akoHogascTBa. OaHielo i3 3acag UMBINBHOrO 3akoHodaBCcTBa € cBoboaa MignpUEMHULBKOT
[isANbHOCTI, sika He 3a00pOHEHA 3aKOHOM.

Peanisauia gorosopy Npo HagaHHS OeTEeKTUBHUX MOCAYr B Pi3HUX KpalHax Mae sk
NpaBoOBY perfameHTauito Tak i npakTuiHy peanisauito. Kpawi npakTuku OeTeKTUBHOI
AisinbHOCTI MatoTb Taki aepxasu 9k CLUA, Itanis, MopTtyranisa, AnoHia, KaHaga Ta iHLWwi, B AKMX
npuBaTHa OeTEeKTUBHA OIANbHICTb TpuBanuMih 4ac (PyHKUIOHye Ta BperyrnbOBaHa Ha pPiBHi
3akoHogaBcTBa. [lpy UbOMY PO3BUTOK Cy4YaCHMX iH(popMaUiMHMX TexHornorin Ta Kibep-
NPOCTOPY HaJa€e MOXIMBICTb NPUBATHUM AeTeKkTuBaM edpeKkTuBHiWe 3abe3nedvyBaTu OTpU-
MaHHs1 HeobXigHOT 3aMOBHUKY iHdbopMmauii. Mig kKibepnpocTOpOM YKpaiHCbKMIA 3aKOHO4aBeLb
BU3Ha4ae cepefoBulle (BipTyanbHUM NPOCTIP), sSike Hafdae MOXNMBOCTI Ans 34INCHEHHS
KOMYHikauin Ta/abo peanisauii cycninbHMX BiAHOCWH, YTBOPEHE B pe3ynbTaTi (OYHKLIOHY-
BaHHA CyMiCHUX (3'€4HaHNX) KOMYHIKaLiMHMX CUCTEM Ta 3abe3neyvyeHHss eNeKTPOHHUX KOMY-
HiKalin 3 BUMKOPUCTAHHSAM Mepexi IHTepHeT Ta/abo iHwwux rnobanbHuX mMepex nepenadi
AaHux [2].

97



Ha Hawy AymKy npuBaTHI OeTeKTUBM MOXYTb CTaTW NapTHepamMu ANns AepXXaBHUX
NPaBOOXOPOHHUX OpraHiB Npun 360pi Yepes iHopmaLiiHi pecypcu AoKa3iB BUMHEHHA npea-
CTaBHUKaMW KpalHW arpecopa pisHUX 3M04uHIiB. He AnBRIsYmMChb Ha BIOMIHHOCTI Y MexaHi3max
3abesneyeHHs npas NOLMHU, CYCNIfIbHUX BIAHOCKMHAX, SIKi pPerynolTbCa HopMamun ny6siy-
HOro Ta NPMBATHOrO NpaBa NOEAHAHHA OepXaBHOI MPaBOOXOPOHHOI (PYHKUIT 3 NpUBaTHO
AETEKTUBHOK AiSNbHICTIO, Ha Halwy AymKy, edekTBHuUM Byde came npu iHopmauinHo-
aHaniTuyHin B3aemogii. OTxe, OOroBip HagaHHA AETEKTUBHUX MOCNYr CNpsiIMOBaHWA Ha
3abe3neyeHHss ManMHOBUX N OCOBMUCTICHMX HEMAaMHOBMX BIAHOCUMH (UMBINIbHUX MNpPaBOBIA-
HOCMH). [MpmBaTHI AETEKTUBHI NOCIYIN, SKi 30iIMCHIOOTBLCA Ha NiACTaBi 4OrOBOPY NPO HaJaHHSA
NPUBATHUX LETEKTUBHUX MOCAYr, YKNaAeHOro Mk 3aMOBHUKOM Ta CyD’€KTOM MpuBaTHOI
OETEeKTUBHOI AiSAfIbHOCTI HagalTbCA LUASXOM MOLWYKY, OTPUMAaHHSA, aHanidy Ta dikcauii
iHdpopMmauii npo ocib, 06’ekTn i Noaii, BCTaHOBNEHHS MiCLIe3HAaXO4XEHHSA OCib Ta 06’exTiB i3
3acTtocyBaHHsM 3acobiB Ta MeToaiB, O He 3a6O0POHEHI YNHHMM 3aKOHOL4ABCTBOM YKpaiHu.

CBoOE€I0 Yeprot onepaTtMBHO-PO3LLYKOBA AiSSIbHICTb YNOBHOBaXXEHUX CyO’€KTIB BUKO-
Hy€ 3aBAaHHS OO0 MOLWYKY i doikcauist pakTUYHUX AaHUX NPO NPOTUNPaBHI JistHHS OKpeMnx
ocib Ta rpyn, BignosiganbHIiCTb 3a K nepenbayveHa KpumiHanbHUM KoAeKcoM YKpaiHu,
pO3BiAyBanbHO-NIAPMBHY OiSNbHICTb chewlianbHMX cnyX6 iHO3EMHUX OepXXaB Ta OpraHisauin
3 METO NPUNNHEHHS MPaBoMNOpYLUEHb Ta B iHTEpecax KpUMiHanbHOro CyJOMMHCTBA, a TaKoX
OTpMMaHHS iHopmaLii B iHTepecax 6e3nekn rpomagsiH, CycninbcTea i gepxasu [3].

Ak npuknag, iHopmauiero, WO MOXe CNpUSTU po3LlyKy ocobu, 3HMKNOI 6e3BicTn 3a
ocobnuemx 06CTaBMH BU3HaOTbCA Oyab-AKi BigOMOCTi Ta/abo gaHi Npo ocoby, 3HWMKMY
6e3BiCTH, LLIO MOXYTb CMPUSATM BU3HAYEHHIO 11 MicLuenepebyBaHHs, iaeHTUdikauii HeBnisHa-
HUX OCTaHKIB, BU3HAYEHHIO MiCLsl NOXOBaHHSA abo MicLe3HaxXO4KEHHSI OCTaHKiB NoMepnol
oco0u [4]. IHWK1M HanpsiMKOM CRiNbHOI AiSNIbHOCTI NPeACTaBHUKIB NPpUBATHUX OETEKTUBIB Ta
NPaBOOXOPOHHMX OpraHiB MoXe CTaTu MNOLYyK iHopMaLil Npo Micue3HaXOKEHHS MaKHa,
SAKMM HE3aKOHHO 3aBONOAINM NpeacTaBHUKM BINCbKOBMX hOpMYBaHb KpaiHu-arpecopa. A6o
NOLUYK iHghopMaUii Yepes3 MOXIMBOCTI KibepnpocTopy Npo ManHo, ke mMorrno 6 3abeaneunTn
BiQLWKOAYBaHHA HalWMM rpoMagsHaMm 3aBAaHOl arpecopom MarHOBOI LWkoaw. BignosigHo
BGesnocepegHin nowyk iHpopmauii B couianbHUX Mepexax, NPUBaTHUX eNeKTPOHHUX
iHopMaLiHMX pecypcax B Mepexi I[HTepHeT, 3okpema: bnor-nnatdopmax, BigeoXOCTUHrax,
iHWKNX BeO-pecypcax MOXe CrnpusaTy igeHTudikauil noTepninux, ceigkis, 3ro4YMHUIB, MaKHa,
Pi3HUX NOAin ToLLO.

BignosigHo, 3a3Ha4Yaemo Te, WO PO3BUTOK iIHPOPMALIMHO-KOMYHIKATUBHUX TEXHOMOTIN
3acBigyye nNpo Te, WO i npMBaTHa AeTeKTUBHA AisnbHICTb | Aep)KaBHa onepaTUBHO-PO3LUY-
KOBa AisNbHICTb BUKOPUCTOBYE Mepexy IHTepHeT. KibepnpocTip Ta nowyk iHdopmadii 3
BIAKPUTUX OKepen € TOMY NiATBEPAKEHHSAM.

OTXe, pO3BMTOK NAapTHEPCbKUX 3acapj AisnbHOCTI NpUBaTHUX OETEKTUBIB Ta NpaBo-
OXOPOHHUX OpraHiB y chepi iHpopmauiiHoro 3abesneyeHHs e Hanpsam, KM MoxKe CNpusaTu
B noganblloMy, nicna geoKynauii TMMYacoBO OKyNnoBaHUX TEpPUTOPIN, BiAHOBNEHHI OOTPuU-
MaHHA npas rpomagsaH. Ha Hawy AymKky 3anponoHoOBaHWUM MexaHi3M napTHEepPCbKUX 3acag
noTpebye NpaBOBOro peryritoBaHHS 3 METOK YiTKOro BM3HAYEHHSA KOMMETEHLUii cyl’ekTiB
B3aemogii. [lpu npaBOBOMY peryntoBaHHi OKPEMO HEOOXiAHO 3BEepHYTWU yBary Ha 3axucT
nepcoHanbHUX AaHWX Ta HeOOoNyLUEeHHSA POo3rosioleHHs iHopMalil, sika BiAHOCUTBCA 00
AepXXaBHOI TAEMHUL YKn cny>K60BOI iHhopmaLii.
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NMenexay Bonoaumup TapacoBuny
KypcaHT 3-ro kypcy, HHIMN®IKIT JIbBiBCbKOro Aep>kaBHOro YHiBEpCUTETY BHYTPILLHIX Cripas
XykoBcbkuu Irop BauecnasoBuy

BUKNagay kadeapun onepaTtuBHo-po3LykoBoi gisnbHocTi HHIMOIKI JieBiBCbKOro aepxas-
HOro YHiBEpCUTETY BHYTPILLUHIX CNpaB

IHCI30PMAL|II7IHO-AHAJ'IITI/I'~IHE 3ABE3MNEYEHHA nPOTUAON
KOPYNUIMHUM KPUMIHATIbHAM NMPABOINOPYLWUEHHAM Y OIAJNIBHOCTI
OPIAHIB CEKTOPY BE3IMNEKWU | OBOPOHU YKPAIHU

B uin poboTi Mu po3rnsHemMo iHdopMaLiiHO-aHan i Tu4He 3abeaneyeHHs aK QisNbHICTb
3i 36opy, 06pobKK, aHanidy 1 HagaHHA iHGopMaL,l, LLO BUKOPUCTOBYETLCA Y Pi3HUX chepax,
30Kpema B opraHax cektopy 6eaneku n obopoHu. BoHO cnpsimoBaHe Ha cucTemaTm3salito
AaHuX, opMyBaHHSA iHPOPMALINHNUX pPEeCypcCiB, MPOrHO3yBaHHA CUTyauil Ta po3pobky
pekomeHaauin ans edekTnBHOI AisnbHOCTI. [NoegHyoumn iHpopmauinHo-aHaniTnyHe 3abes-
NeYyeHHs1 3 NPOTUAIED KOpPYNuil B pamKax LiANbHOCTI opraHiB cektopy 6eanekun i 060poHm
YKpaiHu, M1 pyxXxaemMoCb B HOTy 3 4acOM, BUKOPUCTOBYKOYM CydacHi iHpopmMauiHo-aHarsni-
TUYHUX TEXHONOT I, WO A03BOMISE HE NuLle BUABNATU 1 nonepeaxaTn KopynuinHi 3104NHN
NPaBOOXOPOHHUMM OpraHamu, ane n 3abesnedyBaT KOMMIEKCHY OLIHKY PU3UMKIB, 3aKpuBaTH
NporanuHn y BHYTPILWHIX npouegypax i CNpUsaTU BMNPOBa)KEHHIO Kpalmx ynpasniHCbKNX
NPaKTUK.

Cektop 6e3nekn i 060poOHN — cucTeMa opraHiB gepxasHoi Bnagu, 36ponHnx Cun
YkpaiHu, iHWKnX yTBOPEHUX BigNOBIAHO A0 3aKOHIB YKpaiHW BiCbKOBUX (DOPMYyBaHb, NpaBo-
OXOPOHHWUX Ta PO3BigyBalbHUX OPraHiB, AepXXaBHUX OpraHiB cnewiasibHOro NpPU3HayYeHHs 3
NPaBOOXOPOHHUMU PYHKLISIMWU, CUN UUBINTBHOMO 3axmUCTy, 06GOPOHHO-NPOMMUCIIOBOrO KOMM-
nekcy YkpaiHu, OianbHICTb Akux nepebysBae nig 4eMOKPaTUYHUM UMBIFIBHUM KOHTPOMEM i
BiANOBIAHO A0 KOHCTUTYLiI Ta 3aKoHIB YKpaiHW 3a (PyHKUiOHaNbHUM NpU3HAYEeHHSAM Crnp4a-
MOBaHa Ha 3axMCT HaLuioHanbHUX iHTepeciB YKpalHW Bif 3arpo3, a TakoX rpoMagsHu Ta
rpomagcbki o6’egHaHHsA, siki 4oOpoBINbHO OepyTb yvacTb y 3abe3nedeHHi HauioHanbHOI
6esnekn Ykpainn [1]. IHopmauinHo-aHaniTUYHa cuctema B cekTopi 6esnekn i 06opoHu
NOBMHHa OyTW Ha BWCOKOMY, MNPIOPUTETHOMY PiBHi, TaKk SK Mae€ nNiABULEHUA CTYyNiHb
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KOpYNUinHUX pr3ukiB. 34e6inbLloro nMTaHHA NpoTuail Kopynuii noknageHo Ha HauioHanbHe
areHcTBO 3 nuTaHb 3anobiraHHa kopynuii (HA3K), HauioHanbHe aHTukopynuinHe 6topo
Ykpaium (HABY), HauionanbHy noniuito Ykpainm (HIY) Ta cneuianisoBaHy aHTUKOPYNLUiAHY
npokypaTtypy (CAIT), a Takox rpomagcbki opraHisauii, MibxHapoHi KomnaHii, opraHun micuesol
BNagu, WO [onomMaralTb MPaBOOXOPOHHUM oOpraHam YKpaiHu OTpMMyBaTW CTaTUCTUYHY
iHdopmauito, 3abesnedytoTb KynbTYpHI 3axo4uM Ta PO3rofioleHHs iHdopmMmaLii cepen Hace-
neHHsa. OpHieto 3 Takmx opraHizauin € Transparency International Ukraine, sika WwopidYHO
NpPoBOAUTL MNIACYMKM LWOAO KOPYMUiMHOT cuTyauil B YKpalHi. Ha 3Bitm Transparency
International Ukraine aktuBHo nocunaetscs HA3K, nyGnikytoun ix Ha odilinHomy caunTi [2].
Mu moxxemo 6a4nTN NO3UTUBHY TEHAEHLiKO 3MiH, MOCTYNOBO AOMakyn KOpynuiiHi npobnemn.

Ha cborogHi B YkpaiHi iHbopMauinHo-aHaniTu4yHa AisanbHiCTb 34ebinbworo cnps-
MOBaHa Ha po3pobKy HOBUX Ta BAOCKOHANEHHS BXe iCHytounx 6a3 gaHux. Lle nowmproetbca
SIK Ha BCIX rpomMagsH, Tak i Ha gepxaBHi opraHu[3]. MNpuknagom 3abe3nevyeHHsa gepxaBoto
iHbopMauiHo-aHaniTU4HOro 3abesneyeHHs NPOTUAIT KOPYNUiMHUM KPUMiHaNbHUM MNpaBo-
nopyLleHHAM € Haka3 «[lpo 3aTBepaXeHHSA nopsaky obrniky KOpPYNUinHUX OistHb Ta iHLWKX
NnpaBonopyLUeHb NOB'A3aHMX 3 Kopyrnuieo»[4].

Baxnuenm iHCTpymeHTOM ans 60poTbbu 3 kopynuieto B YKpaiHi € EauHUIA gepXaBHUN
PEECTP OCiD, sIKi BUMHMNKN KOPYNUiHI abo NoB’A3aHi 3 KOpymnuieto NpaBonopyLLIEHHS!, OCHOBHI
Lini SIKOro € BUSIBMIEHHS Ta MOHITOPUHT OCIB, SIKi NOPYLUMN aHTUKOPYUiNnHEe 3aKOHO4ABCTBO;
3anobiraHHA NOBTOPHMM MPaBOMOPYLUEHHSIM; MOKpPaLleHHA MNpPO30pOCTi Ta NiA3BITHOCTI;
IHCTPYMEHT AONs OpraHiB KOHTPOSO Ta NPaBOOXOPOHHUX OpraHiB. 3aTBEPAXEHWA TaKuK
peecTp PiweHHam HA3K Ne 166 Big 09.02.2018[5]. 3rigHo 3 gaHnx HA3K B peecTpi BHECEHO
50706 3anwucis, 3 aknx 17028 3a KpyMiHanNbHUMK NPaBoNoOpPyLUEHHAMU[G].

IHpbopmaUinHo-aHaniTuYHe 3abe3nedeHHa npoTUAIT KOPYNUIMHUM  KpUMIHANbHUM
NPaBOMNOPYLUEHHSIM € OOHUM 3 KITHOYOBMX €MNEMEHTIB Y AiSNbHOCTI OpraHiB cekTopy 6e3neku i
06opoHn YkpaiHn. BoHo 3abe3neuye cBoevacHe Ta e(eKTMBHE BUSIBIIEHHS, aHani3 Ta
HenTpanizauito KOpynuinHMX 3arpos, Lo MatTb CEPMO3HUIA BNIMB Ha HauioHanbHy 6e3neky
KpalHW. 3anyyeHHs cyyacHuX iH(OpMaUiNHMX TEXHOMOriM Ta CTBOPEHHS iHTErpoBaHMX
aHaniTM4HUX NraTtopm A03BOSIAKTL ONTUMI3yBaTU MPOLECU MOHITOPUHIY, BUSIBIIEHHS Ta
3anobiraHHA KOpPyNuiiHMM NPaBOMOPYLUEHHAM, NIABULWMTL MPO30PIiCTb Ta e(EeKTUBHICTb
[isiNbHOCTI opraHiB 6e3nekn, a TakoX 3MiLHEHHIO JOBIpY rpOMaasiH 40 AEPXKaBHUX CTPYKTYP.
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MetpoB KOpin AHaToNninoBNY
KypcaHT 3-ro kypcy, HHIM®IKI JIbBiBCbKOro AepXaBHOro yHiBEpCUTETY BHYTPILLHIX Cripas
XykoBcbkum Irop BauyecnaBsoBuy

BUKNagad kadpenpn onepatmBHo-po3wykoBol AdisnbHocTi HHITIPTKI JlbBiBCbKOrO Aepxas-
HOro YHIBEPCUTETY BHYTPILLHIX cnpas

IHCDOPMAI:I,IVIHO-AHAHITI/I‘-IHE 3ABE3MNEYEHHA KPUMIHATIBHOI
noniuil woao AOKYMEHTYBAHHA BOEHHUX 3J1I04MUHIB

3 noyatky MoBHOMAcCLUTAOHOro BTOPrHEHHA Ha TepuTopii YKpaiHn Gyno BYMHEHO
6rm3bko 9000 BOEHHMX 3IIOYUHIB CyD’€KTaMM SKMX € POCIACBKI BINCbKOBI, B OCHOBHOMY Ui
3MT04YUHN BYMHANNCHL CTOCOBHO UMBINTIbHUX POMAAsSH, HarnsgHUn npuknag micto byda, sika
3gobyna cBo BiJOMICTb caMe TUM, L0 Ha TepuTopil JaHOro Micta nig 4Yac okynadii 6yno
BYMHEHO 3MTOYMHN CTOCOBHO LMBINIBHOIO HACENEHHS.

BignosigHo ao ctaten 25, 26 3akoHy YkpaiHu «[1po HauioHanbHy noniuito» noniuia B
Mexax iHgopMauiiHO-aHaniTUYHOT AisnbHOCTI hopMye, HANOBHIOE, NIATPUMYE B aKkTyanb-
HOMY CTaHi Ta KOPUCTYETbCS peecTpamm i 6azamm (6baHkamn) gaHuXx, WO BXOAATb A0 €QMHOI
iHdopmauinHoi cuctemun MiHicTepcTBa BHYTpILLHiX cnpaB Ykpainum (gani — €1C MBC) [1],[2].

3 MEeTOK BHECEHHS 0Cib SIKi MPUYETHI 4O BYMHEHHS 3MOYMHY MOB’A3aHi 3 BOEHHMMM
anounHamn B cuctemi IMHIM 6yno ctBopeHo IM-«BoeHHWM 3noumHeub» [4]. LisnbHiCTb
[enapTameHTy iHOpMaLiMHO- aHaniTU4HOro 3abe3nevyeHHsa perynioTb Haka3oMm Hauio-
HanbHOT noniyii Ykpainum Big 31 ciuHga 2020 poky Ne 77 [3]. OTxe uinkom MoOXHa ckasaTu, Lo
iHpopMauinHo-aHaniTuyHe 3abe3neyeHHss nigpo3ainie HauioHanbHOI noniuii YkpaiHm €
Bi4NOBIAHMM Ha HaLiOHaNbLHOMY piBHI 4O cborogeHHs. Ane B BGaHku gaHux iHopMmaLii Nnpo
0Ci® sAKi NPUYETHIi A0 BUYMHEHHS BOEHHMX 3MN04YMHIB, @ came B I[1 «BOEHHUIA 3NOYUHELIb»
BHOCUTbLCS BiAOMOCTI TiflbKM NP0 OCIO SKi BUMHWUIIM KaTeropito AaHUX 3M0YMHIB TiflbKM Ha
TepuTopil YKpaiHK, ane sk My 3HaeM, WO OOCTaTHA KiNbKICTb KpalHX NIATPUMYOTb POCIto Y
BiMHI 3 YKpailHoto, TOMy Te, Wo B 1 «BOEHHUI 3110MMHELbY» BHOCATLCS BIAOMOCTI TiNbKM NPO
OCi0 sIKi BUMHANM 3NOYNHN HA TEPUTOPIT YKpaiHK, € HENOBHOI | HABITb HE 4OCTATHLOLO, LWO6
po3kpmBaTh | poscrigyBatv Taki 3MouYuHU. Ane B UiNOMy YHKUIOHYBaHHS Takoro
iHpopMauinHOro noptany, Ha AaHWA Yac € HeoOXiAHWM, SAKWO PO3rfsHYTU KiNbKICTb
3M0YMHIB, SIKi PO3KPWUNK, Ta BUABWUNKN OCIO SAKi MPUYETHI OO BYMHEHHSI BOEHHMX 3I10YMHIB
Hanpuknag, nicnsa geokynauii micta byui 6yno BusiBneHo noHag 91 ocoby sika npuyeTHa oo
BYMHEHHSI BOEHHUX 3JIOMMHIB, TaKOX ON9 NOAanbLIOro MosierlweHHs BUSABMEHHSA Ocib, siKi
NPUYETHI OO0 BUYMHEHHSI TakMX 3r04MHiB, Oyno BHeceHHi BigomMocTi came B Il «BOEHHMI
3ro4MHelby, NiCrs 4oro igeHTudikyBaTn Ta nonepeanT BUNHEHHS CaMe TakuUX 3M0YMHIB
TUMK i cammmm ocobamm ctae HabaraTo OinbLUe LWaHCIB HiXK A0 TOro siK BUSIBMNSANN Lji 3NMOYMHN.

OTXe, K BACHOBOK MW MOXEMO cKa3aTu, Lo 3abe3nevyeHHsa HavuioHanbHOI nonidii, a
TOYHiWE Nigpo34iniB KpMMiHanbHOI Noniuii, came B Mexax iHopmauinHO- aHaniTU4HOro
3abeaneyeHHst € NEBHOKO MipO0 AOCTATHLOW | ePEeKTUBHOO, B cdhepi pO3KPUTTS | BUABNEHHS
OCi0 sIKi NPNYETHI 4O BOEHHNX 3MOYMHIB.

Nitepartypa
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MonoTtan OpecT IBaHOBUY

AOUEHT kadeapun ynpaeniHHA iHopMauinHoto 6e3nekoto JIbBIBCbKOro AepaBHOro yHiBep-
cuteTy Be3nekn XNTTEQIANbHOCTI, KaHAMAAT TEXHIYHUX HAYK, AOLEHT

[OCBIA BAKOPUCTAHHA TEXHONOIMNU AUCTAHUIMHOMO HABYAHHA
Y bBIBCbKOMY OEPXXABHOMY YHIBEPCUTETI BE3INEKU
XUTTEOIANBHOCTI

JIbBiBCbKMI OepXaBHUN yHiBepcuTeT Geanekun xutTtegianbHocTi (JIAY BXXIO) — npo-
BiHMA YKpPaiHCbKMIA 3aknag BULOI OCBITM B cdepi 6e3nekn noguvHu. Hanexutb BiH o
[epxaBHoi cnyx6u YkpaiHu 3 Hag3BuYanHUX cuTyauin. Bei y4acHUKM HaB4YanbHOro npouecy
NOAINATLCA HA ABI TPYNN: CTYAEHTU Ta KypCaHTU.

Ha >xanb, Tak cknanocs, Wo oCcTaHHi Napy poKiB NpoLec HaBYaHHA nignagae nig snnvs
HenepeabayvyBaHux opc-maxopHux obctaeuH. [ManHgemia COVID-19, BiiHa B KpaiHi,
npobrnemmn 3 enekTponoCTadYaHHAM aKkTMBI3yBanm MOLWYK HOBUX MeEToAiB Ta 3acobiB
HaB4YaHHs. Buxogsum 3 upboro, BMHMKae notpeba y amiwaHinn popmMi HaBYaHHs, sika 6u mic-
Tuna B cobi enemMeHTn gUCTaHLiNnHOro HaB4YaHHS.

OTxe, AoUiNbHUM € ONUC 4OCBIA BUKOPUCTAHHS BipTyalibHOrO HaB4YanbHOro cepeno-
Buwa J10Y BXK[, ake BUKOPUCTOBYETLCA K ONOMIXKHMIA 3acib opraHisauii 3millaHoro HaB-
YaHHs, Ta BKIKOYaE SK TpaguuivHy Tak i AMCTaHuinHy (OOpMM HaBYaHHS.

BipTyanbHe HaB4YanbHe cepenosuile JIOY BXK[, mae Ha3By BipTyanbHui yHiBepcuteT
nay exng (BY nay b>XM) ta npautoe Ha 6a3si obonoHkn Moodle [4]. ig 4yac cBoei icTopil, BY
nay B> mae pisHun Beb-iHTepdenc, B 3anexHOCTi Big Toro, sika Bepcis cuctemm Moodle
BMKOPUCTOBYBarnacs Ha ToM MOMeHT. Ha gaHui yac, BipTyanbHe cepefoBulle npauloe Ha
OCTaHHiIn Bepcii cuctemmn Moodle i mae HacTynHun Burnsg (puc. 1).
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.§4 Ha ronosHy  IHGOpMaLiiiiHa naHesb Moi kypcu  KepyBaHHA caiiTom adh @v Edit mode

BipTyanbHuii yHiBepcuTeT: HaBUa/ibHe cepeAoBuULLLEe
JlbBiBCbKOrO AepikaBHOro yHiBepcutety 6e3neku
KUTTERIANBHOCTI

dakynbTet dakynbTeT IHcTUTyT

dakyneTer
MOXeXHOI ncuxonorii NiCAAANNAOMHOI

umBiNLHOrO
Ta TeXHOreHHOI Ta coujanbHoro ocBiTH

3axucty
6e3nekun 3axucty

Puc. 1. lonosHa cmopiHka Hag4aribHo20 cepedosuwia JI4Y XK/

3 meToto gonomorun y pobori i3 BY JIAY BXX[ agmiHictpaTtopom cepefosuiia, Ta
aBTOPOM OaHuX Te3 6ynu onybnikoBaHi MeToanyHi mMartepianu, Woao po3pobneHHs ene-
KTPOHHMX KYypCIB Yy BipTyarnbHOMY HaB4asribHOMY cepenoBuLLi [6] i nepiognyHO po3MILLyOTLCA
KOPOTKi BigjeomaTepianu Ha rofioBHiN CTOPiHLiI HaBYanbHoro cepegosua [1].

Ha paHun moMeHT yacy BcCi enekTpoHHi kypcu BY JIIY BXX[ noBuHHI Bignosigatu
3a3ganerigb y3romXeHin CTPYKTypi.

CTpyKTypa enekTpoHHOro KypcCy BKIOYaE Taki enemeHTu [5]:
IHCTPYKTMBHMI BNOK:

- HasBa enekTpoHHOro Kypcy;

- AHoOTaUiqa Kypcey;

- Pobouya HaB4anbHa nporpama (cunabyc);

— E-nocibHunkn Ta 4oaaTKoOBI €NEKTPOHHI pecypcu;
- PekomeHgoBaHa nitepaTtypa.

TeopeTuyHa YacTUHa:

- €NeKTPOHHNIN KOHCNEKT NeKLin;
- MYIbTUMELINHI Npe3eHTaLil Nekuin;
- 3a notpebu aygio-, Bigeo-, aHiMaUilnHi HaBYarnbHi pecypcu;

I'IpaKquHa YacTuHa:

- 3aBAaHHs Ha NPaKTUYHI, NabopaTopHi, CaMOCTIlHI Ta po3paxyHKoBO-rpadivHi poboTun
(B 3anexHocCTi Big cneundikn Kypcy), Nnepenik iHauBiayanbHUX BapiaHTiB 3aBAaHb;

- METOANYHI BKa3iBKM OS] BUKOHAHHA NPaKTUYHUX, NTabopaToOpHUX, CaMOCTIMHUX 4
pO3paxyHKoBO-rpadpivHMx pobiT (B 3aneXHOCTi Big cneumdikm Kypcy);

KoHTporbHa yactuHa:

— BMKOHAHHA MpPakTU4HMX, NabopaTopHMX, CaMOCTIMHMX YM PO3pPaxyHKOBO-rpadpivyHmX
pob6IT (B 3aneXHOCTIi Big cneundikn Kypcy);
- TeCTyBaHHS.

MiacymMKOBUI KOHTPOIb:
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- TECTyBaHHS,;
— nepersik NnMTaHb Ha ek3aMeH Y audepeHUinoBaHU 3anik.

B KiHUi KOXXHOro €nekTpOHHOro KypCy MICTUTbCS ABa ONUTYBaHHA Ans 3400yBadvis
OCBITM ON4 OLHIOBAHHA HUMWN CaMOro efIEKTPOHHOrO Kypcy.

OcrtaHHi napy pokis BY J14Y BX[] BMKOPMUCTOBYETHCA HE TiflbKK ANSA 4ONOMOIMN y HaB-
YaHHi 3qobyBavam OCBITH, ane N Ans 34iNCHEHHS Ha 1Moro 6asi NPOXO4KEHHS KypciB niasu-
LWeHHA kBanidikauil npauiBHMkamu cTpykTypHux nigposginis JCHC YkpaiHu 3a pisHOMaHIT-
HUMMW OCBITHIMM Nporpamamu.

Mepen nouaTtkom poboTtn 3 BY JIAY BX[ 6yno opraHizoBaHO nNpoLec CTBOPEHHS
€NeKTPOHHNX KypciB. [ns uboro 6yno npoBeAeHO HaBYaHHSA BignNoOBigaNbHUX MpauiBHUKIB
Kacbeapw, gekaHaTy Ta 3a 6akaHHAM BMKNagadiB Ha ceMiHapax TpeHiHrax. byno npoeseaeHo
ABa CeMiHapu TPEeHIHMK, Woago poboTu BUKNagadiB 3 TEXHOMOTSIMU AUCTaHUIMHOIO HaBYaHHS.

Ane ockinbku B yHiBEpCUTETIi 3 YaCOM OHOBIOETLCA CKNag HayKoBO-MeAaroriyHuX
npauiBHuKKiB, | 6araTto 3 HMX abo paHiwe He npautoBanu 3 cuctemotro Moodle, abo cnabo
OpPIEHTYIOTLCA B HOBIM BEpCii CUCTEMU, TO BUHMKAE NoTpeba y MOBTOPHOMY MNpPOBEAEHI
HaB4YaHHs No poboTi 3 cuctemotro Moodle, sknin Harikpalle NPoOBOAUTM Y 3MiLLaHOMY bopmari:
Taki TeMU, SKi BUKIMKaOTb HanbinbLlue TPpyaHOLWIB Y BUKNaZdaYiB, po3rnsgHyTU O4HO, BinbLue
NPOCTi TEMU — B OHMANH PEXUMI.

[na uboro NPOMNOHYETLCA OHOBUTW paHille po3pobneHi ABa OOMOMIKHI €NEeKTPOHHI
KypCW, OOMNH 3 AKX 6yB 3pa3koM Ansi CTBOPEHHSI HOBUX KYPCIB, iHLLWIA AN OHNaiH HaBYaHHS
ManbyTHIX BUKNagaYiB-TbIOTOPIB CTBOPIOBATW BNACHI €NEKTPOHHI Kypcu (puc. 2).

€ @ % virtldubgd.edu.ua/course/view.php?id=1758 iy O | @
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Hens Mol Kypcn  KepyBaria caiirom adh @v Edit mode

n XypHanouimok  3si  Morev

v 3aranbHa iHpopMaLis npo Kypc

vcTasuiiisui kype (1K) "Memoduxa cmeopenns AK y cucmemi Moodle" npuskiauerwin ana HIN kacbenp NIYEXKIY i mae va
MeTi HaBUTH BMKNanavis CTBOpIOBATH BnacH [IK ANA 3aGe3NeueHHA MATPUMKN HABMENLHOMO NPOLECY.

Puc. 2. EnekmpoHHut Kypc «Memoduka cmeopeHHs [JK y cucmemi Moodle»

Y pamkKax UbOoro Kypcy, BCi y4aCHUKM MatoTb 3MOry 03HaMOMMUTUCS i3 OCHOBHUMM TOH-
Kowamu Ta TpyaHOoWwamMu, 3 AKMMWU BOHU MOXYTb 3iLUTOBXHYTUCSA Mig 4ac po3pobneHHs
BNacHUX €neKTPOHHUX KypciB, 3a OONOMOIOK BUKIagadva-TbloTopa posibpatucsa 3i Bcima
NpoBEMHUMN NMUTAHHAMMU, Ta BUKOPUCTOBYIOYM €TaNOHHUNA €NEKTPOHHUIN KYpC, KWW Tak i
Ha3MBaETbCs «3pPa3oK EeneKkTPOHHOro Kypcy» po3pobuTu BRacHi, rotosi o poboTw,
€NEeKTPOHHI Kypcu.

LLlogo nonitukn 6e3nekn HaByanbHOro cepefosuwa, To goctyn go BY J1OY BXX[I —
nepcoHigikoBaHun. JloriH Ta naponb AocTyny 3406yBadvi OCBITM OTPUMYIOTL Y aAMiHICTpaTo-
pa canTy Ha noyaTKy HaBYaHHsA. Buknagadi, siki paHiwe He Bynu 3apeecTpoBaHi B CUCTEMI,
MOBUWHHI 3BEPHYTUCA (O4HO abo 3a 4ONOMOroK €feKTPOHHOT NOWTK) A0 agMiHicTpaTopa, Ta
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3apeecTpyBatucb Ha caunTi. OBGOB’sI3KOBOKD YMOBOK peecTpauii yyacHuMKa Ha CanTi €
HasiBHICTb 06MIKOBOro 3anncy BHYTPIWHBLOT enekTpoHHoT nowTn JIAY BX.

Ha cborogHiwHin gexb, y BY JIIY BX] BCix kopucTyBadis 6yno po3buto Ha rpynu:
Kacbeapu, TEXHIYHUIM NepcoHan Ta 3g00yBadiB (Bktoyatoum npadisHukis JJCHC Ykpainu, ski
NPOXOAATb KypCu NiABULLIEHHA KBanidoikaLir).

Posnogin 3gobysadvis BY J1AY BEXK[ no rpynam gae 3amory aBToMaTU4HO 3apaxoByBaT
X HA KOHKPETHWUI KypC 3 BKa3aHHSIM TePMiHy nepebyBaHHS iX B KypCi.

B pesynbTati BnpoBamkeHHSA B OCBiTHIN npouec J1AY BX[ BipTyaneHoro cepenosu-
wa, 3gobysadyi BULLIOT OCBITU MalOTb 3MOry CaMOCTINHO OonpauBaTh TEOPETUYHNIA MaTepian
Ta Bi3yaslbHO 03HANOMUTUCHL 3 OCOBIMBOCTSIMU Ta TOHKOLLAMW TaKMUX MPOLIECIB SK MOXKEXO-
raciHHA Ta iH.

EdektnBHicTe BukopuctanHs BY JIAYBX[ niatBepaxeHa poboTor B HbOMY KOpUC-
TyBauiB Mig Yac KapaHTUHHOro nepiofy, akTUBHICTb SAKUX 3a Len nepiog 3pocna B 4 pasu [3].

Omxe, MOXHa 3pobuTn BUCHOBOK, Wo BY JIAYBEX, BuCTYnae NnoTy>XHUM iHCTPYMEH-
TOM Ansi epeKTUBHOro 3abe3neyeHHsi OCBITHbOIO NPOLEeCy B Cy4aCHUX HEMPOCTUX YMOBaX.
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Monsk CeaTtocnas lNeTpoBuy
B.o. 3aBigyBaya kacenpu onepaTtMBHO-PO3LLYKOBOI OiNIbHOCTI

HHIM®IKIM JbBiBCbKOro Aep>XaBHOMO YHIBEPCUTETY BHYTPILLHIX cnpaBs, LOKTOpP (inocodii y
ranysi 3HaHb «[1paBo»

BUKOPUCTAHHSA HEUPOHHUX MEPEX Y KPUMIHATBHIA PO3BIALI

B npoueci XuUTTeaisanbHOCTI KOXHa XMBa iCTOTa HaMaraeTbCs BUBYMTU Ta 3'cyBaTu
sakomora Oinblwe npouecis, Wo BiabyBawTbcsa goskona. Lli npouecu npoTikatoTb 9k 3 i
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yyacTio Tak i 6e3 Hei. OgHak, 3 MOMEHTY BiAKONW MOANHA SIK BULWMIK KNac umsinisauii —
Giomepexa, cTBopuna KOMM'IOTEPHI TEXHOMOrT Ta MaTtemMaTudHi MoAeni, siki CaMOCTIHO
HaB4YalTbCHA HA OCHOBI OTPUMAHUX AAaHUX — HEMPOMEPEXY, MEXaHi3M NOLUYKY iHbopmauil Ta
il igeHTudikauis ons NPoakTUBHOMO Ni3HAHHSA 3a3HaB NPOrpecy, Wo NoaeKkyan He nigaaeTbes
NOLCbKOMY YCBIAOMIEHHIO.

HaTxHeHHi GioHenpomepexero WTyYHi HempomepeXi CTanu HeBig EMHUM IHCTPYMEH-
TOM NPaBOOXOPOHHOI AisiNbHOCTI Y BCbOMY LMBINi30BaHOMY CBiTi, @ 0COGNMMBO B HanWaKTMB-
HILLOMY 1T HANpPsMi — KpUMiHanNbHIN po3BiaLi.

Hocii cyyacHux HaykoBMX OorMaT BBaXarwTb, WO KpMMiHanbHa po3Bigka BUCTyNae
OAHIE 3 OYHKLIN onepaTUBHO — PO3LUYKOBOI OIANbHOCTI Ta peani3yeTbCs LUNAXOM BUKO-
PUCTaHHA CUCTEMU PO3BiAYyBarnbHUX, MNOLYKOBUX, IHpOPMaLUiNHO-aHaniTMMHUX 3aX0AiB, Y T.4.
i3 3acTOCyBaHHSIM OMepaTMBHUX Ta OMNepaTUBHO-TEXHIYHMX 3acobiB, CNPAMOBaHMX Ha
cBoevacHe 3anobiraHHs, BUSBNEHHS | HEMTpani3auito peanbHUX i NOTEHLiIMHNX KpUMiIHANbHNX
3arpo3s cycninbHin 6esnewi, 3axuct ocobu, aepxxaBu Ta CycninbCTBa Big 3N04YNHHOCTI [1, C. 4].

Buxogsum 3 «npupogHix» yHKUiOHaNbHUX OOOB’A3KIB HAABHMX MPaBOOXOPHHMX
opraHiB B YKpaiHi, OKpeMi HayKoBLi NOr4YHO BU3HA4alOTb, WO Cyb’ekTamu KpUMiHanbHOI
po3BigkM (nigposginamu, WO  34iMCHIOTb  KpUMIHANbHY pO3BiOKY) €  BM3HaYeHi
3aKOHO4ABCTBOM YKpalHW Ta BiAOMYMMKM HOPMATUBHMMUW akTamu onepaTuBHI Nigpo3ginu
cuctemmn MBC Ykpainu, Cb Ykpainu, [lepxaBHOT NPUKOPOOHHOI Cryxou [2, c. 25].

OpgHak Maemo 3ayBaxXuTu, LLO Ha OaHUA MOMEHT MOHATTS CcaMol KpUMiHanNbHOI
PO3BiAK/ HE BWM3HAYEHO Ha 3aKOHOOABYOMY PpiBHi, i B3arani, BBaXXaeTbCs HeOOXigHUM
pO3pobuMTM Ta NPUNHATK 3aKoH YKpaiHu «[1po KpuMiHanbHy pPo3BiAKY» sIK OKPEMUIA HaNpsiM
NPaBOOXOPOHHOI AisiNbHOCTI. B cbOroaeHHi, sike cynpoBOLKYETbCA Macol BUKIIMKIB | 3arpo3
iHbOpMaLMHOrO Ta TEXHIYHOro Xapaktepy, ouifisHUM Oyro © CTBOPEHHA 3a npuknagom
okpeMunx KpaiH €ponencbkoro Cow3y nigposginly KpumiHanbHOI PO3BiOKA B CTPYKTYpI
HasiBHUX opraHiB, abo HaBiTb OKPEMOro MPaBOOXOPOHHOIO OpraHy, agxe Kono i yHKLUioHany
BUXOOUTb Jarieko 3a MeXi KpUMiHanbHOro aHanisy.

[o npuknagy y noniuii 6aratbox KpaiH CTBOPEHO MpodifibHI Nigpo3ainu, a metoam
KpuMiHanbHOI po3Bigku (aHrn. — criminal intelligence) Habynu HacTINLKM CYTTEBOro 3HAYEHHS
Yy KpUMiHanbHOMY aHanisi, Wwo akTUYHO NnepeTBopunm Noro B po3Biaky [3, c. 93].

ICTOPMYHO Ta OOKTPUHANbHO Takun BUA OiSNIbHOCTI SIK KpMMiHanbHa po3Bigka 3apoa-
XyBaBCs | BUMNMAMBaB 3 onepaTMBHO-PO3LLYKOBOI AisNbHOCTI, afpke OCTaHHA € (pyHOaMeHTa-
NBHOK HAyKOK Ta MPaKTUYHOK AIANbHICTIO, WO MOCTIMHO yAOCKOHasnBanacs Ta Lykana
HaneeKTMBHILI WNsSxXu 3060py 1 aHanidy onepaTnBHOI iHpopMaLil KPUMIHANBHOrO XapakTepy.

Boano nigkpecntoe ®egyak |.A., Wwo 4mm BinbLue iHgopmadii 3bupaeTbca, TUM GinbLue
ue gonomarae aHanisy Ta y nigCyMKy — MPUAHATTIO BipHOro piweHHs. OgHak ue Takox
30inblwye noganblle HaBaHTaXEHHd, WO, B CBOK 4epry, 3mywye 36inblyBaty LwwTaT
aHaniTukiB i IX NPOAYKTUBHICTE abo BTpayaTn epekTUBHICTb [4, C. 25].

Bce ue npMpoaHbLo CTUMYNOE TpaHcopMaL,ito apxaivyHnX Nigxoais A0 300py 1 OLiHKK
iHdbopmaLiT B NpaBOOXOPOHHIV AIANbHOCTI Y HOBITHI Npouecn aeTekuii HeobXxigHMX AaHuX 3
iHpopmauinHnx macueiB (iHpomacn) Ta ix BipHOI igeHTUdiKauii 3 BUKOPUCTAHHSM Pi3HO-
MaHITHUX iH(pbopMaLiNnHO-aHaNITUYHNX TEXHOMOTIN NOPSAS, i3 NMIOACLKMMU MOXINMBOCTAMU. Bee
Le 3yMOBJIHOE MUTTEBY rnobanisauito 1 TEXHOSOrIT LWTYYHOrO IHTENEKTY, WO 3aCTOCOBYETLCS
ANs onTUMi3auii Takoi AisnbHOCTI | HagaHHA npouecy ob6pobku iHGopMaLii MakcumanbHOI
TOYHOCTI Ta OnepaTMBHOCTI.
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Buxogaum 3 HaBedeHoro, cyvacHy KpvMiHanbHy poO3BidKy 3a aHarnisaoM 3apybikHuX
Jpxepen nodinaTb Ha cTpaTeriyHy 1 onepaTuBHY BUAW PO3BIAKM Ta il OKpeMi ranysi: nogcbKy
po3Biaky (Human Intelligence — HUMINT), poaBiaky curHanis (Signals Intelligence — SIGINT),
po3BiaKy 30b6paxeHb (Imagery Intelligence — IMINT), posBigky curHatyp (Measurement and
Signatures Intelligence — MASINT), po3sBigky 3 Bigkputux axepen (Open-Source Intelligence
— OSINT) [5, c. 8-9].

JloriyHnm BMAaaeTbCs, WO ANA NPOBEAEHHSA 3a3Ha4YeHMX BUAiB po3Bigku 6e3 Bukopuc-
TaHHS KOMM'IOTEPHUX TEXHOSMONIN Ta WTYYHOro iHTenekTy He obintucsa. MNporpamHe 3abes-
NeYyeHHs1 HeMpPOMeEpEX CNPOMOXKHE 3a A0S XBUIWH 3HAaX0OUTKM HanbinbLL TOTOXHI AaHi 3a
3ajlaHMMK napaMmeTpamMu B HagBeSIMKMX MacuBax iHopMauii, 4NA MOLWYKYy SiKUX 3BUYaNHIN
nogunHi-aHaniTuky goeenocs 6 npavtoBaTn JOCUTb JOBrO.

HaykoBLUi 3a3Ha4atoTb, WO HEWUPOHHI Mepexi — ue nigMHoxuHa Machine Learning,
Mepexi i3 30aTHICTIO CaMOCTIMHOMO HaB4YaHHA. BOHM 3aCTOCOBYHOTECA HE SIK TEXHOMOrNIS Yun
IHCTPYMeHT abo 3acib, a sk cuctemy fdka 30aTHICTb BUUTUCS | BUKOPUCTOBYBATU BUBYEHE.
HelpoHHi Mepexi — BnalwiToBaHi 3a ob6pa3om i nogobot nacbkoro Mo3ky. To6To Hama-
raloTbCa BiATBOPUTM OKpPeMi acnekTu BrawTyBaHHS HeWpoMepeXx Yy MO3Ky mioAauvHU Ta
BMkopucToBytoTb BigData, DataScience sik maTepian, Ha skoMy BOHW HaB4atoTbCs [6, ¢. 13].

OTXe, BMKOPUCTAHHA HEMPOHHUX MEpPEeX Y KpUMiHamnbHIN po3Bigui BiaKpMBa€E HOBI
FOPU3OHTU NS aHanisdy CKnagHux i HEOAHO3HAYHUX JaHuX. 3aBOSKN 30aTHOCTI HEMPOHHUX
MepeX HaB4aTUCA Ha BENUMKUX MacuBax iHopmalil, BOHN MOXYTb BUSABMATU MPUXOBaHI
3aKOHOMIPHOCTI, L0 BaXKO pO3ni3HaTh 3a AONOMOroK TpaguuinHux metogis. Hanpwuknag,
Taki anropuTMn MoXyTb eEKTUBHO aHarnizyBaTu TenedOHHI A3BiHKWN, ENEKTPOHHI NMncTn abo
TpaH3akuil, Wob iaeHTUdIKyBaTM MOXIMBI 3B’SI3KM MK MigO3PHOBAHUMM, HaBiTb AKLWLO Li
3B’A3kM JO0Ope 3amackoBaHi. TakoX HEWpPOHHI Mepexi 3OaTHi NporHo3yBaTu MMOBIPHICTb
3M104UHIB, OLIHIOKYM PU3NKM HA OCHOBI ICTOPUYHUX JaHUX Ta NOBELIHKOBUX MOAENEN.

Baxxnuneoto nepesarod HEMPOHHUX MepPEX € IXHA 30aTHICTb rnpautoBaTn 3 HECTPYKTY-
pPOBaHUMM OaHUMK, TakKMMK SK Bigeo, ayfio Ta TeKCTOBi AOKyMeHTU. Lle pobutb ix Hesa-
MiHHMMW A58 aHanidy JokasiB i3 Kamep CrnocTepexXeHHs, po3nisHaBaHHSA rofiocy abo BiaTBO-
PEHHSA NoAin Ha OCHOBI (pparmeHTiB iHopMaLii. BogHo4Yac BUKOPUCTAHHA TakMX TEXHOSOTIiN
CTaBuUTb nepen Cycnifib,CTBOM BUKIUKW, MOB’SI3aHi i3 3aXMCTOM NEepCOHanbHUX OaHuX Ta
€TUYHICTIO 3aCTOCYBaHHSA. HEMPOHHI Mepexi MOXYTb NOMUITKOBO iAeHTUMIKYBaTU HEBUHHUX
nogen abo nNigBuLLyBaTM PUNK YNEPESKEHUX PilEHb Yepes3 NMOMUIKA Y BUXIOHUX OaHUX.
Tomy X ebeKkTMBHE BUKOPUCTaHHA NOTpebye peTenbHOro Harnsay, Npo3opocTi anroputMmise
Ta 3arny4yeHHs axisuiB, SKi MOXYTb MiHIMI3yBaTy MOXIVBI PU3UKW.
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MapgnweB Bonogumunp Neoprinosuny

npodpecop kadeapu KpumiHanbHOro aHanidy Ta iHdopmauinHux texHonorin Opecbkoro
OepXXaBHOro yHiBEpCUTETY BHYTPILLHIX Cnpas, AOKTOP HpUONYHUX HayK, npodecop

3ACTOCYBAHHA TrEHEPATUBHOIO LUTYYHOIO IHTEJNEKTY Y
AIANbHOCTI NPABOOXOPOHHUX OPIrAHIB: 3APYBIDKHUX OOCBIA

[MpaBOOXOPOHHI OpraHM CTUKaTLCA 3i CKNagHWUM 3aBOaHHAM: KepyBaTu MOCTIMHO
3pOCTal4o ropor LUMPPOBMX OOKA3IB | JaHMX KpUMIHANbHUX po3cnigyBaHb. BennyesHuin
obcar uux OaHuX BMMarae Cy4acHoro pilleHHs. 3arpo3v Ta iHUMOEHTU PO3BMBAOTLCSA
LUBMAKO, i MPaBOOXOPOHHI OpraHn MOBWHHI He TifNbKW BCTUraTtu, ane n nepegbadyaTn HOBI
3arposn Ta npotmaiatm iMm. lnatdopma, Aka BUKOPUCTOBYE MOTYXHICTb reHepaTUBHOIO
LWUTYYHOrO [HTENEKTYy MOXe CTaTu KIYeM [O BIiOKPUTTA HOBOI epyu  edeKTUBHOCTI
NPaBOOXOPOHHMX OpraHiB. [eHepaTUBHUI LUTYYHUN IHTENEKT MOXe aHanidyBaTu BefIMYesHy
KiNbKICTb AaHWX Bif BigeokaHaniB 40 UMEPOBMX OOKA3iB, a TAaKOX BU3HaA4YaTU TeHAeHLUil Ta
MOAeni noBeaiHkn HabaraTto weualle, Hik nogu [1].

Hamaratouncb OUuiHUTU nepeBarn reHepaTUBHONO LWITYYHOrO IHTENEeKTy, cnig, no-
nepwe, ycBiIOMUTU PI3HULIDO MDK 3BUYAMHUM LUTYYHUM IHTENEKTOM Ta reHepaTUBHUM
LWTYYHUM IHTENEKTOM.

Akwo wryyHun iHTtenekt (WI) — ue 3gaTHiCTL anapaTHO-NPOrPamMHOrO KOMIIEKCY
BMKOHYBaTW 3aBAaHHS, L0 BMMaratTb YyyacTi FNOACLKOro iHTEneKkTy, MoYMHalun Big
pO3ni3HaBaHHA — OO0 MipKyBaHHs, HaBYaHHSA abo NPUNHATTA pilleHb. Y CBOK 4Yepry reHe-
paTuBHMK WTY4YHUM iHTenekT (MFLLI) — ue nigMHOXMHA LWITYYHOrO IHTENEKTY, 3a 4ONMOMOroH
SIKOI Ha MiACTaBi BUMBYEHHS1 HasiBHUX AaHWX, TOOGTO Ha nigcTaBi 3aBOaHHSA Ta Npuknagis,
NPOAYKYHTbCA HOBI AaHi, 30Kpema, TekcT, 306paxeHHs Towo. WI Ta MUl iHTenekT Bxe
CbOrofHi MalTb HMU3KY 3aCTOCyBaHb Y AiNIbHOCTI NPaBOOXOPOHHUX opraHiB [2].. Mpuyomy
BOHW MatoTb Pi3Hi MOXIMBOCTI, O MOXHa nobaynTtu 3 Tabnuui 1.

Tabnuus 1. Moxnusocmi wmy4YHo20 iHmeniekmy ma 2eHepamugHo20 Wmy4yHo20
iHmenekmy 3anexHo 8i0 3ag0aHb

3aBaaHHA MoXxnuBocrTi
L | il
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MOXe [OOMNOMOrTU igeHTudikyBaT nigos-

MoOXe JonomMortn CTBOPUTU

% pIOBaHMX, XepTB abo 3HUKNIMX 0e3BiCTW | peaniCTUYHI KoMno3uuii 06Ny
e z LUNIAIXOM MOPIBHAHHSA TXHIX 006nuy i3 6a- | Ha OCHOBI OnMuUCIB 4nM eckisiB
g 5 3aMu gaHunx 300paxeHb, AK-0T dhoTorpa- | CBiaKiB abo NoKpaLLmnTH
= o d)u7|3 BOAICbKMX MpaB abo npodinie y 3o6pq>KeHH;| 4YM BigEO HU3LKOI
S couianbHMX Mepexax. AKOCTI  gns  NOKpaLeHHS
iaeHTrdikauii

T o MOX€e OO0MOMOITU TpaHckpnbyBaTh Ta ne- | MoXe AOMNOMOITU CUHTE3yBaTh
§ g % peknafaT MOBMNEHHs B PexXuMi pearb- | MOBY Ta CTBOPUTY PEAMICTUYHI
T QD HOrO 4acy, [03BONAHM ocplu,epaM Crin- | 3pasky ronocy ANs PisHux Li-
zog KyBaTMCA 3 NIOALMM, AKi FTOBOPATH PISHAMM | NeiA, TaknX AK rofnocosa bio-
8o =2 MoBamn, abo CTBOptOBATU TOYHI Ta | METPis, KIOHYBaHHA rOnocy
o CBO€YaCHi 3BiTW Ha OCHOBI 3anuciB ronocy | abo ronocoBuin MiLLIVHI

MOX€e AOMOMOITM BUSABMATM Ta po3ni3Ha-
BaTn 06’eKTN Ha 300paxkeHHax abo Bigeo,
Hanpuknag 36poto, TpaHCMOPTHI 3acobu,

MOX€ [OMOMOITM CTBOPUTU
peanicTuyHi 306paxeHHsa abo
Bigeo 00’eKTiB Ha OCHOBI Onu-

CBO€YACHI pilleHHA Ta oNTUMI3yBaTu CBOI
Ail un cTtparerii

m
E
X
(O]
28
X . . .
Iz HOMEpHi 3HakM 4u pgokasn. Lle moxe | ciB abo MaHinynioBatn 4m
o T AOMNOMOITM MNOSILEeNCbKUM 3HaxXoauTK Ta | MOKpallyBaTu iCHykodi 306pa-
@ a BiICTEXYBATN NiJO3PHOBAHUX, TPAHCMNOPTHI | XXEHHA YW Bigeo Ana rnokpa-
5 5 3acobu 4M UikaBi NpegMeTn Ta aBTOMaTU- | LLLEHHA BUSABIIEHHSA Ta pPO3ni3-
= . .
& 3yBatm npouec 300py [Ookas3iB i | HABaHHSA
3 AOKYMEHTYBaHHS
s g MOXe [OOMOMOITM aHanisyBatm Ta Mpor- | MoXe [AOMOMOrTU  CTBOPUTH
-é ol HO3yBaTW MNOBEAIHKY NIOOMHM Ha OCHOBI | peanicTudHi  cumynsuii - abo
m . . . o
Q> pi3HMX bakTOpIB, TAKMX SIK BUpa3 00nun4yys, | cueHapii Ha OCHOBI Mogenewn
Q » . : : . .
29 MOBa Tifna, MOBIEHHA Ta 6iOMETPUYHI AaHi. | NoBeAiHKM Ta  reHepysaTu
g ‘g Lle moxe ponomortu odpiyepam OUIHUTU | CAHTETUYHI AaHi ANA HaBYaHHSA
T C piBEHb pU3NKy cuTyauii abo nepeabayunTn | Ta TECTyBaHHS
<O AiT 4 Hamipu ocobm
[SN .
E MOXe [JOMOMOITM HagaBaTu odiuepam | MoXe [OMOMOIrTU  CTBOPUTU
& = BiANOBIAHY iH(bopMauito, Nponosuuii Ta | anbTePHATMBHI  pilLEeHHA Ta
’g © '(%r pekoMeHaaujii Ha OCHOBI pi3HMX DKepen | pe3ynbTaTi Ha OCHOBI Pi3HMX
cE 2. AaHuX, Taknx gk 6asm gaHux, gaTynkm Ta | KputepiiB abo obmexeHb |
g “3’ 2 couianbHi Mepexi. Lle moxe gonomortu | ouiHUTM  edekTUBHICTL abo
= k= . o . . . .o
2 = odiuepam npumaTM OOrpyHTOBaHi Ta | BMAMB Pi3HUX PilUEeHb i Oin
e
=
C

Y noegHaHHi 3 BenukumMmn moBHumMmu mogensavu (LLM) M1 moxxe gonomaraTtu WwBMAKo i
Nerko 3HaxoauTu iHopMaUiHI eNEeMEHTN, a TakoX BKa3yBaTW 3B’A3KM MiXK HUMK. Takuin
«UMppoBUM MOMIYHMK» MOXe reHepyBaTu KOPOTKI pe3toMe, BUCBITMOBATU BaXnuBi getani,
3Haxo4uTuK NporanunHn Ta NPOTUPIYYSA Y XOA4i PO3CnigyBaHHSA, a TaKOXX NPOMOHYBaTU HACTYMHI
3aBaaHHs [3].

[Mepengem 0o npuknagiB KOHKPETHOro obnagHaHHA. AckpaBMM NPUKIaaoM TEXHONMrT
MWI e incTpymeHT Co-Analyst Big PenLink [4]. Moro pospo6nero ans ontumisauii poscni-
AyBaHb i NigBULWEHHS e(eKTMBHOCTI NPaBOOXOPOHHUX OpraHiB, Yepe3 HafaHHS rMUbokKol
iHbopMmauii Ta onepaTMBHOI PO3BigKWU. B HbOMY 3aCTOCOBYKOTLCH IHCTPYMEHTWU ANSA reono-
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Kauii, aHanidy icTopii Be6-nepernagy, NowyKy B KOPNopaTUBHOMY PEECTpPi TOLLO. [HCTpyMEHT
gonomMarae poasnidHaBaTU Ta iHTEpnpeTyBaTW YHiKanbHU cneHr abo kogoBi crnosa, SKi
BMKOPUCTOBYIOTLCS Y B'A3HUYHUX nncTax abo TenedoHHUX O3BiHKaxX, Hafalouu BaXIivBy
iHbopMaUuito NpPo NpuHanexHicte Ao 6aHan Ta 1i AisnbHicTb. [ocnigpKytoun, Hanpuknag,
NpeKypcopu oeHTaHinNy, iIHCTPYMEHT MOXe He nuLule iaeHTUdIKyBaTu BiZOMi Npekypcopu, ane
N po3WMPUTU MOLWYK, OO BUABMTM HOBI, aHanidytoun iHopMauito 3 pi3HUX axepen y
mepexi. Mpu poscnigyBaHHi TOpriBni NloAbMU iIHCTPYMEHT MOXE aHarnisyBaTh 306paxkeHHs Ta
TEKCT 3 Pi3HMX JXXepen, BUABISIOYN 3B’A3KN Ta CNiflbHi pUCH, LLIO HEMOXITMBO BPYYHY.

LlikaBo po3rnaHyTn npuknagn iHCTpyMeHTIiB i3 3actocyBaHHaM [LUI, w0 BukopucTo-
BYytoTbCS B IHAIT. TyT 3acTtocyBaHHs LI 6avaTtb y Takux HanpsiMkax [5].

[MokpaLLeHHs1 MPOrHO3yBaHHA Ta NonepeaXeHHs 3roYMHHOCTI. [1na ubOoro BUKOPUCTO-
ByeTbCcA MoxnumBicTb LI aHanizyBaTn BenuyesHi o6carn gaHux i3 pisHOMaHITHUX gxXepen,
BKINKOYaouM 3anmcu nNpo 3roYnHK, couianbHi Mepexi Ta 3annucn 3 Kamep CroCTEPEXEHHS, a
TaKOX BUSIBASATM aHOMarnii Ta 3aKOHOMIPHOCTI B UUX OaHUX.

YaoCcKkoHaneHHsa KpuMiHanicTMkM Ta npouecy poacnigyBaHHs. LI aBTomaTtunsye pos-
nisHaBaHHA 06nM4, aHani3 iHWKX 306paXeHb Ta Bigeo, a TakoX CyA0BO-MeAMYHUIN aHanis,
PEKOHCTPYIOHUN MiCLE 3MOYUMHY, NiABULLYIOUYN €PEKTUBHICTL 36MpaHHA OOKa3IB.

3HMWKEHHS piBHA ynepemKeHOCTi Ta NiABULLEHHS PiBHS 3BIiTHOCTI. YNepemKeHicTb y
NPUMAHATTI pilleHb Noniuieto MOXe HeraTUBHO BNWMHYTK Ha rpomagy. I Hagae 06’ekTuBHY,
nobyaoBaHy Ha ICTOPUYHMX Ta iHWKWX AaHMX iHpopMaLilo NPo AiSNbHICTb NPaBOOXOPOHHUX
opraHiB. AHani3 uiei iHpopmauil Ta BUABNEHHA MoAeni yrnepemaKeHOCTi [OO0MNoMOoXe
NPaBOOXOPOHHUM OpraHam CnpUATM YECHOCTI B JiNbHOCTI Ta NiABULLXTY Ni3BITHICTDb.

Typbota npo 3abe3neyeHHs KOHGIOEHUINHOCTI Ta NiIOTPUMKY €TUYHUX CTaHAaapTiB.
3acTtocyBaHHsA NI y npaBoOXOpPOHHUX opraHax 3abeanevye YMCNEHHI nepeBaru, ane BOHO
TakoXX OOYMOBMIOE BaKIMBI MipKyBaHHS CTOCOBHO €TMKM Ta KOHigeHUuinHocTi. Baxnmeo
nepekoHaTucs, wWo npu 3actocyBaHHi Wl y npaBoOXOpOHHMX oOpraHax NiaTPUMYETbCS
nosara o npae i ceoboa noguHu. Lia TypboTa nposiBNATLCA Yy BAPOBAaAXEHHI 3axoniB
HaOIMHOrO 3axUCTy OaHuX, 3abe3neveHHi NPo3opoCTi anropuTMIiB NPURHATTA pilleHb Ta Y
NPOTUAII 3NOBXNBAHHSAM TEXHOMOrISIMU CNOCTEPEXEHHS HA ocHOoBI [MLLI.

BignoBigHO y NpaBOOXOPOHHWX oOpraHax |HAiT 3aCcTOCOBYETLCA MNEBHaA KiNbKiCTb
iHCTpyMeHTIB Ha 6a3i 'lWUI [6]. BoHn onucaHi y Tabnuui 2.

Tabnuys 2. IncmpymeHmu 3 LUy npagooxopoHHUX opaaHax IHOIT.

Hasea Mpn3Ha4eHHs CyTHicTb poboTK
Palantir Joromora B KpUMIHaNbHUX poO3- | iHTerpauia, aHania Ta Bidyanisauid
Gotham: crnigyBaHHAX | po3BigyBasibHUX | JaHUX
onepavuiax
PredPol edPeKTUBHILLMI PO3MOAiIN pecypciB | iHTeNeKTyanbHUM KOHTPOSb, MPOrHO-

3yBaHHsS TepuTopin i3 6inbLwo nMo-
BIPHICTIO 31104MHIB

Veritone goromora y poscnigyBaHHAX Ta | aBToMaTu3auis adHanizy aygio- Ta
CyOoBUX poarnggax Bigeoaokasis

Rekognition | ineHTudikauii nogen Ha 306pa- | TEXHONOriA po3nidHaBaHHA 06nMYYs
XEeHHAX i Bigeo
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Urbint agonomora y 3abesneyeHHi rpo- | BUSIBNIEHHS MNOTEHUiNHMX npobnem 3
Maacbkoi 6e3neku ©esnekoto B iHppacTpyKkTypax rpomag,

barato npaBoOXOpPOHHMX opraHiB BrnpoBagkyTb LI NoOBifIbHO 3 Pi3HUX MPUYKH,
3okpeMa, 4vepe3 obmexeHe po3yMiHHA nepesar [WI, 6rogkeTHIi obmexeHHs, npobnemu
€TUKM Ta KOHIgeHUIMHOCTI, HOpMaTMBHI Ta npaBoBi Npobremun, a Takox npodbnemu
iHTerpauii TexHonorin. OgHak cnig nam'stati, Wo NpeacTaBHUKM OpraHi3auinHOl 31104MH-
HOCTi peTenbHO BNPOBAaLXYKTb HOBi TEXHOMOrII, HE LUKOAYHYN KOLWITIB. A NPaBOOXOPOHHI
OopraHu He MaloTb NpaBa nporpasaTh B FOHLi TEXHOSIOTIN.

NiTtepatypa

1. How Generative Al Can Help Law Enforcement Keep Communities Safe. Penlink. May 3,
2024. Site. URL: https://www.penlink.com/blog/blog-how-generative-ai-can-help-law-
enforcement/ (qata 3BepHeHHs: 14.11.2024).

2. Lukens, Ph. The future of policing: How Al is transforming police operations and digital
evidence management. Police1. September 02, 2024. Site. URL : https://www.po-
lice1.com/police-products/intelligence-led-policing/the-future-of-policing-how-ai-is-
transforming-police-operations-and-digital-evidence-
management#:~:text=Al%20is%20a%?20rapidly%?20evolving,improving%20data%20secu
rity%20and%20privacy. (nata 3BepHeHHsA: 14.11.2024).

3. Joyner-Roberson, E. 3 ways generative Al can assist in criminal investigations. CFE May
21, 2024. Site. URL : https://blogs.sas.com/content/sascom/2024/05/21/3-ways-that-
generative-ai-can-be-effective-in-criminal-investigations/ (nata 3asepHeHHs: 14.11.2024).

4. The Role of Generative Al in Law Enforcement: Insights from PenLink’s Co-Analyst Tool.
Penlink. Site. URL : https://www.penlink.com/blog/role-of-generative-ai-in-law-
enforcement/ (qata 3BepHeHHs: 14.11.2024).

5. Kamath, N. Unlocking the Future: The Application of Generative Al in Law Enforcement in
India. Linkedin. 7 March 2024. Site. URL : https://www.linkedin.com/pulse/unlocking-
future-application-generative-ai-law-india-nithin-kamath-esryc (naTa 3BEPHEHHS:
14.11.2024).

6. Mohindroo, S.K. Harnessing Generative Al in Law Enforcement: A Vision for Smarter,
Safer Communities. Linkedin.08 November 2023. Site. URL: https://www.lin-
kedin.com/pulse/harnessing-generative-ai-law-enforcement-vision-safer-mohindroo--
xwsxf (aata 3sepHeHHs: 14.11.2024).

CuHunuina KOnisa MeTpiBHa

aoueHT kadeapu iHpopmauinHUX TexHonorin [JHINPOBCHKOro Aep>KaBHOroO YHiBEpCUTETY
BHYTPILLHIX CNpaB, KaHANOAT TEXHIYHUX HayK, OOLUEHT

IHTErPALISA WUTYYHOI O IHTENEKTY B CACTEMMU IHOOPMALINHOI
BE3MEKWU: NEPCNEKTUBU TA BUKITUKU AN1A OEPXKABHUX |
KOMEPUIMHUX YCTAHOB

CTpimMKknin po3BUTOK iHGbOpMaLinHO-aHaniTuyHol aisneHocTi (IAL) y AepxaBHOMY Ta
KOMepLINHOMY CeKkTopax YKpaiHM € OAHIE0 3 KM4YOBMX TeHAEHLUiM cydacHocTi. Llen npouec
3YMOBJIEHUA HU3KOK OO’EKTUMBHMX YMHHUMKIB: OEMOKpaTU3aLi€ld CycninbCTBa, PO3BUTKOM
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PUHKOBUX BIAHOCWH, NEriTUMHICTIO YNpaBniHCbKMX MPOLECiB, a TakoX akTuBi3auieto nignpu-
EMHULBKOT 4iANbHOCTI. 3 iHWOoro 60Ky, 3pocTae 3Ha4YeHHs iHTeNeKTyanbHOro aHanidy nig vyac
yXBarneHHs1 ynpaBniHCbKMX pilleHb, WO OBYMOBMNEHO 3pOCTalyYMM MOTOKOM iHdopmauil,
HeobXigHOI Ans ePeKTUBHOIO yrnpaBniHHS.

Possutok IALl y Aep>kaBHUX i KOMEPLINHNX YCTaHOBaXxX CrpuUsie NOCTINHOMY BLOOCKOHa-
NEHHI0 MexaHi3MiB iHbopMaLinHoi 6e3nekun, aka, CBOEK Yeproto, TICHO NoB’sA3aHa 3 NuTaH-
HAMM eKOHOMIYHOT 6e3nekn. CyyacHi BUKNMKM iHbopmauinHoT 6e3nekn BuMararTb iHTerpauii
HOBITHIX iIHdbOpPMaUiiHNX TEXHOMOTIN, 30KpeMa TuX, WO 0a3ylTbCa Ha LUTYYHOMY iHTENEKTi.
[HCTPYMEHTU LUTYYHOrO IHTENEKTY A03BONAIOTL BUSABMAATU Ta NPOrHo3yBaTu iHpopMaLlinHi Ta
€KOHOMIiYHi 3arposu, 3abesnevyoum TMUM caMUM HaZinHUN 3aXUCT.

Cy4acHi po3pobkn y ccepi wryyHoro iHTenekTy (Al), aatanorii (Data Science) Ta
MalnHHOro Hae4vaHHs (Machine Learning) BiakpvBalTb HOBI MOXIMBOCTI: pO3Mni3HaBaHHS
300paxeHb i MOBM, iaeHTUIKaLia 0CoOBUCTOCTi, NPOrHO3yBaHHS NOBEAIHKM, aBTOKEPYBaHHS
TpaHcnopTHMMKM 3acobamm Towo. BogHoyac undpoBisauis cTana HeBig EMHOK CKNagoBOK
Haworo xuTTd, a iHgekc uudposoi rotoBHocTi (NRI), 3anposagpxkeHun y 2001 poui,
BigoGpaxkae piBeHb PO3BUTKY IH(POPMALiMHO-KOMYHIKaLIMHUX TEXHOSONIA KpaiHW, Cryryto4m
NMOKa3HMKOM T iIHBECTULiINHOT NpnBabnIMBOCTiI.

AKTyanbHIiCTb TeMU iHTerpauii wTy4Horo iHTenekty (WUI) B cuctemn iHdopmauinHoi
©e3nekn BU3Ha4Ya€eTbCA CTPIMKMM 3pOCTaHHAM Kibep3arpos, siki cTaloTb BCe CKagHilmmMm T1a
GinbWw pPyWHIBHUMKW. Y [OEpXaBHUX i KOMEPUINHUX yCTaHOBaX 3HA4Hi OBCArM KpUTUYHOI
iHbopMauil WoaHA nigaarTbCa  PU3UKY  KOMMpomeTauil, WO BuUMarae ewgeKTUBHUX
IHCTpyMeHTIB Ans ii 3axucty. WI 3patHun 3abe3neunTtn NpoakTUBHUIA MOHITOPUHI 3arpoas,
aBTOMaTU30BaHE BUSIBIIEHHS aHOMarin Ta aganTUMBHE pearyBaHHS, LWO 3HA4YHO NigBULLYE
€(EKTUBHICTb TPaAULINHMX cnuctem Geaneku.

MpoTe BnpoBagxeHHs LI cynpoBOAXYETbCSA YMCNEHHUMW BUKIMKaMW, 30KpeMa,
NOB’A3aHUMN 3 €TUYHUMMK acnekTamMu, KOHMIAEHUINHICTIO AaHUX, pu3nkamMmum HenpaBUibHUX
pilleHb, a TaKoX 3HAYHMMUK pecypcamMu Ang HaB4aHHSA anropntmis. OcobnmnBo Lie akTyanbHO
B ymoBax YKpaiHu, e Kibep3axucT € Kn4YoBUM efleMeHTOM HaLioHanbHoT 6e3nekn. Tema €
KPUTUYHO BaXXIMBOK AN1s1 pO3pobKM cTpaTerii 3axucty iHopMauiHMX cucTem, aganTo-
BaHMX A0 Cy4acHMX yMOB rnobanisoBaHoro umdpoBoro cepeaoBmLla.

3Ha4yHMIN BHECOK Y OOCHIOKEHHS NPaBOBUX aCMEKTiB 3aCTOCYBaHHS LUTYYHOrO iHTe-
nekty 3pobunun O.A. bapaHos, B.M. Bpwxko, K.C. MenbHuk, B.I". MNununyyk Ta iHWi HayKoBL,.
MuTaHHamM poni Ta MicuA LWITYYHOro IHTENEKTY B KpWMiHanbHO-NpaBoOBUX BiAHOCUHAX
npucesadeHi pobotn B.A. Mucnusoro, M.B. Kapyescbkoro ta H.A. CaiHoBOI. OgHaK KOXeH
HOBWI KPOK Y HAYKOBMX OOCHIIKEHHSAX BiAKPMBAE LLe WNPLLI NepcrnekTUBM aAns noganbLioro
BUBYEHHS Ta Mi3HaHHA peanbHOCTI.

Y poboTtax [1, 2] po3rnsAHYTO BUKOPUCTAHHS HEMPOHHUX MEpPEeX Yy cknagi iHtene-
KTyarnbHOI CUCTEMU MITPUMKN NPUNRHATTA pilleHb Ha nignpuemMmcTsi. Ha ocHOBI npoBegeHnx
aocnigpkeHb Oyno po3pobneHo modenb aHanidy Ta BUBYEHO MPaAKTUYHI acnekTu 3acTocy-
BaHHA HEMPOHHUX MepeX Y MapKeTUHIoBIv iHdopMauiiHin cuctemi nignpnemctea. OCHoOBHa
MeTa — BOOCKOHamneHHs iHopMauinHOI cucteMn NigNPUEMCTBA LUNSXOM BNpPOBamKEHHS
IHTeNeKTyarnbHOI CUCTEMM NIATPUMKN NPUAHATTA pileHb (IDSS) Ha 6a3i HEMPOHHMX Mepex
[1, 2].

Ha cborogHi OCHOBOK OiNbLUOCTI iICHYOUMX CUCTEM NIATPUMKA NPUAHATTS pilleHb
(DSS) € meTtoan wWTy4Horo iHTenekty. CTBOpPeHHs iHTenekTyanbHux DSS ctano noriyHum
PO3BUTKOM TPaAMULINHNX CUCTEM LbOro Tuny. IHTenektyanbHi DSS 3abe3nevytoTb epeKkTUBHY
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iHopMaLiHy NIOTPUMKY SK BMPOOHMYMX nNpoueciB, Tak i npoueciB 6e3neku, Wo €
aKTyanbHUM AN gepXaBHUX | KOMepLINHUX opraHisauin.

3aranbHi acnekTn 3acTOCyBaHHS iHTEMNEKTyanbHMUX CUCTEM Yy NPaBOOXOPOHHIN Aisinb-
HOCTi Oynun po3rnsaHyTi B poboTax [3, 7]. 30kpema, NpaBOOXOPOHHI OpraHnu BUKOPUCTOBYHOTb
nporpamMHi KOMMMAeKCU Ana aBTOMaTUYHOro po3mni3HaBaHHA O0MWMY i3 MNOPIBHSAHHAM LaHUX
CUCTEM Bige0CNOoCTEPEXEHHS 3 iIHOpMaUieto, HasBHOW B 6asax AaHuX. Takox Ui cuctemum
3aCTOCOBYIOTbCA AN pikcauil nopylweHb npaBui OOPOXHLOIO pPyxy 3a [OOMOMOroro
cneuianisoBaHMX aBTOMaTM30BaHMX KOMMeKciB. Lli TexHiYHi 3acobu ocHalleHi QyHKUisMuK
doTo- Ta Bigeosanucy, WO Aae 3MOry B aBTOMaTU4HOMY PEXUMI BUSBNSATU Ta AOKYMEHTY-
BaTW NpaBonopyLUeHHS, 3b6epiratoun BignoBiaHi AaHi y 6a3ax.

Y poborTi [4] 3anponoHoBaHO KoHuenuilo MoaentoBaHHA MOBEAIHKM B3aEMOAIUMX
areHTiB, sika 6a3yeTbCA Ha TPUPIBHEBIN CTPYKTYPi MoaentoBaHHA cyb'ekTiB i BisHec-npouecis
y pamkax (pyHKUiOHyBaHHA opraHidauii Ta cuctemn Gesnekn. OCHOBOW Ui€i KOHUenuil €
MOAENOBAaHHSA NOBEAIHKM aHTaroHiCTUYHNX areHTiB. 3anponoHoBaHa MeTOA00ris 403BOSISE
OUiHIOBaTK Ta NigBuULLyBaTU piBeHb ©e3nekn, 30Kpema, 3MEHLUYHYM KinbKiCTb peanisauii
ribpugHmx 3arpo3 y 1,76 pasa, WO CNpUsie 3HMKEHHIO MaTepianbHux 36utkie y 1,65 pasa.
Kpim TOro, BOHa CKOpouYye 4ac Ha igeHTudikauito 3arpo3 B oHnanH-pexumi Ha 38%, Wwo gae
3Mory edekTuBHie obnpatn 3acobu npoTugii.

Y nigcyMKy BapTO 3a3HayuTu, WO TeMa BMKOPUCTAHHSA LITYYHOro iHTENeKkTy Ans
3aXMCTy iHopMaLinHNX cucTeM Habnpae 06epTiB, i akTyanbHICTb 6GaraTtbOX HANPSAMKIB Y Ui
chepi npogoBXKyBaTUME 3pOCTaTh Hanbnmxkymm vyacom. Nepexia BENuKOi KinbKoCTi nioaemn
Ha BigganeHnn pexnm poboTn Yepes NnaHaeMIto Ta BiCbKOBI Aii B YKpaiHi 3Ha4YHO BMSIMHYB Ha
pPO3BUTOK nigxoaiB [0 3abesneyeHHs iHdopmauinHoi 6e3nekn. OpraHizauii 3myLleHi
aganTtysaTu CBOI NpoLecu, BNpoBagKyBaTh HOBI TEXHOSOTIT ANS igeHTudikauii «CBIN-4yXnUny»
i pO3pO6NATU CTpaTeril 3aXMCTy B yMOBaX 3pOCTalOuNX PU3UKIB.

HaBaHTaXeHHsA Ha nigpo3ainu iHpopmauinHoi 6e3nekn Oep>KaBHUX i KOMEPUINHUX
yCTaHOB NOCTYMOBO 3pOCTaE, WO pobuTb BUKOPUCTAHHS IHCTPYMEHTIB HA OCHOBI LUTYYHOrO
IHTENEeKTy KPUTUYHO HeoOXigHMM. Pu3nku, NoB’sa3aHi 3 «pO3MUTUM NEPUMETPOM» 3aXUCTY,
3HayHo nigsuwytoTbea. Cepen cydacHUX TpeHaiB y cdepi iHpopmauinHoi 6esneku, LWo
aKTUBHO BUKOPUCTOBYIOTb LWITYYHUN iHTENekT, MoxHa Buainutn EDR/XDR-piweHHa ons
KiHueBux npuctpois, UEBA, SGRC-npoayktn, Honey Tokens Ta iHWi iHCTPYyMEHTX Knacy
Deception, IRP (Incident Response), TI/TH-nnatopmm Towo. Baxnmeo nigxooutn [o
BNPOBAaKEHHSA LUMX pilleHb YCBIAOMIEHO, BPaxOBYHOUM crieunmdiky KOHKpPEeTHUX 3ajad Ta
YMOB.

INitepaTypa

1. Synytsina Y., Abramov S., Manole A. Improving the information system of the enterprise
through the use of neural networks. 2022. Vol. 2, Ne 15. P. 127 — 138. URL:
https://er.dduvs.edu.ua/handle/123456789/10350 (nata 3BepHeHHs: 06.12. 2024).

2. Synytsina, Yu, O. Kaut, and T. Fonareva. Intelligent decision support systems in the
enterprise management process. Infrastruktura rynku 32 (2019): 208-212.

3. CwuHuuina KO.MM., Mpokonos C.O., PwxkoB E.B. CneuianbHa TexHika B NPaBOOXOPOHHIN
AisSNbHOCTI: HaBY. NoCiGHMK. [Hinpo : [Hinpon. gepx. yH-T BHyTp. cnpas, 2022. 244 c.
URL: http://85.198.129.37/handle/123456789/8735 (nata 3BepHeHHs: 05.12.2024).

4. Milov, Oleksandr, et al. "Development of the space-time structure of the methodology for
modeling the behavior of antagonistic agents of the security system." Eastern-European

113


http://85.198.129.37/handle/123456789/8735
https://er.dduvs.edu.ua/handle/123456789/10350

Journal of Enterprise Technologies 6.2 (2020): 108. URL:
https://journals.uran.ua/eejet/article/view/218660 (nata 3BepHeHHs: 12.12.20242).

CrtaHkeBu4 TeTAHa BonogumupiBHa

KypcaHT 3-ro Kypcy, akynbteTy Ne2 JlbBiBCbKOro LEep)KaBHOMO YHIBEPCUTETY BHYTPILLHIX
crnpas

XykoBcbkum Irop BauecnaBsoBuy

BUKNagay kadeapu onepaTtuBHo-po3LwykoBol gisnbHocTi HHIMPIKI JieBiBCbKOro gepxas-
HOro YHIBEpCUTETY BHYTPILLHIX CnpaB

NMEPCMNEKTUBU 3ACTOCYBAHHA rONoCcoBOI BIOMETPII B
IHPOPMALUIMHO-AHANITUYHOMY 3ABE3IMNEYEHHI OIAJNIbHOCTI
OPIAHIB CEKTOPY BE3IMNEKWU | OBOPOHU YKPAIHU

Y cyyacHuX ymoBax AMHAMIYHOro po3BUTKY iHPOPMaLIMHUX TEXHOSIOrIN Ta 3pOCTaHHS
3arpo3 y ccepi 6e3nekn 1 060poHM BNPOBAAKEHHS IHHOBAUINHUX PillEHb CTA€E KITHOYOBUM
3aBgaHHaM Onsa 3abesneveHHs e(PeKTMBHOCTI AisAnbHOCTI BignoBigHMX opraHiB. OaHieto 3
Taknx TEXHOMOri € ronocosa biomeTpis. laeHTudikauia 3a ronocom Bigoma AOCUTb AaBHO,
noguvHa 3a BiACYTHOCTI Oyab-akMx TexHiYHMX 3acobiB igeHTudpikyBana iHWy nauvHy 3a
TpbOMa MOXIMBUMU O3HAKaMu — roflocoMm, NiANMCOM Ta 30BHILWHICTIO. OTXXe ronocosa igeH-
Tndikauis — e OauH i3 HancTapiwmx meTtoaiB 6ioMmeTpunyHoI iaeHTudikauii. KoxxHa nogunHa
Mae CBil YHiKalnbHUIM rosioc, SKUM BigPI3HAETLCS Bif, YCiX iHWMX NEeBHMMU O3Hakamu [1].

Ta, He 3BaXaluu Ha [ABHE MOXOLKEHHA LbOro mMeTondy, po3nidHaBaHHA ocib 3a
0COBNMBOCTAMW FONOCY HE KOPUCTYETLCS LUMPOKOK MOMYNSPHICTIO cepea cuctem iHdop-
MaLiHO-aHaniTM4HOro 3abeanevyeHHs. OCHOBHUMW NPUYMHAMM LbOTO € TEXHIYHI OBMEXEHHSA
nonepeaHix NOKoNiHb TEXHOMONN, HeAOCTaTHA TOYHICTb PO3Mi3HaBaHHA B yMOBaX LLYMOBOIO
cepenoBuLla, a TakoX OOMeXeHUn A0CTyn A0 BUCOKOSIKICHOrO obriagHaHHA Ta anropuTMmis
LUTYYHOrO iHTENEKTY.

[MepcnekTnBM BUKOPUCTAHHSA roOnocoBOi GiomeTpii B iHpopmauiiHo-aHaniTMYHOMY
3abe3neyeHHi gisanbHOCTI opraHiB cektopy 6e3nekun i 060poHN Ykpainm € 6aratoobiustoummn,
3 ornsagy Ha notpeby B yAOCKOHANEHHi MeToAiB igeHTudikauil Ta MOHITOpuHry. fonocosa
GiomeTpia possonde 3abe3neynT BUCOKUMM piBeHb Oe3neku, LOMOBHIOKYM TpaguuinHi
MeToam aBTeHTudiKauil, Taki 9K naposi Yn kapTku. Lle BaxxnuBo Ans KOHTPOM AoCcTyny 40
KOHQIAEHUINHOT iHdopMmaLil Ta 06’ekTiB.

Takox ronocosa 6iomeTpia moxe ByTn e(pekTMBHO BUKOPUCTaHA NS MOHITOPUHTY Ta
aHanisy KoMyHikauin, gonomMaraium B onepaTmBHO-PO3LLYKOBIM AiSNbHOCTI Ta BU3HAYEHHI
AOCTOBIPHOCTI iH(popMaLii Yepes aHani3 roniocy. BoHa Ao3Bonsie aBToMatusyBaTu NpoLecu
300py Ta 06pobKM AaHuX, WO NoKpallye WBUAKICTb pearyBaHHA Ha 3arpo3n Ta NPUAHATTH
piLleHb.

HanbinbLw akTyanbHOK Ans cnisnpadi 3i cdhepoto onepaTUBHO-PO3LLYKOBOI AiSiSIbHOCTI
€ SMIDDLE VOICE ID, npoaykt SMIDDLE — ykpaiHCbKOI MiXKHapOogHOI KoMNaHil, sika cne-
Lianisyetbcst Ha po3pobui NporpamMHoro 3abesnedeHHs. Ls TexHonorisa ronocoBoi 6iomeTpil
Ma€ LUMPOKUIN CMEKTP 3aCTOCYBaHHSA Y TOMY YUCHi ANS AiSNIbHOCTI NPaBOOXOPOHHUX OpraHiB
3aBsiKM CBOIM YHiKanbHUM (pyHKUisiM Ta nepeBaram. OCHOBHUMM NepeBaramu Uiei nporpamu
€ BMCOKa TOYHICTb pO3ni3HaBaHHA Ta HadillHa 3axMLLEHICTb 3ibpaHnx gaHuXx, WO B NOEAHAHHI
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3 nerkicTio iHTerpauii npeseHTyBano SMIDDLE VOICE ID Ha ronosy BuLie 3a nonepeaHukis
[2].

Monpwn 3Ha4yHi NepeBarn, BNPOBaAXKEHHSA L€l TEXHOMOril NoTpebye po3BUTKY HOpMa-
TMBHO-NPaBoBOi 6a3n, 3axXMCTy AaHuKX Bif KibepaTtak i B4OCKOHANEHHS TEXHIYHUX CUCTEM Ang
pO3ni3HaBaHHS rofocy B cknagHux ymosax. OgHak, 3a yMOBM NPaBUibHOMO BNPOBAaAXKEHHS,
ronocosa 6ioMeTpis MOXe CTaT BaXKMBUM iHCTPYMEHTOM ANS 3MiUHEHHSA HauioHanbHOI
be3nekn.
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Crtax AHgpiaHa €BreHiBHa

KypcaHT 3-ro Kypcy, akynbteTy Ne2 JlbBiBCbKOro LEep)KaBHOMO YHIBEPCUTETY BHYTPILLHIX
crnpas

XykoBcbkum Irop BauecnaBsoBuy

BUKNagay kadeapu onepaTtuBHo-po3LwykoBol gisnbHocTi HHIMPIKI JieBiBCbKOro gepxas-
HOro YHIBEpCUTETY BHYTPILLHIX CnpaB

BUKOPUCTAHHSA BIOMETPUYHOI IDEHTUDIKALISA B IHOOPMALINHO-
AHANITUYHOMY 3ABE3MNEYEHHI ONEPATUBHO-PO3LLUYKOBOI
AIANBbHOCTI

Tema "BukopucTaHHa OiomMeTpu4HOI igeHTUdgikauii B iHbopMauinHo-aHaniTMYHOMyY
3abe3neyeHHi onepaTUBHO-PO3LLYKOBOI AiANbHOCTI" € Haa3BMYaMHO aKTyanbHOK, 0COBNNBO
B YMOBaX CTPIMKOro pO3BUTKY TEXHOSONiN i 3pOCTaHHS PiBHA 3arpo3s. IHTerpauia 6iomeTtpuny-
HUX OaHUX Y aHaniTU4Hi cucTemMun A03BOMSE NPABOOXOPOHHUM OpraHam niaBuWmMTK edoek-
TMBHICTb MOLIYKY Ta igeHTudikauil ocib, 3any4eHux A0 3MOYMHHOI LiSNbHOCTI, @ TaKoX
3MEHLWNTN pU3nKM Nomunok. biomeTpnyHa igeHTudikauis 3abesnevye WBMAKMIA OCTYN A0
OaHnX, TOYHICTb NOPIBHSAHHA iHOpMaUil Ta 3HAaYHO CNPOLLYE B3AaEMOLI0 MiXK PISHUMMU CIyX-
Gamu B npoueci po3cnigyBaHHs. Y NOEAHAHHI 3 aHaniTM4HUMK nnatgopmamMm BoHa Crnpusie
nobynoBi MPOrHO3IB i BUSIBIIEHHIO 3MTOMUHHUX MEPEeX, WO € BaxnnBuM Ans 3abesnedyeHHs
npaBonopsaky n 6esneku.

IHbopmauinHo-aHaniTuyHa pobota B OPL — ue nepenbayeHa 3akOHOLABCTBOM
YKpalHn 1 yperynboBaHa BiOMYMMW HOPMATMBHUMM akTaMu cUCTeMa 3axofiB, CripsMoBa-
HUX Ha 36ip, 06pObKy, y3aranbHEHHs, aHani3, 30epiraHHA Ta BUMKOPUCTaHHSA iHopmaLil,
30KkpeMa 1 0bMeXxXeHoro JoCTyny, WO Mae 3Ha4YeHHs Ans BupiweHHsa 3asgaHb OP/[, B iHTe-
pecax KpMMiHanbHOro Cyao4vMHCTBa, 6e3nekun rpomagsiH, cycninbctea i gepxasn. OCHOB-
HUMK 3acobamn iHGopMaUinHo-aHaniTM4Hoi pobotn B OP[l €: onepatMBHa TexHika Ta
cneuianbHi TEXHIYHI 3acobun, NpuU3HaYeHi ANsa rMacHOro Ta HerracHoro OTPUMaHHS iHdop-
Mauil; BiANoBIgHI anapaTHO-NporpamHi KoMnsekcn (aBToMaTusoBaHi iHpopmaLuinHO-NOoLWY-
KOBI, eKCNepTHi Ta Noriko-aHaniTM4Hi CUCTEMM TOLLO) i Pi3HI TEXHIYHI MPUCTPOI, 3@ 4ONOMOrOH0
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AKNX 30iINCHIOETLCA 06pobKa, cMcTemaTn3alis Ta aHani3 onepaTUBHO-PO3LLYKOBMX Ta iHLLIMX
BigoMocCTen hakTorpadiyHoro i KpumiHanictuyHoro xapakrepy [1, c. 38-39].

Taknm 4nHoM, iHpopMmaLinHo-aHaniTudHa poboTta B OP/[l 3abeanevye 36ip, 06pobky
Ta aHani3 gaHux ans eekTMBHOrO BUKOHaHHA 3aBAaHb, 30KpeMa i3 BUKOPUCTaHHAM cy4ac-
HUX TexHosorin. biomeTpuyHa igeHTUikauia, Sk cknagoBa LbOro npouecy, A03BONSE
onepaTtMBHO iAeHTMdIiKyBaTU OCI6 Ha OCHOBI YHiKanbHUX AaHuX (BiAOUTKM nanbLis,
po3nidHaBaHHA o06nuy, OHK). IHTerpauia GioMeTpuMYHMX TEXHONOrih y aBTOMAaTM3OBaHI
iH(bOpMaLMHO-NOLYKOBI Ta aHaniTUYHI CUCTEMU CMNPUAE TOYHOCTI, LUBUAKOCTI PO3LUYKOBOI
po6oTn Ta NiaBULLIEHHIO piBHA Ge3nekn rpoMaasH, CycninbCTBa i Aep)KaBu.

HenapTaMmeHT iHOpMauiHO-aHaniTM4Horo 3abesneyeHHs MBC YkpaiHi dopmye
onepaTMBHO-OO0BIAKOBI 06MiKM, aBTOMaTU30BaHi iHPOPMAaLiNHO-NOLLYKOBI cuctemu 1 6aHku
AaHux. Ha cborogHi B onepaTtuMBHO-CNYXOOBIN AiSANbHOCTI  YCMilWHO BUKOPWUCTOBYETHLCS
iHTerpoBaHu GaHK gaHux perioHanbHoro piBHs (IBOP), npuyomy npakTuyHi npauiBHUKK
Bifj3Ha4aloTb 3pYyYHICTb 0OMiHY 3aranbHO4OCTYNHOK iHGopmauieto. OBMiH iIHopMaLieo MixX
pisHUMKM nigpo3ainamm MiHicTepcTBa 6a3yeTbCsl HA BUKOPUCTAHHI MPOrpamMHOro KOMnnekcy
«[ioHic». 3a TBepaxeHHsM OaraTbox (paxiBuiB, BiH BiACTa€ Bi4 CydacHUX BUMOT i Mae
YUCNEHHI Heaonikm (HM3bka WBUAOKICTb nepegadvi AaHuX, HEeBIANOBIAHICTb BMMOram
iHpopmauinHOT 6e3nekun, BIACYTHICTb NPOAYyMaHOro iHTepdency KopucTyBaya Ta iH.).
EdektnBHMM 3acobom iHopmauinHoro 3abesnevyeHHa onepaTUBHO-PO3LLYKOBOI poboTu
po3rnagaetbca €auHa iHopMauiHO-TeNekoMyHikauinHa cuctema, sika we go 2010 p.
noBMHHa Byna oxonuTtu BCi Nigpo3ainy HauioHanbHOT noniudii Ykpainn. 3aBgaHHAMK Bynu
aBTOHOMiI3aUisa 36opy, 36epiraHHs 1 06pobku iHbopmaLii, opraHisauis BigganeHoro goctyny
CNiBPOBITHUKIB  yCiX MNPaBOOXOPOHHMX CNyX6 [0 iHdOpMaUiHUX pPecypciB CUCTEMN,
opraHiszauis B3aemogil 3 iHpopMaLUinHMMN CUCTEMaMU BCiX MPaBOOXOPOHHUX i AepXXaBHUX
opraHiB YKpaiHu, a Takox 3 IHTepnosiom [2, c.171].

Y pamkax iHhopmauiiHO-aHaniTUYHOro 3abe3neyvyeHHs onepaTUBHO-PO3LLYKOBOI
AisinbHOCTI BiomeTpunyHa igeHTudiKauis, 30kpema 4akTUNOoCKonis, Bigirpae BaXnmBy porsb.

B aBTOMaTM3oBaHMX cucteMax OakTUNOCKONIYHOI peecTpaLil cnovatky OTpUMYHOTb
OaKTUoKapTy, SKa gani nepeTBopreTLCA B UMdpoBun rpadivyHum cdanmn. Oani cuctema B
aBTOMATUYHOMY PEXUMI aHani3ye 1 po3ni3Hae igeHTudikauiiHi o3Hakn 6yaoBM NaninapHUX
niHin. Y pesynbTtaTi Ha ekpaHi KOMM'toTepa BigobpaxaeTbCs AakTUNokapTa 3 po3nisHaHMMK
O3Hakamu. [lani onepatop Ma€e MOXIMBICTb BiAKOpUryBaTn poO3MilLeHHSA igeHTUdikauinHoT
O3HakM Ha rpadiyHoMy 306pakeHHi, AKWwo Bigbynacsa nomunka po3snisdHaBaHHA. [licna
NiaATBEPAXKEHHS onepaTopoM NpPaBUbHOCTI A nporpama 36epirae 6iomeTpuyHUM 3pasok [3,
c. 298].

ABTOMAaTM30BaHiI cuctemu igeHTudikauii 3a Bigbutkamm nansuis (AOIC), aki Buko-
PUCTOBYIOTLCS NPU peecTpauil KpUMiHaNbHUX NPaBoMNopyLUEHb, LLUMPOKO BUKOPUCTOBYHOTHCS
BXe gaBHo. Y Xapkosi B 2002 p. BeegeHo B ekcnnyatauito ALIC «[dakto-2000» [4, c.142].
IHTerpauis AOIC y poscnigyBaHHS KpUMiHANbHUX NpaBonopyLlleHb [LO3BOMAE NpPaBOOXo-
POHHMM OpraHam onepaTMBHO OTPUMYBAaTK TOYHI BioMeTpu4HiI AaHi, nepesipsaTK iX y 6asax
AaHuX i 3HaxoaguTu 36irn. Lle 3HayHo niaBuLLye e(PEKTUBHICTL BUABNEHHSA NPaBOMNOPYLUHWUKIB
Ta 3MeHWye Yac Ha igeHTudikauito, pobnaun OP[ Ginblw NpOaYKTMBHOK Ta TEXHOMONYHO
NPOCYHYTOLO.

OTxe, iHTerpauia 6ioMeTpuYHMX TEXHONOrIN Y iHpopMaUiiHO-aHaniTM4He 3abesne-
YEeHHs1 OnepaTUBHO-PO3LLYKOBOI AiSiNIbHOCTI BUCBITMOE BaxnMBiCTb. OCHOBHOK nepeBaror
GiomeTpunyHoI igeHTMdiIKauii € il 3gaTHICTb 3abe3neyyBaTy TOYHY i WBMAKY iaeHTMdiKauito
0Ci0, W0 3Ha4YHO niaBuLLye ePeKTUBHICTb BUKOHAHHSA 3aBaaHb OP[.
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IHTerpauis aBToMatM3oBaHUX CUCTEM igeHTudikadii 3a Bigbutkamm nanbuis (ALIC),
Takmnx gk «[akto-2000», Ao3BONA€E He nNuLle 3MEHLWUTM Yac igeHTudikauil, a 1 po3wmpnTn
MOXINUBOCTI aHaniTU4HUX NaTtdopmMm, siki 06pobnaoTb onepaTMBHO-PO3LLYKOBY iHGOPMaLit0.
3aBgsakun noegHanHo AIC i3 cydacHUMM aHaniTUMHUMKW CMCTEMaMK, MPaBOOXOPOHHI OpraHu
OTPUMYIOTb AOCTYN A0 iIHTePaKTUBHUX IHCTPYMEHTIB aHani3y 3N0YNHHUX 3B’S3KiB, BUSIBIIEHHS
TeHAEHUIN y KpUMiIHanNbHIN OiNbHOCTI Ta oOPMYBaHHS MPOrHO3iB LWOA0 MOXITMBUX 3arpoa3.

Okpim pgakTunockonii, BaXnmMBe MicLue B Cy4aCcHUX BiOMETPUYHUX TEXHOMOrisIX MOCi-
AalTb CMCTEMM po3nidHaBaHHA 0bnuy i ronocy, a Takox aHania [QHK. Hanpuknag, posnis-
HaBaHHA 06nMY MOXe ByTu iHTerpoBaHe B CUCTEMU BiOEOCMNOCTEPEXKEHHS, LLIO A03BONSIE B
pearibHOMy 4aci igeHTUdikyBaTn oCib, NPUYETHUX A0 3MN04YMHIB, abo POo3LIyKyBaHMX MNpaBo-
OXOPOHHUMU OpraHamu.

Taknum YnHOM, BNpoBagKeHHS BiomeTpruyHux TexHonorin B8 OPLl He nuwe onTumisye
npouec igeHTugikauili ocib, ane 1M poO3LMPIOE MOXIUBOCTI iHOpPMaLiNHO-aHaNITUY4HOro
3abesneyeHHs1, pobnsaym noro GinbL aganTMBHUM 4O Cy4aCHUX BUKIMKIB 6e3neku.
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Crax AHpapiaHa €BreHiBHa

KypcaHT 3-ro kypcy, dakyrnbTeTy Ne2 JIbBIBCbKOro Aep>KaBHOro YHIBEPCUTETY BHYTPILLHIX
cnpas

XykoBcbku# Irop BsauecnaBoBuy

BUKNagay kadeapu onepaTtuBHo-po3LwykoBoi gisnbHocTi HHIMPIKIT JieBiBCbKOro gepxas-
HOro yHiBepCcuTETY BHYTPILUHIX CrpaB

BUKOPUCTAHHSA BIOMETPUYHOI IDEHTU®IKALIA B IHOOPMALINHO-
AHANITUYHOMY 3ABE3MNEYEHHI ONEPATUBHO-PO3LLUYKOBOI
AIANBbHOCTI

Tema "BukOpuCTaHHA OiOMETPUYHOI igeHTUdikauii B iHbopMauinHo-aHaniTMYHOMY
3abe3neyveHHi onepaTMBHO-PO3LUYKOBOI AiSNIbHOCTI" € HaA3BMYaNHO akTyaribHOK, 0CO6MBO
B YMOBaX CTPIMKOro pO3BUTKY TEXHOSONIN i 3pOCTaHHS PiBHA 3arpo3. IHTerpauia 6iomeTpny-
HAX [daHWX Y aHaniTU4Hi cucTeMn [O3BOSISIE MPaBOOXOPOHHUM OpraHam MiaBULLMTY
edeKTUBHICTb NOLUYKY Ta igeHTUdikauii ocid, 3any4yeHnx A0 3M04YMHHOI iSNbHOCTI, a TakoX
3MEHLWNTN pU3nKM NomMunok. biomeTpnyHa igeHTudikauis 3abeanevye WBMAKMIA OCTYN A0
AaHUX, TOYHICTb MOPIBHAHHA iHGOPMAaUii Ta 3HA4YHO CrpOLWlyE B3aEMOLII0 MK Pi3HUMU
cnyxbamn B npoueci poscnigyBaHHa. Y noegHaHHi 3 aHanitTmyHuMmmn nnatcgopmamMm BOHA
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cnpusie NobyaoBi NPOrHO3iB i BUSIBMEHHIO 3MOYUHHUX MeEpeX, WO € BaxknMBUM Ans
3abe3neyeHHs1 npaBonopsiaky 1 6esneku.

IHbopmauinHo-aHaniTnyHa pobota B OP[ — ue nepenbaveHa 3akOHOOABCTBOM
YKkpaiHM n yperynboBaHa BiJOMYMMW HOPMATMBHUMWU akTaMu CUCTeMa 3axofiB, CNpsMo-
BaHMX Ha 30ip, 06pobKy, y3aranbHeHHs, aHani3, 36epiraHHA Ta BUKOPUCTaHHS iHpopmaLil,
30Kpema 1 06MexXeHOro AoCTyny, WO Mae 3Ha4YeHHs Ans BupilweHHsA 3aBaaHb OP/, B iHTe-
pecax KpuMiHanbHOro cyaounHcTea, 6e3nekn rpoMagsH, cycninbctea i aep»xasu. OCHOBHU-
MK 3acobamu iHdopMauiiHo-aHaniTuyYHoT poboTtn B OP[] €: onepaTtnBHa TexHika Ta cnewi-
anbHi TEXHIYHI 3acobu, NnpuaHa4veHi Ansa rnacHOro Ta HernacHoro oTpUMaHHs iHopMauir;
BIiAMOBIAHI anapaTHO-NporpamMHi Komnrekcn (aBToMaTusoBaHi iHGOpMaLiHO-MOLLYKOBI,
eKCrnepTHi Ta Noriko-aHaniTUYHI CUCTEMW TOLLO) | Pi3HI TEXHIYHI MPUCTPOI, 3@ AONOMOrOH AKNX
30iNCHIOETLCST 00pobKa, cuctemaTusauia Ta aHania onepaTMBHO-PO3LUYKOBUX Ta iHLWMX
BigoMOCTeN (hakTorpadiyHoro i KpumiHanictmyHoro xapakrepy [1, c. 38-39].

Taknm 4nHoM, iHpopMmaLinHo-aHaniTuYHa poboTta B OP/[l 3abeanevye 36ip, 0Opobky
Ta aHanisa gaHumx Ans edgeKTMBHOrO BMKOHAHHSA 3aBOaHb, 30KpemMa i3 BUKOPUCTaAHHAM
Ccy4acHuX TexHosorin. biomeTpunyHa igeHTugikauiqa, Sk cknagosa LbOro npouecy, J03BOSISE
onepaTtmBHO iaeHTMdiKyBaTN OCI6 Ha OCHOBI YHiKanbHUX OaHMX (BiAOWTKM nanbuiB, po3ni3-
HaBaHHA o6nny, [HK). [HTerpauis 6ioMeTpuyYHMX TEXHOMOrIN Yy aBTOMaTU30BaHi iHdopma-
LiIMHO-NOLUYKOBI Ta aHaniTU4HIi CUCTEMU CNPUSE TOYHOCTI, LWBMAKOCTI PO3LLYKOBOI poboTn Ta
NigBULLIEHHIO piBHS 6e3nekn rpomMagsH, CycninbCTBa i AepXKaBu.

HenaptameHT iHopMauinHo-aHaniTuyHoro 3abeanevyeHHs MBC Ykpaini dopmye
onepaTtMBHO-AOBIAKOBI 00MiKKM, aBTOMAaTU30BaHi iH(pOpMaLUiNnHO-MOLLYKOBI cMCTeMU i BaHKK
AaHux. Ha cborogHi B onepaTUBHO-CIY>KOO0BI AisifIbHOCTI YCMILWHO BUKOPUCTOBYETLCS iHTE-
rpoBaHnin 6aHk gaHux perioHansHoro pisHsa (IBAP), npuyomy npakTu4Hi npauiBHWKK Big3Ha-
YyalTb 3PYYHICTb OOMIHY 3aranbHOAOCTYMHOW iHdopMauietn. OBMIH iHopmauieto MK
pisHMMKM nigpo3ainamu MiHicTepcTBa 6a3yeTbCsl HA BUKOPUCTaHHI NPOrpamMHOro KOMMeKcy
«[ioHicy. 3a TBepmKeHHAM GaraTbox daxiBuiB, BiH BiACTa€ Bif CydYacHMX BUMOT i Mae
YUCNEHHI HeJonikn (HM3bKa LWBMAKICTb Nepefadi AaHuX, HeBIANOBIOHICTL BUMOram iHdop-
MauinHoi Be3neku, BiACYTHICTb NpoAyMaHoro iHTepdency KopucTtysaya Ta iH.). EdpektuBHum
3acobom iHgdopMaUuinHoro 3abesneyeHHsa onepaTMBHO-PO3LLYKOBOI poboTH po3rnaaaeTbes
€auHa iHpopMauiHO-TeNEKOMyHiKauinHa cuctema, ska we go 2010 p. noBuHHa Oyna
oxonutu Bci nigpo3ainy HauioHanbHOi noniuil YkpaiHn. 3aBgaHHsaMmu 6ynvu aBTOHOMI3aLiqa
300py, 36epiraHHsA n 06podKkM iHpopMaLil, opraHizauis BigganeHoro 4OCTyny CniBpoOITHUKIB
yCiX NPaBOOXOPOHHUX CNYX6 A0 iHbopMaLinHUX pecypciB cUCTEMU, OpraHi3alisa B3aemogii 3
iHpopMaLiHUMK CUCTEMaMU BCiX MPaBOOXOPOHHUX | AepXXaBHUX OpraHis YKpaiHu, a Takox 3
IHTepnonowm [2, c.171].

Y pamkax iHgopmauiiHo-aHaniTM4HOro 3abesnedyeHHs onepaTUBHO-PO3LLYKOBOI
AisinbHOCTI BiomeTpuyHa igeHTudiKauis, 30Kkpema 4akTUIoCcKonis, Bigirpae BaXnmBy pofib.

B aBTOMaTM3oBaHMX cuctemax OaKTUIIOCKOMIYHOI peecTpauii cnovyatky OTPUMYHOTb
OaKTUIoKapTy, fKa fani NepeTBopreETLCA B UMdpoBun rpadivyHun cdbann. Nani cuctema B
aBTOMAaTUYHOMY PEXMMI aHani3ye 1 po3nisHae igeHTudikauiiHi 03HakM 6ygoBu naninsapHuX
niHin. Y pesynbTaTi Ha ekpaHi KOMM'IOTepa BigobpaxaeTbCs fakTUNokapTa 3 po3nisHaHMK
o3Hakamu. [dani onepatop Mae MOXMIMBICTb BigKOpPUryBaTh po3MilleHHs igeHTudikauinHol
O3HaKM Ha rpadiyHOMYy 300paxeHHi, sKWwo Bigbynaca nomwunka posnisHaBaHHA. [licns
nigTBEPOKEHHSA OnepaTopoM NpaBUbHOCTI Ain nporpama 36epirae 6iomeTpuyHMiA 3pasok [3,
c. 298].
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ABTOMaTM30BaHi cuctemmn igeHTudikauii 3a Bigbutkamn nanbuis (ALIC), aki BuKo-
PUCTOBYIOTLCA MPU peecTpaLil KpUMiHaNbHUX NPaBOMNOPYLLUEHb, LUMPOKO BUKOPUCTOBYKOTHCA
BXXe gaBHo. Y Xapkosi B 2002 p. BBeageHo B ekcnnyaTauito ALIC «[dakto-2000» [4, c.142].
IHTerpauis ALIC y poscnigyBaHHS KpMMiHanbHUX NpaBonopyLleHb 403BOSISIE NPaBOOXOPOH-
HWUM OpraHam onepaTuUBHO OTPUMYBATU TOYHI BiIOMETPUYHI AaHi, nepeBipsaTH iX y 6asax gaHux
i 3HaxoamTn 30irn. Lle 3HayHO nigBullye edeKTUBHICTb BUSBIIEHHSA NPaBOMOPYLUHMKIB Ta
3MEHLLYE Yac Ha igeHTudikadito, pobnsum OP[] Ginbw NpooyKTUBHOK Ta TEXHOSOrYHO
MNPOCYHYTOHO.

OTxe, iHTerpauis GioMeTpUYHMX TEXHOMOrIN Yy iHGopMaUiHO-aHaniTu4He 3abesne-
YEeHHS onepaTMBHO-PO3LUYKOBOI AiSSIbHOCTI BUCBITNIOE BaXnmBiCTb. OCHOBHOK MepeBaroto
BiomeTpuyHoI igeHTUdikauii € Ti 3gaTHiCTb 3abe3neyyBaTy TOYHY i WBMAKY iAeHTUiKaLilo
0Ci0, WO 3Ha4HO niaBuLLye ePEKTUBHICTb BUKOHAHHSA 3aBaaHb OP[I.

IHTerpauiss aBTomaTuM3oBaHUX CUCTEM igeHTudiKauii 3a Bigbutkammn nanbuis (ALIC),
Takux sK «[Jakto-2000», 4O3BOMNAE He Nnuwe 3MEHLUMTU Yac igeHTudikauii, a n po3wmpnuTn
MOXMBOCTI aHaniTM4HUX Nnatopm, siki 00pobnsalTL onepaTUBHO-PO3LLYKOBY iHPOPMAaLLito.
3aBadaku noegHaHH AIC i3 cydacHUMK aHaniTUYHUMKU CUCTEMaMM, NMPABOOXOPOHHI OpraHu
OTPUMYIOTb AOCTYN A0 iIHTEPAKTUBHUX iIHCTPYMEHTIB aHani3y 3Mo4YnHHUX 3B’S3KiB, BUABNEHHS
TEeHOEHUIN Y KpUMIHAnNbHIN OiAnbHOCTI Ta POPMYBaHHSA MPOrHO3IB OO0 MOXITMBUX 3arpos.

Okpim gaktmnnockonii, BaXknimee Micue B Cyv4acHUX 6ioMeTpuYHNX TeXHooriax nociga-
I0Tb CUCTEMM PO3nNidHaBaHHA 06nny i ronocy, a Takox aHanis AHK. Hanpuknag, po3snisHa-
BaHHA 0b6nMy Moxe OyTw iHTerpoBaHe B CUCTEMU BiAEOCMOCTEPEKEHHS, WO AO03BONSE B
peanbHOMY 4aci igeHTUdikyBaTn 0OCib, NPMYETHUX A0 3MN04YMHIB, ab0 PO3LUyKyBaHMX NpaBo-
OXOPOHHUMW OpraHamu.

Taknum 4YnHoM, BNpoBagKeHHs BiomeTpuyHux TexHonorin B OP/l He nuwe onTumisye
npouec iaeHTudikauii ocib, ane 1M poO3LWMPIOE MOXITMBOCTI iH(POPMaLiHO-aHaNITUMHOrO
3abea3neveHHs, pobnsym horo Binbll aganTUBHUM OO CyHaCHUX BUKMKKIB Be3neku.
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Tkauyk Poctucnas JibBoBUY

HavanbHWK Kadeapn ynpaeniHHA iHopmauinHow 6e3nekoto JIbBIBCbKOro OepXXaBHOro
YHiBepcUTETY Be3neKkun XUTTELIANbHOCTI

IBaHyca AHapin IBaHOBUY

AOUEeHT Kadegopu ynpaeniHHA iHopmauiiHo ©Ge3nekoto JIbBIBCbKOrO  AepXaBHOro
yHiBEpcuTeTy 6e3nekn XNTTERIANbHOCTI

3ACOBU 3AXUCTY IHOOPMALII Y BEB-CUCTEMAX

AHoTauis. Y poboTi aHani3yloTbCA MOXNUBI 3arpo3v KOMMIOTEPHMM Mepexam Ta
LLNAXKM TX 3aXMUCTY 3a gonomoroto TexHosorin VPN. HasegeHo TMNoBi 3arpo3n KoMm'toTEPHUM
Mepexam, NpoBedeHO aHania ocobnMBoCTENn METOAIB i TEXHOMOriM 3axucty. PesynbTaTtu
aHanisy MoxyTb B6YyTW BUKOPUCTaHI ANA NPUAHATTS OBrpyHTOBaHMX pilleHb Woao Bubopy
MeTOoAiB 3axXWUCTy AN Mepex Pi3HOro rnpusHadeHHs Ta 3 Pi3HMMKU BUMOramu [0 3axXucTy
iHbopmaui.

KnitouoBi cnosa: 6e3neka, iHgopmauis, aTaku, 3aXUCT, TYHENOBAHHS, MPOTOKONN, BED-
pecypcu, VPN.

BcTtyn. 3axuct Beb-pecypciB 3anniaeTbCa OQHUM i3 BXXIMBUX HanpsiMKiB iHbopma-
LiMHOT 6e3nekn. 3 KOXXHUM POKOM KiNbKiCTb BeB-pecypciB 306iNbLUYETbCA, @ TakoX 36inbLuy-
€TbCS KiNbKICTb KOHMIAEHLINHOI iIHopMaLil, ika NoKani3yeTbCs Ha cepeepax BigaaneHoro
aocTtyny (0cobnmBO 3 BUKOPUCTAHHAM XMapHUX TeXHosorin). barato cnyx6 BUKOPUCTOBYIOTb
APl ona 3B’a3ky, i GinbwicTe BUbMpae 38’30k Ha ocHoBi REST. REST APl — ue apxi-
TEKTYPHUIN CTUIb NPOrpamMHoro 3abes3neyeHHs1, SKni oNUCye eaUHUI iHTepdENC MixX 4isnyYHO
po3aineHuMmmn KomnoHeHTamu [1].

Ak Hacnigok, 3poCTae He nuue KinbKiCTb aTtak Ha Beb-pecypcu, a W EeKOHOMIYHi
Hacnigkn Takmx aTak. OcTaHHIM 4acoMm ypasnuBiCTb Beb-pecypciB nig atakamm crana
Hebe3neyHoo 3 NONITUYHOT CTOPOHU SK Yepes NOLUNPEHHS ridpMaHUX BiViH Y CBITi, TaK i Yepes
3POCTaHHA TEPOPUCTUYHMX 3arpoa3.

AHanisz npobnemun. [Ina Toro, wob sAkicHO npoaHanisyBatm MeToAn 3axucTty Be6-
cucTeMm, nepll 3a Bce HeobxigHO po3ibpaTvca B iCHYHUMX 3arpo3ax, siki € akTyanbHUMMU
3apas. [locnigkeHHs NpvHUMNIB aTak AONOMOXe Kpalle BHUKHYTU B TEMY | NpOBeCTU BinbLu
peTeribHUN aHani3 MeToAiB 3ax1cTy, OLIHUTL NepeBaru i HeAOiKM KOXXHOIO 3 HUX.

TakMm 4YMHOM, yAOCKOHaneHHs MEeTOAIB i CMCTeM 3axucTty Beb-pecypciB Big aTak
3anMLIAETbCA aKTyanbHOK HayKoBOK nNpobremoto, 0cobnmBO BpPaxoBYHOUYM MNOCTINHE
BAOCKOHareHHa MeToAiB i 3acobiB aTtak. YA0CKOHaNeHHs MeTOAIB 3aXMCTy Beb-pecypciB Bif
aTak TaKoX € akTyanbHMM 3aBOaHHAM MNPaKTUYHOrO 3aCTOCYBaHHSA 4epes3 3pPOCTaHHSA
€KOHOMIYHWX, colianbHUX i NONITUYHUX HACNIAKIB 3TOBMUCHUX AilA.

3rigHo 3 pocnigxeHHam OWASP, icHye 10 HanGinbLL KpUTUYHUX pU3nKIB Anga 6esnekn
BeO-goaaTKiB:

1) MNopyLueHnin KOHTPONb 4OCTYNY;
2) KpuntorpadiyHi 360i;
3) IH'ekuis;
4) Hebe3neyHnn an3amnk;
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5) HenpaBunbHa KoHdirypauis 6esneku;
6
7

8) MNMopyLueHHs uinicHoCTI NporpaMHOro 3abeanevyeHHsa Ta gaHux;

Bpaanusi Ta 3acTapinii KOMNOHEHTH;

Momunku igeHTNdIKaLil Ta aBTeHTUIKaUIT;

)
)
)
)

9) Momunku peecTpauii Ta MOHITOPUHTY 6e3neku;
10) Migpobka 3anuTiB Ha CTOPOHI cepBepa;

Hanbinblwoto 3arpo3oto € iH'ekuii, 3okpema SQL-iH'ekuii. Lle BpasnmBicTb, sika BUHN-
Kae, Konu BM HagaeTe 3MTI0BMUCHUKY MOXIMBICTb BNAMBATWM Ha 3anuTU Ha MOBI CTPYKTY-
poBaHux 3anuTiB (SQL), aki nporpama nepegae 4o BHYTPIWHBOI 6a3n gaHux [2, 3].

3axucTt Beb-cepsiciB 3a gonomoroto VPN

OpraHisauiqa 3axucTty 3a JOMOMOror TexHonoril BipTyansHoI npuBaTHoI Mepexi (VPN)
nependavae popMyBaHHSA 3aXULLEHOrO «BIiPTYanbHOrO TYHEMNIO» MiX BIOKPUTMMW By3ramu
Mepexi, HeJOCTYMNHOro 4S5 NOTEHUIMHUX 3NOBMUCHUKIB. [lepeBaru uiei TeXHOMOorii 04eBUHI:
anapaTtHa peanisaudis JOCUTb NpPOCTa, HeMae HeobXigHOCTI cTBoptoBaTN abo opeHayBaTu
Aopory BuAINEHY Mepexy, MOXHa KOpUCTyBaTUCH AelleBuM i BiOKpUTUM |HTepHeToMm, a
LWBMAKICTb Nepefadi JaHUX Yepes TyHerb Taka X, SiK B OpeHA0BaHIn Mepexi.

BipTyanbHa npuBaTHa mepexa 6a3yeTbCs Ha TPbOX MeTodax peanisauil: TyHeno-
BaHHS, WNGpyBaHHA Ta ayTeHTudikauia [4, 5].

Ana uinen wudpyBaHHA HanbesneyHiwmm cnocobomM € BUKOPUCTaHHS anroputmy
RSA 3 napoto BigKpuToro ta 3akpuToro Krtodis [6].

TyHenb 3abe3nevye nepegadvy gaHNX MK BOMa TOYKaMM — KIHLUSAMW TyHEr0, Tak Lo
pKeperno gaHux i npunMad npuxoByoTb BCO MEpPEXeBY iHPPaCTPYKTYpPY, pO3TalloBaHy MixX
HUMU.

Cepeposuule nepefavi TyHeno 30Mpae nakeTu AaHUX MepeXeBOoro npoToKosy, Wo
BMKOPUCTOBYETbCS Ha BXOAi B TyHerb, | nepeae ix 4o Buxoay 6e3 3MiH. HannowmpeHriwnm
Bnbopom € HTTPS. CTBOpEHHA TyHEN0 4OCTaTHLO ANA 3’ €QHAaHHSA ABOX MEPEXEBUX BY3NiB,
Wo6 BOHM BUMMSAANM MNIOKAYEHMMU OO0 NOKanbHOI Mepexi 3 TOYKM 30py MpPOrpamHoro
3abesneveHHs, Ake Ha HuUX npautoe. Y uen vyac npotokon SSL 3 anropuTtmMom 65104HOroO
lWnppyBaHHA 3abesneydye Gesneky NigkyYeHHs Ta nepegadi gaHux [7, 8].

Tinbkn peanisdyBaBLIN Ui TPU BIIACTUBOCTI, MOXHA 3aXUCTUTU iHpOopMaLinHI pecypcu
KOMMaHii Ta pisn4yHO He3axuweHi kaHanu 3B'a3ky Big HPL Ta BuToky iHhopmauii.

MpoTtokon VPN To4HO Bu3Hayae, sk cuctema VPN B3aemogie 3 ycima cmctemamu B
IHTepHeTi Ta piBeHb ©e3nekn Tpadiky. AKLO BUKOPUCTOBYETLCA BHYTPILHIM OBMIH iHOp-
Mauieo, TO B3aEMOfis He € MpiopuTeToM, SKWO X HaBMaku, TO BflACHi NPOTOKOMMU
BMKOpUCTOBYBaTK He cnig. To6Tto npoTokon VPN Bnnueae Ha piBeHb 6e3nekun BCiei cuctemu.
MpuynHOK € BUKOPUCTAHHA LWNMPYBAHHA MDK [OBOMa KiHUEBMMM By3namu. AKwo
iHbopMaList He 3axuLLieHa, 3NOBMUCHUK MOXE NepexonuTun Krnodi Ta poswmndpysaTtn Tpadik.

o6 chopmyBatn VPN 3a gonomororo anapaTtHOro Ta nporpamHoro 3abesneveHHs
(M3), BaxnMBo AOTPMMYBATUCA CTaHAAPTHONO MeXaHi3My, 3aCHOBAHOrO Ha MNPOTOKOSI
6e3nekn IHTepHeT-npoTokony (IPSec).

HacTynHuin npoToKos, KM BUKOPUCTOBYETbCA Ans nobyaosn VPN, — npotokon Ty-
HentBaHHsA «Toyka-Touka» (PPTP), nepeagpecadis piBHs 2 (L2F) i npoTokon TyHentoBaHHS
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piBHA 2 (L2TP), akunin noeaHye 2 onucaHi BuLe NpoToKoNn. Arne BOHU He € KOMMNNEKCHUMU | He
€ NOBHICTIO (PyHKUiOHanNbHUMM [5, 9].

IHwwun npoTtokon Internet Key Exchange (IKE) 3abesneuyye nepepady iHopmauii
yepes TyHernb, BUKNOYaUM BTpyYaHHsS 330BHI. 3aBAaHHS, 3a SKi BiH Bignosigae i ki BiH
BUpiWwye ana 6e3nevyHoro ynpaeniHHA Ta 0OMiHY kpunTorpadiyHMMKn KrnoYamu Mix Bigaa-
neHnmu npuctposimu. IKE aBTomatnsye npouec nepegadi Kroya 3a JOMOMOrol MexaHiamy
WndpyBaHHA 3 BIgKPUTMM KrtodeM. |IKE 3MiHIOE KoY NigktoYeHHs, Wwo A03BONUTbL NigBuU-
LWNTKN KOHIAEHUINHICTb iHdopMmauil, Wwo nepenaetbes. [Npu uboMy iHKancynsauis 3abeanedye
MYNbTUNNEKCYBAHHSA KifTbKOX TPAHCMOPTHUX MPOTOKOMIB O4HMM KaHasnoMm.

MpoTokon kepyBaHHs 3’eaHaHHAM (LCP) — npoTokon «To4ka-Toyka» (PPP) Bu3Havae
rHydknn LCP gns BCTaHOBNEHHS, HanawTyBaHHA Ta nepesipkn 3'egHaHHA. LCP ysrogoxye
dopmaTt iHKancynauii, po3Mip naketa, napamMeTp HanawTyBaHHSA, PO3puB 3'€dHaHHS Ta
napameTpu aBTeHTUIKaLil.

[MpoToKONM KepyBaHHA MepEeXel BM3HAYaloTb MEBHI KOHKPETHI napamMeTpu KOHQI-
rypauii 4na neBHUX TPaHCMOPTHUX NPOTOKOSIB.

Ana ctBopeHHa VPN-TyHeniB BuMKoOpuUCTOBYHOTbCA npoTokonu PPTP, L2TP, IPsec,
OpenVPN.

3a TexHiyHow peanisauieto BuginaTb Taki rpynn VPN:
1. Ha ocHoBi mepexeBoi OC.

Ak nepesary gaHOro pilleHHst BapTo BiA3HAYMTU Te, WO BapPTICTb PillEHHS Ha OCHOBI
MepexeBol onepauinHol CUCTEMM 3HAYHO HUXKYA 3a BapTICTb iHWKX piwleHb. Hegonikom Takol
cUcTeEMU € HegocTaTHIn 3axmct PPTP.

2. Ha 6a3i ME.

["ONoBHOW NepeBarol LbOro MeToAy € LeHTpanisauis ynpasniHHs enemeHtamu. [lo
HeaoniKiB Takoro Nigxo4y MOXHa BiQHECTWU BUCOKY BapTiCTb pilleHHs Ha poboyomy MmicLi Ta
3anexHiCTb NPOAYKTMBHOCTI Bif anapaTHoro 3abesneyeHHA. A TaKOX Take pilleHHs
NigxoaaTb TiNbKM ANS HEBENMKUX Mepex 3 obmexeHnm obcarom nepenaHoi iHpopmadii.

3. Ha ocHoBi MapLupyTH3aTopis..

OaHuM 3 HanbBinNbWnMX HeJONIKIB LbOro MeToy € Te, WO pileHHa eanHol npobnemum
3axuUCTy iHpopMaLil Bif 30BHILLHIX aTak PO3nNOAiNaeTbCa MK AeKinlbkoMa (PYHKLUiOHanbHO
He3aneXxHnmMm nNpucTposiMu (Hanpuknag, poyrepamu ta ME).

4. Ha ocHoBi nporpamHoro 3abe3neyeHHs.

[MepeBaru nporpamHoro naketa AltaVista Tunnel 97 nonsratoTe y NpocTOoTi iHCTanAuil
Ta nerkomy ynpaseniHHi. [lo HeJonikiB MOXHa BiAHECTU HeCTaHO4APTHY apXiTeKTypy i HU3bKY
NPOAYKTUBHICTb.

5. VPN Ha ocHOBi cneuianbHoro ob6bnagHaHHa 3 BOygoBaHUM KpunTorpadidHnm
NpoLLeCoOpOM.

Hepnonikom Takoro pileHHs1 € NOro BUCOKa BapTICTb.

Ak npaBuno, Ha NpakTuui BUKOPUCTOBYOTb KOMGiIHOBaHI VPN Ha OCHOBI iCHYtO4YMX
piLleHb.

BucHoBku. [lig yac aHanisy npobnem y nokanbHUX i rnobanbHuUX mepexax, ae
BukopuctoByeTbcs VPN, BapTo 3p06UTU BUCHOBOK, LLO Lii CUCTEMW MOBUHHI 3abe3neyyBaTtu
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BUSABMEHHA BHYTPILLHIX | 30BHILLHIX 3arpo3 i BTOPrHeHb, (ifibTpaLito 30BHILLHLOrO Tpadiky,
KOHTPOSb BUKOPUCTAHHSA PecypcCiB KOPNopaTUBHOI Mepexi Ta 3anobiraHHs HecaHKLiOHOBa-
Horo goctyny. BxigHMMun gaHumu € iHpopmaLia Npo CTPYKTYPY Ta XapakTepuUCTUkn Tpadiky,
sIKa MOXe HaJaTu MOXNUBICTb NobyaysaTu Habip npaBus, AKi KNacugikyloTb HOPMarsbHi YM
aHoMarsibHi KOMNOHEeHTM Tpadiky. ToAdi MOXHa oTpuMMaTU rapaHTOBaHWUA 3axXUCT Mepex
3aBOSKM LUBMOKOMY pearyBaHHIO Ha Habip BiZOMMX 3arpo3 i HewTaTHUX CUTyaLlin 3a paxyHoK
iaeHTnikauii pyHKLIOHYHOUMX NPOLECIB | ynpaBniHHA HUMK Ans 3abe3neyeHHst AOCTYMHOCTI
iHbopMaLiHUX cepBICIB.
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®PenyHb A. B.
KypcaHT bakynbTeTy Ne 2 JIbBIBCbKOro AepXXaBHOro YHIBEPCUTETY BHYTPILLHIX cnpas
MNMonsk CeaTocnas lNeTpoBuy

B.o. 3aBigyBaya kadegpu onepaTtuBHO-po3LwykoBoi AisnbHocTi HHIMOIMKI JlbeiBCbKOrO
AepXXaBHOro yYHiBepCUTETY BHYTPILLUHIX cnpas, OKTOp dinocodii y ranysi 3HaHb «lMpaBo»

POJIb WUTYYHOI O IHTENEKTY Y 3AIMCHEHHI MPABOOXOPOHHOI
AIANbHOCTI HA OCHOBI NMPOIMHO3IB (PREDICTIVE POLICING)

Y CbOrogeHHi 3pOCTaHHSA CKMAaAHOCTI rrnobanbHUX BUKMNKKIB, 30Kpema Kibepaarpos,
BINCbKOBUX KOHPMIKTIB, TEPOPUCTUYHUX aKTiB, MPUPOOHUX KaTacTpod Ta couianbHUX Kpu3
CTBOPKOE HeOOXiQHICTb BNPOBAMKEHHS HOBITHIX TEXHOMOrin Ans X NPOrHo3yBaHHS Ta
edekTUBHOro pearysaHHs. LUTy4yHui iHTenekT (gani — WI) cTae kno4oBUM iIHCTPYMEHTOM,
KWW 30aTeH 3MIHUTU NigXxogu OO aHanidy, nraHyBaHHA | peanisaudii onepauin y pisHUX
chepax, nounHaroum Big HauioHanbHOI 6e3nekn 4o UMBINTbHOT 0OOPOHN.

OgpHieto i3 cyyacHUx moaenen NpoakTMBHOI NPABOOXOPOHHOI AiSANbHOCTI, WO CTPIMKO
PO3BMBAETLCS 3aBOSKN PO3BUTKY KOMM'IOTEPHUX TEXHOMOrIN, € MOLENb 34IMCHEHHSA NpaBo-
OXOPOHHOI AisanbHOCTI Ha ocHoBi nporHosiB (Predictive Policing). Xoya y npaBoOOXOPOHHI
NpakTuUi opraHiB Ta nigposginis HauioHanbHOI noniuii € neBHM HabyTun Jocsig npose-
AEHHS NPOrHO3yBaHHS, NPOTe HayKoBe AOCHIMKEeHHSI cydacHoro 3apybikHoro gocsigy y Ui
ranysi Moxe OGyTn KOPUCHMM 4K YBIANOBIOHEHHS TAKOro opraHi3auiiHoOro HanpsaMy Aisnb-
HOCTi 4O HaWHOBILLMX NPAKTUK MPOrHO3yBaHHA, AKe BMKOPUCTOBYETLCA He nuule Ak gonar-
KOBMI OpraHi3auinHMx Hanpsm gisnbHOCTI, @ 9K caMOCTiHy Mogenb nobyaoBu npaso-
OXOPOHHOI NpakTukn [4, c. 81].

2 rpyaHa 2020 poky B YkpaiHi PosnopsagpxkeHHam KabiHeTy MinicTpiB YkpaiHn Ne1556-p
6yno cxeaneHo KoHuenuito po3sutky LI B YkpaiHi, aka nepenbavyae BM3HaY€HHS OCHOBHUX
HanpsMiB Ta MNPIOPUTETHMUX 3aBAaHb PO3BUTKY TexHonorin LI 3 meTor 3abesneyeHHs
KOHKYPEHTOCMPOMOXHOCTI HaLiOHaNIbHOT €KOHOMIKM Ta 3aXUCTY TeXHOSNOriYyHMX iHdopma-
LiMHO-KOMYHiKauiiHMX cuctem. 3aBOskm 3acTtocyBaHHi0 TexHonorin W BigbyBatnmeTbcs
MOHITOPUHI coujianbHUX Mepex Ta iHTepHeT-pecypciB, WO AacTb MOXIMBICTbL aHanidyBaTtu
ayauTopito, BUSIBNATM Ta nonepegxatu nesHi npobnemu [3]. BianosigHO 40 rofioBHOI METH
KoHuenuii — 3abe3neyeHHs iHopmauinHol 6e3nekn 6yno BM3HAYEHO OCHOBHI HanpsmMu i
3abesneveHHs (puc. 1).
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dopmyBaHHS Ta BUKOPUCTAHHSA iHpopMaLiMHOro
pecypcy, 3abeaneyeHHsa BUCOKNX TEMMIB NOro
HaNOBHEHHS i 3ajaHNX KPUTEPIiB SKOCTI

OCHOBHI Hanpsamun

3abe3neyveHHsA CTBOpPEHHS 3aXULLLEHOrO HaLlioOHamNbHOro
lHd’ggs'\I'_'lzll-(lL“Ho' iH(pbopMmaUinHOro NpocTopy 3a A0NOMOroHo

TEXHOSONIN WTYYHOro iHTENeKTY

BusasneHHs, 3anobiraHHA Ta HenTpanisauisa
pearibHUX i NOTEHLINHNX 3arpo3

Puc. 1. OcHosHi Hanpsmu 3abe3nedyeHHs iHghopmauitiHoi 6esneku [3].

OcTaHHiIM Yacom gocnigkeHHs haxiBuiB y LLlapUHi HAYKOBUX 3HaHb HOBITHIX LMpoBUX
TEXHOSOorin nokasytoTb, Wwo LI i3 3acTocyBaHHAM CUCTEMW CyHaCHUX METOAIB MOXe YCiLLIHO
BMKOPUCTOBYBATUCb ANSA MPOrHO3yBaHHA 3MOYUHHOCTI. 30KpeMa, iHHOBaUiHI UMdpoBi Tex-
Hosoril  [03BONATb 3anobiraTm BYMHEHHIO KPUMIHANbHOrO MNpPaBOMOPYLUEHHS 3 OOKy
KOHKpeTHOI ocobu, To6To Ha cTagii popmMyBaHHS 3MOYMHHOI MOTMBALil, roTyBaHHA abo
3amMaxy Ha MOro BYMHEHHSs. Lle ctano peanbHicTO 3aBASKM MOOEMBaHHIO ManbyTHLOI
noBeAiHKM OKpeMumx OCib Ha niacTasi 0COBNUBOCTEN iX coLianbHO-geMorpadiyHoi (CTaTb, BiK,
Micue NPOXMBaHHS, piBEHb AOXOAIB, KOO CMiNKyBaHHS) Ta KpMMiHaNbHO-NPaBOBOI XapaKkTe-
PUCTMKKM (HAABHICTb CyQMMOCTI, BUA paHille BYMHEHOIO KPMMIHaNbHOro NpaBonoOpYyLLUEHHS).
Cnpusie niaBuLLIEHHIO e(eKTUBHOCTI pobOTM noniuil Ta NPOrHO3yBaHHS KPUMiHANbHUX
NpaBoMOpYyLlEeHb TaKoX MeTon KapTorpadyBaHHS 3MOYMHHOCTI, 3a [AOMOMOroK SIKOro
GOpMYyOTbCH MPOrHO3M LWOAO MICLEBOI 3MTOYMHHOCTI Ta iHAMBIAYarbHOI 3M0YMHHOI MoBe-
AiHkn. OTxe, 3aBasku TexHonorin LI moxyTb cTBOptoBaTUCS OBI'PYHTOBAHI NPOrHO3W LLOA0
SAKICHUX | KISTbKICHMX NOKa3HWUKIB 3rovnHHocCTi [1, ¢. 134—-138].

30iNCHEHHA NPaBOOXOPOHHOI AisinbHOCTI Ha OcHoBI NporHoaiB (Predictive Policing) y
cyyacHOMy Bupasi € noniuencbkoro iHHoBaudiel. Lis mogens nepenbayae 3acTocyBaHHS
PiBHUX KiNbKICHMX MeToAiB Anga Toro, wob 3asganerigb iaeHTudikyBatM npnbnuaHnin yac,
Mmicue abo ocib, aki MaTMyTb CTOCYHOK A0 3M04MHY. | XO4a He MOXHa cKasaTtu, Lo Mogerb €
MOBHICTIO HOBOLO, NPOTE aganTtauist 4o nNoTpebd NpaBOOXOPOHHOI AIANBbHOCTI MaTEMATUYHNX
anropuTMiB NPOrHO3yBaHHSA, BUKOPUCTaAHHA cydacHux cuctem LI gaoTb 3mory Ha npaktuui
no6avnTn KOHKpEeTHWUA pesynbTar [2].
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®envak Irop AHapinoBuy

3aBigyBad kadeapw iHpopMauinHMX TexHornorin dakynbTeTy Ne 2 (3 nigrotoBku daxisuis
Ans nigpo3ginie NpeBeHTUBHOI AiANIbHOCTI Ta MPaBOOXOPOHHUX iHPOPMALINHUX CUCTEM
HauioHanbHoi noniuii YkpaiHn) JIbBIBCbKOro AepXaBHOro YHIBEPCUTETY BHYTPILLHIX Cnpas,
OOKTOP HOPUANYHUX HaYK, AOLEHT

OO0 BUKOPUCTAHHA CTPYKTYPOBAHUX TEXHIK ANA
F’EHEPYBAHHA MNMOTES3 B AIAJNIBHOCTI NiAPO341IB
KPUMIHAINNIBHOIO AHANI3Y

BaxnuBy ponb y pob6oTi cniBpobiTHMKIB nigpo3ainiB HauioHanbHOI noniuii Bigirpae
AiSNbHICTb 3 reHepyBaHHS rinote3. OcobnmMBoro 3Ha4eHHsa reHepyBaHHS rinotes Habyeae y
AisnbHOCTI cniBpobiTHMKIB nigpo3ainis [lenaptameHTy KpuUMiHanbHOro aHanisy, O4HWM i3
3aBaHb AKMX € MOLUYK 3HAYEHHS 3 BESIMKMX MAacuBIB JaHuWX, SKi Cnig aHanisyBat 3 METOH
iHpopMaUiMHOro aHaniTUMHOro CynpoBOAY AiANbHOCTI onepaTMBHUX MigpO3AiNiB Ta opraHis
[0Cya0BOro poscrigyBaHHs. Hepigko oopMyrntoBaHHS rinoTes € BKpan BaXXNMBUM KPOKOM Y
NPUUHATTI YNPaBniHCbKUX pilleHb MPO POo3MnoAin pecypciB Ta BU3HAYEHHI Hanpsmis Mo-
AanbLnxX NpaBoOOXOPOHHUX A, Ta MoXe ByTn TPyAOMICTKMM NpoLecoMm, siku 3anmae 6arato
yacy.

dopmynioBaHHs rinoTe3 nependayae CTBOPEHHS 06r'PYHTOBaAHUX NpUNyLLEHb LLOAO
Pi3HMX acnekTiB Npobremu, ski NoTpebyoTb NO4ANbLLOrO AOCHIOKEHHS Ta NepeBipkn. Takox
cnig 3asHauuTy, WO rinoTe3n ByBaloTb Pi3HMX TUNIB, HaANpWKNag NpocTi, CKNnagHi, anbTep-
HaTMBHI, NOriYHi, CTaTUCTUYHI, ab0 eMnipnyHi.

dinococbknin eHUMKITONEeANYHUIA CITOBHUK BU3HAYa€E MOHATTA «rinote3a» sk crnocid
nidHaBanbHOI AisnNbHOCTI, NO6y40BN MMOBIPHOIO, NMPOBNEMATUYHOrO 3HaAHHA, KON opMy-
INMIOETBCA 0gHa 3 MOXIMBUX BiANOBIiAEN HA NUTAHHSA, LLO BUHUKNO Nig, Yac AOCNioKeHHA; ogHe
3 MOXNUBUX pO3B’A3aHb npobnemu... [1, c. 121].

lnoTesa noxoauTtb 3 Habopy 6a3oBuX NpunyLleHb, Ake POpPMYye OCHOBY AnS AOiN i
ouiHkM pesynbTtaTy. CTBOPEHHS rinoTes — ue npouec, y skomy obpaHe 3a OCHOBY O6rpyH-
TOBaHe NpUNyLLEHHS BOOCKOHANKETHCA LWASAXOM 300py Ta aHanidy 4o4aTKoOBOI peneBaHTHOI
Ao npobnemu iHdopmauii. NnoTtesdy cnig dopmyBatM Ha OCHOBI TOro, WO Bigomo, abo
MOXIUBO crnocTepiratn. HactynHum kpokom npu nobyaosi rinotes dyae 36ip i aHania gaHnx
ONs nepeBipKkuM Liel rinoTesu, il po3BUTKY abo yToyHeHHs. Ha nigcTasi coopmynboBaHoi Ta
nepeBipeHoi rinoTesun cniBpobiTHUKM NPaBOOXOPOHHMX OpraHiB 3aCTOCOBYHOTb HAABHI rNacHi
Ta HernacHi cunu Ta 3acobu. Y noganbliomy cnig npoBOANTU BIACTEXEHHS €(PEKTUBHOCTI
3aCTOCOBYBaHMX 3axofiB Ta Ain, 3a noTpebu npoBOAUTU 1X KOperyBaHHA. Takui LMKN
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dopMyroBaHHSA, TECTYBaHHSA Ta YTOYHEHHS rinoTe3 Ans BUKOPUCTaHHS iHdopmauil nig yac
NPUAHATTA pillEeHb — XXUTTEBO BaXXITMBUM ONA NPUAHATTA €(PEKTUBHUX PilleHb i BUPILLEHHS
cknagHux npobrnem 60poTbOM 3i 3TOUNHHICTIO.

3 ornagy Ha KpPUTUYHO BaXMBY posib npouecy opMyrtioBaHHS (Po3pobrieHHs)
rinotTes B AisSNbHOCTI NPaBOOXOPOHHUX OpraHiB 4OPEYHO BUKOPUCTOBYBATU CTPYKTYPOBAHI
nigxoan, sKi O03BONATb 3abe3neynT CUCTEMATUYHICTb, JOriYHICTb Ta MNOCHiOOBHICTb
aHaniTM4Horo gocnigpkeHHsi. CTPyKTypOBaHi Nigxoam TakoX 403BONATb aHaniTMkosi gop-
MYITOBaTU TiNOTE3N HA OCHOBI NONepeaHix eMMipUYHMUX AaHMX, NOCNIAOBHO ONpaLboByBaTH
3MiHHi, nepegdavat NOTEHUiMHI B3aEMO3B’SA3KM MK HMMW Ta CTBOPKOBATU HadiMHUI
anropuT™M MepeBipKN BUCYHYTUX npunylieHb. Kpim Toro, ue crnpusie MiHimisadii BnnmBy
CyD’€EKTMBHUX YMHHMKIB, 3abe3nedvye NpO30piCTb [OCNIAHMLUBKOrO npouecy, nonerwye
KPUTUYHMI aHani3 Ta iHTepnpeTauito pe3ynbTaTiB, a TakoX LO3BOSISIE NEPEBIPUTU OTPUMaAHI
BUCHOBKM, LLO NigBULLYE OOCTOBIPHICTb LOCHIOXKEHHS.

CTpykTypoBaHui Nigxig Ao reHepyBaHHS rinoTes Cnig 3acTocoByBaTU To4i, KOMM Tema,
AKy NoTpibHO aocnigmMTtn, abo NUTaHHSA, Ha sike NOTPIGHO AaTu BIANOBIAb, € HACTINLKM BaXNN-
BMMW, WO CUCTEMATUYHA OLiHKa BCiX anbTepHaTMB BWOAETbCH BUMNPaBOaHOW. Takox
CTPYKTYpOBaHWU Migxig A0 reHepyBaHHs rinoTe3 cnig BUKOPWUCTOBYBATU KOMWM HEOobXigHO
BpaxoByBaTh BaraTo Pi3HUX 3MiHHMX, KON iCHYE HEBM3HAYEHICTb LLIOAO pe3ynbTaTy Ta Konu
aHaniTnkm abo ocobu, Ak NPUNMalOTb PiLLEHHS, MatoThb Pi3Hi NOrMSAM Ha OCNiMAKyBaHe sBULLE

2].

CTpykTypoBaHi nigxoan A03BONSAKTb aHaniTMKam reHepyBaTyM HaWMOBHIiWI Habopwu
B3aEMOBMKINIOYHMX rinoTe3. BoHu nigBuLLyOTb MMOBIPHICTb BUSBMEHHS BCIX pesfieBaHTHUX
rinoTes i, TakMM YMHOM, MiOBULLYIOTb OOBIPY aHaniTUKIB A0 pesynbTaTiB aHanisy. Kpim Toro,
BOHW J0O3BONATL PO3NoYaTi NPoLEeC aHanidy sikomora 0ifnbLl HeynepeapkeHo. TakMM YMHOM,
MOXHa TaKOX 3MEHLIMTU HeraTMBHUA BMNNUB YyNepeKeHb, HenpaBWUilbHO 3aCTOCOBAaHWUX
€BPUCTUK Ta IHTYITUBHMX NacTok [3, c. 169].

OaHum 3 npuknagiB 3acToCyBaHHS CTPYKTYpOBaHOro nigxody A0 (hOpMyntoBaHHS
rinoTesn € TexHika «KPOK 3a KpokoMy». Peani3zauia Takol TexHiKn nepeabadvyae HeobXigHICTb
YITKOr0 BU3HAYEHHS NPoOBMAeMM YW NUTaHHSA, ANA AKOro cnif reHepysaTu rinotesn. Y
noganbloMy Cnig nepernsHyTM HaaBHY iH(OPMAaUilo Ta MOSICHEHHSA LWOAO npobriemwu,
NoBediHKWM YU OiANbHOCTI, AKi NignaraloTb OUIHIOBaHHIO. AKWO dopMynioBaHHA rinoTes
NPOBOAUTLCA rPYMOL0 OCiB, AOLINBHO, W06 KOXEH NPUCYTHIN copMynoBaB 40 TPbOX Pi3HUX
noscHeHb/rinote3. ani cnig suganutu gybnikatu rinotes. Cnig Takox nepesiputy um 6ynu
BpaxoBaHi BCi hakTopu BNNuMBY. Y noganbwomMy NnpoBoAUTLCS 00’€AHAHHA Pi3HUX rinoTesn B
rpynu, siKi cnifi HassaTu. YYacHUKM npouecy MarTb NepeBipuTh Te, UM € rinoTesn B3aeMo-
BUKMNIOYHUMK. [Ns noganbluoro posrnagy cnig odpat HanbinbLl NepCcnekTUBHI rinoTesu.

Y noganbLwomy cnig BUAanuTu rinotesun, ki He MaroTb CEHCY, a Ti, SKi 3aCnyroByTb
Ha BignNpaultoBaHHA Crig OUIHUTW, HAacCKiNbKM BOHM € npaBgonodioHnumu. Taki rinoteau
NoTPiIGHO NpopaHXyBaTy BiAMNOBIAHO A0 IXHBOI BipOriAHOCTI. Ha 3aBepLueHHsa aHaniTuKy cnig
Bigibpaty HanbinbLl NepcnekTUBHI rinoTe3n Ans NoAanbLlIoro po3rnsay Ta BignpautoBaHHS
[3, c. 171, 174].

AK BWCHOBOK Crig 3a3HayuMTW, WO BUKOPUCTAHHA CTPYKTYypOBaHOro nigxody Ao
dopMyBaHHS rinoTes 3abeanedye cMcteMaTuyHMi Ta BCebivyHMI Nigxia Ao reHepadii, OUiHKK
Ta Bigbopy HanbinbL NepcnekTUBHMX NOSICHEHb AOCNiAXKYyBaHOI npobnemun y ccepi npaso-
OXOPOHHOI AisnbHOoCTi. Llen nigxig 0o3Bonsie ydacHMKam npoLecy KONekTMBHO Ta NocnifoBHO
po3BMBaTW TiNOTE3N, YHUKAOUM OyOntoBaHHA, 3abe3neyytoun BpaxyBaHHSA BCiX hakTopis
BNAMBY Ta ocTaTouHMI Bigbip HambinbL BipoOrigHUX i 3HAYYLLMX NOACHEHD.
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Llapyk KOpin IOpinoBu4
ag’loHKT kadeapu onepaTtnBHO — po3dwykoBol AisnbHocTi HHITTOIKI JibBiBCbKOro aepxas-
HOro YHIBEPCUTETY BHYTPILLHIX cnpas

OKPEMI ACMNMEKTU IHOOPMALINHO — AHANITUYHOIO )
3ABE3INEYEHHA ONEPATUBHUX MNMIAPO3AINIB HALIOHAINBLHOI
noniuil YKPAIHU WWoao nepotuall BHUHEHHA LLAXPAUCTBA

Mpo6nematuka. Okpemi acnekTn iHpopmaLUinHO — aHaniTUYHOrO 3abe3neyYeHHs one-
paTUBHUX Nigpo3ainis HauioHanbHOT noniuii YkpaiHu Wwoao npoTuaii waxpancrey, BYMHEHOTO
LUNAXOM He3aKOHHMX orepaLii 3 BUKOPUCTAHHAM eMeKTPOHHO — 0B4YNCOBanNbHOT TEXHIKN.

BcTyn. 3rigHO 3 cTaTUCTUYHMMKU aaHUMK odpicy ['eHepanbHOro npokypopa YkpaiHu
NPO KpUMiHANbHI NPaBONOPYLUEHHS Yy MPOBaAXEHHSX, AOCYAOBE pPO3ChifyBaHHA Yy SKUX
30IMCHIOETLCA OpraHamMn HauioHanbHOI nonidii, y Bi4COTKOBOMY BigHOLLUEHHI, Bif 3aranbHol
KITbKOCTi 3apeecTpoBaHNX KPUMIHANbHUX MPaBonopyLleHb Y NPOBaMXKEHHAX, OO KiflbKOCTI
PiLLEHHS NO AKUX HE NMPUNHATO (HEPO3KPUTI KpMMiHaNbHI NPaBOMOPYLUEHHS), B pO3pi3si poKiB:
2020 p. = 71%; 2021 p. —63%; 2022 p. — 80%; 2023 p. — 81% [1]; 4iTKO BigoOGpakeHO 3HAYHUI
MPUPICT CKOEHHS LWaxpancTBa, 9K BuAy 3MouuHy. [Ona BUMOKpeMIeHHs npobnemaTuku
npoTunail 6yno 34iMCHEHO aHarni3 HayKoBOro 4opoOKy B ranyai iHpopmMauinHoO — aHaniTUYHOro
3abeaneyeHHs nigpo3ainis HauioHanbHOI noniuil YKpaiHuM B NTMTaHHI NpOTUAIT onepaTuBHUMMU
nigposginamMmu KpymiHansHoI noniuil HauioHanbHOT noniuii YkpailHu waxpancTtsay, BYNHEHOTO
LUMSIXOM HE3aKOHHMX onepaLin 3 BUKOPUCTAHHAM €NeKTPOHHO — 0B4YNCAOBANbHOT TEXHIKU.

MeTa. BuokpeMneHHs TeOpeTUYHUX HaBUYOK 3aCTOCOBYBAHHSA Cy4aCHMUX TEXHOSIOrIN B
npoueci po3nid3HaHHA noAil KpUMiHANbHOrO NPaBOMNOPYLUEHHS Ta igeHTudikauii ocio,
NPUYETHUX 4O MOro BUMHEHHS.

Pe3synbtatn. Pe3ynbTaTuBHICTb AiSANIbHOCTI NPaABOOXOPOHHUX OpraHiB y 60poTbbi 3i
3M04YMHHICTIO 6e3nocepenHbLO 3anexuTb Big sSIKICHOr0, CBOEYACHOrO i 4OCTaTHLOroO iHhopMa-
LinHO-aHaniTMYHoro 3abe3neYyeHHs Uiei AianbHOCTI.

Ha etani pedopmyBaHHA NPaBOOXOPOHHUX OpraHiB crnocrepiranucb TPyaHOL B
CTBOPEHHI €QMHOI iIHTEerpoBaHoI cUcTeEMM iHPOpPMaLLINHO — aHaniTUYHOro 3abe3neyeHHs sK Yy
pOBOTi MiXXK MPaBOOXOPOHHMMW OpraHamu, Tak i MK iIXHIMM onepaTMBHMMW Migpo3ainamu,
30KpeMa Yyepes BigCYTHICTb MKBILOMYMX HOPMATUBHO — NPaBOBUX aKTiB LLOLO PeryntoBaHHs
AOoCTyny OO UMX iHdopMauiiHUX pecypciB yCix CyB’eKTiB MpaBOOXOPOHHOI LiANbHOCTI, a
TaKOX NopsAKy onpauoBaHHSA 1 0O6MiHY iIHGhopMaUieto MiXK LMK cyb’eKTamMun eNekTPOHHO, Y
pexumi oHnamH [2, c.143].
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Y HOpMaTUBHO-NMPaBOBUX akTax Ta HayKOBIiv niTepaTypi 3 TEPMIHOM «iHGPOpPMaUiHO-
aHaniTMyHe 3abesneyeHHa» OOBOSI YAaCTO BXMBAKOTbLCA TEPMiHWU «iHopMmauiiHe 3abesne-
YEHHSY», «iIHpopMaLiMHO-aHanITUYHa AiSNbHICTbY, «iHopMaUinHo-aHaniTu4Ha poboTay, «aHa-
nitnyHa poboTtay.

B aHaniTu4Hin poboTi BUKOPUCTOBYETLCA: OnepaTuBHUA aHani3 (aHanis gaHux Tene-
OHHMX A3BiHKIB, aHani3 3/I0MUMHHUX YrpyrnoBaHb, aHari3 cnpas, MOPIBHAMbHUM aHania);
TaKTUYHUK aHani3 (KpuMiHanbHUIM aHani3, aHania KpMMiHanbHMX TEHAEHLUIN, FreonpoCcTOpPOBUIA
aHania, aHani3 Micub KOHLEHTpaUii 3M04YMHHOCTI, YacoBuir aHani3, MO-aHani3, KpuMiHanbHi
MoAeni, Npoini nigo3ptoBaHux/ kepT.); cTpateriyHmi ananis (SWOT-anani3, PEST-aHanis,
aHania mogenen/opmM 3NOYUHHOCTI Ta NPOINIOBaHHA, aHani3 TeHAEeHLUin, aHani3 3 BUKO-
pUCTaHHAM reorpadivyHoro npoqinioBaHHA); aHanis gaHux 3 sigkputux mxkepen (OSINT);
aHani3 gaHnx 3 baratbox gpxepen (Multi-Source Analysis).

Y Teopii Ta npaktuui OP[] i3 TepMiHOM «iHbOpMmaLiHe 3abe3nevYeHHs» BXMBAETbCA
TEPMiH «iHGopMaLinHO-aHaniTu4He 3abe3neyeHHs», Nig SKMM Po3yMIETLCS KiNbKiCHE (KOHCO-
nigauis macueiB iHdbopmauii y Burnagi 6as i 6aHkiB gaHnx, ynopsiakyBaHHs, cuctematmsadisi),
a TaKoX SAKICHO-3MICTOBHE MNEepeTBOPEHHS onepaTuBHOI iHdopMauii (BUPOOHULTBO HOBUX
3HaHb, YXBaN€eHHs YNpaBniHCbKMX PilleHb) HAa OCHOBI iIHPOPMAaLMHOI aHaNITUKK.

"ONnoBHUM 3aBAAHHAM iH(pOpMaUiNHO-aHaNITUYHOro 3abe3nevYeHHsa € CUcTeMaTUYHE |
CBO€YacHe HaXOLKEHHS B onepaTUBHI NiApo34inn OCTOBIPHOT onepaTuBHOI iHopMmalii [3,
c.35-36].

Ansa edekTnBHOI 6OPOTLOM 3i 3NOYNHHICTIO onepaTMBHUM nigpo3ginam HIM Ta iHwnx
NPaBOOXOPOHHMX OpraHiB HeobxigHO MaTu BiANOBIAHY IHPOPMALiD BIAHOCHO AiANbHOCTI
KpUMiHanNbHUX CTPYKTYP Ta Npouecis, WO BigbyBalTbLCSA Y 3NOYNHHOMY CEPEAOBULLI.

IHpbopmaUinHO-TeNeKkoMyHikauinHa cuctema «lHgopmadinHmin noptan HauioHanbHOI
noniuii Ykpainun» (cuctema IMNMHIM) npusHadeHa onsa iHdopmadinHo-aHaniTnyHoro 3abeane-
YeHHs gisnbHOCTI HauioHanbHoI noniuil YKpaiHuM, HanoBHEHHSA Ta NiATPUMKU B aKTyarlbHOMY
CTaHi iHopmauinHnx pecypciB 6a3 (6aHkiB) AaHUX, WO BXOAATb A0 €4MHOI iHbopmaUinHOT
cuctemmn MBC (€1C MBC), 3abe3neyeHHs LWoaeHHOI 4iSnbHOCTI opraHiB (3aknaais, yCTaHoB)
noniuit y cdepi TpyaoBux, hiHaHCOBUX, YrpaBniHCbKUX BiAHOCWUH, BIQHOCUH JOKYMEHTOO0Iry
Ta enekTpoHHOI B3aemogaii 3 MBC, iHwumMu opraHamu aepxaBHoi Bnagn. 3 meTtoto 3abesne-
YeHHs1 onepaTUBHO-PO3LLYKOBOT AisiNbHOCTI onepaTMBHUX NiApO34iniB KpMMiHaNbLHOI noniuir,
Ha BMKOHaHHSA BMMOr 3akoHy YkpaiHu «[1po onepaTMBHO-pO3LUYKOBY LiANbHICTb», Hakasy
MBC Ykpainn Big 05.05.2016 p. Ne 07, y HauioHanbHi noniuii YkpaiHn BRpoBaaKeHO
oKpeMy iH(hopmaUinHy cucTtemMy — aBTOMaTM30BaHy iH(POpMaLinHy cuctemy onepaTuBHOIO
NPU3HaAYEHHS, B K OpraHisoBaHO 06po6Ky iHpopmauii 3 rpudoM CEKPETHOCTI «TaEMHO»
(aani — AIC ON) [4, c.67-72].

Pospobnsatoun npoaykTn cTpaTeriyHOro aHarnisy, BMKOPUCTOBYHOTb Pi3HI MeToaM i
TEXHIKW, ane OfHIE0 3 OCHOBHUX HaBW4YOK CTpaTeriYHOro aHanituka € po3yMiHHS TOro, AKi
aHaniTMYHi IHCTPYMEHTM YN TEXHIKM HanbinbLue BigNOBIgAOTL LiNamM aHaniay.

OcHoBHa MeTa aHanITUYHUX IHCTPYMEHTIB — CTBOPEHHS aHanidy 6inbLl TOYHUM. ICHy€E
LLUMPOKUIM NepeniK IHCTPYMEHTIB | TEXHIK CTpaTeriyHoro yrnpaeniHHA, SKi BAKOPUCTOBYOTLCS Y
Pi3HUX cdhepax XKUTTeisanbHOCTI. [na noniuencbkoi poboTn Harkpalli pesynbTatn y cTpa-
TeriYHOMy aHanisi MoXxyTb OyTU OTpUMaHi 3aBASKM 3aCTOCYBAHHIO TaKUX iHCTPYMEHTIB i
TexHik, ak: SWOT-aHanis; anani3 pusukis; PEST-anani3; SOCTA; OSINT (aHani3 iHndpopmauii
3 BiAKpUTUX [Kepen); aHani3 3rnoYyMHHMX MoAernen Ta npodoinis; aHania TeHaeHuin; aHanis
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reorpadivyHux npodinis. [JOMoMiKHY YHKUiIIO MOXYTb BUKOHYyBaTW: aHarni3 pesynbTaris;
aHanis aBuL,; cUTyauinHKUK aHani3; cTaTUCTUYHUIK aHanis [4, ¢.207-256].

HocnigpxeHHi ob6cTaBuMHKU, B pe3ynbTaTi iX CyKYMHOCTi, MOXYTb CYTTEBO MOKpALLUTH
iHbopMauiHO — aHaniTu4yHe 3abe3neyvyeHHss onepaTMBHUX NiAPO3ainis HauioHanbHOT noniyii
YKpaiHu Wwoao npoTuail waxpancrey, BYMHEHOIO LUSIAXOM HE3aKOHHUX onepaui 3 BUKOpUC-
TaHHSIM ETEKTPOHHO — 064YMCIOBaNbHOI TEXHIKN.

BucHoBKK. 3acTOCOBYBaHHSI Cy4MaCHUX TEXHOMOrIN B Npoueci po3ni3HaHHsS nogii kpu-
MiHanNbHOro NPaBOMOPYLUEHHA Ta iaeHTUdIKauii 0Ci®, NPUYETHMX OO0 MOro BYMHEHHS, € He-
Bil’EMHOI0 CKITagoBO0 iHpopMaLiHO — aHaniTUYHOro 3abe3neyYeHHs AiaNbHOCTIi onepaTuBHMUX
nigpo3ainis HauioHanbHOI noniuii YkpaiHn y npoTuail waxpanucTBy, BYUHEHOMY LUNAXOM
HEe3aKOHHMX onepaLin 3 BUKOPUCTAHHAM €MEKTPOHHO — OBYMCIOBAHOI TEXHIKN, Ta € «KMYo-
BMM» MOMEHTOM HanedEeKTUBHILLOro BUpILWEHHS 3aBAaHb OMNepaTMBHO — PO3LLYKOBOI
OisiNbHOCTI.

Peanisauia ocHOBHUX ¢bopM iHOpMaUinHO — aHaniTU4HOI poboTn B onepaTMBHO —
PO3LUYKOBIN OiANbHOCTI nepenbavae pisHUM BUAB (PYHKLIIOHANbHOrO acnekTy opraHisauii
OP[l, B Tomy umcni 36ip, 06pobKy, aHani3 i OuiHKy iHpopmauil 3 MeTo nNiaABULLEHHS
e(PEeKTUBHOCTI AiSNbHOCTI onepaTuBHUX Nigpo3ainis HauioHanbHoI noniuil YKpaiHu.
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aoueHT kadeapwu ynpaeniHHS iHopMauiiHow 6e3nekoto  JIbBIBCbKOro Aep>KaBHOro
yHiBepcuteT 6e3nekun XuTTeaianbHocTi, J1bBiB, YkpaiHa, K.€.H., JOLEHT

NMPOBJIEMU OLIHIOBAHHA BIJIUBY WUTYYHOIO IHTENEKTY HA
CUCTEMY 3AXUCTY OEPXXABHOI TAEMHULI B OPTAHAX CEKTOPY
BE3MEKWU | OBOPOHU YKPAIHU

HocnimkeHHA NpUCBAYEHO OOCNIIKEHHIO TEOPETUYHUX OCHOB, HAayKOBO-METOOUYHUX
nigxo4is Ta opraHi3auinHO-PYHKUIOHANbHMUX acnekTiB BrAWBY LWITYYHOrO IiHTENeKTy Ha
CUCTEMY 3aXUCTYy AepXaBHOI TaemMHuui. B poboTi BM3Ha4yeHO cydacHi TeHaeHUuii y cdepi
3aXUCTYy AepXKaBHOI TAEMHULI Ta po3pobreHo MEeTOANYHI pekomeHaauii AN OuiHKM NOTEeH-
LiMHUX pPU3KKIB, MOB'A3aHMX i3 3aCTOCYBaHHSM LUTYYHOro iHTENeKkTy. 3anpornoHOBaHO
KOHUenTyanbHy Mofernb, sika A03BONSAE CTPYKTypyBaTW NpoLec BUPILLEHHA HayKOBO-Npak-
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TMYHOI nNpobnemu 3abe3neveHHs Oe3nekn OepKaBHOI TaeMHMLI B yMOBaX pPO3BUTKY
TEXHOJIOrN WTYYHOrO iHTENeKTy.

Knro4yoBi cnoBa: 3axuCT AEep)KaBHOI TAEMHWULI, LUTYYHUW iHTENeEKT, kibepbeaneka,
iHbopMaUiHa BiHa, KpUTUYHA iHpacTpyKTypa, AesiHhopmau,id.

The research is devoted to the study of theoretical foundations, scientific and
methodological approaches and organizational and functional aspects of the impact of
artificial intelligence on the system of state secret protection. The work identifies current
trends in the field of state secret protection and develops methodological recommendations
for assessing potential risks associated with the use of artificial intelligence. A conceptual
model is proposed that allows structuring the process of solving the scientific and practical
problem of ensuring the security of state secrets in the context of the development of artificial
intelligence technologies.

Keywords: state secret protection, artificial intelligence, cybersecurity, information
warfare, critical infrastructure, disinformation.

LUTyyHun iHTenekT (LUI) cTpiMko eBontouioHye, Aefani wmpLle BNPOBaaXyuUCh y
Pi3HOMaHITHI acnekTy NACBKOT AisNbHOCTI, BKtoYaoum cdepy 6esnekn. BukopuctarHs LI
ONa 3aXMCTy [epXaBHOI TaEMHULi CYNpPOBOMXKYETbCA SIK 3HAYHUMMU MepeBaramu, Tak i
NOTEHUIMHAMM pPU3NKaMK, LLO PoBUTbL AOCHIOKEHHA WMOro BNMMBY Ha UK cdepy BKpan
aKTyaribHOK HayKOBOK 3aJayeto.

HasasHi gocnigxeHHs 30e6inblioro akueHTYTbCS Ha aHanidi MOXIMBUX 3arpos, sKi
MOXYTb BWHMKATW B pes3ynbTaTi 3actocyBaHHsA LUI. 3okpema, cepen OCHOBHUX PU3KMKIB
BUOKPEMITIOIOTL 3MTOBMUCHE BUKOpUCTaHHSA LI, nuTaHHA BM3HA4YeHHS BignoBiganbHOCTI 3a
Moro fii, a TakoX 3arpo3y ynepemkeHocTi anropuTtmis. LUl 3gaTHUn cnpusiTU CTBOPEHHIO
BinbL cknagHMx Ta ePekTUBHUX KibepaTtak, po3pobui HOBITHIX BUAiIB 36poi abo NownpeHHIo
aesiHdopmalii. BuHukae nutaHHsa, XTo BignosigaTtMme 3a Hacnigkn poboTtu LWI, skwo BoHM
npu3BenyTb A0 BUTOKY AepxaBHoi iHpopmauii. Okpim Toro, anroputmu LI MOXyTb MiCTUTK
NPUXOBaHi ynepemKeHHs, LWo 34aTtHe NPU3BOANTN A0 NPUAHATTA NOMUIKOBUX PillEeHb.

Pa3om 3 TuM, iCHYIOTb AOCHIOXEHHSA, SKi po3rnagatoTb MO3UTUBHI acrnekTu BUKOPU-
ctaHHa Wl B 3axucTi gepXaBHOI TaEMHWUi, Taki SK: aBTOMaTM3auis PYyTUHHUX 3aBAaHb,
MOKPALLEHHS TOYHOCTI aHanidy gaHuX, CTBOPEHHS Ginbll eekTuBHUX cuctem 3axucty. LI
MOXe aBToMaTudyBaTu GaraTo pyTMHHUX 3aBAaHb, NOB'A3aHMX 3 aHani3oM BENMKUX obcsris
AaHuX, WO A03BONSE 3BiNMbHUTM (paxiBUiB ANA BUKOHAHHA Oinbll cknagHux 3agad. LI
30aTHUN BUSIBIIATU 3arpo3u, SKki MOXyTb ByTW nponyLleHi niogcbknum aHanitukom. WI moxe
OyTn BUKOpUCTaHUM A5s po3pobKM BinbLl iHTENeKTyanbHNUX CUCTEM 3axMUCTy iHdopMalii, siKi
34aTHi aganTyBaTUCs 40 HOBUX 3arpos.

Pasom 3 TMM HeBUpILEHMMW 3anuwalTbCA MUTaHHA 3abe3neyeHHs 6e3neyvHoro
BUKopucTaHHs LI B gepxaBHMX opraHax, NpaBoBi Ta eTU4YHI Npobriemn npu BukopuctaxHi LI
B 3aXUCTi AepXKaBHOI TAEMHMULI, OLIHIOBAHHS PU3UKIB, NOB'A3aHNX 3 BUKOpUcTaHHaM LI, Ta
po3pobneHHa edeKkTMBHUX 3axondiB npoTuaii, 3abesneyeHHs NPO30pPOCTi CUCTeM, WO
6asytoTbea Ha LUI.

Brnnue WI Ha 3axucT gep)kaBHOI TAEMHULI CMPUYNHAE BUHUKHEHHS SIK 3arpo3 Tak i
MoxnusocTten. Cepesl OCHOBHUX 3arpo3 MOXXHa BUOKPEMUTU CTBOPEHHS KibepaTtak OinbLuol
CKnagHocTi, reHepauis gesiHgopmaldii, couianbHa iHxeHepida. LI moxe ByTn BUKOpUCTaHUN
ANs aBToMaTtum3adii npouecy noLyKy BpasnMBOCTEN B cuctemax 6e3nekn, po3pobKu HOBUX
BMAIB LUKIANMBOro nporpamHoro 3abesnevyeHHs Ta npoBefeHHa macwtabHux DDoS-aTtak.
Takox LI moxe ByTn BUKOPUCTaHMI ANt CTBOPEHHSA BENUKUX 0B6CAriB henkoBnX HOBUH Ta
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iHWWX BMAaiB AesiHdopmauii, Wwo moxe gectabinisyBatu CcycninbCTBO i Nigipsatu 4OBIpY A0
aepxaBHux iHCTUTYUi. LI moxe B6yTn BUKOPUCTAHUI ANA CTBOPEHHS Binbll NepeKOHANBUX
QILLUMHIOBMX NUCTIB Ta iHWMX BMAIB couUianbHOI iHXeHepii, Wwo [o3sonse 3000yBatm
KOHpigeHUiMHY iHopMaLito.

Jocnigxyoun MOXNUBOCTI BapTo BiA3HA4MTK 30inblueHHA edeKTUBHOCTI aHarnisy
AaHnX, aBToMaTu3auisi pyTUHHUX 3aBAaHb, pOo3p0obneHHs HOBMX MeToaiB 3axucty. LI moxe
aHanisyBatM Benuki obcsarM gaHuMx B PEXWUMI pearnbHOro 4acy, BUSIBMSOYM Nigo3piny
aKTUBHICTb Ta NPOrHO3yko4n NOTEHLUiNHI 3arpo3u. LLII moxxe aBTomatmnsysaTn 6arato pyTUHHNX
3aBfaHb, TaKNX 9K MOHITOPUHI MepeXi, aHani3 norie Ta igeHTudikauis 3arpos, Wwo 403BoMsAe
3BiNbHUTK baxiBuUiB A4S BUKOHAHHA Binbll cknagHux 3agad. W moxe ©yTn BukopmuctaHum
Ans po3pobneHHs HOBUX METOAIB 3axucTy iHdopmauii, Takmx SK aganTuBHI CUCTEMMU
3axuCTy, AKi 34aTHI CaMoHaByaTuCS | aganTyBaTUCA 4O HOBUX 3arpos.

LUTYYHWI iIHTENEKT € NOTY>KHUM IHCTPYMEHTOM, KU MOXE BYTN BUKOPUCTAHUN AK ANs
3axuUcTy, TaKk i ons ataku. [Ansa Toro wob makcumisyBatu nepesaru LI i MiHiMidyBaTh pmsmkm,
BMHMKae notpeba y po3pobneHHi KOMNIEeKCHOro Migxoay A0 MOro BMKOPUCTaHHA B cdepi
6e3nekun. Llen niaxia noBuHeH BkMoYaTn B cebe po3pobneHHss ehekTUBHUX CUCTEM YynpaB-
NiHHA pU3MKaMK, CTBOPEHHSA NpaBoBOi 6a3un, MixxHapogHe cniBpobITHMLTBO, NOCTINHE HaB-
YaHHA Ta NiABULLEHHA KBanidoikauil daxiBuyis. 3anpoBafKeHHA KOMMMEKCHOro niaxoay
BMMarae po3pobreHHa MeToAiB OUiHIOBaHHS PU3KMKIB, NOB'A3aHMX 3 BUKOpUCTaHHAM LI, Ta
po3pobneHHs 3axoadiB Ansa ix MiHimisauii. Takox BuHUKae notpeba y po3pobneHHi HOBUX
NpaBOBUX HOPM, SIKi peryntoloTb BukopuctaHHsa WI B ciepi 6e3nekun. CniBnpaus 3 iHWNMM
KpaiHamu ans po3pobku cninbHUX ctanHgaptiB 6e3nekun LI go3sonuTb NiaBUWMTU edek-
TMBHICTb 3aXMCTy TaEMHOI iHdbopMaLlii.

3aranom, LI BiakpnBae HOBI MOXNUBOCTI Anga 3abeaneyeHHs Ge3nekn gepxasu, ane
MOro BMKOPUCTaHHA noTpebye obepexHoro Ta 3BaxeHoro nigxogy. ligcymoByoun Bukna-
AeHe BULLEe, MOXHa BUOKPEMUTN TaKi pekoMeHaauil, K pO3BUTOK HaLioHanNbHUX cTpaTerin B
ranysi kibepbesneku, siki BpaxoByBaTUMYTb BUKOpUCTaHHS LI, iHBeCcTyBaHHA B 4OCHILKEHHSA
Ta po3pobku B ranysi LI Ta kibepbeanekn, CTBOPEHHSA MixkHapogHMX bopyMmiB Ans o6roeo-
PEHHSA NUTaHb, NOB'A3aHMX 3 BUKopuctaHHaMm LI B cgepi 6e3nekn, po3pobneHHs cuctemm
ceptudikauii cuctem LI, WO BUKOPUCTOBYOTLCA B [AepXaBHUX oOpraHax, MpOBOAUTU
HaBYaHHS Ta NigBuULEHHN kBanidikauii daxisuis B ranyai LI ta kibepbesneku.

Hes3Baxatoun Ha 3HAYHY KiNbKICTb AOCMigXeHb B Ui ranysi, 6arato nutaHb 3anu-
LwarTbca BigkputumMn. HeobxigHo npoBoanTM nogarnbluli AOCAILKEHHSA B TAKMX HanpsiMax, gk
po3pobreHHa MeToiB OLiHBaHHS CcTikocTi cuctem LWI oo atak, gocnigkeHHs snnuey LI Ha
MixkHapoaHy 6e3neky Ta po3pobka HOBUX anropuTMiB MaIMHHOIO HaBYaHHA A11S BUSIBIIEHHSA
aHomarnin B mepexeBoMy Tpaduiky. 3aBasiku BNPOBAMKEHHIO LMX PEKOMeHOauinl MOXHa
MiHIMi3yBaTV pU3NKK, NOB'A3aHi 3 BUKopucTaHHAM LU, Ta MakcumidyBaTu MOro noteHuian gnya
3abesneyeHHs HauioHanbHol 6e3nekn. BukopucTtaHHa LI B 3axucTi gepxaBHOI TaEMHWUL €
nepcnekTUBHUM HaNPsIMKOM AO0CHILXEHb, KU BUMarae nogasnbLoro po3BuTky.
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